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Abstract

From the perspective of indistinguishability, an attack on a cryptosystem can be modeled as a training
process of efficient distinguishers between ciphertexts and random values, or among ciphertexts. Though
the theoretical relationship between cryptanalysis and machine learning has been studied and data-
driven cryptanalysis methods have been proposed, the attacks become practically available recently due
to the progress of the technologies including the parallel processing hardware and the deep learning
algorithms. Gohr proposed differential neural cryptanalysis by making neural classifiers learn differential
properties of a reduced-round lightweight block cipher in order to obtain the final round key. However,
only one 32-bit block cipher called Speck32/64 had been evaluated. In this paper, we train neural
distinguishers against three 64-bit reduced-round lightweight ciphers with (generalized) Feistel network,
including SIMONG64/96, CHAMG64 /128, and HIGHT, to evaluate learnability and accuracy of the attacks.
Various models of distinguishers under different assumptions have been proposed, and the performance

of each distinguisher has been empirically assessed.

Keywords Differential neural cryptanalysis, data-driven cryptanalysis, lightweight block cipher, distin-

guishing attack, deep learning
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Chapter 1. Introduction

1.1 Motivation

The data-driven analysis technique is one of the strategies to classify, distinguish, or approximate
certain aspects of given data. Machine learning (ML) models provide computational tools and algorithms
to learn these aspects to perform data-driven analysis. Often, machine learning models are considered
to be capable of efficiently approximating any unknown relationships or functions.

Neural network (NN) is one of the ML models with emerging use, which simplifies and simulates the
stimulation mechanism of neurons in brains. Neurons and the connections among the neurons are often
placed in the form of layers. Deep learning (DL) is the learning procedure utilizing neural networks with
multiple hidden layers; more hidden layers present in the model allows the model to approximate more
complex functions.

Though DL models are being applied to every research field, there remains a very challenging class
of targets, namely cryptographic primitives. Cryptographic primitives are some of the most complex
functions, since finding data-driven relationships often leads to the break of the security requirements of
the cryptosystems. Attacking cryptosystems using deep learning is called neural cryptanalysis.

It has been a long time since the utilization of data-driven analysis techniques for design and analysis
of cryptosystems was first proposed. Rivest [21] mentioned that cryptography and ML are “sister fields,”
and many tools in ML can be also utilized to break the target cryptosystems. At that time, such
methods were proposed on theoretical interests, due to the lack of computational power to perform
actual experiments.

Since the performance of hardware has grown exponentially, now the amount of available computing
resources becomes plentiful enough to perform data-driven analysis even for personal computers. Fur-
thermore, advances in the data-driven techniques such as models, network structures in the case of DL
models, and various efficient optimization methods allow the possible practicality of neural cryptanalysis.

Despite these advances, however, neural cryptanalysis is still in the early development stage due to
the hardness of the tasks analyzing complex cryptosystems. For security, cryptosystems are designed
to fulfill some requirements such as indistinguishability. One of the goals of neural cryptanalysis is to
tear down the indistinguishability requirement via data-driven measures by teaching some distinguishers.
Chapter 3 provides detailed descriptions of such distinguishers.

Some cryptosystems, including many public-key cryptosystems, are designed to have provable se-
curity. This indicates that the security of the cryptosystems relies on the difficulty of some NP-hard
problems, or problems which are expected to be NP-hard. Breaking these cryptosystems leads to finding
solutions for the underlying problems efficiently. In other words, neural cryptanalysis targeting these
cryptosystems is equivalent to generating a heuristic measure to solve the underlying problems, which
is considered to be intractable. Therefore, the targets of neural cryptanalysis are limited to relatively
‘simple’ cryptosystems, such as lightweight block ciphers.

A sparse number of previous publications have stated the models of neural cryptanalysis and the
actual experimental results on the actual ciphers. Some publications such as Gohr’s differential neural
cryptanalysis [8] provided meaningful breakthroughs on the methodologies and performance of neural

cryptanalysis. Other publications reported failures of the experiment, while some provided interpreta-



tions of results that can be misleading as the success of neural cryptanalysis. Detailed analysis on the

related works is written in Chapter 4.

1.2 Problem Statement and Contribution

We provide the following problem statements, which are closely related to our contributions to this
thesis.

First, plenty of different distinguishers can be established based on different combinations of datasets
that we want to find relationships on. However, each previous work utilized the own model of the
assumptions of the distinguishers. No common framework for selecting distinguishers are previously
suggested, to the best of our knowledge. Therefore, we suggest the framework by systemizing various
distinguisher models for neural cryptanalysis, focusing on indistinguishable-uniform function (IUF)[7]
classifiers.

Second, the results of previous attacks are scattered and not been systemized effectively. Therefore,
we summarize the previous approaches and applications of neural cryptanalysis on block ciphers. We also
raise disputes on the results of some misleading publications, about whether they have proper models
and analysis methods.

Finally but most importantly, there is a lack of comparative analysis on the neural cryptanalysis
results for lightweight block ciphers. We performed neural cryptanalysis against several lightweight
block ciphers including SIMON64/96 [4], CHAM64/128 [14], and HIGHT [11]. We limited the target
cryptosystems into reduced-round 64-bit lightweight block ciphers having generalized Feistel network
(GFN) structure. We observe and compare the performance of the attacks based on the configurations
of GFN of the ciphers. We provide more analysis on how DL becomes effective on the block cipher and

discuss whether DL is practically better than another ML model for the cryptanalysis tasks.

1.3 Organization

This paper is organized as follows. Chapter 2 provides some background information for the fields
and theories related to neural cryptanalysis. Chapter 3 introduces attack scenarios or distinguishers
that can be used for data-driven cryptanalysis of block ciphers. Chapter 4 describes previous results on
neural cryptanalysis, as well as some criticism on misleading results.

Chapter 5 describes our neural cryptanalysis results on various lightweight ciphers. Chapter 6 pro-
vides some discussion on how the neural classifiers work, and provide several aspects of neural classifiers.

Conclusions and future work are mentioned in Chapter 7.



Chapter 2. Background

2.1 Notations

The thesis is based on the following list of notations in Table 2.1.

Table 2.1: Notations

Domain Notation Description
Block Cipher m Key length, in bits
K The key space, equivalent to {0,1}"
n The block size, in bits
M The message space, equivalent to {0,1}"
r The round key size, in bits
k A key instance
P A plaintext instance
c A ciphertext instance, or a function output
Enc, Enc™'  The encryption and decryption algorithms
Encg, Encgl The encryption and decryption oracles with the key k
& Bitwise AND operation
&) Bitwise XOR operation
H Arithmetic addition, within the corresponding processing unit
<<w Rotation, to v bits left
Distinguishing Games A Adversary
AFx Adversary, who is able to access an oracle F},

Adv(A4) Advantage of the adversary
C Challenger

Prlevent] Probability that the event occurs
x Challenger’s binary choice from {0, 1};

often 1 for the challenges generated by the adversary’s choice
and 0 for the randomly generated challenges.
x’ Adversary’s guess on the challenger’s choice
s Adversary’s state information
A An XOR difference constant for differential distinguishers
Machine Learning T Portion of training data from the entire dataset

«@ Accuracy of a model

B(T, P) Binomial distribution with 7" trials and P probability

N(p,0?) Gaussian distribution with the average p and the standard deviation o

Related Work ? Unspecified in the corresponding literature




2.2 Block Cipher

Block ciphers are symmetric cryptosystems that perform encryption and decryption by the unit of
blocks. The structures and types of block ciphers are discussed in this section. Differential cryptanalysis,

which is one of the popular and powerful cryptanalysis techniques, is also explained.

2.2.1 Structures of Block Cipher

In block ciphers, the blocks undergo several repeated steps of confusion and diffusion. The set of
repetitive steps is called a round of the block cipher. The round keys, which are the values expanded
from the key according to the key scheduling algorithm, are properly mixed on the rounds of the block
cipher.

Substitution-permutation network (SPN) is a relatively straightforward way to repeat confusion
and diffusion. A round of an SPN cipher can be described as a direct concatenation of the three steps:
XORing a round key, applying substitution boxes (S-boxes), and applying a fixed bitwise permutation.
In the step involving S-boxes, the block is divided into subblocks having d bits, and each subblock is
converted using the S-box, which is a nonlinear bijective function from {0,1}% to {0,1}%. The inverse
S-box and the inverse permutation are used for the decryption.

The Feistel network is the core structure of several block ciphers such as Data Encryption Standard
(DES). In Feistel network with a round key k;, the block on the round ¢ is divided into two processing
units (half-blocks) (X;,Y;). F is a nonlinear round function taking a half-block and a key as arguments
and produces a half-block, which is not required to be invertible. The followings are the steps performed

on each round of the Feistel cipher.

X=X, © F(Y;, k), Y] =Y, (2.1)
Xip1 =Y/, Vi1 = X] (2.2)

Zg 24 23 23

Z Zh z',

Type-1 GFN Type-2 GFN Type-1 GFN (reversed)
Figure 2.1: Structures of type-1 and type-2 GFN ciphers [10, Fig. 1]

The generalized Feistel network (GFN) provides extensions of the Feistel network. The type-1,2,3
ciphers suggested by Zheng et al. [28] are popular GFN structures in the design of block ciphers, which
are depicted in Figure 2.1. More numerous variants of Feistel networks exist, such as unbalanced Feistel
networks [23] or alternating Feistel networks using alternating round functions [18]. These variants are

often considered as examples of GFN structures. [10]



2.2.2 Classification of Block Cipher by Complexity

General-purpose ciphers are designed for general applications for protecting the confidentiality of
data. DES is one of the first general-purpose ciphers, though the scheme’s security has been broken by
various attacks including differential cryptanalysis and linear cryptanalysis. Currently, AES(Rijndael,
the finalist in the AES competition) is in the most widespread use. Other than AES, plenty of general-
purpose block ciphers have been proposed and/or currently in use, including MARS, RC6, Serpent, and
Twofish.

General-purpose ciphers often utilize complex calculations or require storage to store precomputed
S-boxes. However, data encryption is sometimes required in restricted environments. For instance,
various use cases involving sensor networks and IoT devices such as a tiny implant sensor that capturing
and exporting biosignals for medical purposes, require low-cost encryption in the terms of time, power,
and memory. In these situations, using lightweight ciphers would be more appropriate.

Lightweight ciphers rely on relatively simple operations such as shifts, bitwise binary operations,
and arithmetic operations. For example, lightweight block ciphers using only addition, rotation, and
XOR operations to perform encryptions are called ARX ciphers.

Toy ciphers are block ciphers that having small key and block sizes and simple structures. Therefore,
toy ciphers are not considered to be secure and rarely used in real life. Simplified Data Encryption
Standard (SDES) [22] is one of the well-known toy ciphers. Toy ciphers are mostly used for educational
purposes to teach how block ciphers work. Sometimes, toy ciphers are used for demonstration purpose
of new cryptanalysis methods, as proofs of concepts. Plenty of earlier neural cryptanalysis publications

demonstrated experiments trying to attack SDES as the proof of concept.

2.2.3 Target Ciphers

Aspects of the target lightweight block ciphers of this thesis are described here.

SIMONG64/96 SIMON [4] is a family of lightweight Feistel ciphers. SIMON was designed by the
National Security Agency, concurrently with Speck ciphers. As a family of lightweight ciphers, SIMON

utilizes rotations, XORing, and bitwise AND operations to generate the following Feistel function.
FSIIVION(ka) = ((Z << 1)&(2 << 8)) &>, (Z << 2) Dk (23)

We used SIMONG4/96, a SIMON cipher having 64-bit block size and 96-bit key size, as our target.
Full-round SIMONG4/96 encryption takes 42 rounds.

CHAMG64/128 CHAMG64/128 [14] is a type-1 reversed alternating GFN having 64-bit block size and
4 processing units (16 bits each). Full-round CHAMG64/128 encryption takes 80 rounds. CHAMG64,/128
is an ARX cipher; the operations are defined using arithmetic addition, rotation, and XORing. Different
from the traditional Feistel ciphers, CHAM64/128 XORs the round number and mixes the blocks using
arithmetic additions instead of XORing. Two types of operations are used in an alternating manner, as

shown in Figure 2.2a.

HIGHT HIGHT [11] is a type-2 GFN cipher having 64-bit block size and 8 processing units (8 bits
each). Full-round HIGHT encryption takes 32 rounds. HIGHT applies two types of Feistel-like functions



composed of ARX operations as follows.

Frurcaro(z, k) =(2<< 1)@ (z2<<2) @ (z << 7) Bk (2.4)
FHIGHT,l(Zak) = (Z << 3)@(2’ << 4)@(2 << 6)@k (25)
Being a type-2 GFN, HIGHT invokes the functions on each pair of the processing units for every round,

as in Figure 2.2b. Note that the results of Fyrgmpr,1 are mixed to the corresponding processing unit

using arithmetic addition instead of XORing.

20 21 22 ‘ Z3

Zo ‘ z'y Z2 ‘ Z3

, d d,2) = .
v= {é ZZdEZZZZd, g =(1) (b) One round of HIGHT [11, Fig. 3]

(a) One round of CHAMG64/128 [14, Fig. 1]

Figure 2.2: Round structures of CHAM64/128 and HIGHT, the target GFN ciphers

2.2.4 Security Notions of Block Cipher

Block ciphers are commonly modeled as super-pseudorandom permutations (SPRP), which were
introduced by Luby and Rackoff [17]. A function F' : K x M — M having the key space K and the
message space M should satisfy the followings to be an SPRP.

(Permutation) Vk € K, F, : M — M is a bijection. (2.6)
(Efficiency) Vk € K, F), and F, ! are efficiently computable. (2.7)
(Super-pseudorandomness) F' does not have any super distinguishing circuit family. (2.8)

Roughly, a circuit is a super distinguishing circuit if the circuit is capable of correctly deciding whether
the given (normal, inverse) oracles of a permutation came from (Fy, Fj, '), or otherwise randomly
selected (0,0 1) from the set of possible permutations for M, with a significant advantage. A weaker
notion called pseudorandomness can be similarly defined using only the target function Fj without
involving the inverse I}~ L

Pseudorandomness and super-pseudorandomness are often compared to the IND-CPA and (IND-
CPA + IND-CCA) notions of security in probabilistic cryptosystems, respectively. This is because
both encryption and decryption oracles are given for the adversary’s attempt to distinguish oracles
in the definition of super-pseudorandomness, while only encryption oracle is given in the definition of
pseudorandomness. However, most block ciphers are designed to have a similar structure for their
encryption and decryption for the purpose of efficient computation. Therefore, it is often enough to

analyze the cipher’s security in the context of pseudorandomness, instead of super-pseudorandomness.



Desai and Miner [7] provided a useful security definition somewhat relaxed from pseudorandom

permutations to capture pseudorandomness.

Definition 2.1. (Indistinguishable-uniform Permutation [7, Def. 2]) For a polynomial-time adversary A
with two algorithms find and guess, « € {0,1}, and a permutation generator F' : K x M — M having
the key space K = Keys(F') and the message space M, an indistinguishable-uniform permutation (IUP)

experiment ExplVF (A, z) is defined as follows.

kE+— K (2.9)

(p,s) < AF*(find) while p is not queried to Fj (2.10)
co « Fi(p);er <224 £p (2.11)

return ' := A(guess, ¢, s) (2.12)

F is said to be an indistinguishable-uniform permutation if the advantage of the adversary A to guess x

correctly, which is described as the following formula, is negligible.
AdV%JP(A) = Pr[EXp%JP (4,0) =0] — Pr[Expg,pP(A, 1) =0] (2.13)

Definition 2.2. (Indistinguishable-point Permutation [7, Def. 2]) Based on the same notations and as-
sumptions to Def. 2.1, an indistinguishable-point permutation (IPP) experiment Exp!tF (A, z) is defined

as follows.

k+ K
(o, p1,8) AF (find) while po, p; are not queried to F,
¢ Fi(ps)

return ' := A(guess, ¢, 5)

F' is said to be an indistinguishable-point permutation if the advantage of the adversary A to guess b

correctly, which is described as the following formula, is negligible.
AdvE" (A) = Pr[ExpFT(A,0) = 0] — Pr[Expi " (4,1) = 0] (2.18)

The authors showed that a PRP can be reduced into IUP, but there is no polynomial-time reduc-
tion from IUP to PRP. They also demonstrated IPP and IUP are equivalent definitions, by showing

polynomial-time reductions from IPP to IUP and vice versa.

2.2.5 Differential Cryptanalysis of Block Cipher

Differential cryptanalysis (DC) is the analysis of XOR differences of ciphertext or intermediate
values from the two plaintexts having a certain fixed difference. Biham and Shamir [5] first introduced
differential cryptanalysis, and demonstrated the technique against DES which was successful.

Traditional but effective approaches of differential cryptanalysis focus on obtaining differential char-
acteristics of nonlinear components of block ciphers which occur in high probability. Practically, the
differential characteristics are found with computational methods such as mixed-integer linear program-
ming (MILP). However, in current data-driven differential cryptanalysis methods, differences are mainly
utilized as they can cancel out the round keys during the encryption procedures. The difference alone
is not enough for the total break of ciphers. Still, more rounds of the cipher can be distinguished using
differentials compared to the use of raw plaintext and ciphertext pairs only.

The known differential characteristics of reduced-round target ciphers are described in Table 2.2.



Table 2.2: Known differential characteristics of reduced-round target ciphers

Cipher Rounds / Full Rounds Prob. of a differential characteristic ~References
SIMONG64/96 10/42 2718 (Related-key) [25]
11/42 2722 (Related-key) [25]
12/42 2730 (Related-key) [25]
CHAMG64/128 28/80 2739 [14]
29/80 241 [14]
39/80 2763 [14]
HIGHT 11/32 2745 [27]
12/32 2753 [27]
13/32 2761 [27]

2.3 Machine Learning

2.3.1 Procedures of Supervised Learning

Supervised learning is a learning scenario when each instance of training data contains a correspond-
ing label. The goal of supervised learning is to make the model predict the correct label of the training
and testing data.

The feature extraction step is a preprocessing step that manipulates raw data into the model input.
In neural cryptanalysis, each bit of the training data is encoded as zero or one and fed into the neurons
in the input layer.

The training step is a procedure to optimize the parameters of the model so that the designated
loss function becomes minimized. In binary classification tasks that most distinguishing attacks belong
to, the final layer produces probabilities whether the predictions are zero or one. Mean squared error
(MSE) of the classification results from the ground truth is frequently used as the loss function.

When all given training data has been used for training, an epoch of training is over. Validation takes
place using designated validation data or randomly selected cross-validation data. Training continues
until the validation loss converges or the designated number of epochs is reached. Test accuracy and
loss of testing data, which is independent of the training data, is measured as the final evaluation. In a
binary classification task on a balanced dataset, test accuracy of o =50% and MSE test loss of 0.25 is

the baseline of random guessing.

2.3.2 Neural Network

Neural networks consist of layers of neurons and connections among them. Each connection has a
weight value while each neuron has a bias value as the parameters. The activation level of each neuron
is determined by the weighted sum of the incoming connections plus the bias of the current neuron,
while an activation function is applied to the gross sum. Parameters are adjusted to reduce the loss by
calculating gradients, which are often back-propagated from the output neuron.

Plenty of topologies of neuron connections has been utilized according to the target problem. Con-
volutional neural networks and recurrent neural networks are used for the problems having localities such

as images, and sequential data such as sound, respectively. Fully connected networks and residual net-



works are often used for learning from general problems with independent features; inputs and outputs

of cryptosystems would fall in this category.

2.3.3 Other Machine Learning Models

Outside deep learning, there exist several machine learning models including decision tree, random
forest, naive Bayes, and support vector machine.

A decision tree has a target feature and a threshold value for each node so that an instance of the
data undergoes a decision process along the edges of the tree to get to the prediction value. Random
forests are ensemble models made out of several decision trees. These tree-based classifiers often have
excellent performances with the tasks having relatively few features, often numeric, as they make one
decision using a single feature.

Compared to deep learning models, it is often perceived that other machine learning models are less

capable of capturing the complex nonlinear relations between features and the label.



Chapter 3. Cryptanalysis Scenarios of Block Ciphers

We derived several cryptanalysis scenarios of block ciphers. Most of the scenarios are described as

interactive games between an adversary A and a challenger C.

3.1 Basic Distinguishers

In the perspective of machine learning, deploying a distinguishing attack is equivalent to training a
classifier to solve a supervised classification task of the appropriate output range. A classifier is called
a successful distinguishing attacker if the winning probability of a game using the classification result is
non-negligibly higher than the success probability of random guessing. Here, the experiment in definitions

2.1 and 2.2 are rephrased as the game format.

3.1.1 Ability of the Adversary

By default, the scenarios assume distinguishing attacks on the chosen-plaintext attack (CPA) model.
The adversary selects the plaintext and obtains the encryption result using the encryption oracle Ency.
The adversary tries to train a distinguishing model for the key k.

Some of the distinguisher notions assume known-plaintext attack (KPA), meaning that the concrete
encryption oracle is not given (though the adversary can exploit the knowledge of cipher algorithm Enc).
The adversary would try to attack the scheme using given (plaintext, ciphertext) pairs. The adversary
may train a distinguishing model for general keys, that requires both plaintext and ciphertext to evaluate,
by generating data on the adversary’s own using Enc and randomly selected keys. For simplicity, these
KPA distinguishers are suffixed by a prime symbol (’).

Other distinguisher notions assume ciphertext only attack (COA), meaning that ciphertexts en-
crypted from uniformly random plaintexts are provided to the adversary, and the adversary cannot use
the plaintexts as the training data. The adversary may train a distinguishing model to decide whether
the ciphertext (or the function output) is valid, by generating data on the adversary’s own using Enc
and randomly selected keys. For simplicity, these COA distinguishers are suffixed by an asterisk symbol
().

COA is not applicable for the encryption of block ciphers as they are permutations, meaning that
any of the given ciphertexts can be decrypted into a valid plaintext. However, if it comes to other types
of functions, a COA (output only attack is more accurate as the function is not the encryption and the
output is not the ciphertext, but using some abuse of notations) could take place. Thus, we do not

construct IPP* and TUP* games over permutations.

3.1.2 IPP Distinguishers

Having the IPP security is a required condition for an encryption oracle Ency to become a PRP.
IPP describes an effort to distinguish two ciphertexts, or equivalently, distinguish a ciphertext from the
encryption of a random value. In Definition 2.2, key selection and generation of a challenge are the roles

of the challenger, while executing algorithms of find and guess is the role of the adversary. In the case
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the adversary ‘cheats’, i.e. if the plaintext in the challenge is ever queried to the encryption oracle by
the adversary, the adversary loses the game.

The attack is successful if the adversary’s winning probability is non-negligibly greater than 1/2.
The detailed description of the IPP game is displayed in Table 3.1.

Table 3.1: IPP game

Challenger C Adversary A
Pick k < {0,1}™ — Access Ency,
Pick = «+ {0,1} < p Pick p+ {0,1}"

p <+ {0,1}" c:= Enci(p’) ifz=0
¢ := Enck(p) ife=1

A wins, if z = 2’ and p has not been queried to Enc, by A. <+ x Guess z’

An IPP-KPA game, or simply IPP’ can be constructed if the oracle Ency is not given for the
adversary. The additional losing condition of the challenger which exists on IPP does not exist on IPP’.
Similarly, the IPP’ adversary is successful if the adversary’s winning probability is significantly greater
than 1/2. The IPP’ game is summarized in Table 3.2.

Table 3.2: IPP’ game

Challenger C Adversary A
Pick k < {0,1}", p+ {0,1}", 2 + {0,1} p— P
p' + {0,1}",c:= Enci(p’) ifx=0
c— c
¢ := Ency(p) ifr=1
A wins, if z = 2/. +— Guess '

A successful IPP’ adversary is a successful IPP adversary, and the reverse does not hold. One may
trivially construct a successful IPP adversary from a successful IPP’ adversary by query nothing to the
given oracle Encp and delegate the challenge to the successful IPP’ adversary to obtain a significant

distinguishing advantage.

3.1.3 IUP Distinguishers

Different but equivalent to IPP, IUP (Definition 2.1) describes an effort to distinguish a ciphertext
from a random value, to reflect the randomness of ciphertext. ITUP and IUP’ games can be similarly
described to IPP and IPP’ games, except the difference between ‘a random value’ and ‘the encryption
of a random value’. The description of the IUP and TUP’ games are summarized in Tables 3.3 and 3.4,
respectively. From the perspective of machine learning, this game also can be modeled into a supervised
binary classification task, as same as other binary distinguishers.

The difference between the descriptions of IPP and IUP games, i.e. ‘a random value’ and ‘the

encryption of a random value’, generates a quite major difference in how to interpret the distinguishing
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Table 3.3: IUP game

Challenger C Adversary A
Pick k + {0,1}" — Access Ency,
Pick z + {0,1} +p Pick p+ {0,1}"
c+{0,1}" ifzx=0
c— c
c:=Encp(p) ifx=1
A wins, if z = 2’ and p has not been queried to Ency, by A. <+ 2’ Guess 7/

task. In the IUP games, the ‘random’ challenges are generated by selecting a value from the codomain
of the encryption. However, in the IPP games, the challenges are generated by non-uniformly picking a
random value from the range of the encryption. Though the two games are the same for an ideal block
cipher, the classifiers trained on a flawed block cipher (for example, a reduced-round cipher) may exhibit

slightly different accuracy patterns.

Table 3.4: TUP’ game

Challenger C Adversary A
Pick k + {0,1}", p + {0,1}", 2 + {0,1} p— D
c+{0,1}" ifz=0
c— c
c:=Encp(p) ifx=1
A wins, if z = /. —a Guess 7/

3.2 Differential Distinguishers

Instead of training models to learn ciphertexts, one may train classifiers to learn on differentials of

two related ciphertexts, in the perspective of differential cryptanalysis.

3.2.1 Difference Functions

An attacker may select a constant A indicating the XOR difference of two plaintexts for the different
functions. The oracle Ency, in the previous definitions of IPP(’) and IUP(’) games could be replaced into

following difference functions which can be calculated using oracle invocations.

(Difference, ‘d’) Difa r(p) := Enci(p) ® Encp(p® A) (3.1)
(Concatenation, ‘c’) Concata i (p) == Encg(p)||Enck(p @ A) (3.2)
or equivalently, Concat) 1.(p) := Difa r(p)||Enck(p) (3.3)

Note that outputs of Concat and Concat’ functions are mutually convertible via a simple XOR, operation.

However, actual performances of the distinguishers trained using the two different but equivalent forms
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of data could be practically different as the data format may exert influence on how well the model
captures the meaningful combination of the input.

Finally, we can construct a variant of the cIUF game, namely a mIUF game, by altering the challenge
slightly. While Concat is applied when x = 1 as the same as the cIUF game, a random mask value is

applied to the challenge instead of generating new random values when = = 0.

(Masked, ‘m’) Maska x(p, R) := Enci(p) ® R||Ency(p® A)® R (3.4)
or equivalently, Masky ,(p, R) := Difa x(p)||R (3.5)

Note that in mIUF distinguishers, even though outputs of Mask and Mask’ functions are not
mutually convertible, the two functions have the same distinguishing capabilities. If we define Mask”

by the following equation.
Maskyp i (p, R) := Difa x(p)||Enck(p) ® R (3.6)

One can notice that Mask and Mask” could be mutually convertible via a simple XOR operation.
Furthermore, since the uniformly random block R can completely randomize the Encg(p) ® R term and

there are no other dependencies of R on the data, Mask’ and Mask” are equivalently distinguishable.

3.2.2 IUF and IPF Distinguishers

The difference functions are not pseudorandom permutations any more, and they should be modeled
as pseudorandom functions. Therefore, definitions of IPF and IUF are used instead of IPP and IUP,
respectively, to describe distinguishers for these difference functions. Note that while IUP and IPP are
equivalent, IUF can be reduced to IPF but they cannot vice versa.

The structures of the IUP game and the IUF game are identical, except that the permutation under
test (encryption oracle) is replaced to the function under test (such as the difference functions in 3.2.1).

Depending on the difference functions used in the games, cIUF, cIPF, dIUF, and dIPF games can
be defined, as well as their KPA counterparts suffixed by a prime symbol.

Finally, IUF-COA games, or IUF* games, can be defined by following, when f is the any of the

random function currently distinguishing.

Table 3.5: TUF* game on a function f

Challenger C' Adversary A
Pick k + {0,1}", p + {0,1}", = + {0, 1}
c+{0,1}" ifz=0
c:= f(p) ife=1

A wins, if z = 2/, —z

Cc — c

Guess 2’

3.2.3 List of Differential Distinguishers

The list of distinguishability notions defined or mentioned so far are summarized in Table 3.6.
Table 3.7 provides a summary of how the challenges are generated for each differential distinguishing
game. The adversary should distinguish the z = 1 cases from the z = 0 cases in order to win the

corresponding distinguishing game.
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Table 3.6: The family of security notions for distinguishing games

Distinguishing Permutation Function
Type Security Enc, Y Concatay (¢) Difay (d) Maskay (m) 2)
CPA IPP cIPF dIPF -
Point KPA () IPP’ cIPF’ dIPF’ -
COA (*) 9 - - - -
CPA IUP cIUF dIUF mlIUF
Uniform KPA () IUP’ cIUF’ dIUF’ mIUF’
COA (%) - cIUF* dIUF* mIUF*

1) IPP* and TUP* games are impossible to break; any given ciphertext can be the encryption of a valid

plaintext due to the property of permutations.
2) Only mIUF(’,*) games are defined since they are modified from the cIUF(’,*) games.

3) IPP* and IPF* games are impossible to break; while one may distinguish (p, f(p)) and (p, f(R)),
f(p) and f(R) cannot be distinguished if the challenger also generates the p value from the random and

does not release p to the adversary.

Table 3.7: The family of distinguishers on differentials, with the key & and the differential A

Games V) Distinguishes... (z = 1) From... (z =0) ?
cIPF()  p||Enck(p)||Enci(p ® A) p||Enck(R)||Enci(R @ A)
cIUF()  pl|Enck(p)||Ence(p ® A) P[RRz
© pl|Difa k(p)||Enck(p) P[RRz

cIUF* Ency(p)||Enck(p @ A) R||R,
© Difa.(p)||Ency(p) R||Ry

dIPF() pl|Difa k(p) plIDifak(R)

dIUF() pl[Difak(p) pllR

dIUF* Difa x(p) R

mlUF()  pl|Ency(p)|[Encr(p® A)  pl|Enc(p) & R||[Enci(p® A) & R
© plIDifak(p)l|Ence(p) plIDifar(p)|IR

mIUF* Enci(p)||Enci(p & A) Enci(p) @ R||Ency(p® A) & R
© Difak(p)||Ency(p) Difar(p)lIR

1) + indicates an equivalent definition to the above row.

2) R and R, indicate blocks uniformly drawn from the message space M.
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3.3 Other Attack Scenarios

Other than the distinguishing attacks, there exist various attack scenarios against target ciphers.

3.3.1 Key Recovery (KR)

Key recovery attack is the ultimate goal of cryptanalysis. Attackers try to find the fixed key k when
the encryption oracle Ency, and possibly the decryption oracle Enc,;1 are given in a KR game. The KR

game is defined in Table 3.8.

Table 3.8: KR game

Challenger C Adversary A
Picks k « {0,1}" — Accesses Ency and possibly Enclzl.

Evaluate the oracles with any polynomial number of queries, by choice.
Awins, if k=k  +k Guesses £’

3.3.2 Round Key Recovery (RKR)

While key recovery attacks often require the inversion of key scheduling, the round key recovery
attack (RKR) is a weaker version of key recovery attacks. In the RKR/F game, the objective of the
attacker is to find one of the fixed round keys of the given oracle. In the varying key situation, the

attacker should find one of the round keys used in the encryption (RKR game) as described in Table 3.9.

Table 3.9: RKR game

Challenger C Adversary A
Picks k < {0,1}™ — Accesses Ency, and possibly Enc;, '

Evaluate the oracles with any polynomial
number of queries, by choice.
A wins, if s is the jth round key <+ s,j Guesses s, j
scheduled from the key k.

Constructing a successful RKR attacker for the final round key is possible by utilizing a successful
TUP attacker on one-round-reduced version of the cipher with 2" additional queries. For all 2" candidates
of the final round key, the ciphertext in the challenge can be decrypted by one round and put into the one-
reduced-round IUP attacker together with the plaintext. If the IUP attacker reports that the decrypted
ciphertext seems to be a valid one, the round key candidate used to decrypt the ciphertext by one round
is likely to be the correct one. If the IUP distinguisher model provides probability values, the adversary
can select the round key candidate with the highest probability value to be a valid ciphertext.
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3.3.3 Plaintext Recovery (PR)

Plaintext recovery attacks are attempts to mimic the decryption oracle of a given encryption oracle,
which is the inversion task of a given function. The attacker can access to the encryption oracle Ency
of the target cipher. The challenger makes a ciphertext as the challenge, and the attacker should guess
the plaintext corresponding to the challenge, as described in Table 3.10.

Table 3.10: PR game

Challenger C Adversary A
Picks k < {0,1}"™ —  Accesses Ency
Picks p + {0,1}", ¢ := Encg(p) c¢— c
A wins if p=p/ —p Guesses p’

3.3.4 Encryption Emulation (EE)

Encryption emulation attacks are attempts to mimic the given encryption oracle. The attacker can
access to an encryption oracle Ency of the target cipher. The interaction between the challenger and
the attacker is described in Table 3.11.

Table 3.11: EE game

Challenger C' Adversary A
Picks k « {0,1}™ —  Accesses Ency,
Picks p < {0,1}" that not queried by A. p— P
A wins, if ¢ = Encg(p) and p has not been queried to Ency, <+ ¢ Guesses ¢

3.3.5 Plaintext Identification (PI)

Given a ciphertext, plaintext identification attacks are attempts to find out which group the cor-
responding plaintext belongs to. The attacker can access to an encryption oracle Enc of the target
cipher. Given a t-partition {P;} of {0,1}", the adversary should guess which partition the corresponding
plaintext of the challenge ciphertext comes from, as shown in Table 3.12. This task is a supervised

t-classification task.

Table 3.12: PI game for a t-partition {P;} of {0,1}"

Challenger C Adversary A
Picks k < {0,1}", z < {0,1,...,t — 1} Accesses Ency,
p < Py, ¢:= Enci(p) c— c
A wins, if z = x' — Guesses 2/
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Chapter 4. Related Work

4.1 Models of Neural Cryptanalysis

One of the major contributions of Albassal and Wahdan [3] is to first suggest the use of distinguishers
for the construction of a successful RKR attacker, under the assumption of wrong-key randomization
hypothesis.

Gohr [8] claimed that the hypothesis is too ideal for lightweight ciphers, and proposed the use of
wrong-key response profiles which can be empirically enough to derive a successful RKR attacker from
a one-round-reduced successful cIUF* attacker. While first introducing differential neural cryptanalysis,
this is the first successful neural cryptanalysis attempt on a reduced-round lightweight cipher above 30%

of the rounds.

4.2 Neural Cryptanalysis of Toy Cipher

Table 4.1 summarizes previous neural cryptanalysis attempts on toy ciphers. Albassal and Wahdan
[3] only used their approach to perform a KR attack on a 4-round toy cipher called HypCipher. Another
work by Wabbersen [24] exactly followed this methodology to break another 4-round toy cipher suggested
by Heys [9].

Simplified DES (SDES) is a 2-round Feistel toy cipher; plenty of neural cryptanalysis results exist
for SDES. Alallayah et al. [1] demonstrated a wide range of attacks (KR, PR, EE) while Danziger
and Henriques [6] provided another KR attack on SDES. Meanwhile, Xiao, Hao and Yao [26] showed a
successful EE attack on 2-round DES, but a failure on 3-round DES.

Table 4.1: Neural cryptanalysis on toy ciphers

Publications AW04 [3] AAAAI2 [1] DHI14 [6] XHY19 [26] Wabl9 [24]
Attack Scenario RKR KR;PR;EE KR EE RKR
Target Name HypCipher SDES SDES DES Hey02 [9]
Block Internal Structure Feistel Feistel Feistel Feistel SPN
Cipher Block Size (bit) 16 8 8 64 16
# of Rounds 4 2 2 16 4
# of Rounds Successfully Attacked 4 2 2 2 4
Neural Layer Type Dense Dense Dense Varying Dense
Network # of Hidden Layers 2 32 1 1 2
Properties  # of Neurons per Layer 16 32 ? 1,000 256
Activation Function Sigmoid ? ? Varying ReLU
Training Loss Function® SSE MSE ? MSE Varying
Methods Training Data (tuples) <53 1,024 102,400 65,536 <8,000
Avg. # of Epoch ? 7,869;1,640;2,861 ? 350 200
Result Success Success Success Success Success

D) MSE: Mean Squared Error, SSE: Sum Squared Error [(SSE) = (# of output neurons) x (MSE)]
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Though DES is not considered as a toy cipher, the attack seems to be effective since 2-round Feistel

ciphers with two processing units have the following trivial linear relationship:

Vo € {0,1}"% vp € {0,1}",p/ :=p @ IP~(20...0), (4.1)
IP(Enc(p) ® Enc(p’)) = 7.7 (4.2)

assuming Enc is a 2-round Feistel cipher (such as SDES and 2-round DES) with the initial permutation
IP.

Feistel ciphers should have at least 3 rounds in order to discuss security. Luby-Rackoff construction
[17] describes how to construct a pseudorandom permutation using a pseudorandom function via the
Feistel network. ¢ << 2"/2 was given as the bound for the number of queries to make 3 and 4 round
Feistel network become a PRP (i.e. secure against CPA) and an SPRP (i.e. secure against CPA+CCA),
respectively. This bound was later shown as a tight bound for 3 or 4 rounds [20], though even more
number of rounds would be required in the quantum settings; Kuwakado and Morii [15] showed that the

security of 3-round Feistel network does not hold against quantum CPA.

4.3 Neural Cryptanalysis on Lightweight Cipher

Table 4.2 summarizes previous neural cryptanalysis attempts on lightweight block ciphers. The
attacks suggested by Gohr [8] are cRoI* and RKR attacks on reduced-round Speck32/64 up to 8 and 11
rounds, respectively.

Meanwhile, Mishra, Murthy, and Pal [19] reported failure on PR attack for PRESENT, an SPN
lightweight cipher. Jain and Mishra [13] described another failure on PR attack for FeW, a Feistel
lightweight cipher. These two publications took direct approaches, which are turned out to be ineffective

for lightweight ciphers.

Table 4.2: Neural cryptanalysis on lightweight block ciphers

Publications Goh19 [g] MMP19 [19] JM19 [13]
Attack Scenario cIUF*;mIUF*;RKR PR PR
Target Name Speck32/64 PRESENT FeW
Block Internal Structure Feistel/ARX SPN Feistel
Cipher Block Size (bit) 32 64 64
# of Rounds 22 31 32
# of Attacked Rounds 8;8;11 31 32
Neural Layer Type CNN/Residual Dense Dense
Network # of Hidden Layers <10 1 2
Properties  # of Neurons per Layer Varying ? ?
Activation Function ReLLU Sigmoid Sigmoid
Training Loss Function MSE MSE MSE
Methods  Training Data (tuples) 10,000,000 10,000 10,000
Avg. # of Epoch 200 ? ?
Result Success Failure Failure
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4.4 Misleading Results

There exist some publications claiming success on PR attacks against general-purpose ciphers. Alani
[2] claimed that only a simple fully connected network having 4 to 5 fully connected layers was enough
to recover plaintext of DES and 3DES. Hu and Zhao [12] followed the same approach to attack AES.
We claim that these results are consequences of overfitting, not the success of neural cryptanalysis. The
summary of those claims is listed in Table 4.3. Other publications [26, 16] also reported that the approach

was not reproducible.

Table 4.3: Disputable plaintext restoration attack results on full-round general-purpose ciphers

Publications Alal2 [2] HZ18 [12]
Attack Scenario PR PR PR PR
Target Name DES 3DES AES-128 AES-256
Block Internal Structure Feistel Feistel SPN SPN
Cipher Mode of Operation ECB ECB ECB/CBC ECB/CBC
Block Size (bit) 64 64 128 128
Neural Layer Type Dense Dense Cascaded Cascaded
Network # of Hidden Layers 4 4t05 4 4
Properties  # of Neurons per Layer <512 <1,024 <256 <256
Activation Function Sigmoid  Sigmoid Sigmoid Sigmoid
Training Loss Function MSE MSE MSE MSE
Methods ~ Training Data (tuples) 2,048 4,096 ~ 1741 ~ 1741
Avg. # of Epoch 352 239 45 41
Total Error? 0.1110  0.1658 0.1734 0.2052

1) Measured on the entire data including both training and test data.

Accuracy values should be measured for validation or test data only, to properly show whether
the trained models are indeed successful plaintext restoration attacks. However, the metrics of “total
error” [12] are shown as the main results, which are measured by the full dataset containing the training
dataset. Though the description of “outside error”[2] seems to be valid, we could not verify the accuracy
metrics were correctly calculated due to the lack of source code.

In the attack attempt on AES [12], Hamming distance distribution between the bytewise model
output and the ground-truth plaintext is given, which is the direct evidence that overfitting was oc-
curred. In the overfitting scenario, the distribution can be expressed as a weighted sum of two binomial
distributions:

apitB(8,1 — apir) + (1 — 7)B(8,0.5) (4.3)
where 7 is the ratio of training data from the entire dataset, s, is the probability of producing correct
bit for each bit of the training data, and B(T, P) stands for the binomial distribution with 7" trials and
P probability. If the training was successful, the distribution should exhibit only one peak, while the
empirical result exhibits two peaks.

Assuming that the authors used the MATLAB default 7 = 0.7 (though the authors specified 15% test
data ratio, another 15% of the total data are highly likely to be used as validation data in the default),

their experiment results can be explained by ag;; values in Table 4.4. Those ap;; values minimize the
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mean squared difference between Equation 2 and the observed frequencies. We can further calculate the

estimation of the total error under overfitting by
E:=(1—opit)T+0.5(1—7) (4.4)
which is close to the actual error the authors obtained as in Table 4.4.

Table 4.4: Estimation of total error under the overfitting assumption in [12] (7 = 0.7)

Target Bit Inaccuracy 1 — ap;  Estimated Error £ Actual Error in the Literature
AES-128 (ECB) 0.0358 0.1751 0.1768
AES-128 (CBC) 0.0627 0.1939 0.2095
AES-256 (ECB) 0.0198 0.1639 0.1699
AES-256 (CBC) 0.0580 0.1906 0.1909

According to the analysis, the results only implies that their fully connected neural networks can
overfit the training data produced by the practical ciphers. The results do not indicate that the plaintext

restoration attack on any of the practical ciphers was successful.
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Chapter 5. Evaluation

5.1 Methodology

5.1.1 Selection of Target Ciphers
We selected the target ciphers according to the following criteria.

e The ciphers should be lightweight block ciphers, which are implemented using rotations, bitwise

operations, and arithmetic operations only.

e One of the ciphers should be a normal Feistel network, while the others should be GFNs with

different generalization types.

e The ciphers should have the same 64-bit block size, while having different number of processing

units.

SIMONG64/96 [4], CHAMG64/128 [14] and HIGHT [11] were selected as the targets. The specifications of
the ciphers are summarized in Table 5.1.

For each block cipher, we manually picked a A value which is expected to cancel the diffusion for
one round, by exploiting the relationship between the arithmetic addition and the XOR operation if

possible. The choices are also shown in Table 5.1.

Table 5.1: Specifications of the target ciphers, with selected A values for differential neural cryptanalysis

# of  Block size Processing Generalization Selected A in
Target rounds (bits) unit size (bits) type hex. representations
SIMONG64/96 42 64 32 N/A 00000000 00000001
CHAMG64/128 80 64 16 Type 1 8000 4000 0000 0000
HIGHT 34 64 8 Type 2, alternative 00 00 00 00 00 00 E9 80

5.1.2 Deep Learning Procedures

First, we prepared datasets which are the compositions of the challenges and corresponding answer
bits of the various IUF and IPF binary classification games. 140,000 training pairs, 30,000 validation
pairs, and 30,000 test pairs were prepared for each round and each cipher, having the equal number of
z =0 and x = 1 games.

Regarding the network structure, we benchmarked Gohr’s network and configurations [8] for the fair
comparison of our result to the previous work. We used the network with 2 hidden layers and configured
the shape of the input layer using the number of processing units, reflecting the property of GFN ciphers.

We trained the models during 10 epochs and pick the stage with the highest validation accuracy.
The models performed predictions for the test data, and the accuracy becomes the final accuracy of the

target cipher reduced to the respective round.
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For comparison to another machine learning model, we selected random forest models as they
produce decent classification accuracy on a wide range of classification problems. We configured that a
random forest model consists of 100 decision trees.

We skipped the experiment for 1-round and 2-round ciphers since it is apparent that the difference

values are not propagated to the entire processing units for any Feistel ciphers, as shown in 4.2.

5.1.3 Meaningfulness of Distinguishers

To properly evaluate whether a trained distinguisher has a significant advantage in classifying x = 0
and x = 1 cases of each distinguishing game, one should establish a decision boundary of the accuracy.
The boundary should be specified according to the cardinality of the testing data which actually produces
the accuracy value.

Suppose that we perform the one-tailed Z-test to decide whether trained binary classifiers are better
than random guessing on a balanced test dataset with n;.s; data. Random guessing follows B(nest, 0.5),
which can be approximated into the normal distribution N (psest, 02s;) Where figest = Nyese/2 and
Otest i= \/m Once we observe the mean accuracy aegp from negp, trials of i.i.d. experiment, we can

calculate the z-score by the following:

Z = nea:p(ntestaezp - Mtest)/atest = 2\/ nea:pntest(aewp - 05) (51>

If 2 > z9.95 =~ 1.645, we can reject the null hypothesis on the 95% confidence interval, concluding that
the trained classifiers would have non-negligible advantage over random guessing.
For one-shot experiment (ney, = 1) with n.s = 30,000, we can calculate the accuracy level

Gone—shot Tequired to reject the null hypothesis by the following:

Zone—shot = 2\/ NexpNitest (aone—shot - 05) > 20.95 (52)
Gone—shot > 0.5+ 0.520.95/4/30, 000 > 50.5% (5.3)

Therefore, we call the models having test accuracy more than or equal to 50.5% are meaningful dis-
tinguishers. However, the boundary is only for the reference and is not the absolute criterion as the
accuracy might be high enough by chance. When the test accuracy keeps remaining below 50.5% while
incrementing the rounds, we stopped the experiment for more rounds and concluded that meaningful

distinguishers for the further rounds could be difficult to be trained using data-driven techniques.

5.1.4 Environment

Our experiment was conducted on Windows 10 64-bit, Intel Core i7-8700 @ 3.2GHz, 32GB RAM,
and NVIDIA GeForce GTX 1070 Ti supporting CUDA 10.0. The data generation codes were written in
C++, while the machine learning code was written in Python 3.6. The deep learning code is based on
Tensorflow-GPU 1.14.0 and Keras 2.2.4., while we imported scikit-learn 0.21.2 for the implementation

of random forest models.
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5.2 Experimental Results

5.2.1 Summary

We provide a summary of the performance of trained distinguishers in Table 5.2. As there are no
previous differential neural cryptanalysis results against SIMON64/96, CHAMG64/128, and HIGHT to
the best of our knowledge, we instead compare the results with the direct application of best known DC
attacks, i.e. probabilities of differential characteristics in Table 2.2. This provides an indirect comparison

of how much data is required and how much data is actually used.

Table 5.2: Summary of the performance of trained distinguishers, along with the known differential

characteristics
Distinguishers Rounds, with a Computation
Ciphers or characteristics successful attack for training
SIMONG64/96 cIUF(’,*) 10 (23.8%) 1,400,000 (~ 220-3)
dIUF (") 10 (23.8%) 1,400,000 (~ 229-5)
dIUF* 11 (26.2%) 1,400,000 (~ 2205)
mIUF* 7 (16.7%) 1,400,000 (~ 220-3)
(RDC) (10) (~ 21%)
(11) (~ 222)
CHAMG64/128 cIUF(",*) 28 (35%) 1,400,000 (~ 220-3)
dIUF(’;*) 29 (36.3%) 1,400,000 (~ 220-3)
mIUF* 13 (16.3%) 29,400,000 (~ 2249)
(DC) (28) (~ 2%9)
(29) (~ 211)
HIGHT cIUF(’,*) 9 (28.1%) 1,400,000 (~ 220-3)
dIUF(’;*) 9 (28.1%) 1,400,000 (~ 220-3)

5.2.2 SIMONG64/96

The cIUF-type distinguishers for SIMON64/96 were successful up to 10 rounds of the cipher. The
classification was almost perfect up to 7 rounds, and the accuracy started to drop from the 8 or 10 rounds
with the S-shaped curves. This result is depicted in Figure 5.1a.

The result was similar for the dIUF-type distinguishers shown in Figure 5.1b. Some of the dIUF-
type distinguishers were even slightly successful on the 11-round cipher; the dIUF* classifier we trained
had 51.74% accuracy on the 11-round SIMONG64/96. However, the dIPF’ classifier only had meaningful
classification up to 7 rounds.

As shown in Figure 5.1c, the mIUF* classifier could win on the distinguishing game for 7 rounds
of SIMONG64/96. Note that round 7 is the boundary of the reduced-round cipher where the accuracy of
cIUF-type and dIUF-type classifiers start to decrease.

Original IPP(’) and IUP(’) games were even harder for the distinguishers. Given the plaintext, a
neural network model could win the IPP’ game up to only 3 rounds of SIMON64/96 cipher, whether the

ciphertext in the challenge was the encryption of the particular plaintext or the encryption of another
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random block. For the games IPP, IUP, and IUP’, the classifiers learned almost nothing from the training
data.

5.2.3 CHAMG64/128

The cIUF-type distinguishers for CHAMG64/128 were successful up to 29 rounds of the cipher. The
classification was almost perfect up to 14 15 rounds, and the accuracy gradually dropped toward 50%.
For the 27-round and 28-round CHAM64/128 cipher, the classification accuracy remains above the
50.5% accuracy level but becomes quite close to the level. The result was similar for the dIUF-type
distinguishers of reduced-round CHAMG64/128.

The accuracy drop forms a staircase pattern; the accuracy drops from 20 to 21, from 22 to 23, and
from 24 to 25 rounds are relatively smaller than the drops from 21 to 22, from 23 to 24, and from 25 to
26 rounds. The staircase pattern seems to have emerged from the alternating nature of CHAM64/128.
We could notice the instability on the performance of cIUF and dIUF classifiers, shown in gray lines of
Figures 5.2a and 5.2b. The staircase patterns are exaggerated on the gray lines of cIUF classifiers, even
showing the accuracy rises.

The cIPF’ and mIUF(’) distinguishers could distinguish the first three rounds of the cipher. The
mlIUF* distinguisher could distinguish 5-round and 6-round CHAMG64/128, as depicted in Figure 5.2c.

5.2.4 HIGHT

The cIUF-type distinguishers for HIGHT were successful up to 10 rounds of the cipher. The clas-
sification was almost perfect up to 8 rounds, and the accuracy rapidly dropped at the attack against
the 9-round cipher with the almost straight line. The result was almost identical for the dIUF-type
distinguishers of reduced-round HIGHT.

The mIUF-type classifiers could learn nothing from the corresponding data generated from HIGHT.
All things we could observe from the results of mIUF(’,*) distinguishers were the fluctuations of the
accuracy lines around the 50% axis. This was similar for the original IPP(’) and IUP(’) games against
reduced-round HIGHT.
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Chapter 6. Analysis and Discussion

6.1 Analysis by GFN Types

We have conducted the experiment on three types of 64-bit Feistel ciphers: SIMON64/96 having
the normal Feistel network, CHAMG64/128 having the type-1 GFN, and HIGHT having the type-2 GFN.
One can view a normal Feistel network as a degenerated type-1 GFN, as they have one invocation of the
Feistel function per round and the rotation of the processing units follows. One can also view a normal
Feistel network as a degenerated type-2 GFN, as they have invocations of the Feistel function for each
adjacent pair of processing units, followed by the rotation of the processing units.

As individual keys and Feistel functions are different among the ciphers, the comparison we provide
in this section is not completely decoupled from the individual characteristics of the ciphers. However,
we can still discuss the general tendency of how the effectiveness of differential neural classifiers varies
by the network structures.

Here, we use the term ‘cycle’ to denote rounds of block cipher repeated by the number of processing

units in the cipher.

6.1.1 Type-1 GFN Cipher

Ciphers with the type-1 GFN (or reversed type-1 GFN) usually require many rounds, as the differ-
ence values propagate slowly on the cipher. The full-round cipher of SIMON64/96 and CHAMG64,/128
consists of 21 and 20 cycles, respectively. If the starting difference presents only at the last process-
ing unit, the difference should move to the first processing unit to spread the difference to the other
processing units. Almost one cycle is required in this process.

It takes another cycle to let the difference present at every processing unit. Furthermore, the
difference should be propagated to other bits in each processing unit. If the adversary started with just
one bit of difference, the difference usually affects two or three bits on average on a single invocation of
a Feistel function of lightweight ciphers. For instance, the Feistel function of SIMONG4/96 specifies the
three bits for the propagation, precisely, where the effective number of propagated bits is two, as two
of the three different bits could be possibly masked by bitwise AND operations. The Feistel function of
CHAMG64/128 exploits arithmetic addition, which could affect many bits by once but at the exponentially
diminishing probability. Therefore, 2 cycles or more, depending on the size of processing units and the
characteristics of the functions, are additionally required to actually distribute the difference to every

bit within the processing units.

6.1.2 Type-2 GFN Cipher

Ciphers with the type-2 GFN usually require less number of cycles compared to the type-1 GFNs.
The full-round cipher of HIGHT consists of only 4 cycles. Only one round is required to let the difference
ready for the propagation, different from one entire cycle in the type-1 GFN.

A cycle is required to let the difference present at every processing unit, similar to the type-1 GFN.
After that, the first propagated difference should have gone through multiple Feistel functions for more

in-block propagation, before the difference returns to the original block in which the propagation has
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been started. In one cycle of HIGHT, the difference undergoes through 4 Feistel functions, which is

enough to propagate the difference within an 8-bit processing unit.

6.1.3 Assessment

The performance of cIUF-type and dIUF-type distinguishers of SIMONG64/96 started to drop at the
end of the fourth cycle, and it required 5 cycles (23.8% of the total rounds) to reduce the accuracy down
to random selections. The performance of cIUF-type and dIUF-type distinguishers of CHAMG64,/128
started to drop at the end of the fourth cycle, and it required more than 7 cycles (35% of the total
rounds) to reduce the accuracy.

For HIGHT, one cycle and one more round (28.1% of the total rounds) were enough to be safe from
cIUF-type and dIUF-type distinguishers.

These results coincide with the analysis of difference propagation for type-1 and type2 GFN ciphers.
Therefore, we can conclude that the cIUF-type and dIUF-type distinguishers we have trained so far
mainly gained their classification ability by capturing the bit locations and nonuniformity where the

differences had less propagated.

6.2 Analysis by Distinguishing Tasks

6.2.1 Failure of Straightforward Neural Distinguishers

Training straightforward neural distinguishers is a difficult task. The ciphertext becomes random-
looking even if only a few rounds are passed due to the addition of the unknown round key, while the
round keys could be canceled out on differential settings. For all of the experiment, no IPP(’) or IUP(’)
models could distinguish the plaintext-ciphertext pairs from any reduced-round ciphers having more than

4 rounds.

6.2.2 [Evaluation on Differential Distinguishers

In theory, the cIUF-type distinguishers should produce higher accuracy than dIUF-type counter-
parts. Also, any IUF model should perform better than the corresponding IUF’ model, and the TUF’
model should be better than the corresponding IUF* model. This is because of the reductions among
the designated models which can be derived using the available information.

However, the empirical results were not, and were even little opposite to the prediction. dIUF-type
models had usually equal or slightly higher accuracy than cIUF-type models. In the accuracy patterns
among cIUF-type models, and among dIUF-type models, IUF* models were similar or slightly better
than TUF or IUF’ models.

The models may probabilistically capture the distinguishing abilities, especially in the earlier stage
of the training. Therefore, as more features which are not important for the classification are provided,
the quality of the model could be diminished. TUF* models have no plaintext compared to IUF and
IUF’ models. dIUF-type models do not hold the two ciphertext values separately and only utilize their
differences compared to cIUF models.

Therefore, we can assert that the presence of additional data such as plaintext values and separated
ciphertext values exerted a negligible advantage on the differential distinguishing attacks. The accuracy

comparisons were even reversed due to the confusion caused by these additional data.
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6.2.3 Notes on mIUF-type Distinguishers

Gohr [8] utilized mIUF* classifiers for a cryptographic experiment called “real differences experi-
ment”, to examine whether the classifiers do not rely on the nonuniformity of the difference functions.

In a reduced-round cipher having large enough number of rounds, the output of mIUF* classifiers
will be close to a random function, and the training would become unsuccessful. In a cipher having a
small number of rounds, the difference has less entropy (having limited possible values) which can act as
some advantage for remaining plain IUP* game, which is impossible without the additional information
related to the plaintext. If the gap of the two effects, we would observe a bell-shaped curve. If they do
not, we would not be able to train any meaningful mIUF* classifiers.

For CHAM64/128, it turned out that 10 epochs are not enough for the neural network model to
capture the distinguishability of mIUF-type games. Here, we demonstrate the training results of mIUF*
distinguishers in Figure 6.1. The same network was trained for 30 epochs, and the model with the best

test accuracy was chosen among 7 models trained from random initial conditions.

Test Accuracy of mIUF* Classifiers against Reduced-round CHAM
(30 epochs, max. of 7 trials)

Accuracy
=

1 2 3 4 5 6 7 B 9 10 11 12 13 14 15 16

Number of Rounds

e mIUF* —— 508+ 0.5% ®sqrt(7) Accuracy Bound

Figure 6.1: Test accuracy of mIUF* classifiers against Reduced-round CHAMG64/128

For SIMONG64,/96 and CHAMG64/128 reduced into 1 to 3 cycles, which are two type-1 ciphers, the
mIUF* distinguishers could meaningfully classify the corresponding data produced by the ciphers. This
demonstrates that the neural network models can learn more than the nonuniformity of the difference,

but only before the accuracy of cIUF* and dIUF* classifiers remains almost perfect.

6.3 Comparison by Machine Learning Models

We tested both of DL models and random forest models for each distinguishing task. In the charts
of Figure 6.2, the dIUF* models based on the random forest classifiers have almost identical accuracy
compared to the neural network counterparts.

However, for cIUF* models, random forest models were clearly inferior to the neural network models.
As the classification boundary is drawn along the axes, random forest models are inefficient to draw the
boundary of XOR functions. If a feature is shown as XOR of two values, the model may face inefficiency
in combining the two features. One could infer that the features from the Dif function contain aspects

that more directly utilized in the classifier, compared to two separated values of Concat.
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Chapter 7. Concluding Remark

Along with the development of deep learning, plenty of attempts exist to analyze the security of block
cipher using the data-driven approach. These approaches are diverse, or often disputable; the reason is
due to the absence of systemization on attack scenarios and methodologies regarding this emerging field.

In this context, we identified and described 17 types of distinguishing games that could be utilized
for data-driven cryptanalysis of block ciphers. To evaluate the performance of neural network classifiers
over these distinguishing games, we trained every type of the differential classifiers against three 64-bit
reduced-round lightweight block ciphers having GFN structures, namely SIMONG64/96, CHAMG64/128,
and HIGHT. Based on the accuracy patterns, we evaluated the performance of each distinguishing
scenario and provided some insights on how the neural network behaves to make a classification.

Most of the deep learning models can obtain their major distinguishing capability from the bit values
where the initial difference has not yet propagated, relying on a relatively small amount of computation
time and training data. Using these deep learning models, a cryptographer can pinpoint which round the
diffusion step of a block cipher is mostly completed, and observe the effective bit difference propagation
rate of the Feistel function.

Furthermore, there is some evidence that deep learning models can classify beyond this nonuni-
formity of functions, as seen in the examples of mIUF* games. Deep learning models would have the
capability to learn complex functions if a large enough dataset is given with enough training time, but 10
epochs of 140,000 instances of data each could be small. Therefore, a scaled-up experiment on lightweight
block ciphers with more data and time could be conducted as future work. Using more resources, dis-
tinguishing reduced-round ciphers with few more rounds compared to the results in this thesis could be
possible.

Another next step of this study is to deploy RKR attacks using each successfully trained classifier.
As our analysis aimed at 64-bit GFN ciphers, the scope of the experiment could be extended to the other
block ciphers having different message length, more complex Feistel functions, or other structures such
as SPN.

Even though deep learning technology rapidly evolves, breaking full round lightweight or general-
purpose ciphers will be likely to remain as an almost impossible task, due to the exponentially increasing
amount of time and dataset. To establish a breakthrough on the success of breaking more rounds of
ciphers, new approaches and strategies should be suggested, possibly combined with the other known

cryptanalysis approaches such as linear cryptanalysis.
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