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ABSTRACT

The development of computer system and network enabled us to provide various applications in
the field of information technology. As the exchange of information increases, the protection of the
privacy becomes essential factor in the information sharing. Among the technology of the information
security, this study attempted to seek a solution on the subject of secure data collection in distributed
and mobile environments, and on the subject of method of effective authentication between multiple
users.

The first study is on the collection and sharing of the data in distributed network while pre-
serving the privacy preserving function. To solve this, several research has been done on the secure
set operations in distributed network. We developed an polynomial operation algorithm in encrypted
polynomials to improve the speed of set operation based on the polynomial representation among the
existing method. Applying the method suggested by Karatsuba and divide-and-conquer method, we
suggested a calculation method of polynomial multiplication, expansion, evaluation. As the result of
this method, the complexity of the operation as reduced from original O(k?) to O(k'°823), when the
cardinality of private set of the user was k.

For the problem of the distributed and multiparty communications, we suggested a method to
search for the top-k elements. Earlier researches failed to provide strict attack and security goals, thus,
failed to provide provable security. This results applied provably-secure concepts of PPT-k protocols,
in the first time, in the method to search for top-k elements. We also defined owner privacy, which
is a new security notion. Furthermore, we suggested a method to search for the top-k elements with
provable security based on suggested security notion, and verified its security rigorously.

The second study is to designing method of authentication in mobile network (especially in vehic-
ular ad-hoc network.) We studied improvement of the speed of authentication in the situation of the
traffic jam, which has been a problem of the previous method that provided anonymity. To this end,
we suggested a method of fast certification process, and to minimize the participation of road side
units (RSUs). We achieved sufficient improvement of speed using BGN encryption, a kind of homo-
morphic encryption algorithm, reduced number of participation of RSUs, and suggested a method to
cross-check between certified vehicles. The suggested method was able to solve the bottleneck problem

of authentication when the traffic jam occurred.
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Chapter 1. Introduction

1.1 Overview and problem statements

In many applications, a collection of mutually distrustful parties must share information without
compromising their privacy. The problem of privacy-preserving distributed information sharing is to
allow parties with private data sets to compute these joint functions without use of a trusted party,
and thus achieve many of the benefits obtained from combining the data sets without undesirably
revealing private data. Protocols for privacy-preserving distributed information sharing must also be
designed with a number of practical concerns. Firstly, many data sets are extremely large; protocols
that operate on large data sets must be efficient in order to operate in the real world. In addition, we
must be concerned with robustness. Recently, there proposed many techniques for privacy-preserving
distributed information sharing using polynomial as a private set. We called these protocols as polyno-
mial representation based protocols. The computational complexity of polynomial representation based
protocols totally depends on the complexity of polynomial arithmetics on the encrypted polynomial.
Until now, computational complexity of previous secure set operation schemes [21] [39, 59 60 [61] are
quadratic, O(k?) where k is the cardinality of private sets or the degree of private polynomials. This
complexity is not enough to some critical application. For example real-time monitoring system for
information warfare requires fast and secure set operations for finding out the origin of threats.

Of particular interest in many applications is the problem of computing the top-k in a privacy-
preserving manner. A typical scenario of an application that involves such primitive is network traffic
distribution, in which n network sensors need to jointly analyze the security alert broadcasted of dif-
ferent sources in order to find the top-k suspect sites. In such an application, and without losing
generality, each of such sensors—supposedly under control of different authorities—has a set of sus-
pects and would like to collaboratively compute the top most frequent on each of these sets (say k
of them) without revealing the set of suspects to other sensor with whom it collaborates. There has
been existed several solution for PPT-k problem [5, 62, [67]. But there’s no rigorous security notion
on PPT-k. Therefore there is no provably-secure PPT-k protocol.

Vehicular Ad-hoc Networks (VANETS) are one of typical applications of wireless communication
technology, which provide communications among nearby vehicles and between vehicles and roadside
units (RSUs) connected to the infrastructure. VANETS provide a perfect way to collect dynamic traffic

information and sense various physical conditions related to traffic distribution with very low cost and



high accuracy, which have a great potential to revolutionize driving environment, and will undoubtedly
play an important role in the transportation system of the future. However, it is clear that security
and privacy enhancing mechanisms are necessary, which are in fact a prerequisite for deployment. And
a large number of agreed efforts have been undertaken to design security architectures for VANET sys-
tems. Extensive research efforts have been made by both industry and academia to make VANETS
secure. To provide the privacy of the drivers in VANET, various anonymous authentication protocols
[43, [45] [70] have been proposed. However, these protocols can allow the target vehicle to communi-
cate with the nearby vehicles through the trusted authority. As the number of the vehicles in certain
location area increases, these protocol may suffer the bottleneck problem in the nearby RSUs. For in-
stance, during lunar holidays in Asian countries, as the Asian people visit their hometown using public
transportation (i.e., car and train), the traffic on highways is heavy. Due to the number of vehicles in
the certain area, the nearby RSUs cannot support the numerous number of authentication requests.
Also, the time delay to authenticate the nearby vehicle will increase.

In this thesis we try to answer the following questions about information sharing protocol and

anonymous authentication scheme in VANETS.

e How to get more efficient and secure set operations under the polynomial representation.

e How to define the privacy-preserving top-k query protocol in provable security concepts and give

a well-defined adversarial model for PPT-k protocol.

e How to solve the authentication bottleneck problem when traffic jam is occurred in VANETS.

As answer to the first question, we construct fast polynomial computation algorithms of encrypted
polynomial. We give a fast polynomial multiplication of ciphertext, polynomial expansion, and poly-
nomial evaluation. Our proposed algorithms reduce the previous complexity from quadratic to sub-
quadratic.

For solving the second question, we introduce a formal structure of PPT-k protocol which consists
of five probabilistic polynomial-time algorithms (Setup, Encrypt, Shuffle, Aggregate, Reveal) with formal
security model including adversarial behavior and attack goals. Based on our suggestion, we propose
a generic PPT-k protocol using homomorphic encryption.

Finally, we design a scalable authentication scheme using homomorphic encryption and keyword
search on ciphertexts as an answer to the third question. We reduce the participation of road side

units (RSUs) and fast verifying the authenticity between legitimated vehicles.



1.2 Contribution of this work

1.2.1 Speeding up polynomial arithmetics of encrypted polynomial

We claim that the efficient operations can be obtained by applying the divide-and-conquer strat-
egy to set operation protocols. We discuss more general method that, in many (if not all) situations,
allows set operation protocols to be computed at most in sub-quadratic complexity with respect to the
user’s input size without changing the protocols. Even though not universally applicable (our work is
efficient polynomial arithmetic), it can be used for most of set operation schemes via the polynomial
representation.

Our basic idea is to apply divide-and-conquer strategy to polynomial arithmetic. In particular,
note that all polynomial arithmetics should be performed on ciphertexts. It is well known that one
can multiply two polynomials over R of degree at most k using O(k'°#23) multiplications in R. In
particular, we apply the well-known Karatsuba method for a polynomial expansion in a linear factored
form using at most sub-quadratic multiplications in R.

The polynomial evaluation requires the heaviest operation in set operation protocol. Even using
Horner’s scheme, which clearly helps to eliminate large exponents, the total overhead still remains
to be quadratic in the size of input multiset k. One might ask for fast Fourier transformation (FFT)
which allows a fast polynomial evaluation with at most O(klog k) computational complexity [58]. How-
ever, the FFT is more sophisticated and even requires to alter the set operation protocols. The require-
ment of FFT is the knowledge of n-th root of unity. This is main reason that FFT cannot be used for
secure set operations. We design an efficient polynomial evaluation algorithm which has sub-quadratic

complexity O(k!-28) using the divide-and-conquer based division algorithm and Horner’s method.

1.2.2 Provably-secure and privacy-preserving top-k queries

To deal with the PPT-k algorithm from the sense of provable security at the first time. A formal
construction of PPT-k query protocol for rigorous security analysis will be described based on the
two privacy issues, user privacy and owner privacy. We also describe adversary’s behavior for breaking
user privacy and owner privacy. Based on our formal model of PPT-£ algorithm, we propose provably-

secure PPT-k algorithm with security proof.

1.2.3 Scalable authentication scheme for VANET

We propose a scalable privacy-preserving authentication protocol for secure vehicular communica-
tions. Through the verification of the service subscribers, the proposed authentication protocol allows

the vehicle A to authenticate itself to the nearby vehicles without any participation of the nearby RSU.



If the vehicle A has authenticated with the nearby RSU, the vehicle can obtain the token, authenticat-
ing the vehicle to the nearby vehicles, from the CA. The verification of the service subscribers enable
the nearby vehicles to verify whether the vehicle A has valid token or not. Therefore, the nearby ve-
hicles can check whether the vehicle A has authenticated with the nearby RSU or not. Compared to
the previous approaches [43] [70], the proposed protocol reduces computational overhead in vehicle-to-

vehicle (V2V) authentication process in order to support better scalability.

1.3 Thesis outline

We begin by introducing cryptographic and mathematical preliminaries for our work in this their
in Chapter 2. We discuss the related work in Chapter 3. We then introduce our techniques and al-
gorithms for fast polynomial arithmetics on encrypted polynomial in Chapter 4. In Chapter 5, we
introduce provable security concepts of PPT-k protocol and propose a generic construction of provably-
secure PPT-k protocol. We propose a privacy-preserving and scalable authentication scheme for secure

vehicular networks in Chapter 6. We conclude in Chapter 7.



Chapter 2. Preliminaries

2.1 Polynomial representation and arithmetics

2.1.1 Polynomial representation

Let X; denote a multiset representation of player wu;’s private datasets and f; € R[z] denote a
polynomial representation of the multiset X;. Given a multiset X;, the polynomial representation of
this is f;(z) = H (x — a;). Note that some a;’s can be identical. Given N multisets Xi,..., Xy
of the same ca;é?ri{zility, let us consider the problem on how to compute I = X; N...N Xy. First,

transform given multisets X; into polynomial f;’s for all ¢ € [1, N]. Then choose random polynomial

r;’s from R[z] and compute
N
Y fim
i=1

which is called an intersection polynomial of {X;};eq1,n7- The set of roots of this polynomial contains,
but may not exactly the same with, X; N---NXy . However, the following Lemma 1 shows that the

intersection polynomial does not leak any information except X; N---N Xy.

Lemma 1 [J0] Let f1 and fy be polynomials in R[z| such that deg(f1) = deg(f2) =k, ged(fi1, f2) =1,

and fi1lk] € R* and f3[k] € R*. For some m > k let polynomials r = Zr[z’}xi and s = Z s[i]z® where
=0 i=0
r[i] and s[i] are chosen uniformly at random from R for all i € [0, m].

Let h = f1-r+ fo-5 = Zf:én hljla? for all j € [0,k + m]. h[j] are distributed uniformly and

independently over R.
By this lemma, we see that f1 -7+ fo-s = ged(f1, f2) - g where ¢ is a uniformly distributed
polynomial in R[z] of degree 2k — | X; U X5|. In particular, since g is uniformly distributed, with high

probability the roots of g does not represent any element in the domain of multisets.

Corollary 1 Let fi,...,fn € R[z] be polynomials of the degree k. Let r; = Zri[j]xj be a random
3=0

polynomial, where r;[j] is chosen independently and uniformly from R for all j € [0, m] with k < m.Then

N

Z fi-ri=gcd(fi,...,fn) g, where g is distributed uniformly in R'[x] for | = k +m —t, where t is

i=1
the degree of ged(f1,...,fN)-

Using above Lemma 1 and Corollary 1, one can show that given fi -7+ f2-s, one cannot learn

more than information on multisets X; and X5 than can be deduced from X; N Xs.



2.1.2 Polynomial encryption

In order to perform set operations we need to support the following basic polynomial operations:
addition, multiplication, and the formal derivative. These operations are given on encrypted polyno-
mials.

k
By encryption &E,;(f) of polynomial f = Z fléJz* € R[z], we denote the ordered list of encryp-

i=0
tions of all its coefficients by an additive homomorphic encryption with some public key, i.e.,

Ep(f) 7= (Epr(F1O]), Epie(F])s -+ Epi(fIn)))

Utilizing the additive homomorphic encryption, one can efficiently perform a basic polynomial opera-

tions on encrypted ones without knowledge of the private key:

k k
1. Addition. Let f1, f2, and g be polynomials of degree k such that f;(z) = Zfl [i]2*, fo(x) = Z fali]2,
i=0 i=0
and g = Z glilz'. Given two encrypted polynomials f; and fo, one can efficiently compute the

encryptlon of the polynomial g := f1 + fo (denoted &, (f1) B Epk(f2)) by calculating

Epr(9l]) = Epr(f1[i]) B Epre(fa[i]) for all i € [0, K].

2. Multiplication. Given a polynomial f; and an encrypted polynomial fs, one can efficiently com-

pute the encryption of the polynomial g := fi - fo (denoted f1 8 &yx(f2)) by calculating
Z fl Dgpk f2[ ])

i+j=l
0<i,j<l

3. Formal Derivative. Given an encrypted polynomial f;, one can efficiently compute the encryption

of the polynomial g := %fl by calculating Ep(g[i]) == (1 +1) D Ew(f1[t+1]) for all ¢ € [0,k —1].

In addition to the above basic operations, one can evaluate an encrypted polynomial at a point
as follows:

For given an encrypted polynomial f; and a point a, one can efficiently compute the encryption
k

of b:= fi(a) by calculating &, (b) := Z(ai B Epi(f112])-

=0
2.1.3 Polynomial multiplication for encrypted polynomial

There are different algorithms to perform the polynomial basis multiplication. Let denote the
user’s input size by k. The basic algorithm has an asymptotic complexity O(k?). The recursive ap-
plication of the Karatsuba algorithm has a running time of O(k'°823) ~ O(k5%%) for k = 2™ (m > 0)
B8], [B8]. Knuth [37] gives a short introduction on how to multiply polynomials in an efficient way
which is very similar to the Karatsuba algorithm. The l-way (I > 2) generalization of the Karat-

suba method has a better asymptotic complexity [47]. Bodrato [7] proposed a method to find optimal



GF(2)[z] multiplication formulae. For more sophisticated algorithms, FFT and Cantor multiplications
have better asymptotic complexity.

Another implementations of polynomial multiplication algorithms utilize the hybrid approach [26].
Such implementations first perform several Karatsuba iterations to reduce the whole complexity, and
then a basic algorithm on small input. Especially there are various techniques to efficiently perform
the later multiplications. For example, the quadratic comb methods [42] are used in [26]. The table-

lookup technique is often applied to perform the polynomial multiplication efficiently.

2.2 Homomorphic encryption

A public-key encryption algorithm FE() is homomorphic if given E(z) and E(y), one can compute
E(xzoy) without decrypting x and y for some algebraic operation o. Formally, for some homomorphic
evaluation algorithm H(), given encryption algorithm FE() satisfies that H(D(m)) = D(H(m)) where
D() is a corresponding decryption algorithm with E() [9].

If the homomorphic property holds for addition and multiplication operations, we call this algo-
rithm is to be fully homomorphic [16] [I1].

In order to perform group operations on ciphertexts, we need semantically secure public-key en-
cryption schemes satisfying additively homomorphic property. Let &,; be such a public-key encryption
algorithm with a public key pk. Then this public-key encryption scheme allows the following opera-

tions on ciphertexts without knowing the corresponding private key sk:

e Given the encryptions of a and b, Ep(a) and Eyk(b), one can efficiently compute the encryption

of a+b, Epi(a+b). Here Eyp(a+b) := Epr(a)BEpK(b) where B denotes an addition on ciphertexts.

e Given a constant ¢ and an encryption of a, &y(a), one can efficiently compute the encryption
of ¢-a, denoted Ep(c-a) :=cHE(a). Here [ is a scalar multiplication which is equivalent to

successive addition given constant times on ciphertexts.

We review three additive homomorphic encryption schemes used for the set operations.

2.2.1 The Paillier cryptosystem

Paillier [50] proposed an additive homomorphic cryptosystem. The cryptosystem takes plaintext
from Z;, as an input and outputs ciphertext in Z. Operations on encrypted values require arithmetic
under mod n2. This cryptosystem has been proven to be semantically secure under the the decisional
composite residuosity assumption. We describe the Paillier cryptosystem in brief.

Key Generation. Let N = pq, where p and g are primes. Choose g € Z;, such that the order of g is

divisible by N. Any such g is of the form g = (1+N)%" mod N? for a pair (a,b), where a € Zy and



b€ Z% . Note that (1+N)? =1+aN mod N2, so g = (1+aN)bY mod N2. Let A = lem(p—1,q—1).
The public key is (g, N) and the private key is A.

Encryption: For message m and blinding factor r € Zy, Paillier encryption is defined as Ep(m,r, g, N) =
g™V mod N2.

Decryption: In the Paillier cryptosystem, decryption is more complicated than encryption. First note
that for any € Zy2, 2* = 1 (mod N) and ¥* = 1 (mod N?). Given ¢ = Ep(m,r,g,N) = gm™rV
mod N2, we can see that ¢* = ¢g™M* = 1 + amAN (mod N?). Note also that g = 1 + aAN

(mod N2). Then we decrypt by computing

m = DP(C7g’A7N) =

where fy(z) = %

2.2.2 A modified version of ElGamal encryption

Camenisch et al. [I8] and Dachman-Soled et al. [20] made use of a standard variant of ElGamal
encryption. Their initial setup requires to choose a cyclic group G of prime order g such that the
discrete logarithm problem is difficult in G. Let g be a generator of G and x be a secret key chosen
uniformly at random in Zj;. The public key is (g,h = g*). To encrypt a message o € Z, choose r

at random in Z*, and compute (¢",g“h"). Then one may easily verify that the cryptosystem satisfies

q7
the additive homomorphic property. However it is not possible to efficiently perform decryption; but
the decryption will not be necessary.

As with Paillier, the scheme is also semantically secure and allows efficient proofs of knowledge.

It is worth to note that arithmetic operations in G is much more efficient than in Z:Z for the same

level of security and the ciphertexts are smaller.

2.2.3 BGN encryption

As mentioned in the introduction, we need to get rid of privacy concern regarding the abuse of
subscription information in authentication server. In other words, the authentication server should
verify whether an end-user is one of subscribers without information leakage of the subscription infor-
mation. To address this issue, we employ the previous approaches 21} 9], converting the searching
of the sets to an evaluation of polynomial representations of a given set.

In 2005, Boneh et al. proposed new encryption scheme [6] which supports additively homomor-
phic operation and one multiplicative operation on encrypted data. Before describing the scheme, we
explain the notation used in the scheme and how to construct the bilinear groups.

The homomorphic encryption scheme proposed by Boneh et al. uses the following notation:



1. G and G1 are two (multiplicative) cyclic groups of finite order n.

2. g is a generator of G.

3. e is a bilinear map e: G x G — Gy. Namely, for all u, v € G and a, b € Z, e(u®,v®) = e(u,v)®.
4. e(g,g) is a generator of Gy.

If G is a bilinear group, we can say that a group Gy and a bilinear map as above also exist.
Let n > 3 be a given square-free integer that is not divisible by 3. Then, a bilinear group G of

order n can be constructed as follows:
1. Find the smallest positive integer [ € Z such that p =In — 1 is prime and p = 2mod3.

2. Consider the group of points on the (super-singular) elliptic curve y? = 2% + 1 defined over F.
Since p = 2mod3, the curve has p+ 1 = In points in IF. Therefore the group of points on the

curve has a subgroup of order n which denote by G.

3. Let Gq be the subgroup of F* of order n. The modified Weil pairing on the curve [?] gives a

bilinear map e: G x G — Gy with the required properties.
The homomorphic encryption scheme consists of the three algorithms as follows:

1. KeyGen(7): Let n = ¢1q2. Pick two random generators g and u from the group G and set
h =u?. Then h is a random generator of the subgroup of G of order ¢;. The public key PKpgn

is (n,G ,Gq ,e,g,h). The private key SKpan is ¢1-

2. Encrypt(PKpgn, m): When the message space consists of integers in the set {0,1,...,7} with
T < g2 and r is a random number from 0 to n—1, the encryption is computed as C' = ¢g"h" € G.

C is the encrypted message of m.
3. Decrypt(SKpan,C): The decryption is computed as C% = (g™, h")% = (g7)™.

Then, the encryption of mi+mo and the encryption of mims can be computed as g"*h" - g™2h"2
and e(¢g™*h", g™2h"?) where e is a bilinear mapping from G X G to Gy and the encryption of m; is
g™ h" in BGN scheme. Also, the expected decryption time using the lambda method proposed by
Pollard is O(+/[m]) [6] although the authentication server has the private key vk = qi.

Since the encryption of m; is g™ h™ the encryption of mi + mo is gml'*‘m?h’”/ = gmlg””hr/.
By assigning ' = r; - ro, the encryption result of mj; + mg can be expressed as g™ h™ - g™2h"™. To

allow one multiplication of two encrypted messages, we use the bilinear map. When g; = e(g, g) and



h1 = e(g, h), the encryption of mims is gfllm?h{”.

!’
e(gm1+q2T1 , gm2+CJ2T2 )h{

e(g, g)(m1+qzr1)-(m2+qzrz)h§/

e(gm1 ht , gmz h2 )hz’ — g§m1mz+aq2rzm1 +aq2nm2+a2q§mr1)h7{/

’
mimse h'r‘ +romi+rimao+taqgarary
1

g1

mimapr’
91 hy

Note that hy = e(g,h) = e(g,g*®?) = e(g,9)*® = g{'". Also, we can assign r"" = r’ + rom; +

r1mg + aqorery since r” is a random number in Z,,.

2.2.4 Keywords search on the encrypted data

A keyword search on encrypted data is introduced to share audit log and email on a public server
while minimizing information leakage. Previous protocols [4 [24] 8] have three common entities in their
system models: a data provider, public server, and data retriever. The data provider generates shared
information and stores it on a public server in an encrypted form. Only an entity having a proper
trapdoor (i.e., access permission) can retrieve the stored information. This approach can remove pri-
vacy concern regarding the abuse of subscription information stored in authentication server. However,
no access control is provided [71] and the server can link two different sessions to the same group using
the relationship between the stored data and the submitted trapdoor.

To provide access control only, [71] proposed an idea to convert the searching of the sets to an
evaluation of polynomial representations of a given set [2I], B9] using BGN encryption [6]. Interestingly,
this approach can address the second problem due to non-deterministic property of BGN encryption
which will be explained in the following section. However, the proposed approach is not efficient in
view of computational overhead. Denote S; and S by a set of access keys and a set of keywords,
respectively. Then, the data retriever should compute |Si| + |S2| + 1 exponent multiplications and
BGN encryptions [6] per each query. Also, the server should compute |S1|+ |S2|+1 pairing operations
and 2 - |S1| + |S2| + 1 exponent multiplications per each query. Figure illustrates the evaluation
result proposed by Yau et al..

When the encrypted data is the the subscription information regarding a service, the size of S;
and S are the number of the subscribers in the service. If the data is the keywords specifying the
service, the size of S1 (or Sz) is the number of the subscribers in the service (or the number of the
keywords specifying the service). Usually, the keywords specifying the service is less than 15. As a
result, we need more lightweight approach for keyword search on the encrypted data than the existing

approach [7T].
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otherwise

Access key

Figure 2.1: Evaluation result of the polynomial f(x) in [71]

Kim et al. in [36] proposed an enhanced idea which reduces the degree of the polynomial repre-
sentations of a given set. As the BGN encryption can support non-deterministic property, the public
server cannot find any relationship between the different forms of the same access key i. Hence, the
polynomial representation of a given set does not require the degree presenting a set of access keys.
By dividing the set presenting the number of the service subscribers into several subsets, the process-
ing time verifying the polynomial representation of a given set can be adjusted according to the desire
performance. Note that the set presents the number of the service subscribers. Using this idea, Kim
et al. proposed VSS (Verification of the Service Subscribers). While the encrypted list of the service
subscribers is given to the public server, the public server can verify whether the data retriever is
one of the legitimate subscribers or not. In order to prevent the public server from identifying the
legitimate service subscribers, the data provider encrypts the list of the service subscribers using the
BGN encryption [6]. The data retriever only requires (|S2| - 1) modular exponentiations and S; BGN

encryption [6] per each query.

2.3 Shamir’s secret sharing

Secret sharing is a technique for protecting sensitive data, such as cryptographic keys. It is used
to distribute a secret value to a number of parts—shares—that have to be combined together to ac-
cess the original value. These shares can then be given to separate parties that protect them using
standard means, e.g., memorize, store in a computer or in a safe. Secret sharing is is used in mod-
ern cryptography to lower the risks associated with compromised data. Sharing a secret spreads the
risk of compromising the value across several parties. Standard security assumptions of secret shar-
ing schemes state that if an adversary gains access to any number of shares lower than some defined

threshold, it gains no information of the secret value. The first secret sharing schemes were proposed

11



by Shamir [56].
The idea of Shamir’s threshold scheme [56] is that k points are sufficient to define a polynomial
of degree k — 1. Suppose we want to use (k,n) threshold scheme to share our secret s, without loss

of generality assuming that an element exists in a finite field F. Choose at random k — 1 coefficients

k—1

aj,as,...,a—1 in F, and let ag = s. Build the polynomial f(x) = ano anx™. Let us construct any
n distinct points it, for instance set i = 1,2,...,n to retrieve (i, f(7)). Every participant is given a

point (a pair of input to the polynomial and output). Given any k subset of these pairs, we can find

the coefficients of the polynomial using interpolation and the secret is the constant term ag.
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Chapter 3. Related work

3.1 Set operations using polynomial representation

Throughout the thesis R[z] denotes a polynomial ring over a ring R. We restrict our attention

to protocols running over polynomial arithmetic.

3.1.1 Two-party protocols

Freedman, Nissim, and Pinkas (FNP) [2I] considered the Set Intersection problem and presented
the first corresponding secure protocols against active adversaries. We describe their idea in detail,
since it underlies most of the subsequent work on this topic. They use a semantically-secure public-
key cryptosystem holding a group homomorphic property.

The main idea is as follows: A client defines a polynomial f whose roots are the private datasets

k

f=@—-a)(r—az) - (z—ax) :Zaixi.

i=0
The client sends all the encrypted coefficients of f to a server by homomorphic encryptions. The server
evaluates and re-randomizes the encrypted polynomial at the datasets, and then returns to the client
the result of the computation. The client decrypts each encrypted coefficient 3; and checks it in the
datasets, where 7 means the cardinality of the server’s datasets.

In order to reduce the computational complexity, they suggested some naive methods that enable
to evaluate the polynomial at multipoint efficiently. One is to use Horner’s rule [28] and the other is
to reduce the degree of polynomials. Applying Horner’s rule is clearly an efficient way to evaluate a
k-th degree polynomial at a single point. But regarding n points, this does not help to enhance the
total complexity O(k?). The second way leads us to change the protocol.

Recently, Camenisch and Zaverucha [I§] investigated the set intersection problem in a different
direction. They ask for a trusted third party to sign the input datasets of the two participants. This
implies that the computational complexity still remains unchanged.

Instead Dachman-Soled et al. [20] concentrated on improving security in set intersection by sug-
gesting that one participant prepare as many polynomials as the size of his input. Each polynomial
is used to send all datasets using Shamir’s secret sharing. Therefore, this scheme requires additional

polynomial interpolation.
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3.1.2 Multi-party protocols

Kissner and Song (KS) [39], [40] proposed improved protocols fodr more general set operations, as
well as protocols for set operations in the multi-party setting. In order to ensure to be secure against
an active adversary, KS employes generic zero-knowledge proofs [17], [I2]. Their protocols cover set
intersection, over-threshold Set Union, and Subset Relation problem.

Sang et al. [59], [60], [61] provide specific protocols for set intersection. Their protocols are also
based on FNP, but improve the previous result by the fact of O(N) in the computation where N is the
number of participants in the protocol. Also their scheme still has O(k?) computational complexity
where k is the size of private multiset.

Li and Wu [46] presented secure set intersection protocol in the information theoretical model,
which is improved by Patra et al. [5I]. This is different from our interest since we are interested in

protocols in cryptographic model.

3.2 Privacy-preserving top-k query protocol

There has been proposed many protocols in the open literature to solve the above problems of
privacy-preserving data aggregation. We can classify these researches under the type of the configura-
tion of a set: fully centralized, fully decentralized, and semi-centralized. While the centralized schemes
assume the existence of a trusted third party (TTP), which makes such schemes of less useful from
the practical point of views under the strong assumption that TTP is not immune to compromise
and malicious behavior, the fully decentralized schemes utilize cryptographic primitives and proto-
cols to replace the centralized TTP. On the other hand, semi-centralized schemes try to bridge the
functional and security gaps between both of the previous approaches. As they are of particular rel-
evance to the work in hand, in the following we elaborate on the two latter ideas: the decentralized
and semi-decentralized privacy preserving data aggregation schemes. As mentioned earlier, decentral-
ized solutions to the problem try to replace the centralized TTP using cryptographic constructions,
which come in different forms leading to several research approaches. One approach is based on secure
multi-party computation like in [B, 62] [67]. Vaidya and Clifton’s (VC) scheme [62] uses a generalized
muliparty computation (MPC) protocol. A drawback of this protocol is inefficiency. VC scheme re-
quired overwhelmingly huge computational resources since the scheme uses Yao’s garbled circuits [69].
Furthermore, as the datasets become disjoint, the efficiency of such construction decreases sharply. In
[67], Xiong et al. have devised a unique method to aggregate the largest k values over numeric data
using randomization techniques. In [5], Burkhart and Dimitropoulos has devised a feasible construction

in which the round complexity is linear to the number of bits in the data elements. However, due to
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using sketches (i.e., hash tables) to aimprove the efficiency of MPC subprotocols (used for equality
and lessthan operations) the aggregate results are probabilistic. The authors claimed the proposed
protocol is efficient in terms of its computational complexity, but the round complexity is huge expen-
sive. In [3], Applebaum et al. proposed a solution for the top-k problem using semi-centralized con-
structions. The authors aim to enhance the efficiency of fully-decentralized instantiations by adding

new entities: proxy and database (DB).

3.3 Privacy-preserving authentication protocols
3.3.1 Membership verification through keyword search

In order to enforce proper access control on keyword search, the subscription information should
be encrypted. Typical approach presenting the subscription information on the specific service was
presented in the polynomial form so that the searching of the set can be converted to the evalua-
tion of the given polynomial [2I] B9]. The existing approach [7I] in the open literature, being able
to employ access control to keyword search on the encrypted data, requires homomorphic operations
in addition and multiplication. Among the homomorphic encryptions [25], the encryption scheme pro-
posed by Boneh et al. in 2005 [6] can support the unlimited additive homomorphic operations and
one multiplicative homomorphic operation. That’s why we employ the encryption scheme proposed by

Boneh et al. to hide the subscription information during keyword search.

3.3.2 Anonymous authentication

There are many approaches to solve user privacy and security challenges in ubiquitous computing
environmen[2] [ 10, 03], 4T, 49, 63} 72, (3l (4, B3, 29]. However, most of these results fall in the
scope of establishing general security framework and identifying general security requirements, without
providing concrete security protocols. Some work [2, [, 10 41l 49, [33] focused on designing specific
security infrastructures to protect user context privacy like location information from service providers.
Creese et al. [I3] and Wu et al. [63] revised authentication and privacy requirements and Zugenmaier
et al. [72] showed that the use of a combination of devices using incompatible anonymous mechanisms
can compromise the anonymity, which is achieved when each device is used separately.

Jendricke et al. [33] introduced an identity management system for ubiquitous computing environ-
ment. A user can issue multiple identities and use them depending on the applications. Using these
virtual identities, the scheme can protect user privacy while providing access control and user au-
thentication. However, there is no concrete protocol. He et al. [29] presented a simple anonymous ID

scheme for ubiquitous computing environment. However, this scheme cannot prevent the double spend-
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ing problem, a kind of replay attack, since there is no verification about the actual holder anonymous
ID based on Chaum’s blind signature technique [I5]. In 2005, Ren et al. [53| [64] proposed new scheme
supporting a part of the requirements for ubiquitous computing environment. While the scheme pre-
vents double spending problem by combining two cryptographic primitives, blind signature and hash
chain, the scheme reduces the number of signature verifications on the authentication server side. Ad-
ditionally, the scheme provides non-linkability and differentiated service access control and does not
rely on underlying system infrastructure such as the “lighthouse” or “mist routers” [I]. However, a
mobile user should store all hash chains of his/her anchor to avoid repetitions of the same hash compu-
tations and perform one public key operation whenever the user sends a service access request message.
Moreover, the service providers may have privacy concern regarding the abuse of their subscription in-
formation which is stored in the authentication server to enforce proper access control.

Gruteser and Grunwald [22] offered a method for hiding user’s MAC address with anonymous IDs

so that the user cannot be tracked in a wireless LAN environment.

3.3.3 Privacy-preserving authentication protocols for VANETSs

Lin et al. [45] proposed a secure and privacy-preserving protocol for vehicular communications,
called GSIS which is based on group signature [I4] and identity-based signature [57]. While guaran-
teeing anonymity, confidentiality, and other security primitives, the GSIS can provide traceability of
each vehicle. Only if any dispute happens, the identity of the message sender will reveal. In order to
provide V2V communication between the vehicle A and nearby vehicles, the GSIS employs the group
signature. The identity-based signature scheme is used to sign each message sent by each RSU for en-
suring its authenticity. However, when the adversary compromises many of the RSUs, the adversary
can track any movement of the target vehicle.

Lu et al. [43] proposed an efficient conditional privacy preservation protocol for secure vehicular
communications, called ECPP, which issues on-the-fly short-time anonymous certificate to vehicles by
using a group signature scheme. Since RSUs can check the validity of the requesting vehicle during
the short-time anonymous certificate generation phase, such revocation check by vehicle itself of GSIS
is not required. Therefore message verification is more efficient that GSIS. The ECPP provides au-
thentication, anonymity, unlinkability and traceability under the strong assumption that most RSUs
will not disclose any internal information without the authorization of the trusted authority. However,
due to a large number of RSUs, cost considerations prevent the RSUs from having sufficient protection
facilities against malicious attacks. Therefore, it is possible for an attacker to access RSUs and dis-
close the information in the RSUs. When multiple RSUs are compromised, an attacker can trace the

movement of a vehicle by using the information stored in the compromised RSUs, because each RSU
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stores unchanged pseudonyms for OBUs in ECPP. As a result, ECPP does not provide unlinkability
when some RSUs are compromised.

In 2009, Yim et al. [70] proposed a anonymous authentication scheme in VANETSs. The proposed
scheme guaranteed authentication, anonymity, unlinkability, and traceability simultaneously. The un-
linkability which enables privacy preservation and the traceability which enables conditional tracking
are contradictory. Yim et al.’s protocol utilize the traceable ring signature scheme with the k-times
anonymous authentication scheme to address the contradictory requirements. In addition, the pro-
posed scheme has three advantages compared with other previous works. First, the scheme does not
have revocation list update process in authentication process. Second, the scheme always provides
unlinkability although multiple RSUs are compromised. Finally, the scheme requires only one authen-
tication process for mutual authentication when the vehicle communicate with the same RSU, because
proposed scheme has key agreement functionality that makes secure channel to communicate. These

advantages make Yim et al.’s scheme efficient in large-scale and busy networks like VANETSs.
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Chapter 4. Generic polynomial arithmetics for

secure set operations with sub-quadratic complexity

Performing set operations without leaking the private dataset have played a crucial role in vari-
ous applications which used over the distributed networks. Much recent work to compute secure set
operations are designed using homomorphic public-key encryption and the technique of representing
sets as polynomials in the cryptographic model. These polynomial representation based solutions re-
quire intensive polynomial arithmetic including polynomial expansion, multiplication, and evaluation.
Previously proposed solutions require a quadratic complexity in computation.

This chapter deals with the speeding up the legacy set operation protocols based on polynomial
representation. We present techniques to improve the computational complexity from quadratic to
sub-quadratic. In particular, we show that without modification of given solutions, one can obtain the
product of two polynomials of degree k with O(k'°%23) multiplications using the Karatsuba method
in case of polynomial multiplication which is performed on ciphertexts and O(k!?®) for polynomial
evaluation using the divide-and-conquer based division algorithm.

Using our new polynomial arithmetics, the total computational complexity of polynomial repre-

sentation based set operations reduce from O(k?) to O(k'°&23),

4.1 Introduction

For N (N > 2) different datasets over the distributed networks, the set operations including inter-
section and union play one of the fundamental tasks for a practical business application. One typical
example is that the commercial companies want to share intersection of their customer lists while their
own list except the common customers is protected. When one set operation does not reveal any other
elements except for the elements in the resulting set, it is said to be privacy-preserving set operation.
In other words, schemes in the literature attempt to guarantee privacy of the inputs of honest players
even in the presence of adversary. Adversaries may be allowed to insert or delete some messages in
transit, to inject false messages, and to gain access to users’ information.

There have been intensive studies to solve this problem in different settings. Freedman, Nissim,
and Pinkas [2I] presented the first efficient privacy-preserving set intersection operation using poly-
nomial representation working merely between two users. Kissner and Song [39] subsequently showed

that polynomial representation allows more various set operations even in multi-party setting. This
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result was followed by a series of papers including [59], [60], [61].
The common property of such these schemes is that the cost of the polynomial arithmetic oper-
ations fully dominates their performance. Throughout the their, R denotes a ring. We assume that a
k

polynomial f = Zaizi € R[z] of degree k. A list of polynomials arithmetic operations includes:
i=0

e Polynomial expansion.

Given a polynomial,
k

f:H(xfai):(x—al)(:z:fag)...(:c—ak)

i=1

in a linear factored form, compute the expansion coefficients f[i] € R for each term of f

k
F=_ flla’ = flkla® + -+ f{Lz + f[0)
i=0
e Polynomial multiplication.
k m
Given polynomials g = Z glilz* and h = Z h[i]z* , compute
i=0 i=0

k+m
f=g-h= Z ot
1=0

where ¢; = Z (glz] - hly])-

l=z+y

e Polynomial multipoint evaluation.

Given a polynomial f and k points (a1, as,...,ax), compute
<f(a1)a f(a2)a cety f(a’k)> .

Previouly proposed privacy preserving set operations based on polynomial representation require
quadratic computational complexity in total.

In this research, we claim that the efficient operations can be obtained by applying the divide-and-
conquer strategy to set operation protocols. We discuss more general method that, in many (if not all)
situations, allows set operation protocols to be computed at most in sub-quadratic complexity with
respect to the user’s input size without changing the protocols. Even though not universally applicable
(our work is efficient polynomial arithmetic), it can be used for most of set operation schemes via the
polynomial representation.

Our basic idea is to apply divide-and-conquer strategy to polynomial arithmetic. In particular,
note that all polynomial arithmetics should be performed on ciphertexts. It is well known that one
can multiply two polynomials over R of degree at most k using O(k'°#23) multiplications in R. In
particular, we apply the well-known Karatsuba method for a polynomial expansion in a linear factored

form using at most sub-quadratic multiplications in R.
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The polynomial evaluation requires the heaviest operation in set operation protocol. Even using
Horner’s scheme, which clearly helps to eliminate large exponents, the total overhead still remains
to be quadratic in the size of input multiset k. One might ask for fast Fourier transformation (FFT)
which allows a fast polynomial evaluation with at most O(klog k) computational complexity [58]. How-
ever, the FFT is more sophisticated and even requires to alter the set operation protocols. The require-
ment of FFT is the knowledge of n-th root of unity. This is main reason that FFT cannot be used for
secure set operations. We design an efficient polynomial evaluation algorithm which has sub-quadratic
complexity using the divide-and-conquer based division algorithm.

The rest of the chapter is organized as follows. In Section 2 we state prior set operations in
the literature, and recall essential backgrounds of our work. We propose the techniques for efficient
computation of set operations in Section 3. In Section 4, we give a computational cost analysis of
basic set operations and analyze the asymptotic complexity of our proposed polynomial arithmetics.

Concluding remarks and future work are given in Section 5.

4.2 Our construction

In this section we discuss a way for speeding up the polynomial arithmetics in case of the compu-
tational complexity of being quadratic in the size of input multiset, k. This complexity completely re-
sorts on the polynomial arithmetic: polynomial expansion, polynomial multiplication, and polynomial
evaluation. Therefore we focus on reducing the number of multiplications in the polynomial arithmetic.
Note that throughout this section we write O(k?) for O(N?k%logn) (i.e., we write the computational

cost omitting the N factor and the modulus n.).

4.2.1 Polynomial multiplication

The schoolbook polynomial multiplication method has an asymptotic complexity O(k?) with re-
spect to computation. Instead recursive application of the Karatsuba algorithm leads to a computa-
tional cost of O(k'°823) [64].

Homomorphic encryption allows us to multiply a polynomial by an encrypted polynomial. Now
we describe an algorithm for polynomial multiplication on ciphertexts (PMoC). Let r; ; be a random
polynomial and &p(f;) an encrypted polynomial in Step 4 of Set Intersection for all i,j € [1, N],

k k
T = Z”J (12! and Epi(fj) = ngk(fj [at. 1f g; =14 - f;, we obtain the encryption of polyno-
mial gjl:oof degree 2k. =

It is straightforward to verify that Algorithm 1 runs correctly.
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Algorithm 1 Polynomial multiplication on Ciphertexts (PMoC)

Require: a random polynomial r; ; and an encrypted polynomial Epx(f;)
Ensure: &,.(g;) = ri; D Ex(f;) = 21250 g5zt
:for =1 to k do

hy <= i L Epi(f5(1])
end for
for [ =1 to 2k —1 do

for s,t such that s+¢t=1[and ¢t > s> 0 do

by <= (13 5ls] +7i5[t]) B Ep (f5[s]) B Epi (f5t])
end for

—_

end for

© % T S gk W d

9;[0] = ho

10: g;[2k] < hy

11: if [ is odd then

12: Gilll = 2y Post = 2oy (s + Pt)

13: else

1 gl = Dy Pt = gy (hs + he) + e
15: end if

16: return 21250 g;[l]z!

4.2.2 Polynomial expansion

The polynomial expansion (PE) could be easier than the polynomial multiplication as the former
does not require the homomorphic property.
Before we turn to the main subject we need to restate a theorem to analyze it running time. (it

is also known as the Master Theorem.)

Theorem 1 [55)], Sec7.3: Let k = p™ and m be a positive integer. Let assume thal an increasing
k
function M satisfies the recurrence relation M (k) = aM (b) + ck® where a > 1, b > 1 is an integer

and c,d are real numbers with ¢ positive and d nonnegative. Then

O(k%) if a < be
M(k) =< O(k%log, k) if a=0b?
O(k'ogs ) if a > b?

The polynomial expansion helps a user represent the input multiset into a polynomial in Step 1 of
set operation protocols. However, it is not necessary to encrypt the polynomial f. Let the polynomial
f(z) = (z—a1)(x—az)--- (x — ax) where all a; is in the multiset for all j € [1,k]. To simply, assume
that &k = 2™ for a positive integer m.

The key idea is to apply the divide-and-conquer based Karatsuba strategy to expanding f(z). We
first write f(z) = (z —a1) -+ (& = agy2) - (¥ — apja11) -+~ (@ — a).

Then we recursively apply the same strategy to fr(z) and fr(z) until fr(x) and fr(z) are in the
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form of product of two linear factors. Let denote KMy, 4, (- B) the Karatsuba multiplication for two

polynomials (denoted by «, 3) of degree dj,dy respectively. Our strategy is presented in Algorithm 2.

Algorithm 2 Polynomial Expansion (PE)

Require: f(z) = fi(2) fr(z) where f1(z) = Hf/ﬁ(xfaj), fr(x) = Hf:k/gﬂ(x—aj), and L=R=kF
Ensure: f(z) = Z?:o flila?

if L =2 then

2 return KM 1(f1- f1)
3: end if

4: if R =2 then

5 return KM 1(f1- f1)
6: end if
7
8
9

—_

o fo = KMpyon2(frye - fuy2) > left half
i fr < KMpjs rj2(fry2 - fr/2) > right half
: return KMy, r(fL - fr)

The algorithm 2 has the computational complexity of O(k!'°823). We analyze the asymptotic com-

plexity of result at Section 4.

4.2.3 Polynomial evaluation

Finishing a group decryption in Step 5 (Step 4 for set union), each user gets a polynomial p(x)
(P(x) for set union) of degree 2k (k(N + 1) for set union). But the common factor is to evaluate the

polynomial p (P for set union) at all elements in the input multiset.

Set intersection

Let p be a resulting polynomial and f a polynomial representing a user’s input multiset. As
pointed out before, even though Horner’s method clearly helps to reduce the number of multiplica-
tions, the asymptotic complexity is still O(k?) given k points.

To overcome this barrier, we again take advantage of the divide-and-conquer strategy. To do this,
we first divide f into « polynomials, f1, fa,..., fa, of degree § and then apply the division algorithm.

k

Assume p(z Z pli]z* and f(z H x —aj). By the division algorithm, there exists ¢,r €

R[z] such that p = q f+rand r = 0 or deg(r) < deg(f). It is straightforward to check that

p(a) = r(a) where a is a root of f. Now we provide the efficient algorithm for polynomial evaluation

in set intersection (PE/SI).

Set union

N ¢
In case of Set Union, the target polynomial of evaluation is P Z V. F -1 where

=11
deg(P) = k(N + 1). Let fs; denote the polynomial for set intersection that represents a user’s in-

|
_

I
=)
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Algorithm 3 Polynomial Evaluation and Set Intersection (PE/SI)

Require: X = {ay,...,a;} and p(z) = Zfﬁop[z]xl

Ensure: (p(ai),...,p(ar))

c fix o

B+ k/a

 f < T filw) > deg(fi)
: for i=1to k do

2
3
4
5: Ti <D —qifi
6
7
8

—_

B

pla;) < ri(a;)
: end for

: return (p(a1),...,p(ar))

put multiset, and fsy for set union.

Note that we may assume deg(fsr) = deg(fsu). Then we observe that the computational com-
plexity is the function of deg(fsr). We discuss this in next section in detail. Therefore we can reach
the conclusion that in the Set Union case, the polynomial evaluation (PE/SU) can be performed by
using at most O(k'") multiplications. The details of complexity is given next section. Moreover with

a slight modification of the PE/SI algorithm we may get PE/SU.

4.3 Analysis

In this section we give an abstract description for basic set operation protocols and analyze the
arithmetic cost of polynomials using KS protocol. This comprehensive assessment show that general
set operation protocols require O(k?) computational complexity. We also analyze the performance of

the proposed polynomial arithmetics.

4.3.1 Complexity of basic set intersection protocol

Description

First we give an abstraction description for set intersection in the presence of malicious users.
Passive secure (a.k.a., honest-but-curious, see [23], Sec. 7 for details) protocols can be easily obtained
by omitting tools for preventing malicious users from deviating the protocols.

In addition to set intersection, we can construct a protocol for cardinality of set intersection.
However, it is a straightforward variant of set intersection problem as follows: all users compute | X3 N
-+ N Xy| on multisets.

The followings are the description of set intersection protocol based on polynomial representation.
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Description of set intersection

NOTATIONS
e pk: public key for an additive homomorphic encryption scheme
e k: the maximum cardinality of input multiset

PHASES

1. Each user u; (1 <4 < N) computes a polynomial representation f; of his multiset

Xi

2. A user encrypts f; and sends the encryptions to all other users with proofs that

show the user knows coefficients of f;

3. For all encrypted polynomials, each player chooses a random polynomial r; ;(1 <

j < N) and commits its encryptions.

N N
4. All users computes the encryption of p = Z Z i O Epi(f5)
i=1 j=1

5. All users perform group decryption to get the polynomial p

6. Each user w; finds a;; € X;, such that (z —a; ;)|p for all j € [1,k].

KS set intersection and its analysis

Now we give a specific algorithm using the notations in [40]. However, there is no need to utilize
the Paillier scheme as an additive homomorphic cryptosystem suggested in [39], [40]. Note that the
homomorphic cryptosystem should allow efficient zero-knowledge proofs.

As we describe the basic set intersection in previous section, KS set intersection protocol consists

of the following six phases.

Phase 1. In order to transform each user’s multiset into the corresponding polynomial representation,
a user first computes the polynomial expansion. Let X; be the multiset of u; whose order is k.

Then the user calculates the polynomial f; whose k£ roots are the elements in X; as
k

fi = H(Q? — ai,j) = (aj — ai,l) . (l‘ _ ai,k)

j=1

where all a; ; € X, for all j € [1,k].

Phase 2. Each user encrypts all coefficients of f; and outputs Epx(fi). Instead of polynomial arith-

metic, this step just requires modular multiplications and exponentiations. To prevent from join-

24



ing with a random polynomial, a user is required to compute zero-knowledge (ZK) proofs by

which a user proves to know the coefficients of polynomial at Step 4.

One can find the specific ZK proof protocols in [12] for the Paillier cryptosystem and in [I7] for

the ElGamal variants.

Phase 3. For all j € [1, N] each user u; does the followings:
3-(i) Choose uniformly a random polynomial r; ; € R¥[z],

3-(ii) Output the commitment to 7; ; where v; ; = Epx(r; ;). Thus this step also does not require

the polynomial arithmetic.

Phase 4. At first each user u; should open the commitments and verify whether the proof from Step 2
holds or not. If not, terminate the protocol. A user multiplies each received encrypted polynomial

fj by j-th random polynomial r; ; for all j € [1, N] as

N
Epre(pi) Z rii B Epr(f5))
Jj=1

and, at the same time, computes ZK proofs that shows this multiplication is correct. We need

to compute the polynomial multiplication.

On obtaining all other encrypted polynomials Epx(p1), ..., Epr(pn), each user computes

N
p) = Ennlpi)
i=1

Phase 5. In order to obtain the polynomial p, all users engage in the group decryption. This step

does not require any polynomial arithmetic.

Phase 6. Finally each player u; (1 < ¢ < N) may construct an intersection I as follows: for all
a;; € X;, a user verifies (x — a; ;)|p. If (x — a; ;) divides the polynomial p, with overwhelming
probability the root is in the intersection I. This corresponds to the polynomial evaluation at

all elements in the multiset.

In summary, except for modular arithmetics in homomorphic encryptions and ZK proofs its inef-
ficiency in the set intersection protocols arises from inefficiency of polynomial arithmetics.

We look into the computational complexity of these protocols for KS set intersection protocol.

In Phase 1 one needs to transform the multiset, X, into the polynomial representation, f. First
a user writes for this f(z) = (x —a1)(x —az) - (x —ag) for all a; € X, i € [1, k]. However, in order to
encrypt all coefficients one is required to expand f in the form of k linear terms. y; := (x—ay) x (z—a3)

requires one multiplication, yo := (x—ay) X (x—ag) X (x—a3) = y1 X (r—a3) requires two multiplications,

k(k—1)
2

and so on. At the end, Step 1 requires multiplications in a polynomial expansion.
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The computation cost in Phase 2 is dominated by the additive homomorphic encryption and ZK
proofs. In case of Paillier’s cryptosystem, encryption requires a modular exponentiation as pointed out
by [B0], Sec. 7. ZK proofs can be instantiated with the X-protocol in [11, Sec. 8]; this also requires
a modular exponentiation. Therefore this step requires 4klogn multiplications in total.

Phase 3 consists of generating a sequence of random polynomials and committing to its en-
cryptions. Without loss of generality, although the complexity depends on the baseline commitment
scheme, we may expect the total complexity to be constant times of N(2klogn + k).

In Phase 4, each user multiplies the encrypted polynomial by N random polynomials. In general,
multiplication of two arbitrary polynomials of degree k requires (k + 1)? multiplications. Thus this
step requires N(k + 1)? multiplications per a user. In addition, each user calculates ZK proofs for
showing the multiplication correct. The Y-protocol requires 4 exponentiations and 2 multiplications
for computing the proofs and 6 exponentiations and 4 multiplications for verifying the proofs. Thus
ZK proofs require N(20klogn + 8k) multiplications. Finally, this step totally requires N((k + 1)% +
20k logn + 8k) multiplications in total.

Phase 5 requires all users to participate in a group decryption protocol. Especially the threshold
version of the Paillier cryptosystem requires one exponentiation and one multiplication. Other thresh-
old decryptions also are as efficient as that of threshold Paillier’s scheme.

Finally, the most expensive work in Phase 6 is the polynomial evaluation at k& points. As pointed
out by [58], given a polynomial f € R[x] of degree k and an element a € R, Horner’s rule is an elegant
and efficient way of computing f(a). It needs (k + 1) multiplications for a point; therefore this step

totally requires k(k + 1) multiplications. Our analysis is summarized in Table 1 below.

Table 4.1: Computational cost in set intersection

Complexity
Step 1 Nk(k—-1)/2
Step 2 4Nklogn
Step 3 N(2klogn + k)
Step 4 | N2((k +1)% + 20klogn + 8k)
Step 5 N(2klogn + k)
Step 6 NEk(k+1)
| Total | O(N2k?) |
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4.3.2 Complexity of basic set union protocol

Description

Now we review the protocol for set union, or more precisely, a threshold set union.

Intuitively we can define the union of multisets X; U X; as the multiset such that each element
a that appears ¢;(> 0) times in X;, ¢;(> 0) times in X, and (¢; +¢;) times in X; U X;. For polyno-
mials f;, f; which are the polynomial representation of X; and X; respectively, f;- f; is a polynomial
representation of X; U Xj.

In addition, for completeness we need to define the operation of element reduction. While the
multiplication of polynomials implies the union of multisets, the formal derivative enables us to control
a threshold saying how many times some element appears in a resulting multiset. We define t-element
reduction on a multiset X as follows: for each a that appears s times in X, the element appears
max{s — ¢,0} times in the resulting multiset, which is denoted by 9;(X). More formally, for a given
polynomial f of degree k, r; randomly chosen from RF[z], and polynomial Fj of degree I such that

Fy(a) # 0 and ged(Fy,...,F;) =1 for all a in an input domain and ! € [0, ],

t

O (X) = Zf(l) “Fom

1=0
Using the threshold set union protocol, each user learns which elements appear at least a threshold
value ¢ times in the resulting multiset without revealing any other information. This can be expressed

as 8t_1(X1 U--- UXN).
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Description of set union

NOTATIONS

pk: public key for an additive homomorphic encryption scheme
e k: the maximum coalition size

e {: the maximum threshold of repetitions of an element appearing in the resulting

set

e Fy,..., Fi_1: fixed polynomials such that they have no common roots in input

domain.

PHASES

1. Each user u; (1 < i < N) obtains the polynomial representation f; of the input

multiset X;.

N
2. All users then compute encryption of polynomial p = H fi, which corresponds to
i=1
the polynomial representation of X7 U---U Xy.

3. Each user chooses uniformly at random r;; € RF[z] for all [ € [0,¢ — 1] and
t—1

calculates the encryption of polynomial Zp(l) “Fp g
1=0

C+1t—1

4. Each user then computes the encryption of polynomial P = Z Zp(l) “Fp o1y
i=1 I=1

and performs a decryption to get P where P is a polynomial representation of

8t‘1(X1U"'UXN)

5. Each user may determine if the element a;; appears in the combined multiset ¢

times by evaluating the polynomial.

KS set union and its analysis

We give a specific set union protocol [40]. As we recall the description of the basic set union, KS

set union protocol consists of the following five phases.

Phase 1. In order to transform each user’s multiset into the corresponding polynomial representation,

a user first computes the polynomial expansion. Let X; be the multiset of u; whose order is k.
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Then the user calculates the polynomial f; whose k roots are the elements in X; as

k

fi=l@—aiy) =(@—air)- (@ —aix)

J=1
where all a;; € X; for all j € [1,k]. Each user needs to expand the polynomial representing

input multiset.

Phase 2. In order to obtain the encryption of the polynomial p, each user u; receives the encryption

of neighbor u; 1’s polynomial f;-1, computes f; [ Epr(fir1), and sends it neighbor u;11. At the
N

end of this step, all users have the encryption of the same polynomial p = E fi- During this
i=1
step, all users perform the polynomial multiplication N times along with computing ZK proofs

to prevent malicious users from deviating from the protocol.

Phase 3. For all i € [1,C + 1], each user computes the [-th derivative of &, (p) for all [ € [1,¢ —1],

chooses random polynomials r;q,...,7; —1) € RNk [x], and then outputs
t—1
Ep = Z(Ti,z - F) D E(p").
i=0

This step also consists of repeated polynomial multiplications.

Phase 4. In this step all users just perform polynomial additions to obtain the encryption of poly-

nomial
N
gpk(P) = ngk(Pi>
i=1

Completing the addition, each user engages in the group decryption to get the polynomial,

N t—1

P = ZZP(Z) “Fp g

i=1 1=0
Phase 5. Suppose that each user u;’s multiset X; = {a;1,...,a;x}. By evaluating the polynomial P
at all elements a; ;(1 < j < k), each user easily determine which elements appear at least ¢ times

in the resulting multiset V' as follows:

ai-EV lfPa17:0
vieLk,{ (%)
a;; ¢ V. otherwise

In addition to this operation, although we can consider several variants of set union, we may see
that a slight modification allows us to construct a corresponding protocol. In all variants the
modification arises in Step 5. As an example one might want to know which elements appear in
the combined multisets at least ¢ times as well as the number of times these elements appeared
in the multiset. Note that despite of such this modification, there is no need for additional poly-

nomial arithmetic.
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Regarding set union, we arrive at the same conclusion since this operation is also constructed

using polynomial arithmetic. We can easily derive the asymptotic complexity of set union algorithm

is O(k?).

4.3.3 Analysis of our proposed algorithms

In this section, we consider the computational complexity of our proposed algorithms in Section

3. At first we give an asymptotic complexity of Algorithm 1 (PMoC).

Proposition 1 Algorithm 1 has an asymptotic complezity of O(k'°823).

Proof. To simplify the analysis of the complexity of Algorithm 1, we assume that the number of
coefficients k is a power of some integer, i.e., k = p™
We see that the number of h; is k£ and the number of h,t is equal to that of all possible pairs

out of k coefficients, i.e., k(kgl)

. Therefore the total number of multiplications is

m log, k
1 2 1 1 2 1 P 1 1,21
= — — :kOg (2p +2p)
<2p +2p> (227 +2p> P

If p = 2 then we obtain the complexity of k'°823. This completes the proof. |

Now we analyze the Algorithm 2 (PE).

Proposition 2 Algorithm 2 has an asymptotic complexity of O(k'°&23).

Proof. At lines 2 and 5 in Algorithm 2, the Karatsuba algorithm performs one multiplication. At
line 7, we perform Karatsuba multiplication for two polynomials of degree k/4 whose computational

complexity is O((k/4)!°823). We have the same result at line 8. Therefore we can write

M(k) =2M (’;) +z(’;>l°g23

By Theorem 1, when a = 2,b = 2,¢=2/9, and d = log, 3, the total complexity M (k) = O(k'°823)

since a < b? |

Proposition 3 The new PE/SI algorithm in Algorithm 3 evaluates a polynomial a k points at most

using O(kY7) multiplications

k
Proof. For the sake of simplicity, we assume k = 2™. Let p(z Z plilz® and flx H T —aj).

By the division algorithm, we know that there exist ¢,r € R[z] such that p=gq-f+r and r =20 or
deg(r) < deg(f). Furthermore we see that p(a;) = r;(a;) for all j € [1,k| and ¢ € [1,].
In line 1 we expand each polynomial f; using Algorithm 2. By Proposition 2, the New PE

algorithm ensures that it has an asymptotic complexity of 31823,
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It remains to compute a remainder polynomial, r;, which requires to perform polynomial division.
When we divide p by f; if we employe the Karatsuba algorithm for division, line 5 requires at most
aB°823=1 multiplications [32]. Then we evaluate the polynomial r; at a;. If we use Horner’s rule we
only need to perform at most 32 multiplications. Since we have to repeat such a polynomial evaluation
« times, the total computational complexity amounts to a(a3'°82371 + 32). If let 8 = k¢ for some real
number € > 0, then a = k'€ so that a(aB923~1 4 §2) = gl=¢(k1+elo823-2) 4 k2€) If we let e = 0.28

then we have O(k'-?®) complexity in terms of multiplication and the proof is complete. [ |

From the above Propositions, we can derive the following Corollary.

Corollary 2 Using PMoC , PE , and PE/SI or PE/SU algorithms, set operations have an asymptotic
complezity bound to O(k'°823) in total for the cardinality of input multiset k.

Now we compare our proposed algorithms with previous proposed set operations in computational
complexity. As we analyzed in this section, previously proposed algorithms have O(k?) complexity in
total. But from the Proposition 1, Proposition 2, Proposition 3 and Corollary 2, our construc-

tion can reduce the total complexity of set operations from O(k?) to O(k'°&23).

4.4 Summary and discussion

We have shown a naive polynomial arithmetic for set operations results in a total of O(NZ%k?)
computational overhead in terms of multiplication. For the legacy polynomial arithmetics, we have pro-
posed that better efficiency can be gained by applying the well-known Karatsuba scheme and divide-
and-conquer based division algorithm. This results in reducing the total computational overhead from
O(N?k?) to O(N?k'°823) multiplications.

Our proposed method can be useful building block for constructing privacy preserving set oper-
ations based on polynomial representation and make an efficient implementation of the most of set
operation schemes via the polynomial representation.

We conclude this chapter with commenting further work of our work. In the polynomial multipli-
cation case, fast Fourier Transformation (FFT) is optimal complexity, O(klogk). But FFT cannot be
applicable for encrypted polynomial, since the FFT requires whole n-th root of unity. So, the finding

the quasi-quadratic arithmetic algorithms for set operations are open problems in next step.
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Chapter 5. Generic Construction of
Privacy-Preserving Top-£ Query using Homomorphic

Encryption

In this chapter we reconsider the privacy-preserving top-k query (PPT-k) problem and introduce
the formal model of PPT-k scheme with novel security notion from the point of owner privacy and
user privacy. To the best of our knowledge, this is the first attempt to measure the PPT-k protocol in
formal security model using homomorphic encryption. Based on our proposed PPT-k model, we give
generic construction of provably-secure and privacy-preserving top-k query algorithm. We analyze the

complexity of our construction, and show that it is better than the other work in computation rounds.

5.1 Introduction

Privacy-preserving is one of the most important issue in data aggregation methods by multiparty
under different computing domain environments. There proposed plenty of research results of privacy-
preserving methods in various area, top-k query algorithms [B 62] [67], secure voting systems [31, 19}
48], and collaborative data aggregation and mining [27, B]. Among these researches, there is some

common security requirements for privacy-preserving as follows:

o Confidentiality of set elements: which requires that no entity or traitor should learn anything

about honest users’ inputs except what can be trivially derived from the output itself.

e User Privacy: for each element in an aggregated set, no user should distinguish a honest user

who is the owner of elements in the union.

e Ouwner Privacy: no user or traitors should identify his/her or their elements from the aggregated

set.

In this chapter, we consider how to assure the security in top-k query algorithm. At first, we

recall two main problems in top-k data aggregation.

Problem definition. Let n users be denoted by u;(1 < i < n) and each of them has a private
(multi)set of order 7, A;, where A; = U}_;{a; ;} and a;; is the j-th private element of u;. There may

exist one or more elements such that «; ; = a; j» for some 1 < j < j° <r. Let us denote C'(A) for the
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collection of frequencies for all elements in the multiset A, here the frequency of an element refers to

how many times the element appears in the multiset A.

e Private distribution problem: All users learn the distribution C(U) of a joint multiset U =

Ui, A;, without revealing any other information.

e Privacy-preserving top-k (PPT-k) problem: All users learn the most frequent top-k items

of all private input multisets without revealing any other information.

Our main contribution is to deal with the PPT-k algorithm from the sense of provable security
at the first time. A formal construction of PPT-k query protocol for rigorous security analysis will be
described based on the two privacy issues, user privacy and owner privacy. We also describe adver-
sary’s behavior for breaking wuser privacy and owner privacy. Based on our formal model of PPT-k
algorithm, we propose provably-secure PPT-k algorithm with security proof.

The remainder of chapter is organized as follows: A brief survey on the related work and cryp-
tographic tools is discussed in Section 2, and we define the formal construction of PPT-k algorithm
and its security notion in Section 3. Our proposed scheme is presented in detail in Section 4. Section
5 analyzes the security and performance of our scheme and gives a comparison with previous work.

Finally, we summarize and conclude in Section 6.

5.2 Provably secure top-k queries

In this section, we define the formal construction of PPT-k scheme and its security goal and

adversarial model in detail.

5.2.1 PPT-k protocol

A privacy-preserving top-k query protocol consists of five probabilistic polynomial-time algorithms

(Setup, Encrypt, Shuffle, Aggregate, Reveal).

e Setup(1*). The setup algorithm takes as input the security parameter A and outputs a pair of
private and public key (sk;,pk;) for each user u;. Setup() also generates a secret information s

and computes the its shares s;.

e Encrypt(pk;, A;). Encryption algorithm takes as input the user’s public key pk; and a private
ordered multiset A; of the user where A; = {a;;|j = 1,2,...,r} and outputs the encrypted
multiset £(A4;) can be defined as £(A;) = {Enc(pki, ai j)|ai; € Ai}. Enc() can be any encryption

algorithm which is secure under adaptively chosen cipher text attack (IND-CCAZ2).
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o Shuffle(s;, U, o;(+)). The blinding of the original owner of each element in the ordered multiset
U algorithm Shuffle() takes as input a shared secret s;, an ordered multiset U, and private per-
mutation algorithm o;(-) and outputs shuffled multiset Uf. U is an ordered multiset, so U has
an identical vector @. The Shuffle() algorithm reorders the elements of @ using o; and outputs a

vector @y and its identical ordered multiset U;.

o Aggregate(U, s;, Find(+)). The information aggression algorithm Aggregate() takes as input an or-
dered multiset U, a secret share s;, and elements distribution counting algorithm Find(-) and
outputs a subset Uy of U which contains the top-k occurred elements in U. The distribution
means the number of occurrence of elements in the set. Based on the distribution result, Aggre-

gate() generates a Uy.

o Reveal(Uy, si, Dec(ski,m)). The reveal algorithm of PPT-k Reveal() takes as input a top-k sub-
set U, a user’s shared secret s; and a user’s secret key sk; and outputs the cleartext of top-k
elements among the each users’s private multiset. Reveal() recovers the secret information s from
s; using threshold scheme and finding the cipher text of top-k elements. Then Reveal() outputs

the cleartext of top-k elements using threshold decryption algorithm.
Using the above algorithms, PPT-k protocol can be operated as follows:
1. TTP runs Setup(1*) and sends its outputs, public and secret parameters to all user.

2. A user u; generates own private multiset A; and computes encrypted multiset £(A;). Then the

user u; broadcasts the encrypted set to other participants.

3. After receiving all encrypted multiset, the user u; generate the aggregated multiset U; using and
blinding the order of elements using Shuffle. Then u; sends the U to u;41. This process can be

done in a recursive manner.

4. Using Aggregate() algorithm, each user finds the distribution of elements in the aggregated mul-

tiset and achieves Uiop—r.
5. PPT-k participants recover the top-k elements using Reveal() algorithm.

We give a generic construction of provably-secure and privacy-preserving top-k query protocol in

Section4.

5.2.2 Security requirements

Based on the common security requirements of privacy-preserving algorithms in open literature,

we can derive the four security requirements for PPT-k as follows:
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e Correctness: Top-k elements among participants’s private set must be found by Reveal().

e Confidentiality of non top-k element: Only top-k elements are decrypted from an aggregate mul-

tiset and there must be no information leakage on non top-k element, Tj.

e Quwner privacy: Given a top-k element T}, identifying the actual owner is computationally diffi-

cult.

e User privacy: For each element in an aggregated set, no user should distinguish an honest user

who is the owner of elements in the union set.

5.2.3 Adversarial model

Adversarial power

Lindell and Pinkas [44] categorized the adversaries based on the strategy of corruption and its
allowable behavior. There are two types of corruption model, static corruption model and adaptively
corruption model. We use the adaptively corruption model which allows capability of corrupting par-
ties during the computation except target participants. The sequence of corruption can be solely de-
termined by the adversary in adaptively.

Also, we assume the adversary behaves like a malicious way in general. There are two main types
of adversary, semi-honest adversary and malicious adversary. Semi-honest adversary is also named

‘honest-but-curious’ or passive adversary and malicious adversary is also called the active adversary.

Accessible oracles

In PPT-k protocol, we define three oracles, user oracle (O"*"), owner oracle (O°“™) , and de-
cryption oracle (09€) which can be accessed by an adversary. User oracle outputs any user’s private
shared information, secret information and computation results in Setup, Encrypt and Shuffle phases.
But user oracle queries are not allowed to entire participants but a specific user. Ouwner oracle out-
puts the actual owner from a given element of an aggregated set except target element. Decryption
oracle outputs the plaintext from a queried ciphertext.

Now we give the details of adversary to disturb owner privacy and user privacy.

Fig. 1 describes the concept of adversarial behavior. In PPT-k protocol, the adversary can utilize

oown - Ouser and O%¢ in adaptively.

Adversarial model for owner privacy
The adversary for owner privacy’s behavior is as follows.

1. The adversary A gets a top-k element « and an aggregated set U to break.
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Figure 5.1: Adversarial model of PPT-k
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2. The adversary is free to perform any number of additional computations and queries to the O°*™,

Ovser and O%¢ in adaptively.
3. Finally, the adversary outputs a guessed user i as the owner of target element.

The adversary, A can be modeled as a probabilistic polynomial time algorithm. The input of A
is a top-k element, « and outputs is an actual owner of the element. We now define the advantage of

distinguishing the actual owner of top-k element.

AdVO OO (A ) = Pr[A(a € U) = ui] — Pr[A(a € U) = uj]|

i.j
own user dec
If the advantage /—\dvfj OF0 (A, «) is negligible for each i and j, then actual owner can be

indistinguishable.
Adversarial model for user privacy
The adversary for user privacy’s behavior is as follows:
1. The adversary B gets an aggregated set and a target element S of the aggregated set U to break.

2. The adversary is free to perform any number of additional computations and queries to the O°*™,

Ouser and 0% in adaptively.

3. Finally, the adversary outputs a guessed user ¢ as owner of the actual private element.
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The adversary, B can be modeled as a probabilistic polynomial time algorithm. The input of B is
an element § in an aggregated set and the output are an actual owner of the element. We now define

the advantage of distinguishing the actual owner of aggregated set’s element.

Oo‘u)’n’ousc’r"odﬁc o o o
Adv;; (B,B) = |Pr[B(B € U) =u;] — Pr[B(B € U) = u,]|
If the advantage AdV?;wn’OuS”’odec (B, B) is negligible for each ¢ and j, then private set can be

indistinguishable.

For confidentiality, IND-CCA2 model is sufficient to deal with the privacy issue.

5.3 Generic construction of PPT-k protocol

In this section we describe our construction for PPT-k protocol in detail. We use a fully homomor-
phic encryption scheme and general secret share methods as cryptographic tools in our construction.
Let there be n users, denoted by u;c(1,,) and PS; be a private set of each user where PS; =

I8 . s s s s
Ui_ja;j. We also denote PS; as {aj,ai,,...,0f,}.

Setup

Each user agrees on a fully homomorphic encryption with a public/private key pair (pk, sk). In
addition, all users are distributed a share s; such that s = [[/_;s; and s-s = 1 (mod p) i.e., &
is an inverse element of s under the multiplication. Notice that in threshold decryption scheme, user
generally produce shares of the decrypted element; if a user sends a uniformly generated share instead

of a valid one, the decrypted element is uniform. Also, if the decrypted element is uniform, this reveals

no information to the users.

Encrypt
Every user w; encrypts his private dataset A; using the fully homomorphic encryption E. Let
user’s encrypted dataset Epi(A;) be Epp(A:i) = {Epr(i),..., Epp(ir)}. Bach user computes his

own private dataset. Then wu; broadcasts Epr(A;) to all other users w;(I € I — {i}).

Shuffle
Every user u; receives Epi(A1), ..., Epk(Aiz1), Epk(Aix1), ..., Epp(Ay) and then using his secret
share, s;, computes
Epi(A1)* = {(Epr(01,1))™, -, (Bpr(ou,r))™ }
for all ¢ € I. Using a private permutation o;, u; randomly permutes the list of mixed ciphertexts as

follows. Let c,,(;,;) denotes (Epk(g,q,5)))% -
C= {Coi(l,l)a <o Coi(1,r) oo - Coy(my1)s - - Cai(n,r)}
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where |C| = nr. The user u; sends C to w;41 in a recursive manner.

Aggregate
Let the composition of users’ private permutation o be ¢ = g;_1 0 --- 0 0;. At the end of the

Shuffle() phase, each user has

gpk(U)s = {(Epk(aa(l,l)))sv SEER) (Epk(aﬂ(n’r)))s}

Performing a group decryption by all users allows u; to have
s __ s s
U® = {a0<1,1>’ ce an(,’w)}

Reveal

From the C(U¥), each participant learns the frequency distribution of aggregated multiset. For
finding top-k elements the predicate ¢ is needed. If an element o is one of the top-k, then ¢(a®) = 1.
Otherwise ¢(a®) = 0. The Reveal() recovers decrypts the elements whose predicate’s output is 1. And
then recovers the secret information s from s; using threshold scheme. Finally Reveal() outputs the

cleartext of top-k elements using threshold decryption algorithm.

5.4 Security and performance analysis
5.4.1 Proof of security

In this section, we show our proposed scheme satisfies whole security requirement we have claimed
in Section 3. First, we show that all participants get the distribution of joint multiset without knowing
any information of each elements in multiset.

Proposition 4 After Aggregation() phase is over, every user learns the joint set distribution of all

user’s private inputs.

Proof. Each user gets a permuted joint multiset U® = {afj(1 1 aj(n T)}. Each element in U? is the
output of composition of private permutations of union of all participants’ private set.

So there is a unique index (i*,5*) = o7'(i,5) is a unique shuffled elements of a;- j« € [J;_, A4;
where ¢ = 0,1 0 --- 0 ¢;. From the multiset U®, it is trivial that every user learns the distributions

of union of private sets. |

From the above proposition, we can easily derive the following corollary:

Corollary 3 FEvery HBC user learns the top-k items of all users’ private inputs with overwhelming

probability.
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Now we show that our proposed protocol satisfies the privacy requirements in the HBC model.
Let TTP be a trusted third party in the ideal world which receives the private input multiset A; of
size k from user w; for ¢ € [1,n], and then returns to every user the joint multiset distribution {F(a)}
for all & € U, A;. Here we use F'(a) to denote a frequency of an element « in a multiset A and
F(A) a collection of frequencies for all elements in the multiset A.
Proposition 5 Assume that the homomorphic encryption Eyi(-) is semantically secure. Our proposed

construction after Aggregate() phase, any coalition of less than n HBC users learns no more information

than would be given by using the same private inputs in the ideal-worlds model with the TTP.

Proof. We assume that the homomorphic encryption scheme is semantically secure, and so each user
learns only Epk(A;), Epp(Aiz1) 1, ..., Epi(Aig1)®~1 "%+t during an execution. At the end of the pro-

tocol all users further know &,;(U)® where

gpk(U)S = {(Epk(ao(l,l)))sa SRR (Epk(o‘o(n,r)))s}

Note that o is a composition of random permutations and unknown to all users, as the maximum
coalition size is smaller than n. That is, if there exists at least an honest user, then a composition
of random permutations ¢ = o;_7 o --- 0 g; is a random permutation because at least a permuta-
tion o; € [1,n] is secure. What is more, note that s is uniformly distributed and unknown to all
users for the same reason. As s is uniformly distributed for any user inputs and o is random, no
user or coalition can learn more than a set of re-randomized the give homomorphic encryptions. As
s is uniformly distributed, a group decryption of the homomorphic encryptions reveals no more than
{af ey jenn = Uie A7 = U®. We know the fact that F'(a) = F(a®) for two multisets A and A° €
(G,)k, for all s € Z, and for all o € A. Hence we see that F(U®) = F(Ul,A3) = F(U, A;) = F(U),
which can be derived from the output that would be returned by the TTP in the ideal-world model.

This completes the proof. |

Now, we claim that our construction satisfies the owner privacy and user privacy.

Proposition 6 If the homomorphic encryption is semantically secure, our proposed scheme provides

owner privacy and user privacy against any coalition of less than n users.

Proof. We assume that there is at least one honest user. After aggregation phase, every user obtains
a multiset U* = {ay 1),---, 05, .y}, Where 0 = 0;0---00i41 and s = [T, s; consider the worst

case, i.e. n — 1 user coalition and let denote the honest user as uj. Since the given homomorphic

encryption is semantically secure, the probability of finding permutation is exactly (%) and comput-

ing " is computational difficult, the coalition cannot learn any useful information without know-

< £ and

ing wy,’s private permutation and shared secret. This implies that |Pr[A(a € U) = u;] — 4] < §
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|Pr

[BlaeU) =u;] — %| < § for all 1 <i<n and € > 0. By the triangle inequality,

AdVOT OO (A ) = |Pr[A(a € U) = ui] — Prid(a € U) = uj]| <

i.j
and
AV OO (B ) = Pr(Bla € U) = u)] — PriBla € U) = u]| < ¢
is satisfies for all ¢ and j. This completes the proof. |

5.4.2 Performance evaluation

In this section, we give a detailed analysis of the running time and space requirements.

Computational complexity of our scheme

Setup(): The secret key sk is shared among wuq,us,...,u, using a polynomial f of degree n — 1
over Z, such that u; holds a share sk; = f(i). The round complexity is the same as that of
Shamir’s secret sharing. Further, each user should be distributed a share of the secret information

s. So, communication complexity of user is O(1) in this phase.

Encrypt(): Each user encrypts his multiset and broadcasts the set of ciphertexts. So, the com-
putational complexity is O(r) where r is the order of private multi set and the communication

complexity is O(1). We have O(nr) total computational complexity.

Shuffle(): Each user shuffles the encrypted set received from other users and randomly mixed the
list. Thus, each user should compute O(nr) operations in n rounds for each user’s mixed set. In

sum, the computational complexity is O(n?r) operations in O(n) rounds.

Aggregate(): Each user performs a threshold decryption. So, each user proceeds one broadcasting
and computes decryption for each encrypted element. The total computational complexity is

O(nr) in constant rounds.

Reveal(): This phase requires the same computation and round complexity as those of Shuffle
phase. Therefore, the total computational complexity is O(n?r) along with O(n) round com-

plexity.

In summary, the total computational complexity of our construction is O(n?r) in O(n) rounds.

We make a comparison between our scheme and Burkhart and Dimitropoulos (BD) scheme [5].

BD scheme has O(n®*H) round complexity where n is the number of participants, v is and H is the

size

of hash table which is same role as the private set’s order r in our construction. In contrast, our

scheme has O(n?r) round complexity. Please refer the original paper [5] for the details. We r ~ H,

our proposed scheme is more efficient that BD scheme.
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5.5 Summary and discussion

Privacy-preserving top-k queries played a crucial role in various applications which used in dis-
tributed network. But, to the best of our knowledge, there is no formal security model for this proto-
col. In this chapter we have defined the formal model of privacy-preserving top-k query, and introduced
the new security notion of owner privacy which is useful security requirements in the various appli-
cations. Based on our formal model, we proposed the first provably secure privacy preserving top-k
query algorithm based on homomorphic encryption scheme and secret sharing method. We also have
proved the security of our proposed scheme in the case of owner privacy and user privacy. Moreover
our proposed scheme has better performance in computation rounds compared to prior solutions for
the top-k query problem.

Our construction is based on honest-but-curious model. We remain the provably secure PPT-k

scheme under malicious model as future work.
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Chapter 6. A Scalable Privacy-preserving
Authentication Protocol for Secure Vehicular

Communications

In this chapter, we provide the first scalable privacy-preserving authentication protocol for VANETSs
without participation of the nearby RSU. Existing authentication methods for VANETS require the
participation of the nearby RSUs. So, bottleneck problem can be occurred as increasing the number
of vehicles. Also, the time delay to authenticate the nearby vehicle will increase. In order to minimize
the participation of the nearby RSU, we propose a verification of the authenticated vehicle, which
only requires two modular exponentiations. Our verification methods uses homomorphic encryption
algorithm and keyword searching on encrypted data algorithm as cryptographic tools. Through this
verification, the vehicle ¢ can verify whether the nearby vehicle j is authenticated by the nearby RSU.
As a result, our solution overcomes the inefficiency and bottleneck problem of previous approaches.
Our construction of privacy-preserving authentication for VANETSs provides better transmission delay

between nearby RSU and vehicle.

6.1 Introduction

A Vehicular Ad-hoc NETwork (VANET) is a type of Mobile Ad-hoc NETwork (MANET) that is
used to provide communications among the nearby vehicles, and between vehicles and fixed infrastruc-
ture on the roadside. VANET allows a driver in the vehicle to collect dynamic traffic information and
sense various physical conditions related to traffic distribution with very low cost and high accuracy.
Since VANET has a great potential to revolutionize driving environment and will undoubtedly play
an important role in the future transportation system [66], we should address security and privacy
problems in the VANET.

We can classify the communications in VANET into Vehicle-TO-Vehicle (V2V) and Vehicle-TO-
Infrastructure (V2I). V2V indicates the communications between On-Board Units (OBUs) in vehi-
cles while Vehicle-TO-Infrastructure (V2I) denotes the communications between OBUs and Road-Side
Units (RSUs), which is fixed equipment on the road. Through V2I communication, the driver in a ve-
hicle can identify the road condition, the road traffic, and the estimated time to the destination. Since
the nearby vehicles can propagate the emergency warning message to the driver’s vehicle by V2V, 60%

roadway collisions can be avoided [65].
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Figure shows the typical system architecture consisting of vehicle, RSU, and Certificate Au-
thority (CA). The vehicle A communicates with the CA through the nearby RSU. The RSU gathers
the communication messages within its communication range and forwards them to the CA. To sup-
port sufficient bandwidth, the RSU should have wireless communication capability such as 3GPP. In
addition, the RSU has the permanent power supply in order to satisfy scalability and easy mainte-
nance. Because the battery-powered RSU may not available in case of emergency due to the numer-
ous accesses of the nearby vehicles. Also, frequent battery replacement causes more maintenance cost.

That’s why the RSU has the permanent power supply. The CA, believed to be trusted third party.

(ili) e ([) @
// ~———__ B __-
4 ==
x‘_.__‘_._.;,(_._._._._._._._._._..
— \ﬁi(l)) /(l)) (I))

=====Communications Access for Land Mobiles (CALM)

=====Previous communication ===== Current communication

S Vehicle (\ I ) RSU

Figure 6.1: System architecture

To provide the privacy of the drivers in VANET (Vehicular Ad-hoc Network), various anonymous
authentication protocols [45], 43} [70] have been proposed. However, these protocols can allow the target
vehicle to communicate with the nearby vehicles through the trusted authority. As the number of the
vehicles in certain location area increases, these protocol may suffer the bottleneck problem in the
nearby RSUs. For instance, during lunar holidays in Asian countries, as the Asian people visit their
hometown using public transportation (i.e., car and train), the traffic on highways is heavy. Due to
the number of vehicles in the certain area, the nearby RSUs cannot support the numerous number of
authentication requests. Also, the time delay to authenticate the nearby vehicle will increase.

Recently there are several approaches which solve the security weakness in ad-hoc networks and
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heterogeneous wireless sensor networks [30, 68, 34]. But these results cannot be applied to VANET in
direct. Kim et al. proposed to provide an efficient re-authentication protocol for wireless sensor net-
work [35]. Through a keyword search on encrypted data, the end-user can authenticate himself/herself
to the deployed sensor node. While the proposed idea can be applied to anonymous V2V authentica-
tion, each end-user has the same token having the different form. If a malicious driver sends the fake
warning message, the CA cannot track who is the malicious driver.

In this research, we propose a scalable privacy-preserving authentication protocol for secure vehic-
ular communications. Through the verification of the service subscribers, the proposed authentication
protocol allows the vehicle A to authenticate itself to the nearby vehicles without any participation of
the nearby RSU. If the vehicle A has authenticated with the nearby RSU, the vehicle can obtain the
token, authenticating the vehicle to the nearby vehicles, from the CA. The verification of the service
subscribers enable the nearby vehicles to verify whether the vehicle A has valid token or not. There-
fore, the nearby vehicles can check whether the vehicle A has authenticated with the nearby RSU
or not. Compared to the previous approaches [43] [70], the proposed protocol reduces computational
overhead in V2V authentication process in order to support better scalability.

The remainder of this chapter is organized as follows: A brief survey on the related work is con-
ducted in Section 2, and our proposed scheme is presented in detail in Section 3. Section 4 analyzes
the security and performance of our scheme and gives a comparison with previous work. Finally, we

summarize and conclude our chapter in Section 5.

6.2 Our protocol

In this section, we explain our protocol consisting of vehicle registration, V2I authentication, and
V2V authentication in detail. In order to reduce the computational overhead in V2I authentication
and V2V authentication, we proposed the verification of the authenticated vehicle. This idea is based
on the following fact: When the vehicle A has authenticated itself with the CA, the vehicle and CA
can share the secret information. Hence, the nearby vehicles can verify whether the vehicle A has been
authenticated with the base station or not.

Before describing our protocol, we summarize our notations used throughout this chapter in Table

We assume that a driver can control the source addresses of the outgoing Medium Access Con-
trol (MAC) frames since this assumption is a prerequisite for anonymous communications. A detailed
method for this modification is covered by Gruteser et al. [22]. The CA issues SID, a polynomial f(x)

with degree p, access key ak;, E[i +r, PKpen,Gi], and ID; to a driver i. Using the received infor-
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Table 6.1: Notations

CA/RSU |V
Credential /| IDa [/ n

CertA /| VSS

MT

PK, | SKa4
PKpgn

S

SID

SKpan

Clor C4y, i=0,1,---
4% or jf;‘, 1=1,2,---
Kap

E{m,K.}

E[m, PK 4] or D[m, SK 4]

Elm, PKpan, G
H{(m)

Rior R, i=1,2--

Certificate Authority / Road-Side Unit / Vehicle

A ticket for entity authentication / An identifier of entity A /
A user’s access frequency

A certificate that binds entity A with A’s public key / Verifica-
tion of the service subscriber

A ticket for VSS which indicates subscribers of the target SP
A public key of entity A / A private key of entity A

A public key under BGN encryption scheme [6] owned by AS
A set of selected numbers where | S| > 2n

A service type identifier describes a selected subset of the avail-
able service pool and includes an polynomial identifier for mem-
bership test

A private key under BGN encryption scheme [6], which is owned
by AS and distributed to DS for membership test

A series of authorized credentials by entity A

A series of a user’s number selections by entity A

Shared secret key between entities A and B

A message m is encrypted by a symmetric key K4

A message m is encrypted by an entity A’s public key or signed
by an entity A’s private key

A message m is encrypted by the public key PKpgn on cyclic
group G and the ciphertext is g™

A hash value of message m using SHA-1 or other cryptographic
strong hash functions

A series of nonces generated by entity A where | R® |> 64-bit.

mation, the driver ¢ can generate his/her MT. The CA stores the coefficients of the given polynomial

f(x)a (i'e~a ag, -+

administrator in the CA cannot obtain any relationship between the authorized credential and driver

-, ap), in its database after encrypting the coefficients using BGN encryption [6]. The

A. That’s why the CA encrypts the coefficients of the given polynomial f(x). Finally, PKca, IDca,

PKpan, and SKpagn are assumed to be known to all entities.

6.2.1 Verification of the authenticated vehicle

Using the idea used in keyword search on encrypted data, we can preserve the privacy of the driver
A while allowing the driver B to authenticate the driver A without any help of the nearby RSUs.
Since the driver A should submit the proper trapdoor with the encrypted identifier, the verifier (i.e.,
RSUs or CA) can compare the computation result with the verification value. If the result is the same

as the verification value, the verifier believes that the end-user has proper access permission on the
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A\ CA

1. Compute C°,C,,and MT
C’=H(ID, InIIRIID[ID, InlIR’,SK,])
C, =E[R",PK_]xC’
MT = E[i+ 1, PK .G N E[ (ID, )’ . PK 160G ]I
< IE[(ID,)"  PK 10, G WE[ (ID,)" , PK 0G|

E{K, I ID,,PK,}| E[ID, I C, | Cert, I| SID|| MT , K]

v

2. Verify Cert, with PK_,
3. Perform VSS

4.Signon C, :C,,.,=D|[C,.5K,]

=R'xD[C’,SK,,
E{ID, 1D, IIC

Signed

I SID, K}

5. Verify ID, and ID,,
6. Compute C, ., /R" and obtain a
valid signature pair (C“,D[CO,SKCA )

Figure 6.2: Vehicle registration

service. Note that anyone can take a role of the verifier in keyword search on the encrypted data if the
entity knows the stored vale and PKpgy. Using this novel property, we can allow B can authenticate
the other driver A without communicating with the nearby RSUs. However, in the existing approach
by Kim et al., the verifier requires (p + 1) pairing operations where p is the number of the service

subscribers. As the number of the nearby vehicle increase, the verification time will be increased.

Authorized token Generation phase

To address the above problem, we employ the following approach. When the nearby RSU re-
ceives the authentication request of a driver A, the RSU forwards the request and Rrsy to the CA.
If the driver is a legitimate entity, having proper access permission on the service, the CA issues
the verification value E[y, PKpan, G| and trapdoor E[Rrsu + B, PKpcn, G| to the vehicle. Note
that v = 8+ Rrsy. The verification value and trapdoor are encrypted by PKpgny so that only the
CA knows the exact value. By sending F[—Rgrsu + 8, PKpan,G], the driver can authenticate him-

self/herself to the other drivers.

Verification phase

If the other drivers have been authenticated with the nearby RSU, they should have E[y, PKpan, G].
Using the received information, Rrsy and 3, the other drivers can verify whether the drive A has been

authenticated by the nearby RSU.
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Then, the nearby vehicles performs the following steps:
1. Set V to E[—Rgsv + 8, PKpan, G].
2. If VSKsen = (Ely, PKpon, G])SKBeN | return TRUE.
3. Return FALSE.

According to the property of BGN encryption, V is the same as g~ BrsutBpr = g=Rrsut+Btpa:
Similarly, (E[y, PKpen,G]) is g7h" = g7TH42. Note that p is a random integer less than n and gy is
a large prime number where the order n of the given group G is ¢q1¢2. By computing modular exponen-
tiation SKpan = q1, VoKBoN = g=Rrsut+B8  Ag a result, the driver B can identify whether the driver

A has authenticated with the nearby RSU. This idea will be used to support V2V authentication.

6.2.2 Vehicle registration

In vehicle registration phase, each vehicle register its credential with the CA. Only if the driver
of the vehicle belongs to one of the service subscribers, indicating that the driver has valid certificate
issued by the CA and proper access permission on the service, the CA authorizes the received cre-
dential. In order to verify proper access control on the service, we employ Verification of the Service
Subscribers (VSS), which is proposed by Kim et al.. If the driver has his/her identifier and valid ac-
cess permission, E[i+r, PKpgn, G], VSS returns the index of the driver among the legitimate service
subscribers. To illustrate VSS, let assume that f(x) is the polynomial representation of the given le-
gitimate service subscribers. The evaluation result of f(IDy) will be —r if IDy is an identifier of the
legitimate service subscribers. Using f(IDy) and i + r, the CA can verify that the driver is one of
the legitimate service subscribers without identifying the driver.

The driver A of the vehicle computes initial credential C° using his/her vehicle registration num-
ber IDy, access frequency n, random number R’. This credential will be used to prove whether the
driver A has valid IDy, Certificate and SK,. Without knowing SK, and ID,, the malicious driver
cannot generate the above credential. For VSS, the driver A generate MT = E[i+r, PKpan,G1]||E[(IDv)°, PKpan, G
||E[(IDv)P~Y, PKpan, G ||E[(IDy)?, PKpan, G1).

In order to verify whether the driver A is one of the legitimate service subscribers, the CA per-

forms the following steps:
1. Set z =1.
2. Compute C = [[?_} e(Elan, PKpan, G] , E[(IDy)?, PKpan, G)).

3. Compute c'=C- E[CL(),PKBGN,G]l] ~E[(IDv)t,PKBGN,G]1] 'E[i+T,PKBGN,G1]
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A\ RSU CA

1. Compute request where0< j<n-1

request -
2. Generate R
Ry Il request R
3. Check R, and j
4. Verify S
5. Compute K, .. K, ., and C'
 ACKIIC' K, lfoken
6. Store K, ¢, and R,
7. Compute res = E{ C' | Ry, K, g}
res |l token
E[SIDUj 1R 1SN CONH (D[ C" K, ]). PRy | i =1
8. Computek, ., and K, .o, request =5 - » .
9. Decrypt and Verify C’ cl E{j‘ RN ™ @ R{,",KV,CA} otherwise

token=E{ j" ® R™ I E[~Ryg, + B.PK 3, G E[7.PK 3y.G].K, 0, }

Figure 6.3: V2I Authentication

4. Repeat the following steps until z < p.

(a) If C"SKBaN) = ¢(g, g)**SKBeN) | return z.

(b)z=2z+1
5. Return 0.

Using f(z) = a; - ot + a2+ - 4+ a, -z + ap and the homomorphic properties of the
BGN encryption scheme, we can change Hf)_:ll e(Elay, PKpan, G, E[(w;)?, PKpen,G]) to C in the
above procedure. Assuming that a; and ag are both 1, C’ in the above step (3) is the same as
Eli + r,PKpen,G1) - E[f(IDv), PKpan,G1] = E[(i + ) + f(IDv),PKpcn,G1]. If the driver is
one of the legitimate service subscribers, the above computation E[(i + ) + f(IDvy), PKpen, Gi]
= E[i, PKpgn,G1). Therefore, the CA can verify that the driver has proper access permission with-
out identifying the driver. Only if the driver has proper access permission, the CA signs on Cy . As
applying blind signature technique [I5] to Cy, the CA cannot identify C°. The detailed procedure is
illustrated in Figure [6.2

To verify whether the driver A has proper certificate Certy, its corresponding private key SKy,
and MT, the CA can request the driver A to send D[Cr||Kg,SKy]. Because the legitimate driver
A, having proper SKy and performing vehicle registration, only can generate D[Cr||Kg, SKy]. Al-
though this approach can allow the CA to distinguish the received registration request with the eaves-

dropped registration request, this approach requires additional computation and communication over-
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head. When the CA receives the frequent vehicle registration from the same driver A, we recommend

this approach.

6.2.3 V2I Authentication

In V2I authentication phase, the vehicle authenticates itself by sending the one-time credential,
authorized by the CA, to the nearby RSU. We adopt entity authentication in [36], since the approach
supports various security features (i.e., mutual authentication, non-linkability, and enhanced level of
security) with less computational overhead and communication cost. Figure depicts this phase.

In the V2I authentication, each entity establishes Ky as and Ky rsy = H(Ky.cal|C*||Rrsv) -

H(C||PKcallRY|j[SID)  ifi=1

Kv,ca = '
H(C||Ci=1||SID) otherwise

To provide accountability of the authorized credential, we adopt a set of selected numbers S,
which is I-bit array. In the first access request, a vehicle generates the set randomly. Whenever send-
ing an ‘" authentication request, the vehicle generates a fresh nonce R ptity and selects one random
number j between 0 to [ — 1 until j — th value of S is 0. Since the set is only known to the vehicle
and CA, the adversary without knowing S cannot generate the authentication request. Therefore, we
believe that our protocol can enhance security level. Note that C* = H(CP||j%||R?). For V2I authen-

tication, the CA performs the following verification procedure:

1. 1%t request: After decrypting the request message, the CA computes H(D[C® ,SKc4]) and com-
pares the result with the received H(D[C?, SK¢4]). Only if the result is same, the CA believes
that the entity has an authorized credential and computes C* = H(C°||j}||R!) and stores SID,

S, 0% and C! in the database. Otherwise, the CA discards the request.

2. it" request: The CA finds C°, SU~1 and SID in the database using the received C~1) and
decrypts the received message with Ky ca. Next, the CA verifies that the entity has the same
set of selected numbers and j? is not in the set. Only if the result is correct, the CA stores the
received C* and S?. Otherwise, the CA discards it. If the entity is a legal one with proper access
permission, C* and S’ are stored in the database. As a result, the CA can verify whether the

entity has an authorized credential using the received C'—1.

When the vehicle is a legitimate entity, the CA issues trapdoor E[—Rgrsv + 8, PKpcen,G] and
E|y,PKpcn, G| to the vehicle. Based on the received acknowledge, the nearby RSU receives sends
E{C"||Rry 517, Kv.rsu } and the proper token, to the vehicle. token consists of E{j" *®R~! ||E[-Rpsvu+

B8, PKpan, G| ||Ely,PKpen, G, Kv,ca}. Since E[—Rprsu + 8, PKpan, G| and E[y, PKpgn, G| are
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encrypted by the shared key with the vehicle Kv,c4, only the legitimate vehicle can obtain this infor-
mation. Note that the CA generates $ and « which have the relation as —Rgrsy + 8 = . In order to
support non-linkability, the nearby RSU should generates a random Rgrgy to each vehicle. Therefore,
the CA should generate different 8 so that the same group has the same ~. This property can allow us
to support numerous vehicles in the same group while reducing the computation and communication

cost for VSS. From this point, we believe that our protocol can satisfy scalability requirement.

6.2.4 V2V Authentication

In V2V authentication phase, the vehicle m sends its TIC K E'T,, to the nearby vehicle n. Using
E[-Rprsv + B, PKpcn, G, the vehicle n verifies whether the vehicle m has been authenticated with
the CA. Figure [6.4] illustrates this phase. Through V2I authentication phase, the legitimate vehicle
can obtain E[—Rgrsvu + 3, PKpan, G], which have the relation as —Rrsy + /5 = 7. In order to share a
fresh session key K, ,, the vehicle m selects a random point a on cyclic group G and sends g with
TICKET,,.

After verifying TICK ET,,, the vehicle n generates TIC K ET,,, selects a random point b on cyclic
group G, computes K, ,, and forwards TICK ET;, to the vehicle m. Although our protocol supports
non-linkability, we can prevent misbehavior of a vehicle having the authorized credential. In order to
execute V2V authentication, each vehicle should prove that it has been authenticated with the CA
using E[—Rgsv + 3, PKpen,G], H(R"™1 @ ji71), and C'~1. However, the adversary cannot generate
the different E[—Rrsvu + 8, PKpan,G) without knowing the actual value of 8 or 7. Therefore, the
adversary should reuse his/her E[—Rrsv + 8, PKpan, G| to deceive the nearby vehicles.

The above authentication is useful when two-way communication between the vehicle m and n is
required. However, when we want to send the emergency warning message, one-way communication
from the vehicle m to n is better. Because one-way communication requires only one message trans-
mission which reduces the propagation time of the emergency message. Then, the vehicle m sends its
TICKET], = Ci || MSG|[E{MSG||g*||Cir || H(Riy' & jiy )| RTm, Ko}

In addition, for stable operation of our proposed, we suggest combining our proposed scheme and

Policing Traffic Management (PTM) [52] algorithm as rate control algorithm.

6.3 Analysis
6.3.1 Performance analysis

In this section, we analyze our protocol in detail. Table shows the computational overhead

in each phase. Note that 1/n indicates that one operation is required during n sessions and p is the
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1. Compute TICKET,
TICKET, =C, | E{g* N C;' | H (R ® j,')IRT,, K, }

m m

RT, = E[_RRSU +ﬁ’PKBGN’G]
TICKET,,

2. Compute K, =H (C | E[y, PK ;,.G])

3. Compare RT, with E[y,PK ;G|

4. Compute K, =H(g")

5. Compute TICKET, and store C'' H(Ri" ® jH)

m m m
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Figure 6.4: V2V Authentication

degree of the polynomial f(z) used to enforce proper access permission. In our protocol, a vehicle m
only requires two modular exponentiations to share a fresh session key with the nearby vehicle n. In
our approach, vehicle registration phase is important to support anonymous communication in V2I
and efficient verification of the authenticated vehicle. During vehicle registration, the CA can verify
whether the driver has registered as a legitimate subscriber. Only if the driver is one of the legitimate
service subscribers, the CA issues the authorized credential to the driver. Using the credential, the
driver A can authenticate himself/herself with the nearby RSU. Although the computation overhead
for vehicle registration is additional cost, vehicle registration can be done in the driver A’s home.
Hence, we believe that this phase does not affect the actual performance of our protocol. Also, through
the verification of the authenticated vehicle, the vehicle m can authenticate itself to the vehicle n.
To illustrate the efficiency of our protocol, we compare our protocol with the existing approaches
[43, [70] in Table and Through verification of the proposed algorithms in the existing ap-
proaches [43] [70], we can derive the computation overhead of their algorithms. Also, we refer to the
computation overhead of VSS in V2I authentication as shown in [36]. Although our protocol and the
approach by Yim et al. [{0] can support mutual authentication, the protocol proposed by Lu et al.
[43] only provide one-way authentication. Compared to the previous protocols [43] [70] requiring sev-
eral pairing operations, our protocol needs 3 hash operations and 3 secret key operations as online
computation, and 1/n hash operations and 1/n public key operation as off-line computation.

In addition, our protocol can support V2V communication using 3 hash operations, 1 secret key
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operation and 2 modular exponentiations as online computation, and 1 secret key operation as off-
line computation. During V2V communication, the vehicle A does not need to communicate with the
nearby RSUs. However, the previous protocols [43] [70] need heavy computation such as several public
key operations and pairing operations.

From these points, we believe that our protocol has reduced the processing delay time for vehicle
authentication. Through the reduced time, the nearby RSUs can authenticate more vehicles within the
fixed time period. Therefore, our protocol can support better scalability than the previous protocols

[43, [70).

Table 6.2: Computational overhead in each phase

Registration V2I Auth. V2V Auth.
A% CA \Y RSU CA Vin Vi
Public ke 2)f
v @ 2 |a/mt o 2m | 0 0
Oper. +1
Hash 1/n)t 1/n)t
R KV R VT
Oper. + 3 + 3
Secret K nroo@f
ey 2 2 3 1 o, | W@
Oper. +1 +1
Pairing
0 p-1 0 0 0 0 0
Oper.
Modular
(2p+3)T 2 0 0 0 2 2
Exp.
Modular (p+2)T  p+2 0 0 0 0 0
Addition P P
1 : Precomputation Auth.: Authentication
Oper.: Operation Exp.: Exponentiation

6.3.2 Security analysis

Our protocol provides the following security-related features.

Mutual authentication: The vehicle authenticates the CA through a public key of the CA and
knowledge of the corresponding private key. Also, the CA authenticates the end-user using an autho-
rized credential of the vehicle.

Data confidentiality and integrity: All communications are protected by a shared session key or
the receiver’s public key. In this point, our protocol supports data confidentiality. Although we do not
explain explicitly how to generate a key for integrity check, vehicle, RSU, and CA can derive the key
using the shared information such as a fresh session key (or the receiver’s public key) and exchanged

nonce. By applying HMAC with the derived key, our protocol can support data integrity.
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Table 6.3: Computational overhead comparison for V2I authentication

Ours Yim et al. Lu et al.
A% RSU CA V RSU CA |V RSU CA
Public ke
PREEY  amyt 0 2m |2 2 1o o0 o0
Oper.
Hash
1/t o @@mfl2 1 0 |1 1 2
Oper.
Secret Key
3 1 2 1 1 0 4 1 1
Oper.
Pairing
0 0 0 0 O 0 1 3 0
Oper.
Modular
0 0 0 9 6 1 4 2 3
Exp.
Modular
o 0 0 0 3 2 0 2 1 0
Addition

1 : Precomputation

Oper.: Operation Exp.: Exponentiation

Table 6.4: Computational overhead comparison for V2V authentication

Ours Yim et al. | Lu et al.
Vi Vo | Vi Va Vin  Va
Public key
0 0 3 3 0 0
Oper.
Hash
3 3 3 3 3 3
Oper.
Secret Ke 1t Nt
ylor ot [,
Oper. +1 +1
Pairing
0 0 0 0 9 9
Oper.
Modular
2 2 12 12 24 24
Exp.
Modular
0 0 4 4 3 3
Addition

1 : Precomputation

Oper.: Operation Exp.: Exponentiation

Non-linkability: Non-linkability means that, for insiders (i.e., RSU and nearby vehicle) and out-
siders, 1) neither of them can ascribe any session to a particular driver, and 2) neither of them can link
two different sessions to the same driver [?]. More precisely, non-linkability needs to prevent insiders

and outsiders from obtaining an driver’s private information. Our protocol can achieve non-linkability
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with respect to both insiders and outsiders. First, the information to distinguish each driver is never
transmitted in a plaintext form. As a result, outsiders cannot associate a session with a particular
driver and ascribe two sessions to the same driver. Second, outsiders and insiders cannot find any
relationship between the exposed credentials due to the one-way hash function. Finally, all communi-
cations are protected by a fresh session key.

Scalability: Since our protocol reduces the computational overhead compared to the previous ap-
proaches [43] [70], our protocol allows one RSU to authenticate the more vehicles within the certain
time period. Moreover, our protocol does not require the participation of the nearby RSU in V2V

authentication.

6.4 Summary

In this chapter, we have presented a scalable privacy-preserving authentication protocol for secure
vehicular communications. Compared to the previous approaches [43] [70], our protocol excludes the
participation of the nearby RSU so that the nearby vehicle from a vehicle A require less the time
delay authenticating the vehicle A. As the nearby vehicles can authenticate the vehicle A without the
help of the nearby RSU, we can save the transmission delay for sending authentication request of the
vehicle A. In addition, our protocol requires less computational cost in V2I authentication and V2V
authentication. From these points, our protocol increases the number of the vehicles which can be

authenticated by one RSU.
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Chapter 7. Concluding remarks

7.1 Summary

In this thesis, we focused on how to share private information and fast implementation meth-
ods of polynomial representation based set operations. We have shown a naive polynomial arithmetic
for set operations results in a total of O(k?) computational overhead in terms of multiplication. For
the legacy polynomial arithmetics, we have proposed that better efficiency can be gained by apply-
ing the well-known Karatsuba scheme and divide-and-conquer based division algorithm. This results
in reducing the total computational overhead from O(k?) to O(k'7) multiplications. Our proposed
method can be useful building block for constructing privacy preserving set operations based on poly-
nomial representation and make an efficient implementation of the most of set operation schemes via
the polynomial representation.

In the literature, there proposed some solutions for solving privacy-preserving top-k problem. But,
to the best of our knowledge, there is no formal security model for this protocol. In this research
we have defined the formal model of privacy-preserving top-k query, and introduced the new security
notion of owner privacy which is useful security requirements in the various applications. Based on our
formal model, we proposed the first provably secure privacy preserving top-k query algorithm based on
homomorphic encryption scheme and secret sharing method. We also have proved the security of our
proposed scheme in the case of owner privacy and user privacy. Moreover our proposed scheme has
better performance in computation rounds compared to prior solutions for the top-k query problem.

We also have presented a scalable privacy-preserving authentication protocol for secure vehicular
communications. Compared to the previous approaches [43] [70], our protocol excludes the participation
of the nearby RSU so that the nearby vehicle from a vehicle A require less the time delay authenti-
cating the vehicle A. As the nearby vehicles can authenticate the vehicle A without the help of the
nearby RSU, we can save the transmission delay for sending authentication request of the vehicle A. In
addition, our protocol requires less computational cost in V2I authentication and V2V authentication.
From these points, our protocol increases the number of the vehicles which can be authenticated by

one RSU.
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7.2 Further work

We conclude this thesis with commenting further work of our work. In the polynomial multipli-
cation case, fast Fourier Transformation (FFT) is optimal complexity, O(klogk). But FFT is hard to
apply for encrypted polynomial, since the FFT requires whole n-th root of unity. So, the finding the
quasi-quadratic arithmetic algorithms for set operations are open problems in next step.

Our proposed provably-secure PPT-k protocol was designed under the honest-but-curious (HBC)
model. HBC model requires strong restriction that whole participants communicate each other fol-
lowing correct way. We remain the provably-secure PPT-k protocol under malicious model as future

work.
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Summary

Privacy-Preserving Information Aggregation and Authentication in
the Distributed and Mobile Networks
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