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ABSTRACT

A smartphone is considered to a kind of a high-end mobile phone which exhibits of contemporary
feature phones and computers with more advanced computing ability and connectivity. The number of
the smartphone users in the world has been growing dramatically, and most of smartphones are using
Apple’s i0S and Google’s Android as their operating system depending on the makers. Also, after
releasing iPad by Apple, the number of a tablet computer which looks like a small-sized computer is
rapidly increasing. The security of smartphones and tablet computers must be more important than
the general mobile phones and the traditional computers. Especially, since most of smartphones and
tablet computers are using full-touch screen, they have vulnerability against shoulder surfing (attack).
However, the existing password schemes of smart devices are not resistant against shoulder surfing at all.
In this thesis, we propose and evaluate shoulder-surfing resistant password scheme for smart devices with
full-touch screen. We propose three new schemes: the multi-finger PIN pad (Scheme A), the password
scheme with the wheels and the shield gesture (Scheme B), and the password scheme using tilt of the
devices (Scheme C). By our experiment, we show that our schemes are more secure than the existing
password scheme, even though they have longer password input time. In particular, all observers failed
to observe the passwords in Scheme B. We expect that our schemes can lead the users of smart devices

to more secure use of them.
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Chapter 1. Introduction

1.1 Overview

A smartphone is a kind of a high-end mobile phone which exhibits contemporary feature phones
and small-sized computers. In other words, a smartphone looks like a tiny computer with a function of a
mobile phone. The popular smartphones also serve to combine the functions of portable media players,
digital cameras, high-resolution touchscreens, web browsers that can access and display standard web
pages rather than just mobile-optimized sites, GPS navigation units, and high-speed data access via
Wi-Fi and mobile broadband.

After Apple’s iPhone released into Korean market in 2009, the number of smartphone users in Korea
has been growing dramatically. Not only in Korea, but also in worldwide, the number of smartphone
users has been increasing steadily [1]. The core of worldwide increase in the number of smartphone users
is being occupied by two smartphone operating systems, Apple’s i0OS and Google’s Android. Releasing
Apple’s iPhone has served as a momentum for the general public to use smartphones regarded as exclusive
product to the employees, and Google’s Android gave an impact to the popularization of smartphones
with its specific advantages: free release, multi-channel and multi-carrier OS.

According to a report [1] by Gartner, Inc., an information technology research firm, in the first
quarter of 2011, Smartphones accounted for 23.6 percent of overall sales of mobile phones, the market
share of Android in smartphone OS ranked in the first place, and iOS did in the second place. The rest
of the representative smartphone OS are RIM’s BlackBerry and Microsoft’s Windows Mobile. Fig. 1.1
shows the worldwide smartphone OS market share as of the first quarter of 2011.

Beside smartphone, after releasing Apple’s iPad in 2010, the number of tablet computer (tablet
devices) users is also growing [2]. A tablet computer is a mobile computer, larger than a mobile phone
or personal digital assistant, integrated into a full-touch screen and primarily operated by touching the
screen. It often uses an onscreen virtual keyboard, a passive stylus pen, or a digital pen, rather than a
physical keyboard [3]. Since the market share of iOS and Android in tablet computer OS occupies more

than 95% in the second quarter of 2011 [2], the tablet computers can be thought to be smartphones with
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Figure 1.1: Worldwide Smartphone OS Market share as of Q1 2011 [1]

a big screen.

Most of smartphones on the market currently support a full-touch screen for functions of computers
(e.g. full browsing, etc.). By a full-touch screen and requirements for customers for thin devices, most
smartphones provides an onscreen virtual keyboard like tablet computers described in Fig. 1.2.

Also, since smartphones have the functions of feature phones and computers, the security of smart-
phones is more important than one of feature phones. Smartphones keep the privacy-related information
(e.g. contacts, SMS, phone records, photo, etc.) like feature phones and the personal financial infor-
mation (e.g. bank accounts, stock investments, etc.) like computers. For this purpose, smartphones
support not only 4-digit PIN of feature phones, but also high-level password like a password scheme
using numbers, alphabet, and special characters and pattern-input scheme.

However, because of full-touch screens, smartphones have wider screens and keyboard than feature
phones. Then, with these features, smartphones are vulnerable to shoulder surfing. In this thesis, we
propose new password schemes which can be resistant against shoulder surfing attacks for full-touch

screens of smartphones and tablet devices, compare our schemes with existing password schemes and
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Figure 1.2: Keyboard in Screen of iPhone

evaluate our schemes by experiments.

1.2 Organization

The remainder of the thesis is organized as follows: The background and related researches resistant
to shoulder surfing are conducted in Chapter 2. Our schemes and design considerations are presented in
a detailed manner in Chapter 3. Chapter 4 discusses conceptual evaluation and introduces evaluation

setting by experiment. Finally, we summarize and conclude the thesis in Chapter 5.



Chapter 2. Background and Related Work

2.1 Shoulder Surfing

In computer security, shoulder surfing (attack) is to get information using direct observation tech-
niques, such as stealing over the shoulder who inputs the password into an electric device [4] [5]. Shoulder-
surfing happens when an attacker learns a password of a user by watching the user log in. Shoulder-surfing
is a popular method of stealing passwords and other sensitive information and has been recognized by
practitioners as a serious security threat. It can occur in the offices and the public places without the
awareness of a user [24]. Shoulder surfing is particularly effective in crowded places because it is relatively
easy to observe someone. The following situations or places are where shoulder surfing attacks happen

frequently:

— Enter their PIN at an ATM or a POS terminal
— Enter a password at a cybercafe, public and university libraries, or airport kiosks

— Enter a code for a rented locker in a public place

Shoulder surfing can also be done at a distance using binoculars or other vision-enhancing devices.
Inexpensive, miniature CCTV cameras can be concealed in ceilings, walls or fixtures to observe data
entry.

Recent ATMs now have a sophisticated display which prevents shoulder surfers from obtaining
displayed information. It grows darker beyond a certain viewing angle, and the only way to tell what is
displayed on the screen is to stand directly in front of it. However, there are some ATMs which have a
PIN pad outside the display. Also, since smartphones and tablet computers can operate like a portable
media player, someone can show their display at various angles, and the mechanism used an ATM to

prevent this is difficult to apply to smart devices.



2.2 Password Schemes of Smartphone & Tablet Devices

2.2.1 Google’s Android

Google’s Android is a software-stack containing for mobile devices, operating system, middleware,
and core applications. Android basically supports password settings at the screen lock, call, and SIM
card access.

Android supports three password schemes. One is the PIN for the screen lock and the call lock,
another is the pattern for the screen lock, and the other is the keyboard password for the screen lock
and SIM card lock.

The PIN is a method to input more than 4-digit number password. The left picture in Fig. 2.1 is
a typical screenshot in which the user sets her/his PIN, this screen is similar with to one in which the

user inputs the PIN.
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Figure 2.1: Password input in Android (left: PIN, right: pattern)

The pattern is a method to input the password drawing a line connecting the white points. The line
can pass a point once for all. The user can select whether the line is visible or not. The right picture in
Fig. 2.1 is another screenshot in which the user input the correct pattern password.

The keyboard password in Fig. 2.2 is same as the password in normal computers. All numbers,

alphabet, and special characters can be used for password.
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Figure 2.2: Keyboard Password Input Screen of Android

2.2.2 Apple’s iOS

iOS developed by Apple is a mobile operating system used for a smartphone - iPhone, portable media
player - iPod touch, and tablet computer — iPad made by Apple. iOS is derived from Apples computer
OS, Mac OS X 10.5. Unlike Android, iOS supports a password only at the screen lock, basically. For
data protection, the user can select the option in which after 10 consecutive input failure, all data in the
device may be deleted. Also, the default option is that after the consecutive input failure, data in the
device is protected by deactivating the device.

iOS supports two password schemes. One is ’Simple password’ in the left screenshot in Fig. 2.3
using a 4-digit number and another is the password using all numbers, alphabet and special characters

in the right screenshot in Fig. 2.3.
2.2.3 Bank and Stock Applications in Smart Devices

Most of mobile applications use the password schemes that the operating system provides funda-
mentally. However, online banking or stock services that must be safer than general mobile applications
use the password schemes which are different from traditional ones.

Fig. 2.4 shows the account password input screens of Shinhan bank and Woori bank in Korea. The
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Figure 2.3: Lock Screen with Password of i0S (left: simple password, right: password using all numbers,

alphabet and special characters)
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Figure 2.4: Account Password Input in Bank (left: Shinhan bank, right: Woori bank)

application of Shinhan bank arranges the numbers randomly. The Woori bank arranges the numbers not
randomly, but adds blanks between some numbers. Fig. 2.5 shows the certificate password input screens
of two banks. Both applications add blanks between some keys like the account password input screen

of Woori bank.
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Figure 2.5: Certificate Password Input in Bank (left: Shinhan bank, right: Woori bank)

2.2.4 Windows 8

Windows 8 is the codename for the next version of the Microsoft Windows computer operating
system following the previous Windows 7. Like the previous versions, it is for home and business and
supports not only personal computers, but also tablet devices like Android and iOS. For tablet devices,
Windows 8 adopt PIN pad to input 4-digit numbers as password and ‘Picture password’ besides the
existing keyboard input password.

‘Picture password’ allows users to sketch in three different places over the picture to login. Users
can sketch three actions: dotting, drawing a line, and drawing a circle. Microsoft expects that ‘Picture

password’ become a fast, safe password authentication [7].

2.3 Multi-Touch Authentication on Tabletops [&]

David Kim, et al. [8] have introduced a number of novel tabletop authentication schemes that
exploit the features of multi-touch interaction in order to inhibit shoulder surfing. They suggested that
within the public display or tabletop context, successful authentication rests, not only upon reliable
system technology and effective security protocols, but also upon full system acceptability within a
social context. The situation to input the password in the public display or tabletop is vulnerable to

shoulder surfing. Then, when the users give their password, they can perform the shield gesture or be



very conscious of the people around them. At this moment, these actions can be thought to signal an
explicit mistrust of the human-beings. To prevent this misinterpretation, the authors emphasize the

social factors.

Social
Factors

Security
Technology

Usability

Figure 2.6: Important considerations for security mechanisms in co-located collaborative contexts [8]

The proposed method by D. Kim et al. is summarized as follow.

2.3.1 Enhanced PIN Input

ShieldPIN

ShieldPIN in Fig. 2.7 incorporates a compulsory hand shielding gesture that provides a physical
barrier to visibility. In ShieldPIN, the password input process is as follow: first, the user performs the
shield gesture in the green zone. Upon detection of the gesture, the keypad is displayed behind the shield,
and the user can input the password with this keypad. The PIN keypad can appear and disappear in

response to the detection of the shielding gesture.

Figure 2.7: ShieldPIN [8]



Since the user must execute the shielding gesture to input the password, the shielding gesture is no
longer a voluntary action that could be interpreted as an indicator of mistrust.

By the shielding gesture, the user can block observation from forward and left side, and observation
from the side uncovered by the shielding gesture is blocked by the hand entering the password. However,

an attacker is most likely to be successful from a vantage point behind the shield.
SlotPIN

The SlotPIN in Fig. 2.8 is based on the principles of providing redundant information and encourag-
ing concurrent actions. The user enters a PIN by aligning reels on the interface with wheels so that one
row contains the correct password. The particular row containing the correct password is determined by

the first static reel.

ol )

o
| =

ST

Figure 2.8: SlotPIN [g]

The current form of SlotPIN is immune to one shoulder surfing attack, but has a vulnerability to
multiple attacks. The best-case scenario for an attacker is that only 2 observed logins are required for
success in identifying the password. After recording the end-state of first login, the attacker has 10
candidate PINs. Observing one further successful login in the best case will enable the attacker to find
the PIN that the two logins have in common, this is an intersection attack. For this reason, it is not a

suitable deployment where camera-based attacks are of a primary concern.

— 10 —



CuePIN

CuePIN in Fig. 2.9 addresses the vulnerability of SlotPIN to intersection attack by combining
features of both SlotPIN and ShieldPIN. CuePIN has the part which the user performs the shield gesture
like ShieldPIN, reels and wheels like SlotPIN. Each row is also supplemented with an identifier character
in the range A-J, and when the user manipulates each wheel with the shield gesture, the user can see a
random character in the range A-J which points what row has the real input. In Fig. 2.9, the real input

of the first reel is row C.
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Figure 2.9: CuePIN [g]

In CuePIN, a password entry proceeds as follows: first, the user get the real input of first reel by
the shield gesture. If the user removes their hand from the screen, the character disappears. Second, the
user manipulates reel ¢ to align PIN digit n to the row revealed by the shielding gesture. Finally, repeat
the first action and the second action until the password have been entered.

Since users are required to shield a much smaller area than in Shield PIN, CuePIN is safer. Also, the
addition of the alphabetic characters at each position of the reel enables a random on-screen represen-
tation of the password of a user. This method is resistant to multiple shoulder surfing attacks with or
without a camera where an attacker fails to record both the shielded cue area and the final reel states.

Without the sequence of shielded cues, the knowledge of the end-state cannot be usefully applied in a

— 11 —



replay attack.

2.3.2 Color-Rings

Figure 2.10: Color-Rings [8]

Color-Rings in Fig. 2.10 is a visual authentication scheme that exploits both concurrent and redun-
dant actions. The interface is similar in appearance to the Convex Hull Click scheme [24]. The user is
assigned ¢ authentication icons called key icons that are collectively assigned one single color-ring: red,
green, blue, or pink. At login the user can see i grids of icons where 72 icons are displayed per grid and
one key icon is presented in each. Also at each login the position of the icons is randomized and distinct
icons are displayed in each grid.

For each grid the user must select the key icon with the correctly colored ring. The user is asked to
place 4 fingers down on the display (ideally index finger and thumb from each hand) around which four
rings of different colors are then drawn. The user must drag all 4 rings concurrently and place them in
the grid, and three of the rings make decoy selections. Users confirm a selection by dropping the rings

in position.

2.3.3 Pressure-Grid

Some recent systems can obtain some changes in finger pressure, but pressure differences are very
difficult for observers to discern. Also, since increasing pressure on some fingers (particularly the less
dexterous fingers), causes involuntary movement on other fingers, observers become more confused.
This principle can form the basis of low-visibility interactions with the system. Pressure-Grid uses this

principle.

— 12 —



Figure 2.11: Pressure-Grid [¢]

Pressure-Grid in Fig. 2.11 is a novel multi-purpose input mechanism that exploits this low visibility
of changes in finger pressure for purposes of inputting passwords.

The user begins by placing three fingers of each hand in calibration areas on the interface. The
system uses the locations of these touch points to dynamically draw the grid of objects, and pressure
zones that are assigned to each finger. To select a particular cell, the user must apply additional pressure
on one finger per hand. One additional method used to increase the difficulty of observing finger pressure,
is that the pressure zones change color constantly and randomly.

One possible limitation of this system is in terms of accessibility as it requires good dexterity of the
hands. Despite this, the authors believe it to be a promising solution to co-located observation attacks
and camera attack. However, Marshall et al. [9] proposed a camera technique which is used to detect
the change in color of flesh beneath the fingernail, this is useful to detect pressure of the finger upon a

surface.

— 13 —



Figure 2.12: DAS [11]

2.4 Multi-grid Graphical Password Scheme [10]

2.4.1 DAS: Draw-a-Secret [11]

Jermyn et al. [11] proposed a scheme called Draw-a-Secret (DAS) in Fig. 2.12, targeted for PDA
devices. In this scheme, the user draws a design on a display grid, which is used as the password. In
the registration phase, the user determines patters for their password. In the authentication phase, the
user can start anywhere and go in any direction, but must occur in the same sequence. Each continuous
stroke is mapped to a sequence of coordinate pairs, by listing the cells through which it passes.

To avoid ambiguity in cases of strokes that run along the cell boundaries, the size of each cell must
be sufficiently large to provide a degree of tolerance when the user draws a password. The authors
suggested that the size of the password space for graphical passwords formed using a 5 X 5 grid is larger
than that of alphanumeric passwords. Fig. 2.12 illustrates a four-stroke password entry example in a 4
X 6 grid.

D. Nali and J. Thorpe [12] and Goldberg et al. [13] pointed out the weak point of DAS. Nali
and Thorpe assumed that if the patters are centered or symmetric, the patters are predictable easily.
Actually, by the result of the experiment, 86% of users drew centered patterns, 45% drew symmetric
patterns, and there are 29% of input failure. Goldberg et al. showed that humans are less likely to recall
the order in which they drew a DAS password than the complicated passwords (non-dictionary words,

numbers, and special characters).

— 14 —



2.4.2 Multi-grid DAS [10]

In order to solve the weak points of DAS mentioned previously, Chalkias et al. [10] proposed Multi-
grid DAS which is a different modified DAS where the cells are not identical in size. The authors made
cells of various sizes using a multi-grid (internal grids) construction. The aim of this scheme is to decrease
the password centering effect. Fig. 2.13 is an example of a password in Multi-grid DAS, and Fig. 2.14

is a template of Multi-grid DAS.

2
i
4 v 3 B
e

Figure 2.13: Multi-grid DAS [10]

Figure 2.14: A Multi-grid DAS Template[10]

Another strong point of Multi-grid DAS compared with DAS is that it can decrease password input
errors. In DAS, the main reasons that users fail to repeat their password relies on the fact that they
forget their stroke order (ordering errors) or they mark adjacent cells and not the correct ones (shift
errors). The authors showed that the number of shift errors was larger than ordering errors and Multi-
grid DAS can reduce the number of shift errors. Also, because of the cells of the various sizes, observers

are difficult to observe the passwords by shoulder-surfing.

— 15—



Chapter 3. Our Scheme

3.1 Design Considerations

In practice, shoulder surfing can be hampered by interfering with one or more steps in the processes

of sense making and knowledge acquisition for an observer [3]. These can be summarized as follows:

3.1.1 Reduce visibility

This method reduces the saliency of areas on a display where sensitive actions take place. This can
be achieved through additional hardware (e.g optical filters), forcing the user to cover input, computer

graphics techniques (e.g. reduced visual quality, exploitation of orientation).

3.1.2 Subdivide action

This method subdivides the input action temporally or spatially and performs sub-actions sequen-
tially (or concurrently when the action is divided spatially). In this way, the one-to-one mapping between
one action and one part of the authentication key is removed, making actions harder for an observer to

decipher due to lacking knowledge of user intentions.

3.1.3 Dissipate attention

This method displays redundant information to hinder the observer identifying information on the
interface that is useful to memorize easily. However, the use of redundant information can negatively
impact usability as the user must also navigate this information. Such systems are vulnerable to intersec-
tion attacks where an attacker records multiple logins and collates them in search of recurring patterns

that can be used to uncover the credentials.

3.1.4 Knowledge transformation

With this method, the user enters the credentials in a form that is difficult, in isolation, to be
used to reconstruct the correct credentials after observing a successful login. A key concern is that the

transformation must be usable without excessive calculation from a user.

—16 -



3.2 Owur Scheme

In this section, we propose 3 schemes for full-touch screen environment of smart devices, which

reduce the possibility of shoulder-surfing.
3.2.1 Scheme A - Multi-fingers PIN pad

In Scheme A (Fig. 3.1), to input the password, the user uses her/his two or more fingers not a
finger. Scheme A is similar to the standard PIN pad, but different since it has symbols in addition to

numbers.

=

Carrier <

Delete

Figure 3.1: Scheme A

In Scheme A, the input of the password is composed of pressing one or more numbers and a symbol

with two or more fingers. The symbols have following functions:

— Normal: The entered number in company with this symbol is inputted intactly. The scheme ignores

the input if two or more numbers are entered with this symbol.

— Plus: Scheme A adds the entered two or more numbers, processes the result of the addition with

the option, and accepts the processed result. The options are ‘Enter the unit digit of the addition’
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and ‘Enter the addition intactly’, and the user selects an option.

— Multiply: Scheme A multiplies the entered two or more numbers, processes the result of the
multiplication with the option, and accepts the processed result. The options are ‘Enter the unit
digit of the multiplication’, ‘Enter tens’ digit of the multiplication’, and ‘Enter the multiplication

intactly’, and the user selects an option.

— Ignore: Scheme A ignores the entered number(s) with this symbol.

For instance, let ‘A’ be ‘Normal’ symbol, ‘B’ be ‘Plus’ symbol, ‘C’ be ‘Multiply’, and ‘D’ be ‘Ignore’
symbol. Also, we assume that the user selects the option ‘Enter the unit digit of the result’ for both
‘Plus’ and ‘Multiply’, and the password is 1234. Then, the user can input the password like following

examples (in these examples, '+’ means simultaneous input):

— 140+B, 1+2+C, 3+A, 1+3+B

— 3+7+C, 24A, 847+D, 3+0+B, 1+44C

There are other various examples besides the above two examples.
However, in Scheme A, there can be a problem that the user always inputs the password on the

same way. Then, we propose another mode of Scheme A.

aill olleh & 2F 1:29 87 % [l
| Return | Num || Reset
B | Delete

1 2 3

Figure 3.2: Another Mode of Scheme A
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In order to solve the above problem, the entered symbol with numbers can be selected by the system
randomly, not the user (Fig. 3.2). The system shows randomly ‘Normal’, ‘Plus’, ‘Multiply’, or ‘Ignore’
symbol, and the user inputs one or more number(s) accordingly. In the experiment, we used this mode

of Scheme A.

3.2.2 Scheme B - Enhanced CuePIN

Scheme B in Fig. 3.3 is a method which applies CuePIN of D. Kim et al. [3]. We propose Scheme B
in order to solve the weaknesses which are that CuePIN takes up much space to input a long password

and the length of passwords is fixed in CuePIN.

y 5

sssses Next Delete

Figure 3.3: Scheme B

In Scheme B, there is a defined area to perform the shield gesture like CuePIN and two wheels
which the user can rotate with her/his finger. However, unlike CuePIN, Scheme B has no row identifier
characters (A-J) and reels showing digits. Instead, the area under the shield gesture shows alphabet,
digits, or special characters which the wheel touched by the user points. Scheme B has two wheels. The
default options is that the left wheel has 26 letters of the English alphabet, and the right wheel has digits
(0-9) and special characters which include ‘shift’ for capital letters and Korean-English button. Also,
there are the ‘next’ button in order to input a multiple-digit password, the ‘del’ button to delete wrong
input, a space in which the user can confirm the digit of the password, and the ‘OK’ button.

With the shield gesture, like CuePIN, the element of the wheel appears, and if the user removes
her/his hand from screen, the element disappears.

The password input process of Scheme B is as in the following;:
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1. The user performs the shield gesture in a defined area.

2. If the user turns the left wheel, the characters of the left wheel appear on the shielded area, or if
the user turns the right wheel, the characters of the right wheel appear on the shielded area. The

user enters the character of the relevant wheel for the password and press 'Next’ button.
3. Repeat steps 1 and 2 until all passwords have been entered, and press ‘OK’ button.

Scheme B can have following additional functions: first, when the user selects a wheel, the first
character appears randomly. If the first character is fixed, with the duration of turning the wheel, the
observer can guess what the user inputs. Second, the user can change the characters of two wheels. Our
default option is that the left wheel has the English alphabet and the right wheel has digits and special
characters, but the user can change these.

The user are required to shield a much smaller area since only a single character is revealed and
this improves the secrecy of the shielding gesture in Scheme B. Also, there is no limitation of length of

passwords in Scheme B.

3.2.3 Scheme C - Using tilt

iO0S from iOS 4 and Android from Gingerbread (version 2.3) support the gyroscopic function if
a device operating under iOS or Android has a gyroscopic sensor. With the gyroscopic function, the
measurement and maintenance of the slope or direction of the device become more accurate. From this,
users of smart devices can enjoy more convenient augmented reality applications and game applications.
Scheme C, with this gyroscopic function, is a method of inputting password using the slope of the device.

In Scheme C, there is a defined area to perform the shield gesture, and when the inputter shields
this area with her/his left or right hand, the numbers appears. The arrangement of numbers is random.
Based on this arrangement of number, the inputter enters the password tilting the device. For example,
in order to input 2 in Fig 3.4, the inputter touches the screen, tilts the device forward, and then tips it
to the right.

The password input process of Scheme C is as in the following:
1. The user performs the shield gesture in a defined area.

2. The user memorizes the arrangement of numbers which appears after the shielding gesture.
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Figure 3.4: Scheme C

3. The user removes their hand from the screen of device, and then the arrangement of numbers

disappears.

4. The user inputs its own password, pressing the ‘Input’ button and tilting the device.

5. Repeat step 4 until all password have been entered.

If the observer failed to observe the area under the shield gesture, the tilting processes which she/he

observed are useless. Also, we expect that the tilting processes are indistinguishable by the observation.
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Chapter 4. Evaluation

4.1 Conceptual Evaluation

Based on 4 design considerations of chapter 3.1, we can conceptually evaluate the schemes we
proposed in Table 4.1. In table 4.1, * (primary) means a primary providing function of the scheme, and
+ (supporting) means a function which the scheme is able to support in addition.

Scheme A provides ‘Subdivide action’ basically, with inputting numbers and a symbol at the same
time. Also, it provides ‘Knowledge transformation’ basically, with a computation of numbers and a
symbol. It can support ‘Dissipate attention’, when users input their password, they use the ‘Ignore’
symbol.

Scheme B provides ‘Restrict visibility” with the shield gesture of the user in a defined area. Since a
character which is a part of the password is under the shield gesture, and the user changes it using reels,
‘Subdivide action’ is provided. ‘Knowledge transformation’ is provided with the control of the user for
reels. Also, by showing other characters on reels, ‘Dissipate attention’ can be supported.

Scheme C provides ‘Restrict visibility’ with the shield gesture in common with Scheme B. Also, since
the part which shows numbers and the password-input step are divided, ‘Subdivide action’ is provided.

To input password with tilting the device is ‘Knowledge transformation’.

Table 4.1: Shoulder surfing resistance methods of proposed schemes

4.2 Experimental Setting

We referred to the experimental methods of D. Kim et al. [8] and F. Tari et al. |

1. Criteria

Restrict | Subdivide | Dissipate Knowledge

visibility action attention | transformation
Scheme A * + *
Scheme B * * + *
Scheme C * * + *
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We evaluated 3 schemes with the following criteria.

— Input time: The duration when an inputter input passwords. It is from first input to last

input.

— Input accuracy: Ratio of number of password inputs of users to exact password inputs.

Imitability: Percentages of observers able to replicate the inputter’s passwords

— Response of participants: The participants were given a post-experiment questionnaire.

2. Devices

We used Apple’s iPhone 4 for a smartphone and iPad2 for a tablet computer.

3. Participants

30 participants were recruited to take part in the study. They are undergraduate and graduate

students of KAIST Computer Science Engineering and Electrical Engineering.
The age mean for the participant group was 23.77 with a standard deviation of 1.52. All participants
had their own smartphone or tablet computer and indicated their level of expertise with smart
devices as expert.

4. Passwords in the Experiments
The participants input the passwords (4-digit number) in the proposed schemes and the existing
password schemes.

5. Procedures

The procedure was as follows:

(a) Participants were invited to training session, the protocol of the experiment was explained,
and given time to familiarize themselves with each of the 3 schemes.

(b) A group consists of 3 participants. One participant was randomly given the role of inputter

for the entire session, while the remaining two were assigned as observers (attackers).

(c) The observers left for a moment. The inputter chose an authentication scheme among 3
schemes and was given time to master the entry of the correct password for the chosen scheme.

This was judged by successful input three times consecutively.
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(d) The observers then returned to the inputter, and the inputter was asked to achieve 3 consec-
utive successful logins in the presence of the two observers. Mistakes by the inputter were

ignored and the observers were able to take up any position around the inputter.

(e) The observers then were given a 30 second distractor task (reading a short text). After the
distractor task, the observers attempted to input passwords that they had seen (Step (f)).
A distractor task is common in memory studies, often in lieu of a lengthy delay between
observation and recall [15][16]. In this paper, the use of a distractor task was motivated
by our assumption that an observer cannot immediately make use of observed information.
Actually, observers should remember the information over an extended time period and do

something else, before they can commence an attack.

(f) Each observer had three attempts to input the passwords observed. If successful in less than

three attempts, they were not required to login again using that scheme.

(g) Step (c)-(f) were repeated for each of the all schemes.

4.3 Result

1. Input time

18
Avg: Average Sﬁ‘éfévlc;sfq_ Avg: 0.49
1 STDEV: Standard deviation — STDEV: 2.32
14
Avg: 8.03
STDEV: 2.3

12
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[
o
Simple Password Scheme A Scheme B Scheme C
of i0S

Figure 4.1: The Distribution of Successful Login Durations of Inputters

All participants showed very short duration for inputting passwords in ‘Simple password’ scheme
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of 108, since this scheme is very similar to PIN.

In Scheme A, the users spent about 10 seconds at the first attempt to input the password, and the
last two attempts showed the tendency to input the password faster. Some participants could input
the password faster than the former attempts since they had the combinations for four symbols for
each digit of the password in mind. However, the weak point in which the combinations were too

easy to be attacked appeared.

In Scheme B, the input time varies according to the combination of the password. For example,
the password, like 3214, of which each digit has a small change, requires the very short input time,
and the password, like 1728, of which each digit has a bigger change and which consists of numbers

and characters, requires relatively longer input time.

In Scheme C, the input time varied according to the arrangement of the numbers of the scheme. If
some numbers for the password are arranged in a group, the input time is relatively short, but if
the numbers for the password are scattered in the arrangement, since the user spends more time to

memorize the location of the numbers than the former situation, the input time is relatively long.

. Input accuracy

First, in Scheme B, there was no wrong input of the password. However, there were some wrong

input in Scheme A and C.

In Scheme A, there were 3 wrong inputs. A wrong input happened by pressing wrong the number

button, and other two wrong inputs happened by being confused about the symbols.

In Scheme C, there were 3 wrong inputs. The wrong inputs resulted from forgetting or mistaking

the arrangement of the numbers.

. Imitability

In PIN, 19 of the 20 observers (95%) were able to replicate the passwords of the inputters. Since
the inputters submitted their password 3 times and the observers were able to take up any position
around the inputters, most of the observers were successful in observing the passwords. Most
observed the pattern of finger-moving. In the first attempt of the inputter, they memorized the

finger-moving of the inputter and in next two attempts, memorized the numbers pressed by the
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Figure 4.2: Percentages of Observers Able to Replicate the Password

finger.

In Scheme A, 6 of the 20 observers (30%) were able to replicate the passwords. Most of the
observers who were successful in memorizing the passwords of the inputters aimed the moment

when the inputter pressed just one button.

In Scheme B, all observers failed to observe the passwords. Some observers were able to detect one
or two characters of the password when the shield gesture of the inputter was removed slightly from
the screen. However, at the time, in order to see the part under the shield gesture, the observer

moved her/his head close to the plane on which the device was.

The passwords in Scheme C were successfully observed by 2 of the 20 observers (10%). The
inputters memorize only the locations of 4 or lower than 4 digits, but the observers memorize the

locations of 12 digits. Also, the observers distinguish the tilt of the device.

. Response of participants

After the experiment, all participants were asked to take part in a short questionnaire. 23 of the
30 participants (76.7%) were concerned about the ease of observing passwords and PINs entry (9
participants answered that they are always concerned, and 14 participants answered that they are
concerned when they use the bank or stock applications.). All participants replied that Scheme

B is the safest password scheme, and the 24 participants replied that if their own devices support
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Scheme B, they will use the scheme in public environments.

About Scheme A, most of participants answered that Scheme A can be easy to the participants

who are undergraduate or graduate students, but can be difficult to use to ordinary people.

About Scheme B, some participants replied that the scheme needs a wider screen. The iPad is
sufficient for Scheme B, but in the iPhone, the wider screen is better than the present screen. Also,

a participant answered that when moving, the input process in Scheme B is more difficult.

About Scheme C, some participants felt some pressure to memorize the location of numbers. Like
Scheme B, there is a participant who answered that when moving, the input process in Scheme C

is more difficult than on the table.

4.4 Discussion

To resist against shoulder-surfing attack, a strong point in Scheme A is that the observers are not
able to know the meaning of the symbols right away. The second one is that the observers must memorize
the number(s) with the symbols. The observers have to memorize at least two inputs per one-digit of
the password. The third is that, all the time, the users are able to input the password in different ways.

However, the participants pointed out the weakness of Scheme A. First, there can be a person who
is difficult to input the password with Scheme A. In the training session, some participants replied that
Scheme A is difficult to input the password, although their input time is shorter than other proposed
scheme. The second weakness is the simplification of the pattern of the input. Some inputters often
input 1 with the ‘Multiply’ symbol and 0 with the ‘Plus’ symbol. Also, some participoants replied that
‘Normal’ and ‘Ignore’ symbols are not needed. They recommend other symbols like ‘Square’ and ‘Minus’.

All participants replied that Scheme B can be resistant to shoulder-surfing attacks, too. Actually,
all observers failed to observe the passwords.

The strong points of Scheme B are ease of input and small area under the shield gesture. Scheme
B shows weakness in the input time, but most of the participants replied that the input time of Scheme
B is endurable. However, some participants replied that in iPhone, the screen is small to use Scheme B,
and Scheme B should be difficult to use when moving.

Some participants identified it as the strong point of Scheme C for the observers to memorize both
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the locations of the numbers and the tilt information of the device. In the experiment, in fact, most of
the observers replied that they were difficult to memorize both the locations and the tilt information.

However, some participants said that Scheme C could be attacked by the intersection attack. They
replied that if they were able to observe with the record, they could know the password with the collected
information. Also, in iPad, because of the big screen of the iPad, Scheme C is difficult to input the
password. Finally, if the longer passwords are used, there is a weakness in which the users, also, memorize
more locations of the numbers than the case of shorter passwords.

Except Scheme B, other both scheme A and C still are vulnerable to the attack with recording
(replay attack). This means that ‘Reduce visibility’ is the most secure technique in the shoulder-surfing
resistance techniques. Also, there is the weakness of the user friendliness. Long password input time
makes users inconvenient. Poor usability within this context can lead to either: sloppy adherence to
secure scheme on the part of the user (e.g. choosing easy passwords, taking notes, etc.), or users not
using such scheme at all. Then, it needs the high resistance to shoulder-surfing and high user friendly

password scheme.
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Chapter 5. Conclusion

A smartphone is considered to a kind of a high-end mobile phone which has functions of contem-
porary feature phones and computers, with more advanced computing ability and connectivity. The
number of the smartphone users in the world has been growing dramatically, and most of smartphones
use Apple’s i0S and Google’s Android as their operating system. Also, after releasing iPad by Apple, the
number of a tablet computer which looks like a small-sized computer is rapidly increasing. Since smart-
phones and tablet computers have functions of contemporary feature phones and computers, the security
of smartphones and tablet computers must be more important than the general mobile phones and the
traditional computers. Most of smartphones and tablet computers on the market currently support a
full-touch screen for functions of computers. However, because of full-touch screens, smartphones have
wider screens and keyboard than feature phones. Then, with these features, smartphones are vulnerable
to the shoulder surfing.

In this thesis, we propose three new schemes: the multi-finger PIN pad (Scheme A), the password
scheme with the wheels and the shield gesture (Scheme B), and the password scheme using tilt of the
devices (Scheme C); and evaluate them. Our proposed methods hamper the observers who want to
know the passwords of the users, using ‘reduce visibility’, ‘subdivide action’, ‘dissipate attention’, and
‘knowledge transformation’. Comparing with existing password scheme, our methods are more resistant
even though they have longer password input time. 95% of observers can replicate the passwords of PIN,
but 30% of observers in Scheme A, 0% of observers in Scheme B and 10% of observers in Scheme C can
replicate the passwords. We expect that our schemes can lead the users of smart devices to more secure

use of them.
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A Study on Shoulder-Surfing Resistant Password Scheme for Smart
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