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ABSTRACT

The SG (Smart Grid) system provides lots of advantages to its main stakeholders. It cannot only
reduce wasted energy and maintenance cost [1], but also increase reliability and transparency while de-
livering the generated electricity from suppliers to customers. The HAN (Home Area Network), which
consists of smart appliances, a SM(Smart meter) and its management system, allows an end-user to
control and monitor many digital devices remotely. However, anyone can easily eavesdrop a commu-
nication between the components of the HAN due to the wireless communication to support the easy
deployment. As a result, an adversary easily identifies which type of appliances belongs to the end-user
by monitoring the pattern of the power consumption. On the other hand, there is a possibility that the
end-user tries to manipulate his SM. A government may give some advantages to the industry, such as
government subsidy for electricity car. This is the reason why the end-user wants to manipulate his SM.
Thus we should support an efficient privacy-preserving authentication for HAN. Our protocol supports a
variety of security features such as mutual authentication, confidentiality, message integrity, anonymous
communication, and resiliency against compromising SM. Our protocol has other strong point such as
lightweightness which is of ultimate importance for protocols which perform on HAN, because the core
entities for HAN, such as the SM, have only limited computational power. By using our protocol, the end
user can get many benefits, such as confirming the amount of the power consumption for each appliance.

And the SM can request power to utility provider in advance for efficiency.
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Chapter 1. Introduction

1.1 Overview

The SG (Smart Grid) provides big advantages to its main stakeholders (i.e., supplier and end-
user). It reduces a wasted energy, COy consumption, maintenance cost and increases reliability with
transparency during delivering generated electricity from the power supplier to an end-user. An end-
user takes advantages from the SG. One of advantages of the SG is that a customer’s appliances can
operate when the price of electricity is relatively cheap. By using SG, the electricity suppliers can change
the price of electricity depending on the cost of generating electricity. For example, the price of reusable
electricity (i,e., solar, wind energy) is set to be cheaper than traditional electricity and the electricity
for electricity car is exempted from consumption tax to encourage electricity car maker.

Adopting those special electricity charges may affect the end-user to manipulate his smart meter at
home to gain illegal profit. For example, the end-user may disguise his refrigerator to his electricity car
to avoid consumption tax.

Although wireless communication is necessary in order to support uninterrupted deployment in
HAN(Home Area Network), an adversary can easily obtain the private information of an end-user by
eavesdropping (i.e., life style, billing information, existence of an end-user, and appliance types). The
usage pattern of electricity at home could lead to disclosure of not only how much energy consumption
but also when they are at home, at work, or traveling [2, 3].

In addition, the adversary can compromise the smart meter, because the smart meter is usually
located on the outside of the accommodation. Thus, we should provide resiliency against compromising
the smart meter.

However, some HAN devices (e.g., smart appliances and smart meter) are limited under a certain
level of computing capabilities to keep the running costs down, which may limit the types and layers of
security that could be applied for[4]. Thus the authentication protocol for HAN should be lightweight
[5]-

We also consider a scalability issue of the system. Because the end-user may want to attach (or



remove) a new smart appliance in his HAN and replace his smart appliance with new one at his home.

From these observations, the system for HAN is required to achieve the following security require-
ments; confidentiality, message integrity, mutual authentication, privacy preservation of an end-user, and
non-repudiation.

To achieve these security requirements, we use our system model for HAN as Figure 1.1. The
management system, such as the home server, can be operated under a ubiquitous environment, whatever
services are provided to customers. That is the reason why we include the home server in our system
model. In addition, the end-user can remotely control his smart appliances through the home server,
and check his electricity bill and the power consumptions of each smart appliance from outside of his
accommodation. The smart meter gathers the information such as the power consumption from all smart

appliances and reports it to the home server.
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Figure 1.1: Our system model for HAN

In this thesis, we suggest an efficient and privacy-preserving authentication protocol for HAN over
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the SG which satisfies the security requirements described before.

1.2 Our Contribution

In this thesis, we propose a novel efficient and privacy-preserving authentication scheme in HAN.
Our scheme guarantees mutual authentication, confidentiality and integrity, anonymity, and resiliency
against compromising smart meter. Also it satisfies lightweightness simultaneously. We utilize the BGN
encryption [6] with the membership verification to address the contradictory requirements. Our scheme
also use Diffie-Hellman key exchange scheme to register all the smart appliances to the home server. This
scheme may require some computational overhead, but the registration phase is performed only once when
new appliance has been introduced in the HAN of the end user, which does not require the service time
operations. We also introduce new system architecture, as depicted in Figure 1.2. By adopting this

system architecture, we can adopt 3rd party escrow service to satisfy our security requirements.
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Figure 1.2: Our system architecture

By using our protocol, the end user can confirm the amount of the power consumption for each



appliance. Thus, the smart meter can request power to utility provider in advance for efficiency. From
the point of the government side, they can enforce a policy that gives advantage for an industry they
want to develop without illegal usage by an end user. Our protocol fulfills security requirement, at the

same time, it offers user friendly functionalities.

1.3 Organization

The remainder of the thesis is organized as follows: A brief survey on the related work and the
background of our work is conducted in Chapter 2. Our authentication scheme is presented in detail
in Chapter 3. Chapter 4 analyzes the security and performance of the proposed scheme. Finally, we

summarize and conclude the thesis in Chapter 5.



Chapter 2. Background and Related Work

2.1 Related Work

2.1.1 BGN encryption

In 2005, Boneh et al. [6] proposed a new homomorphic encryption scheme (denoted as BGN encryp-
tion) supporting unlimited additive operations and one multiplicative operation on the encrypted data.
The proposed encryption scheme enables one entity to evaluate the encrypted data without revealing
the real content of the encrypted data. We review the BGN encryption scheme in brief.

In BGN encryption, all operations are executed over two cyclic group G and G with the same order
n = qi1q2 , where ¢; and g2 are two large prime numbers.

The public key PKpgy is g and h = g"? under the group G, where p is a random integer. The
encryption of m;, m; +m;, and m;m; can be computed as g"*h", g™ h" g™ k" and e(g"™ h", g™ h'I),
m; € Zr be i-th message, where T is a non-zero random number less than g, r; is i-th random number,
and e is a bilinear mapping from G x G to GG;. The expected decryption time using Pollard’s lambda

method [7] is O(+/|T]) although the authentication server has the private key, SKpan = qi.

2.1.2 Membership verification

In 2008, Yau et al. [3] proposed an idea to convert the searching of the sets to an evaluation of
polynomial representations of a given set [9, 10] using BGN encryption [6].

However, the proposed approach is not efficient from the view of computational overhead. Denote
S1 and S by a set of access keys and a set of keywords, respectively. Then, the end-user should compute
(|S1] + 1S2| + 1) exponent multiplications and BGN encryptions per each query.

To reduce the computational overhead, Kim et al. [11] revised the definition of the polynomial
presenting the sets and proposed new verification algorithm. The end-user should compute (]Ss| + 1)
BGN encryptions per each query. Also, Kim et al. suggested an idea to reduce the verification cost while
providing a certain level of performance. Although this approach is more lightweight than the scheme

proposed by Yau et al. [8], the membership verifier should perform some pairing computations and



exponent multiplications. Note that the number of pairing computations and exponent multiplications

is a crucial factor to determine the desired performance.

2.1.3 Undetectable Appliance Load Signatures

In 2010, Georgios et al. [12] proposed a method that moderates the pattern of the power consumption
of a house, thus hides power consumption of each appliance from an adversary. Their work introduced an
algorithm which mixes the usage pattern of electricity. This algorithm is based on a power management
model which is used for a rechargeable battery. They argued that privacy can be protected by supplying
power from the rechargeable battery rather than from electricity grid directly.

They proved that their proposal has protected privacy of the end user well, but there were some
limitations. The privacy protection level is proportional to the capacity of the rechargeable battery and
the users have to pay an extra cost to buy the rechargeable battery. Moreover, the security requirements
which protect user privacy may conflict with the other requirements (such as cost-saving from energy

pricing arbitrage)[12].
2.1.4 Privacy via anonymization of smart metering data

In 2010, Efthymiou et al. [13] proposed a protocol that protects privacy of the end user via
anonymization of smart metering data. The smart metering data is separated into two parts; high-
frequency data and low-frequency data. The high-frequency data is the consumption of power for each
smart appliance which is reported every few minutes. The low-frequency data is related with billing and
includes privacy data of the end user. These data usually reported every week or month.

They also aimed to fulfill the lightweightness of their protocol which guarantees anonymization of
smart metering data. They used the third party escrow based on anonymization to avoid a leakage of
personal information of the user.

However, their protocol neither considers the possibility of tampering the smart meter by user, nor

supports an authentication between the smart meter and the smart appliance or the electricity vehicle.

2.1.5 Privacy-Preserving Smart Metering

In 2010, Rial et al. [14] have proposed a suite of protocols amongst a provider, a user and a tamper-

evident meter. In this protocol, the system model consists of the smart meter, user device or service, and



the provider. They introduce a term which called policy. A policy is a kind of functions that the input is
the power consumption for a specific interval, and other information which is necessary to calculate the
electricity bill. For example, a time of usage of an appliance can be the other information if the price
of power depends on when it has been used. The provider can be modeled as a utility provider, such as
KEPCO in Korea, determines a policy.

The user device gains information of the power consumption for the specific interval from the smart
meter. The user device calculates the price of electricity for specific interval based on the information
from the smart meter and other information, such as, the amount of the previous power consumption.
The user device sends the price of electricity for specific interval to the provider.

While exchanging the data and calculated price of electricity for specific interval, the authentication
and the reliability of data is guaranteed by public key signature scheme. The privacy of a user can be
preserved because the data related with privacy of the end user, such as the power consumption for each
device, must be revealed only to the provider, but not to the smart meter. Even though an adversary
can manipulate the smart meter, he cannot gain the data related with privacy of the end user.

However, there are some limitations for this thesis. First, it uses public key signature scheme
for communication. It supports the authentication and guarantees the reliability, but the public key
signature scheme is too burden for smart meter in general. The suggested system model is quite different
from ongoing smart grid projects as they restrict direct communication between the metering core and
the provider to protect privacy [14]. For these reasons, we have changed lots of part of an infrastructure

of power grid to apply this protocol to the real practice.



Chapter 3. Our Scheme

3.1 Security Requirements

3.1.1 Mutual authentication

Although the wireless communication is necessary in order to support easy deployment in HAN,
an adversary can disguise itself as an IC card to other entities. It occurs a serious problem, for exam-
ple, the end user is forced to pay for electricity which he has never used. An entity which participates
in communication should confirm a message is also sent by a proper entity, because each message in-
cludes the critical private information such as the social security number of an end user. Thus message

authentication should be provided to protect message forgery and related attacks.

3.1.2 Confidentiality and Integrity

All messages should be securely transfered to a legitimate receiver. For example, a message that
is sent by an electricity vehicle should be sent to only a smart meter which provides electricity to the
electricity vehicle.

The information of the critical and sensitive message, such as the power consumption of an appliance,
etc. is directly related with bills. Some types of message should be handled in the real-time. The power
request message is an example which should be handled in the real-time. A message includes critical
information such as the power consumption of each appliance, the social security number of an end user,
etc. If the message has been modified, it occurs serious problems, such as, the electricity bill is sent to

a wrong end user. Thus the integrity of message must be guaranteed.

3.1.3 Anonymity

The messages contains the privacy-related data, such as the location of smart meter, the owner
of credit card used for payment, an adversary can identify which electrical appliances are used and the
amount of power the electrical appliances are used through load monitoring [15, 16]. As a result, detailed
consumption data would facilitate the creation of lifestyle profile of users with information, such as when

they are at home, when they eat, whether they arrive late to work, etc.
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To avoid those vulnerabilities, our protocol interrupts load monitoring by the adversary and hides
the identity of user from the adversary. Whenever the smart meter or an IC card sends information to

KEPCO or SP, it will send only the least information for operations.
3.1.4 Resiliency against compromising smart meter

The smart meter is usually located outside of an accommodation. Thus, it inherently is vulnerable
to physical compromising. By compromising smart meter, session keys stored in the smart meter may
be exposed to an adversary. Even if the session keys are exposed to the adversary, our protocol should
protect the private information of end users.

On the other hand, an end user also wants to compromise smart meter. A government expected to
give tariff advantages for the industry which it wants to develop. Especially, in Korea, a cumulative policy
is accepted for electricity bills and it is expected that the Korean government except electricity vehicles
from the cumulative policy rather than linear policy. Thus the end user has economical motivation to
compromise the smart meter, and our protocol should provide prevention against compromising smart

meter by the end user.

3.2 Our membership verification

We convert membership verification to set search by evaluating of a polynomial representing a given
set [9, 10], where the set contains the service subscriber lists. Compared to the membership verification
of the previous work [11], our membership verification is reduced only one exponent operation. From

this respect, we argue that our membership verification can be one of efficient approaches.

3.2.1 Assumption

We assume that whenever a SP is registered to KEPCO, it sends KEPCO a token verifier for itself,
E[—(a — 1)r, PKpan,G]. Also the key agreement between the SP and KEPCO is performed. Thus
KEPCO can find out appropriate SP using our membership verification and the communication between
KEPCO and the SP is secure.

Also when the smart meter is installed in the house of end user, the key agreement between the
home server and the smart meter, and the smart meter and KEPCO is performed. And the nonces for

communication between the home server and the smart meter, and the smart meter and KEPCO are

-9 —



generated. Thus the communication between the home server and the smart meter, and the smart meter
and KEPCO must be secure.
And we assume that the IC is tamper resistant. A session key between the IC and the SP, and

nonce for communication between the IC and the SP is embedded when the IC is produced.
3.2.2 Polynomial generation
For a set S1 = {w1,wa, -+, wp}, a polynomial with degree ¢, f(x) is defined as

E[—QT,PKBGN,G] T = w; 651
fz) =
E[—?"I,PKBGN,G} Xr = Ww; §ZSl,

where a, 7, and 7/(r’ # r) are random integers. Here, w; = E[—r', PKpgn, G] = g~"h' is an authorized

token of i-th appliance.

Given z; € S; = E[—1', PKpen,G] & f(x) =z x E[—(a — 1)r, PKpan, G,

then, f(z;) = z; X E[—(a — 1)r, PKpgn,G] = E[—ar, PKpan, G]

Above equation presents an example of generating a polynomial. If the appliance exists in the set,
the evaluation result of the given polynomial f(z) is a fixed value E[—ar, PKpgn, G] where r is 0 to

2160 _ 1. Therefore, we can verify whether the end-user exists in the subscriber list.

3.2.3 Polynomial evaluation

For membership verification, an appliance submits w; to the membership verifier (i.e., smart meter).
Then, the membership verifier checks whether the appliance belongs to one of the appliances of the end
user by computing f(w;). Only if f(w;) = —ar, the appliance is a legitimate one.

However, we want to hide the detailed information of membership function from the adversary.

That’s why the membership verifier performs the following steps:

(S1)Compute C = w; X E[—(a — 1)r, PKgan, G]

(82)Compare CSKBeN with the stored g—omSKson

~10 -



3.3 Our protocol

Guidelines for Smart Grid Cyber Security published by NIST [3] says that, “Due to the relatively
new technologies used in HANs, communication protocols have not yet stabilized as accepted standards,
nor have their capabilities been proven through rigorous testing.”

Moreover, the smart meter in HAN can be compromised by the adversary. The device is exposed
to physical security issues such as a poor maintenance, misusage, and theft.

Our protocol consists of six phases; appliance registration, appliance authentication, token reissue,
token change, power request, and report. In the following, we describe our protocol in detail. Hereinafter
IC, HS, SM, SP, and KEPCO correspond to an IC card, a home server, a smart meter, a service provider
and Korea Electric Power Corporation. H(m) notates that a hash value of message m using a hash
function such as SHA-1 and E{m, K 4} notates that a encrypted message of message m by a symmetric

key KA.
3.3.1 Appliance registration phase

Through the appliance registration phase, a HS and an IC perform key agreement by Diffie-Hellman
key exchange and the HS sends a session key for the IC and a SM. Figure 3.1 shows the appliance
registration phase.

HS

SM
€l -

-

1.Key exchange by Diffie-Hellman key exchange

2H(R,)| E{token | R || MSG _REG .K,. 4}
3.Derive Kic si=H(Rc +1||token)
H (token) || E{token || K 1 s1r || Rsye- Ky s}

4

—

4 -2 H((token) || E{token|| Ky o || Ryo. Ko e}

where, MSG_REG= REG| (NAME,,).

Figure 3.1: Appliance registration

Through the appliance registration phase, a HS and an IC perform key agreement by Diffie-Hellman

key excahnge. After key agreement, the IC requests the HS to register itself with its token and nonce,

- 11 —



Ric. Rjc is generated by the IC during this phase. The HS generates session key between the IC and
a SM, Kjc,sum, based on Rrc and the token belongs to the IC. The HS sends K¢ sa to the SM and
the IC. As we assume in section 3.2.1, the session key between the HS and the SM has already been
agreed. And the session key between the HS and the IC have already been agreed during this phase,

thus Krc,ga can be sent securely. The detail of this phase is decribed as below.

1.IC + HS: Key exchange by Diffie-Hellman key exchange
2.1C — HS: H(Rj¢)||E{token||Ric||MSG-REG,Kc,us}
3.HS: Derive K¢, sm = H(Ric + 1||token)

4-1.HS — SM: H(token)||E{token||Kic,sm||Rsm, Ksn ms}

4-2HS — IC: H (token)||E{token||Kic sm||Ric, Kic,us}

3.3.2 Appliance authentication phase

During appliance authentication phase, the appliance is authenticated to KEPCO and SP simulta-
neously. The SP confirm whether the appliance is appropriate or not by R, and Kjc sp. Rjo and
Kic,sp is hardcoded to the IC when the IC is manufactured, thus only the message which generated
by proper IC can be encrypted by K¢ gp and contains proper R}.. Through membership verification
discussed in Section 3, KEPCO can find out suitable SP by our membership verification scheme with
token, E[—r, PKpan,G]. Only if the computed result C°%56~ is the same as the stored one in the
memory, KEPCO can trust the appliance belongs to a membership which correspond to C*KB&~ In
our membership verification, the entity which has token verifier, E[—(«a — 1)r, PKpan, G], can confirm
whether the entity belongs to the membership or not by one exponent multiplication and one exponent
addition. The number of membership is not quite large and KEPCO has strong computational power,
thus the work to find out the proper membership for each IC is not burden for KEPCO. Moreover the
token doesn’t have any identity about the IC, but only can be used to confirm the entity belongs to the
membership or not.

By this process, KEPCO and SP can trust that the message is sent by proper IC. And as we assume

in Section 1, the IC is tamper resistant. Thus KEPCO and SP can rule out the possibility of manipu-

- 12 —



lating message by an end user. This phase is shown in 3.2 and we decribe the detail of this phase as below.

SM 15 ... KEPCO sp
N ‘ e =

LH (R, ) || E{Ryy | MSG_AUTH. K 5/}

2 H(RSMI) ” E{RSMI” ‘A(IS(G_A[’TH:KSM.KEPCO}

3

3. Verify token using membership verificatia
and find out appropriate SP

4H(R,)| E{R,; | MSG_AUTH . Ky 55

S'H(REP + 1) || E{REP +1 || ACK_ALTH:KKEPCO._‘P

6'H(R3MI) ” E{RSMI” 4 jK_A[’TH:KSM.KEPCO}

7-H(Rsy,) || E{Rs, || ACK |AUTH. Ky 5./}

where, MSG _AUTH =token|| H(R,")| E{token || Ry.'| REQ, K sp}-
ACK _AUTH = H(R,.+1)|| E{R,.+1| ACK.K}; 2}-

Figure 3.2: Appliance authentication

1IC — SM: H(Rsm)||E{Rsm||MSG-AUTH, Kic,sm}

2.5M — KEPCO: H(Ry,)||E{Rsp/||MSG-AUTH, Ksn, k Epco}

3.KEPCO: Verify token using membership verification and find out appropriate SP
4KEPCO — SP: H(Rsp)||E{Rsp||MSG-AUTH, Kxgpco,sp}

5.SP — KEPCO: H(Rsp + 1)||E{Rsp + 1||ACK_AUTH, Kxgpco.sp}

6. KEPCO — SM: H(R, ) ||E{Rsy||ACK_AUTH, Ksp kEPCO}

7.SM — IC: H(RSM)HE{RSMHACK,AUTH, KIC’,SM}
3.3.3 Token reissue phase

There is a possibility that an adversary guesses the relationship between token and appliance, if
the end user has been using their tokens for the long period. To avoid this threat, our protocol has
to change token periodically. To support this operation, SP reissues token which E[—r, PKpgn,G].
KEPCO already has verifier for this token, E[—(«a — 1)r, PKpen, G]. Thus KEPCO recognizes which
token belongs to which SP without any change for their token verifiers. The new token is sent to the IC

safely by using session key between IC and SP. We describe this phase more detail in Figure 3.3

~ 13—



SM HS- .. KEPCO sp
. S =
Eh s | s

LH(R)|| Eftokep || Rr | MEC, K i}
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3'H(RSM') H E{RSM'” MEZ_RE, KsM.mpco}

4. Verify token using membership verificatig
and find out appropriate SP

5. H(Rep) || Z{ Ry | MSG _ RE K gpe o}

3

6.Issue proper token, ., £/PKee G/
TH(Re+ )| H{Rep +1|| ACK _RE, Egron boy

8.H (R || E{ R | ACK _RE, Kqy swrco}

9. H (Rged | E{Rae | ACK _IRE, Ky}

where, M3G_RE=foken| H(Rg")|| E{fcken | Be| REQ Kpsr ks
ACK _RE= H(RgW)|| E{R"1| token,, || ACK, K o).

Figure 3.3: Token reissue

The detail of this phase is described as below.

1.HS — IC: H(Rc)||E{token||Ric||MSG, Kic,us}

21C — SM: H(Rsu)||E{Rsn||MSG_RE, K;c.sn}

3.SM — KEPCO: H (R, ||E{Rs)||IMSG-RE, Ksn kEPpco}

4. KEPCO: Verify token using membership verification and find out appropriate SP
5. KEPCO — SP: H(Rsp)||E{Rsp||MSG_-RE, Kxgrco,sp}

6.SP: Issue proper tokenpey, E|—r, PKpan, G|

7.SP — KEPCO: H(Rgp + 1)||[E{Rsp + 1||[ACK RE, Kxppco.sp}

8.KEPCO — SM: H (R, )||E{Rs||ACK_RE, Ksm kEpco}

9.SM— IC: H(RSM)HE{RSMHACK,RE, KIC,S’M}

3.3.4 Token change phase

The HS sends order for token change to the IC. Then, the IC sends new token which has already
been reissued by the SP. The HS generates a new session key for IC and SM by using the new token and
sends it to the SM and IC. During this phase, the SM receives only new token and the new session key
pair, and it does not have information related with the old token and new token. KEPCO and SP has

the old token and new token pair, thus reauthentication between IC and SP is not required. This phase
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is shown in Figure 3.4.

HS

SM
€l -

-

1.H(Rg)| Flfoken | Ry | MSG_CHG, K}

2.H(Ry) | E{token,, | Ry || MSG REGLE 1 )

3.Derive Kic sy=H(R+1|[token)
4 -1 @oken,, )| Eftoken,., || Kol Ko}

4 -2 Hitoken,,,) || Eitokertp | Knos K}

Figure 3.4: Token change

The detail of this phase is described as below.

1.HS — IC: H(R;c)||E{token||Ric||MSG-CHG, Kic,us}
2.IC — HS: H(R;¢)||E{tokenyew||Ric||MSG_REG, Kic, s}
3.HS: Derive Ko ,sm = H(Rjc + 1)||token)

4-1.HS — SM: H(tokennew)||E{tokennew|| Krc,sm, Ksm ms}

4-2. HS — IC: H(tokennew)HE{tokennew||KICVSM, KIC,HS}

3.3.5 Power request phase

The appliance sends a request to deal with the expected electronic power consumption in a certain
time period. Then, the SM verifies the received request, reserves proper power, and sends result to the
appliance if only the verification result is correct. Figure 3.5 depicts the power request phase.

Although the end-user leaves his accommodation without plugging the unused appliances, our pro-
tocol can minimize an unnecessary power consumption of the unused appliances by adopting the time
period. Our protocol also supports for special billing type such as government aided bill for electricity
car. By using the membership verification with the token, KEPCO can forward power request message
to appropriate SP. To avoid the illegal uses by manipulating SM, the SP check validity of the message
by token and requests the end-user to pay by various way, such as, credit card, bill, transfer, etc. The

SP notices KEPCO whether payment is done or not. KEPCO sends power to the appliance only when
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SM HS ... KEPCO sp
N - RS =
T - | E‘J

L. H (Rgy) | E{ R, | REQ_POW, K0}

2. H(Ry,) || E{Ry,'| REQ_POW, Ky sarco

3. Verify token using membership verificatio
and find out appropriate SP

4H (Rp) || BBy | REQ_POW, Kgponsr

=3

5.Payment
(Bill, Credit ¢ard,
Mobile, Transfer)
6. H(Ry + || E{Re; +1|| ACK _ POW, K impnlss }

7-H(Ray") | B{ R | ACK _POW, Ky sorco}

8.H (Ry,) || E{ Ry, || ACK _|POW, K 4}

where, REQ_POW =foken || H(Rp" | E{foken | Ry'|| MSG_REQ, Kl
ACK _POW = H(R 1)|| E{R"+1||token || MSG _ACK K .}

Figure 3.5: Power request

the payment is done appropriately.

The detail of this phase is described as below.

1.IC — SM: H(Rsm)||E{Rsm||REQ-POW, K1c s }

2.85M — KEPCO: H(Rgy)||[E{Rsy||[REQ-POW, Ksn,kppco}

3.KEPCO: Verify token using membership verification and find out appropriate SP
4KEPCO — SP: H(Rsp)||E{Rsp||REQ_POW, Kk pco.spt

5.SP: Payment(Bill, Creidt card, Mobile, Transfer)

6.SP — KEPCO: H(Rsp + 1)||[E{Rsp + 1||[ACK_POW, K ppco.sp}

7.KEPCO — SM: H(RY,,)||E{Rlsy || ACK_POW, Ksa1. xppco}

8.SM— IC: H(RSM)HE{RSMHACK,POVV, KIC’,SM}

3.3.6 Report phase

Since the end-user may want to observe the status of energy consumption, the HS should collect the
electronic power consumption from the SM.

The HS sends the request for collecting the electronic power consumption of an appliance to the
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SM. This message is encrypted by the session key, Kgn gs. Only when the received Ry g is same as the
stored nonce for the HS in the memory, the SM sends acknowledge message to the HS.

Since token is used to identify the target IC, the SM cannot identify what the IC is. In next paper,
we describe this phase in Figure 3.6

SM HS

£ -
£l S

LH(Ru) || E{Ry | MEG_REPORT|foken, Koy}

2.H( R+ D) || E{ Ry +1|| MSG_ACK | PAWER, s Kz}

where,MS3 _ REPORT = REPOTRT || (NAME ,,.).

Figure 3.6: Report

The detail of this phase is described as below.

LHS — SM: H(Rsu)||E{Rsn||MSG_REPORT||token, Ksar.ps}

2.SM — HS: H(RsM + I)HE{RSM + 1||MSG,ACKHPOWEkaen,KSM’Hs}
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Chapter 4. Security and Performance Analysis

4.1 Performance Analysis

Our goal is to use of commercial application, and it has to balance between strength of security
and performance. To satisfy this purpose, the size of keys or nonce in our protocol may be decided
to provide the commercial level of security. For example, we use 128 bit key for symmetric encryption
which follows the guidelines of NIST [3]. In Table 4.1, we define the size of nonce, symmetric key, keys

for BGN encryption [6], ete.

Table 4.1: Storage Requirement

Nonce 64-bit
Symmetric Key 128-bit
E[-r,PKpan, G| 512-bit
E[—(a—1)r,PKpen,G] 512-bit
PKpan 512-bit
SKpen 512-bit
Name of Appliance 1024-bit
Power Consumption 32-bit

4.1.1 Storage Overhead

Each entity requires storage to save persistent data or temporarily data for computaition. This
overhead is naturally proportional to the number of bits of each saved data. Thus we measure this
overhead by count the number of bits required to save each data.

The appliance has to store Rjc, Rsm, R, Kic,sm, Krc,sp and 2 tokens. As listed in Table 4.1,
the nonce Ric, Rsu, and R} requires 64-bit per each. Ko sar, and Ko gp requires 128-bit per each
and token requires 512-bit. Thus, 64 + 64 + 64 + 128 + 128 + 512 + 512 = 1472(bit) of space is required
for an appliance.

The SM has to store Ry g, ngM, Ksnr,as and Ksyr kppco. Moreover, the SM has to store Rgps and

K¢ sm and token per each appliance. The SM requires 64+64+128+128 = 384(bit) and 6441284512 =
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704(bit) per each appliance. Thus, the total amount of bits required is 384(bit) 4+ 704(bit) x (the number
of appliances).

The HS has to store Rrc, Kic,ns, Ksm,us, token, a name of appliance, and a power consumption
per each appliance as depicted in Figure 4.1. The HS requires 64 + 64 + 128 + 128 + 512 + 1024 + 32 =
1888(bit) per each appliance. Thus, the total amount of bits required is 64 + 1888(bit) x (the number

of appliances), because Ryg is additionally required for communication between the SM and the HS.

Name of APP

0x35A... TV 40 Wh
0x00F...  Air Conditioner 521 Wh
0x121.. Dish washer 0 Wh
0x698... Refrigerator 85 Wh

Figure 4.1: Memory table of Home Server

KEPCO and the SP also require space to store, R,,, Rsp, Ksm,kepco, Kxeprco,sp, Ric, and
token for each entity. However KEPCO and the SP have very large computational power and storage.

Thus storage overhead does not affect KEPCO or the SP meaningfully.

4.1.2 Computational Cost

The computational cost of our protocol is as described in Table 4.2, Table 4.3 and Table 4.4. In
Table 4.2, the communicational cost for each phase is described in form of the number of hash operations.
Similarly, In Table 4.3 and Table 4.4, the communicational cost for each phase is described in form of
the number of symmetric key operations or the number of exponent multiplications. If such operation
is not required in the phase, we notate it as -. And if such operation is not performed by any entity, we

omit such phase from the Table.
Appliance registration phase

In appliance registration phase, the HS and the IC do key exchange by Diffie-Hellman key exchange
algorithm. This algorithm is quiet burden for the IC, but appliance registration phase is only performed
once and it does not require real time strictly. Thus, this operation is tolerable for the HS and the IC.

The IC computes two hashing and two symmetric key operations to send and receive messages. The
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Table 4.2: Computational Cost(Hash)
IC SM HS KEPCO SP

Appliance Registration 2 1 3 - -
Appliance Authentication 4 4 - 4
Token Reissue 4 4 - 4
Token Change 3 1 3 - -
Power Request 4 4 - 2 4
Report - 2 2 - -

Table 4.3: Computational Cost(Symmetric key operation)
IC SM HS KEPCO SP

Appliance Registration 2 1 2 - -
Appliance Authentication 4 4 - 2 2
Token Reissue 4 4 - 2 2
Token Change 3 1 3 - -
Power Request 4 4 - 2 2
Report - 2 2 - -

Table 4.4: Computational Cost(Exponent Multiplication)
IC SM HS KEPCO SP

Appliance Authentication - - - 1 -
Token Reissue - - - 1 2
Power Request - - - 1 -

Table 4.5: Computational Cost(Exponent Addition)
IC SM HS KEPCO SP

Appliance Authentication - - - 1 -
Token Reissue - - - 1 1
Power Request - - - 1 -

SM only require one hash and one symmetric key operation for H(token)||E{token||Krc sm, Ksnm ms}-
The HS computes two hash and two symmetric key operations to receive message from the IC, and send
message to the IC and the SM. It requires another one hashing to derive K¢ sas.

Thus during the appliance registration phase, the IC do one Diffie-Hellman key exchange, two hash
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operations and two symmetric key operations. The SM does one hash operation and one symmetric key
operation. And the HS does one Diffie-Hellman key exchnage, three hash operations and two symmetric

key operations.
Appliance authentication phase

In appliance authentication phase, the IC computes one hash and one symmetric key operation to
generate token||H (R} )||E{token||R;~||REQ, Kic,sp}, and one hash and one symmetric key operation
is additionally required to generate H(Rsn)||E{Rsn||MSG_AUTH, Ko 51} To receive H (R )||E{
Rsm||ACK_AUTH, K¢, sm}, the IC computes two hash and two symmetric key operations additionally.
Thus, the IC computes four hash and four symmetric key operations during appliance authentication
phase.

The SM has to compute two hash and two symmetric key operation to generate H(Rgps)||E{Rsn||
MSG_AUTH, Ksy kepco}. One hash and one symmetric key operation is required to reveal M SG_AUTH
from H(Rsym)||E{Rsm||MSG_AUTH, K¢ ,sm}, and one hash and one symmetric key operation is addi-
tionally required to generate H(Rgsn)||E{Rsm||MSG_AUTH, Ksm k Epco} using revealed MSG_AUTH.
Similarly, the SM has to compute two hash and two symmetric key operations to receive H(Rgns )||E{Rsar
|ACK_AUTH, Ksy,kepco} and send H(Rgm)||E{Rsm||ACK_AUTH, K¢ sm}- Thus, the SM com-
putes four hash and four symmetric key operations during appliance authentication phase.

When KEPCO receives H(Rsn/)||E{Rsm’||MSG-AUTH, Ksy kEpco}, it has to compute one
hash and one symmetric key operation to reveal token||H (R} )||E{token||R;-||REQ, Kic,sp}. And by
using our membership verification scheme, KEPCO find out a proper SP which receives MSG_AUTH.
During our membership verification scheme, one exponent multiplication and one exponent addition is re-
quired. It has to compute one hash and one symmetric key operation to generate H(Rgp)||E{Rsp||MSG-
AUTH,Kkgpco,sp} additionally. Similarly, it has to compute additional two hash and two symmetric
key operations to receive H(Rgsp + 1)||E{Rgp + 1||ACK_AUTH, Kxgpco,sp} and send H(Rgnm)||
E{Rsm'||ACK_AUTH, Ksy,kepco} to the SM. KEPCO computes two hash operations, two sym-
metric key operations, and one exponent multiplication and one exponent addition during appliance
authentication phase.

The SP has to compute two hash and two symmetric key operations to reveal information included in
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H(Rsp)||E{Rsp||MSG_AUTH, Kxgpco,spr}, and two hash and two symmetric key operations to gen-
erate ACK_AUTH and H(Rgp + 1)||E{Rsp + 1||ACK_AUTH, Kxgpco,sp}. Thus, the SP computes

four hash and two symmetric key operations during appliance authentication phase.
Token reissue phase

In token reissue phase, the IC computes four hash and four symmetric key operations totally. To
receive H(R;c)||E{token||Ric||MSG, Kic us}, one hash and one symmetric key operation is required.
Additionally one hash and one symmetric key operation is required to generate MSG_RE, and one
hash and one symmetric key operation is required to generate H(Rsa )||E{Rsm||MSG_-RE,Kic sm}-
To receive H(Rgnm)||E{Rsm||[ACK_RE, Kic sm}, the IC computes two hash and two symmetric key
operations additionally.

The SM has to compute two hash and two symmetric key operations to generate H(Rgas)||E{Rsn||
MSG_RE,Ksy kppco}- One hash and one symmetric key operation are required to reveal MSG_RE
from H(Rsm)||E{Rsm||MSG-RE, K¢ sm }- Using revealed M SG_RE, the cost for generating H(Rsas)||
E{Rsm'||MSG_RE,Ksn, kEpco} is one hash and one symmetric key operation. Similarly, the SM has
to compute two hash and two symmetric key operations to receive H(Rgn)||E{Rsm||ACK_RE, Ksy kgpco}
and send H(Rgsu)||E{Rsm||ACK_RE, K;c sm}- Thus, the SM computes four hash and four symmetric
key operations during token reissue phase.

When KEPCO receives H(Rgay )||E{Rsm'||MSG-RE, Ksy kEpco}, it has to compute one hash
and one symmetric key operation to reveal token||H (R} )||E{token||R}+||REQ, K1c sp}. And by using
our membership verification scheme, KEPCO finds out a proper SP which receives M SG_RE. During our
membership verification scheme, one exponent multiplication and one exponent addition is required. It
has to compute one hash and one symmetric key operation to generate H(Rsp)||E{Rsp||MSG_RE,Kxgpco,sp}
additionally. Similarly, KEPCO has to compute additional two hash and two symmetric key operations
to receive H(Rgp + 1)||E{Rsp + 1||/ACK_RE, Kxgpco,sp} and send H(Rgn)||E{Rsm'||ACK_RE
,Ksym xkeppco} to the SM. KEPCO computes two hash operations, two symmetric key operations, and
one exponent multiplication and one exponent addition during token reissue phase.

The SP has to compute two hash and two symmetric key operations to reveal information included

in H(Rsp)||E{Rsp||MSG_-RE, Kxrppco.sp}- It also requires two exponent multiplications and one
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exponent addition to generate new token, token,.,. And it has to compute two hash and two symmetric
key operations to generate ACK_RE and H(Rgp + 1)||E{Rsp + 1||/ACK_RE, Kxgpco,sp}. Thus the
SP computes four hash operations, two symmetric key operations, two exponent multiplications and one

exponent addition during token reissue phase.
Token change phase

In token reissue phase, the HS sends H(R;c)||E{token||R;c||MSG-CHG,Kc,us} to an IC. To
reveal information in this message, the IC has to compute one hash and one symmetric key opera-
tion. The IC replies to the HS with H(R;c)||E{tokenpew||Ric||MSG_-REG, K1c us}, thus one hash
and one symmetric key operation are required. In final step of token change phase, the IC receives
H(tokennew)||E{tokennew||K1c.sm, Kic,us} from the HS and one hash and one symmetric key oper-
ation are required additionally. Totally, three hash operations and three symmetric key operations are
required during token change phase for the IC.

The SM receives only H (tokenpew)||E{tokennew||Krc,sam, Ksm,us} during token change phase,
and the SM computes only one hash and one symmetric key operation during token change phase.

The HS receive new token from the IC by H(R;¢)||E{tokenpew||Ric||MSG-REG, Kic us}. To
reveal this information, the HS has to compute one hash and one symmetric key operation. And the HS
generates new session key between the IC and the SM by using R;c and token. During this process one
hash operation is required. After generating the new session key, the HS send it to the IC and the SM.
H (tokenpey) is common for both, thus one hash and two symmetric key operations are required. Thus

three hash and three symmetric key operations are required for the HS during token change phase.
Power request phase

In appliance authentication phase, the IC computes one hash and one symmetric key operation
to generate token||H (R} )||E{token||R}~||MSGrEQ, Kic,sp}, and one hash and one symmetric key
operation is additionally required to generate H(Rgn)||E{Rsm||REQ-POW,Kic sm}. To receive
H(Rsym)||[E{Rsm||ACK_POW, K;c sm}, the IC computes two hash and two symmetric key opera-
tions additionally. Thus, the IC computes four hash and four symmetric key operations during power
request phase.

The SM has to compute two hash and two symmetric key operations to generate H(Rgns)||E{Rsn||
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REQ_POW, Ksn kEpcot- One hash and one symmetric key operation is required to reveal REQ_POW
from H(Rsm)||E{Rsm||REQ-POW, K¢ sm}, and one hash and one symmetric key operation is addi-
tionally required to generate H(Rgn)||E{Rsm||REQ-POW, Ksn, k Epco} using revealed REQ_POW.
Similarly, the SM has to compute two hash and two symmetric key operations to receive H(Rgn)||E{Rsn||
ACK_POW,Ksym keprco} and send H(Rsa)||E{Rsm||ACK_POW, K¢ sa}- Thus, the SM computes
four hash and four symmetric key operations during appliance authentication phase.

When KEPCO receives H(Rgsp)||[E{Rsm || REQ-POW, Ksy k pco}, it has to compute one hash
and one symmetric key operation to reveal token|/H(R}.)||E{token||R;||REQ-POWER,Kic sp}.
And by using our membership verification scheme, KEPCO find out a proper SP which receive REQ_POW .
During our membership verification scheme, one exponent multiplication and one exponent addition is re-
quired. It has to compute one hash and one symmetric key operation to generate H(Rgsp)||E{Rsp||REQ_-POW
,Krxepco,sp} additionally. Similarly, it has to compute additional two hash and two symmetric key
operations to receive H(Rgp + 1)||E{Rgp + 1||ACK_POW, Kxgpco,sp} and send H(Rgy)||E{Rsm
[|ACK_POW, K, kEpco} to the SM. KEPCO computes two hash operations, two symmetric key op-
erations, and one exponent multiplication and one exponent addition during appliance authentication
phase.

The SP has to compute two hash and two symmetric key operation to reveal information included
in H(Rsp)||E{Rsp||REQ-POW,Kkgpco,sp}, and two hash and two symmetric key operations to
generate ACK_AUTH and H(Rgp+1)||E{Rsp+1||ACK_POW, Kxgpco,sp}- Thus, the SP computes

four hash and two symmetric key operations during appliance authentication phase.
Report phase

In report phase, the SM and the HS communicate via symmetric encrypted message. H(Rps)||E{Rus||
MSGRrEPORT|token, Ksp s} is send by the HS and received by the SM, On the other hand,
H(Rys + 1)||E{Rus + 1||MSG-ACK||POW ER\okenl|, Ksm, ms} is send by the SM and received by
the HS. During this phase, the SM has to compute two hash and two symmetric operations. The HS

also has to compute two hash and two symmetric operations.
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4.1.3 Communicational Cost

We measure the communicational cost of our protocol by the number of bit of transfered messages.

It is described in Table 4.6. If there is no communication in each phase, we notate it as -.

Table 4.6: Communicational Cost(bit)
App.Reg. App.Auth. Tok.Reissue Tok.Chg. Pow.Req. Report

IC — SM - 1,568 1,568 - 1,568 -

IC — HS 1,824 - - 800 - -

SM — HS - - - - - 288
SM — KEPCO - 1,568 1,568 - 1,568 -
KEPCO — SP - 1,568 1,568 - 1,568 -

SP — KEPCO - 544 1,056 - 1,056 -
KEPCO — SM - 544 1,056 - 1,056 -

HS — SM 928 - - 800 - 1,824
HS — IC 928 - 800 1,600 - -

SM — IC - 544 1,056 - 1,056 -

Appliance registration phase

The IC sends H(R;¢)||E{token||Ric||MSGrEG, Kic,us} to the HS. The length of H(R;¢)]|
E{token||Ric||MSGREG, Kic,us} is 160 + E{512 + 64 + 8 4+ 1024} = 160 + 1,664 = 1, 824(bit). So,
the communicational cost for the IC is 1,824 bit.

The HS sends H (token)||E{token||Kc,sm||Rsy, Ksm ms} and H(token)||E{token|| Ko sm||Rsm
,K1c,ms}. Both messages have same length, such as 160 + E{512 + 128 + 64} = 160 + 768 = 928(bit).

Thus, the communicational cost for the HS is 928 bit.
Appliance authentication phase

The IC sends H(Rsm)||E{Rsm||MSG_AUTH, Kic,sm} to the SM. The length of MSG_AUTH
is 512 + 160 + E{512 + 64 + 8} = 512 + 160 + 640 = 1, 312(bit). Thus, the length of the message which
IC sends is 160 + E{64 + 1312} = 160 + 1,408 = 1, 568(bit). So, the communicational cost for the IC is
1568 bit.

The SM sends H (Rsar )| E{ Rsar ||MSG_AUTH, Ksar xprco} and H(Rsar)||E{Rsn||ACK _AUTH

,Kic.su}- The length of ACK_AUTH is 160 + E{64 + 8} = 160 + 128 = 288(bit). Thus, the length of
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H(Rsa)||E{Rsy ||MSG_AUTH, Ksn kppco} is 160+ E{64+ 1312} = 160+ 1,408 = 1, 568(bit) and
the length of H(Rgn)||E{Rsy||ACK _AUTH, Ko sa} is 160 + E{64 + 288} = 160 + 384 = 544(bit).
Thus, the communicational cost for the SM is 1,568 + 544 = 2, 112(bit), 2,112 bit.

Similarly, KEPCO sends H(Rgp)||E{Rsp||MSG-AUTH, Kxgpco,sp} and H(Rsn )||E{Rsm
|ACK_AUTH, Ksy,kepco}- The length of each message is same as that of the SM. So, the commu-
nicational cost for the KEPCO is 2,112 bit.

Lastly, the SP sends H(Rsp + 1)||E{Rsp + 1||ACK_AUTH, Kxrpco.sp} to KEPCO. The length
of this message is 160 + E{64 + 288} = 160 + 384 = 544(bit). Thus, the communicational cost for the

SP is 544 bit.
Token reissue phase

The HS sends H(Rc)||E{token||R;c||MSG, Kic us} to the IC during first stage of token reissue
phase. The length of MSG_RE is 512 + 160 + E{512 4 64 + 8} = 512 + 160 + 640 = 1, 312(bit). So, the
message requires 160 + E{512 + 64 4+ 8} = 160 + 640 = 800(bit) communicational cost for the HS.

The IC sends H(Rsm)||E{Rsm||MSG_-RE, Kic sy} to the SM. The length of this message is
160 + F{64 + 1,312} = 160 + 1,408 = 1, 568(bit). So, the communicational cost for the IC is 1,568 bit.

The SM sends H(Rsy)||E{Rsm||MSG_RE, Ksy kepcoy and H(Rsy)||E{Rsm||[ACK_RE, Kic,sm }-
The length of ACK_RE is 160 + E{64 + 512 + 8} = 160 + 640 = 800(bit). Thus, the length of
H(Rsn)||E{Rsa ||MSG_RE, Ksy kppoo} is 160 + E{64 + 1,312} = 160 + 1,408 = 1,568(bit) and
the length of H(Rsr)||E{Rsm||ACK_RE, Krc.sa} is 160 + E{64 + 800} = 160 + 896 = 1,056(bit).
Thus, the communicational cost for the SM is 1,568 + 1,056 = 2,624(bit), 2,624 bit.

Similarly, KEPCO sends H(Rsp)||E{Rsp||MSG-RE, Kxgpco,sp} and H(Rgy )||E{Rsm'||ACK_RE
,Ksm,kepco}. The length of each message is same as that of the SM. So, the communicational cost
for the KEPCO is 2,624 bit.

Lastly, the SP sends H(Rsp + 1)||E{Rsp + 1||ACK_RE,Kkgpco,sp} to KEPCO. The length of
this message is 160 + E{64 + 800} = 160 + 896 = 1,056(bit). Thus, the communicational cost for the SP

is 1,056 bit.
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Token change phase

In token change phase, the HS sends H(R;c)||E{token||Ric||MSG.-CHG,Kc ns} to the IC.
The length of this message is 160 + E{512 + 64 + 8} = 160 + 640 = 800(bit). And the HS sends
H(tokennew)||E{tokennew||K1c 50, Ksa,ms} to the SM and sends H (tokenew )| | E{tokennew || K1c 50,
Kic ms} to the IC. These two messages have same length, such as 160+ E{512+4128} = 160+ 640 = 800.
Thus the communicational cost of the HS is 800 4 800 x 2 = 2,400(bit), 2,400 bit.

On the other hand, the IC sends H(R;¢)||E{tokennew||Ric||MSG_REG, Kic ns} to the HS. The
length of this message is 160 + E{512 + 64 + 8} = 160 4 640 = 800(bit). So the communicational cost of

the IC is 800 bit.

Power request phase

The IC sends H(Rgsum)||E{Rsm||REQ-POW, K;c.sm} to the SM. The length of REQ_POW is
512 + 160 + E{512 + 64 + 8} = 512 + 160 + 640 = 1,312(bit). Thus, the length of the message is
160 + E{64 + 1,312} = 160 + 1,408 = 1,568(bit). So, the communicational cost for the IC is 1,568 bit.

The SM sends H(Rsnm/)||E{Rsm’||REQ-POW, Ksi kepco} and H(Rga)||E{Rsm||ACK_POW,
Kicsm}. The length of ACK_POW is 160+ E{64+4512+8} = 1604640 = 800(bit). Thus, the length of
H(Rsy)||E{Rsm'||REQ-POW, Kgyr. kppco} is 160+ E{64 + 1,312} = 160 + 1,408 = 1, 568(bit) and
the length of H(Rsnr)||E{Rsa||ACK_POW, K¢ s} is 160 + E{64 + 800} = 160 + 896 = 1, 056(bit).
Thus, the communicational cost for the SM is 1,568 + 1,056 = 2, 624(bit), 2,624 bit.

Similarly, KEPCO sends H(Rgsp)||[E{Rsp||[REQ-POW, Kxppco,sp} and H(Rgn)||E{Rsm||
ACK_POW, Ksym, kepco}- The length of each message is same as that of the SM. So, the communica-
tional cost for the KEPCO is 2,624 bit.

Lastly, the SP sends H(Rsp + 1)||E{Rsp + 1||ACK_POW, Kxgrpco.sp} to KEPCO. The length
of this message is 160 + E{64 4+ 800} = 160 + 896 = 1056(bit). Thus, the communicational cost for the

SP is 1,056 bit.

Report phase

In report phase, the HS sends H(Rys)||E{Rus||MSGrEPORT||token, Ksy us} to the SM. The
length of this message is 160+ E{64+8+1024+512} = 160+1,664 = 1, 824(bit). So, the communicational

cost for the HS is 1,824 bit.
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On the other hand, the SM sends H(Rus + 1)||E{Rus + 1||MSGsCK||POW ERyoken, Ksm, ms}
to the HS. The length of this message is 160 + E{64 + 8 + 32} = 160 + 128 = 288(bit). Thus the

communicational cost for the SM is 288 bit.

4.2 Security Analysis

4.2.1 Mutual authentication

Entity which is participated in communication has shared a key for each other. In detail, the shared

keys are Krc,sm, Krc,us, Krc,sp, Ksa,as, Ksu,xkepco, and Kxgpco,sp. By using shared key,

entities which are participated in communication can authenticate mutually.

4.2.2 Confidentiality & Integrity

All messages are encrypted by a fresh session key. Only the entity (i.e., smart appliance and smart
meter) having the session key can identify the contents of encrypted message. Thus, we can provide
confidentiality. The integrity of message is also confirmed by comparing nonces concatenated in front of

message and nonces which encrypted in message.

4.2.3 Anonymity

Although the outsider including an adversary can easily eavesdrop the communications over HAN,
he cannot reveal the content of message because the message was encrypted.

On the other hand, the SM cannot distinguish the type of an appliance. The SM cannot reveal the
power consumption for each device since the SM does not have any information about a relationship
between the token and the appliances. However, as the adversary infers to the power consumption of
each appliance from the power consumption of each token, our protocol employs periodic update of the
token owned by each device.

As a result, we believe that our protocol can support anonymity of an end-user from the insiders

and outsiders.

4.2.4 Resiliency against compromising smart meter

Although the adversary cannot access the home server of the target end-user, he may compromise

the smart meter in HAN. Through compromising the smart meter, the adversary can obtain useful
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information.

However, in our protocol the adversary cannot identify the type of appliance used in HAN through
the stored information in SM because the token E[—r, PKpan,G], which is used to authenticate the
appliances, only indicates that the appliance is owned by an SP. The relationship between the token
and target appliance is only known to the service provider. Moreover, the adversary cannot identify the
target appliance of the token in polynomial time since the BGN encryption requires the O(\/W) time
for decryption although the adversary has the private key, SKpony = q1 [06]. From these observations,
we provide resiliency against compromising the smart meter.

The end user is may want to compromise his smart meter. Even the end user compromises his smart
meter, he cannot gain economical advantages such as electricity tariff discount. Our protocol confirms
whether an appliance is the target of electricity tariff discount by mutual check by IC and SP, and this
mutual check depends on the nonce and session key which is hardcoded when the IC is manufactured.
Thus even the end user compromises his smart meter, this try cannot pass mutual check between IC and

SP. So, we also provide resiliency against compromising the smart meter by the end user.
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Chapter 5. Conclusion

In this paper, we propose an efficient privacy-preserving authentication for HAN over the SG system.
Our protocol satisfies the security requirements such as mutual authentication, confidentiality, message
integrity, anonymous communication, and resiliency against compromising SM(smart meter). We analyze
the security of our protocol, in detail for the practical application.

The scheme which proposed by Georgios et al. [12] hides the usage pattern of electricity by adopting
rechargeable battery. But this scheme does not consider mutual authentication and protect the private
information of user, such as, social security number. On the other hand, the scheme which proposed by
Efthymiou et al. [13] concerns protecting the private information of user, but it does not consider hiding
the usage pattern of electricity and preventing compromising SM.

The protocol which proposed by Rial et al. [14] satisfies the security requirements, such as, mutual
authentication, confidentiality, integrity, anonymity, and resiliency against compromising SM, whici re-
quired in our protocol. This protocol requires 10,586 KB to transmit the proof associated with 1,000
meter readings with 2,048 bit RSA modulus, and 6,586 KB to transmit the proof associated with 1,000
meter readings with 1,024 bit RSA modulus. On the other hand, our protocol requires about 2,624 KB
for the SM with 1,000 meter readings(Power Request). Their protocol requires lots of bits to commu-
nicate because it using public key signature to authenticate each entities. Our protocol is based on the
symmetric key encryption and hash, thus it requires about few KB to communicate each entity. On the
other hand, our protocol occurs some burden for managing symmetric keys. But, the IC and the SM,
which have lower computational power, have to manage only 2 or 3 symmetric keys. KEPCO or SP,
which has to manage thousands of keys, has strong computational power thus key management is not
heavy for KEPCO and SP. Moreover our protocol use membership verification scheme, thus the time
which KEPCO finding appropriate SP is not O(n), but O(1), when n is number of registered IC.

Our protocol fulfills security requirements, such as, mutual authentication, confidentiality, integrity
and anonymity. Moreover our protocol also satisfies resiliency against compromising SM. Mutual authen-

tication is achieved by applying symmetric key encryption between each communicating entity. We can
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achieve confidentiality and integrity by adding hash value of the secret which only the communicating
entities know. To keep anonymity, we using the token of our membership verification instead of identity
of IC. Thus we can hide the type of appliance and the fabricant of the IC. Our protocol satisfies resiliency
against compromising SM by mutual authentication between IC and SP. Moreover even the adversary
compromises SM, he cannot add the appliance into the existed membership. At the same time, our
protocol offers lightweightness. Lightweightness is very important for protocols which perform on HAN,
because the core entities for HAN, such as the SM, have only limited computational power. To satisfy
lightweightness, our protocol is based on the symmetric key operation and hashing operation. Moreover
our membership verification reduces the cost for find out appropriate SP signficantly. By those practice,

our protocol can achieve lightweightness.
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