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Abstract

Radio Frequency Identification (RFID) is a means to efficiently and quickly, auto-
identify objects, assets, pets, people, etc. RFID technology is poised to automate the
supply chain management system for businesses. Very soon it would become economical
to attach RFID tags to items and consumer goods. As a result we can anticipate many
electronic appliances including mobile/smart phones to have a RFID-reader-tag compo-
nent/chip embedded in them. Such developments would allow RFID technology to also
assist people in their daily lives. In this thesis we focus on three specific RFID applica-
tions that are beneficial to businesses and consumers.

At the outset this thesis focuses on RFID-based supply chain management system that
adheres to the standard EPCglobal Architecture Framework specification [T1]. We ap-
proach this framework with a security point-of-view. The EPCglobal Architecture Frame-
work is composed of entities like RFID Tag, RFID Reader, RFID Middleware, Electronic
Product Code Information Service (EPCIS) Repository, EPCIS Accessing Application, Ob-
ject Naming Service, and Subscriber Authentication. We analyze the various security threats
that affect each of these entities and their communication interfaces. We arrive at some
possible security requirements and needed security solutions to ward off these threats.

After our thorough security assessment of the RFID-based supply chain management
system, we narrowed down our research focus on RFID: Tag+Reader—Server/EPCIS se-
curity. We realized that cloned fake RFID tags, malicious RFID readers and consumer
privacy violation pose a major threat to RFID-based supply chain management system.
Fake tags can be attached to counterfeit products and medicines. Malicious readers can
corrupt genuine tags and mount man-in-middle attacks on the communication channel be-
tween genuine tags and readers. A consumer carrying a tagged item can be identified,
tracked and traced based solely on the tag’s unique identity number. To deal with these
security problems, the use of cryptographic protocols is required. However, designing cryp-
tographic protocols for RFID tags is a challenging task as a low-cost RFID tag has very
limited computational resources. As a result, in this thesis we propose two light-weight
cryptographic protocols which use only light-weight primitives such as 16 bit: random

number generator, cyclic redundancy check and exclusive-OR (XOR) functions and pro-



vide RFID tag<reader—Server/EPCIS mutual authentication, communicating-data con-
fidentiality and integrity, secure key-distribution and key-protection, and tag anonymity.

The promising and beneficial RFID technology would eventually lead to the devel-
opment and deployment of electronic appliances and devices that are RFID-reader-tag-
enabled, e.g., RFID-reader-enabled book shelves, mobile/smart phones and PDAs. Here
the devices and objects, dispersed through our surroundings, can identify and commu-
nicate with each other, providing real-time information about themselves, locations, and
ambient conditions around them. Therefore RFID technology will have a tremendous im-
pact on our society assisting people in their daily lives. A right step in this direction is
Mobile-RFID (mRFID) technology, where a mobile/smart phone apart from having the
usual voice/data communication facilities would also have an embedded RFID-tag-reader
chip thus allowing to behave as a RFID reader and a tag.

Mobile payment is a payment method, where a mobile phone is used to pay for mer-
chandize and services. Mobile payment is gaining popularity especially in Asia and Eu-
rope. Currently, efforts are being put to deploy a mobile payment model that precisely
mimics the Contactless (RFID) Card Payment model, where an mRFID-enabled mobile
phone behaves as a contactless credit/debit card. However this thesis emphasizes that
credit/debit card payment transactions do not protect the privacy of the customer. Once
the card is handed over to the merchant for payment processing, customers are “no longer
in control” on how their card details and money are handled. This leads to card fraud,
identity theft, and customer profiling. Therefore for those customers who value their pri-
vacy and security of their payment transactions, this thesis proposes a choice - an alter-
nate mobile payment model called “Pre-Paid Mobile HTTPS-based Payment model”. In
the proposed payment model the customer obtains the merchant’s bank account informa-
tion into his/her mRFID-enabled smartphone, then the customer using the smartphone
instructs his/her bank to transfer the money to the merchant’s bank account. The pro-
posed payment model utilizes partially blind signature scheme to hide the customers’ iden-
tity from the bank. Therefore the proposed payment model provides the customer with
complete control on his/her payments and privacy protection from both the bank and the
merchant.

It is anticipated that RFID technology would also play a major role in an Smart Home
environment. With the availability of RFID-reader-tag-enabled devices and appliances,
consumers can make use of the RFID tags attached to their purchased items in their
homes. For example, a display screen on a RFID Reader-enabled refrigerator can list out

the details of all the RFID tagged items inside the refrigerator, such as item name, ingredi-

ii



ents, manufacturing date, expiry date, etc. This example is just one of the many RFID ap-
plications that would very soon become common in a Smart Home environment. However,
to securely deploy such RFID applications in a smart home environment is not as straight
forward as it seems to be. Therefore this thesis describes some of the RFID applications
that are applicable to smart home environment. It then identifies their related privacy
and security threats and security requirements and also proposes a secure approach, where
RFID-tagged consumer items, mRFID-enabled mobile/smart phone, RFID-reader enabled
appliances (e.g., refrigerator), and home server would securely interact among themselves.
At the moment this approach is just a conceptual idea, but it sheds light on very im-
portant security issues related to RFID applications that are beneficial for smart home

environment.
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1. Introduction

Radio Frequency Identification (RFID) [25] is a means to efficiently and quickly, auto-
identify objects, assets, pets, people, etc. This chapter provides a brief overview of RFID
applications that are beneficial to businesses and consumers, and their related standards.
It briefly introduces some of the issues pertaining to these applications that this thesis

addresses in the subsequent chapters.

1.1 RFID for Supply Chain Management

RFID offers businesses an automated supply chain management system [8]. With the
current bar-code technology, each item’s bar-code label must be brought before the bar-
code scanner, and labels must be scanned one by one. This leads to laborious, human-
error prone, and time consuming inventory check, and also causes customers in a store to

wait in long queues at the cashier counter.

Figure 1.1: A Typical Passive-RFID Tag
(Source: Texas Instruments: Tag-it?)

Whereas with RFID technology, businesses attach Passive-RFID-Tags to their prod-
ucts/items. As shown in Fig.ID, these tags are low-cost electronic labels that are resource
constrained e.g., up to 512 bytes of memory and 3K gates. These tags contain tiny, but
durable computer chips with very small antennas. They are powered-up from the inter-
rogation Radio-Frequency (RF) signal from a RFID reader/interrogator. The tag’s tiny
computer chips contain an Electronic Product Code (EPC) number [I] that uniquely



identifies the object to which it is attached to, and the antennas automatically transmit
this EPC number without requiring line-of-sight scanning, to RFID readers within the RF
range (up to 10m for ultra high frequency (UHF) passive-tags). Therefore RIFD technol-
ogy allows quick scanning of products in large bulks (e.g., a whole pallet at a time) thus
speeding up the supply chain management

Further information associated with the item/EPC number (e.g., item description, man-
ufacturing date, packaging, shipments, item arrival and departure details, etc.) is captured
and stored on a network of servers and databases, called EPC-Information Services (EP-
CIS) [rT]. The unique EPC number is like an universal resource locator (URL) directing
the RFID reader to the right EPCIS on the EPC Network from where the reader can
download and upload real-time data about the item it scanned. Therefore, RFID and EP-
CIS assist geographically distributed supply-chain stakeholders (e.g., manufacturers, dis-
tributors, retailers, etc.) with instantaneous item identification, and ‘real-time’ updating,
querying, accessing and sharing of item information such as, shipping and receiving, track
and trace, theft detection, precise item recall etc., [A8]. Thus enabling businesses to realize
significant savings. The Fig.I”2A depicts a simplified easy-to-understand RFID system.

This thesis emphasizes that cloned fake RFID tags, malicious RFID readers and con-
sumer privacy violation pose a major threat to RFID-based supply chain management
system. Fake tags can be attached to counterfeit products and medicines and malicious
readers can corrupt and snoop on genuine tags. These threats can be alleviated by incor-
porating a RFID tag<reader—EPCIS mutual authentication, communicating-data confi-

dentiality and integrity, secure key-distribution and key-protection, and tag anonymity.

1.1.1 RFID Standards for Supply Chain Management

The standards like the ISO 18000: Part 1, 2, 3, 4, 6 and 7 describe the use of RFID
for item management. We also have the EPCglobal Inc. [id], leading the development
of industry-driven standards for the EPC to support RFID in supply chain management.
This thesis is partly based on the following ratified standards from EPCglobal Inc.

e The EPCglobal Architecture Framework Version 1.3 [(0]: This standard defines and
describes the EPCglobal Architecture Framework. The EPCglobal Architecture Frame-
work is a collection of interrelated standards for hardware, software, and data inter-
faces, together with core services that are operated by EPCglobal and its delegates,
all in service of a common goal of enhancing the supply chain through the use of
Electronic Product Codes (EPCs).
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Figure 1.2: Basic Components of an RFID System

e The Class-1 Generation-2 (C1G2) UHF (Ultra High Frequency) RFID Protocol for
Communications at 860MHz - 960MHz Version 1.2.0 [[2]: This standard is for low-
cost, passive-backscatter, interrogator-talks-first, RFID system operating in the 860
MHz - 960 MHz frequency range. It specifies the Physical interactions (the signal-
ing layer of the communication link) between readers and tags, and Reader and tag

operating procedures and commands. This C1G2 standard has also been ratified as
the ISO 18000 Part 6C standard.

e EPCglobal Certificate Profile Specification Version 2.0 [[3]: The authentication of
entities (subscribers, services, physical devices) operating within the EPCglobal net-
work serves as the foundation of any security function incorporated into the network.
It is expected, however, that the X.509 authentication framework will be widely em-
ployed within the EPCglobal network. To ensure broad interoperability and rapid
deployment while ensuring secure usage, this document defines a profile of X.509
certificate issuance and usage by entities in the EPCglobal network. The profiles de-
fined in this document are based upon two Internet standards, defined in the IETF’s
PKIX Working Group, that have been well implemented, deployed and tested in

many existing environments.



Every RFID tag contains its unique EPC number. EPC is a globally unique serial
number that identifies an item in the supply chain. EPC data/number contains: EPC
Manager number (identifies the company), Object class (similar to a stock-keeping unit,
also called product number), Serial number (specific instance of the object class being
tagged, objects own unique identifier). EPCglobal allocates manufacturers specific blocks
of EPC numbers, and manufacturers then add their own product codes and serial numbers

to their assigned manufacturer numbers to create unique identifiers - EPCs.

1.2 RFID for Consumers: Mobile-RFID (mRFID)

Due to the above-mentioned advantages of RFID technology for supply chain management,
very soon it would become economical to tag products at the item level. We would cer-
tainly see a large-scale use of tags on consumer goods. This would further lead to develop-
ment and deployment of electronic appliances and devices that are RFID-reader-enabled,
e.g., RFID-reader-enabled book shelves, mobile phones and PDAs. As a result, we can
realize one of the visions of ubiquitous computing: an “Internet of Objects”, where de-
vices and objects dispersed through our surroundings, can talk to each other, providing
real-time information about themselves, locations, and ambient conditions around them.
RFID technology will have a tremendous impact on our society, once it starts to assist
people in their daily lives. A right step in this direction is Mobile RFID technology.

With Mobile-RFID (mRFID) technology, handheld portable devices like mobile/smart
phones and PDAs, apart from having the usual voice/data communicating features, also
behave as mRFID-readers and mRFID-tags. As a result, mRFID brings the RFID tech-
nology closer to consumers rather than just constraining it’s usage to supply chain man-
agement. mRFID technology has a great future and it’s a very challenging research area.
It is poised to be one of the future killer applications and services for mobile communica-
tions field. With mRFID technology users can efficiently perform two major tasks, namely:
download and view information represented by RFID tags, and machine-to-machine iden-
tification and communication.

Download and View Information represented by RFID tags: Just by bringing
an mRFID-reader near to a tagged object, we can quickly and easily query that tag’s EPC
number and by utilizing 3G/4G/Wi-Fi network we can reach the appropriate EPCIS and
download information represented by that EPC number and view this information via our

mobile device’s display screen. For example:

e We can download information about a particular location by scanning tagged sign



posts, and landmarks.
e We can download bus routes by scanning tagged Buses.

e We can download prices of tagged merchandize sold at stores, and published in cat-

alogs for Smart Shopping.

e We can verify whether a merchandize is genuine or not by scanning its tag and cross

checking it with manufacturer’s online genuine product verification service.

e We can download movies, music, trailers, show timings, and theater locations by

scanning RFID tagged movie posters, music CDs, etc.

e We can download current menu being served at a particular restaurant by scanning

its RFID tag, published in a restaurants catalog.

Machine-to-Machine identification and communication: With mRFID-tag we

can consider the following applications:

e We can authenticate ourselves to another reader in order to access a particular fa-

cility (building, home, etc.) or services.

e We can carryout micro payments at subway stations, bus, newspaper stands, and

gas stations by bringing our mobile device near to a RFID reader.

e We can give out information about our mobile device’s model no. and size of it’s
display screen, in-order to download and view suitable multimedia content from a

multimedia kiosk.

1.2.1 mRFID/Near Field Communication (NFC) for Mobile Pay-

ments

Near Field Communication (NFC) [B0] is a short-range high-frequency wireless connectiv-
ity standard (ISO/IEC 18092), which enables the exchange of data between devices when
they are touched or waved within four centimeters of each other. NFC is a combination
of the already existing proximity-card standard (ISO/IEC 14443, contactless RFID card)
and a reader into a single chip, operating at 13.56 MHz and transferring data at up to 424
Kbits/second. We also have the NFC Forum [8Z] to advance the use of NFC by develop-
ing specifications, and ensuring interoperability among NFC-enabled consumer electronics,

mobile devices, PCs and services.



Mobile payment is a payment method, where a mobile phone is used to pay for mer-
chandize and services. Mobile payment is gaining popularity especially in Asia and Eu-
rope. The research firm Gartner Inc. predicts that the number of mobile payment users
will reach more than 190 million in 2012 [I6]. Currently, efforts are being put to deploy a
mobile NFC Payment model that precisely mimics the Contactless (RFID) Card Payment
model, where a NFC-enabled mobile phone behaves as a contactless credit/debit card.

However this thesis emphasizes that credit/debit card payment transactions do not pro-
tect the privacy of the customer. Once the card is handed over to the merchant for pay-
ment processing, customers are “no longer in control” on how their card details and money
are handled. This leads to card fraud, identity theft, and customer profiling. Therefore
for those customers who value their privacy and security of their payment transactions,
this thesis proposes a choice - an alternate mobile payment model called “Pre-Paid Mobile
HTTPS-based Payment model”. In the proposed payment model the customer obtains the
bank account information of the merchant, then the customer instructs his/her bank to
transfer the money to the merchant’s bank account. The proposed payment model utilizes
Near Field Communication (NFC) protocol to obtain the merchant’s bank account infor-
mation into the customer’s NFC-enabled smartphone. The proposed payment model also
utilizes partially blind signature scheme to hide the customers’ identity from the bank.
Therefore the proposed payment model provides the customer with complete control on

his/her payments and privacy protection from both the bank and the merchant.

1.2.2 RFID for Smart Home Environment

The concept of Smart-Homes is becoming more and more popular. It is anticipated that
RFID technology would play a major role in such an environment. With the availability
of RFID-reader-tag-enabled devices and appliances, consumers can make use of the RFID
tags attached to their purchased items in their homes. For example, a display screen on
a RFID Reader-enabled refrigerator can list out the details of all the RFID tagged items
inside the refrigerator, such as item name, ingredients, manufacturing date, expiry date,
etc. This example is just one of the many RFID applications that would very soon become
common in a Smart Home environment.

In order to make life easier in many ways, and more entertaining, a smart home en-
vironment offers a ubiquitous home network system, where different information gadgets,
home appliances and other Internet-based applications communicate with each other. Smart
homes exchange information and commands among these networked devices via wired and

wireless communications. A Home Server or a Home Gateway operating inside this envi-



ronment is considered to be the brain of this home network system. A home server sup-
ports all networking needs in the home, e.g., interacting with the home telephone, stereo
system, air-conditioning system, kitchen appliances, lights, blinds, and other network-enabled
devices. It also connects the home’s local area network to the Internet, which allows the
home network to communicate with the external world for sending messages and commu-
nicating with the residents of the home. This communication makes it possible to program
the smart home from inside or outside the house.

However, to securely deploy such RFID applications in a smart home environment is
not as straight forward as it seems to be. Therefore this thesis describes some of the RFID
applications that are applicable to smart home environment. It then identifies their related
privacy and security threats and security requirements and also propose a secure approach,
where RFID-tagged consumer items, RFID-reader enabled appliances (e.g., refrigerator),
and home server would securely interact among themselves. At the moment this approach
is just a conceptual idea, but it sheds light on very important security issues related to

RFID applications that are beneficial for smart home environment.

1.3 Discussion

In this chapter we have introduced few specific RFID applications such as RFID-based
Supply Chain Management System for businesses, and mRFID/NFC Mobile Payment and
RFID Smart Home Environment for consumers. However, we certainly agree that there
are numerous other RFID applications. Therefore, we hope that the ideas and crypto-
graphic protocols proposed in this thesis could be applied, modified, or improved to suit
the security and privacy requirements of those RFID applications that have not been ad-

dresses in this thesis.



2. Security Assessment of RFID: Supply Chain

Management System

This chapter focuses on RFID-based supply chain management system that adheres to
the EPCglobal Architecture Framework specification ] [section [I]. We approach this
framework with a security point-of-view. At the outset this chapter briefly describes the
EPCglobal Architecture Framework and provides an example supply chain scenario. The
EPCglobal Architecture Framework is composed of entities like RFID Tag, RFID Reader,
RFID Middleware, Electronic Product Code Information Service (EPCIS) Repository, EP-
CIS Accessing Application, Object Naming Service, and Subscriber Authentication. We
analyze the various security threats that affect each of these entities and their communi-
cation interfaces. We arrive at some possible security requirements and needed security
solutions to ward off these threats. Some of these threats include cloned fake RFID tags,
unauthorized access and/or modification of RFID tag information and its electronic pedi-
gree (EPCIS data), and eavesdropping, spoofing and Denial of Service (DoS) attack on
EPCglobal Subscriber’s network.

After our thorough security assessment of the RFID-based supply chain management
system, we narrowed down our research focus to RFID Tag+Reader—Server/EPCIS se-
curity. Cloned fake RFID tags, malicious RFID readers, man-in-the-middle attacks be-
tween genuine tags and readers, and consumer privacy violation are major threats to
RFID-based supply chain management system. Therefore we dedicated an entire chap-
ter M in this thesis titled “RFID: Tag+Reader—Server/EPCIS security” to discuss these
threats in greater detail and propose light-weight cryptographic protocols to achieve RFID
tag<«—reader—server/EPCIS mutual authentication, their communicating-data confidential-

ity and integrity, secure key-distribution and key-protection, and tag anonymity.

2.1 Overview of EPCglobal Architecture Framework

Throughout this chapter we consider “EPCglobal Architecture Framework [I1]” to be the
typical RFID-based supply chain management system, which most of the EPCglobal Sub-
scribers would deploy in their organization. An end-user EPCglobal Subscriber is any or-

ganization that employs EPCglobal Standards, Interfaces and EPCglobal Core Services



as a part of its supply chain management system. Fig.Z is the EPCglobal Architecture
Framework depicted in the standard document.

In Fig.ZD, the plain green bars denote interfaces governed by EPCglobal standards,
while the blue “shadowed” boxes denote roles played by hardware and software compo-
nents of typical RFID-based supply chain management system architecture. This figure
is self descriptive following the data flow (supply chain processing) from the bottom of
the figure to the top. We approach EPCglobal Architecture Framework with a security
point-of-view and to maintain clarity and simplicity, we group the H/W and S/W roles

proposed in the framework into six main entities, namely:

e RFID Tag

RFID Reader

RFID Middleware (includes EPCIS Capturing Application)
e Electronic Product Code Information Service (EPCIS) Repository
e EPCIS Accessing Application

e Local Object Naming Service (ONS)

Similarly we consider only those EPCglobal Core Services that have some significance

with respect to our security assessment:
e ONS Root
e Subscriber Authentication

To clearly understand the various RFID-based supply chain management system, we

also consider four supply chain stakeholders or EPCglobal Subscribers:
e Manufacturer (EPCglobal Subscriber)
e Distributor (EPCglobal Subscriber)
e Retailer (EPCglobal Subscriber)
e Consumer (Not a EPCglobal Subscriber)

Fig.lA depicts our simplified version of EPCglobal Architecture Framework and a feel
of how this RFID-based supply chain management system is deployed among the stake-
holders.
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In our simplified version of EPCglobal Architecture Framework [Fig.22], it can be no-
ticed that most of the EPCglobal Subscribers have the same RFID-based supply chain
management system based on the EPCglobal Architecture Framework. Except for a small
retailer (e.g., a convenient store carrying out item level sale of various products) who can-
not afford to have a large-scale system setup but still has the responsibility to inform the
manufacturer the arrival of a particular product in the shop to maintain the integrity of
the product’s pedigree. He can have only a small network connected terminal (EPCIS Ac-
cessing Application) which allows him to connect to the ONS, and EPCIS Repository. We
must also consider the consumer who can scan a tag attached to a product using his mo-
bile phone and be connected to the EPCIS Repository to verify if the product is genuine
or counterfeit. The Specification of EPCglobal Architecture Framework [I1] provides a de-
tailed description of the entities and their interfaces depicted in Figure 2, we summarize

some of these details below:

RFID Tag

Every RFID tag contains its unique Electronic Product Code (EPC) number. EPC is a
globally unique serial number that identifies an item in the supply chain. EPC number
contains: EPC Manager number (identifies the company), Object class (product number),
Serial number (specific instance of the object class being tagged, objects own unique iden-
tifier). EPCglobal allocates manufacturers specific blocks of EPC numbers, and manufac-
turers then add their own product codes and serial numbers to their assigned manufacturer

numbers to create unique identifiers - EPCs.

RFID Reader

Make multiple observations of RFID tags while they are in the read zone.

Reader Interface

Defines the control and delivery of raw tag reads from Readers to the Filtering & Collec-

tion role. Events at this interface say “Reader A saw EPC X at time T.”

RFID Middleware

As mentioned before, for simplicity of our security assessment we consider EPCIS Cap-
turing Application as an integral part of RFID Middleware. RFID Middleware filters and
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collects raw tag reads, over time intervals delimited by events defined by the EPCIS Cap-
turing Application (e.g. tripping a motion detector). The filtered and collected tag read
data from RFID Middleware to the EPCIS Capturing Application role may say “At Lo-
cation L, between time T1 and T2, the following EPCs were observed,” where the list of
EPCs has no duplicates and has been filtered by criteria defined by the EPCIS Capturing
Application.

EPCIS Capturing Application supervises the operation of the lower EPC elements, and
provides business context by coordinating with other sources of information involved in ex-
ecuting a particular step of a business process. The EPCIS Capturing Application may, for
example, coordinate a conveyor system with Filtering & Collection events, may check for
exceptional conditions and take corrective action (e.g., diverting a bad case into a rework
area), may present information to a human operator, and so on. The EPCIS Capturing
Application understands the business process step or steps during which EPCIS data cap-
ture takes place. Here, the Filtering & Collection-level event and the EPCIS-level event
may be so similar that no actual processing at the EPCIS Capturing Application level
is necessary, and the EPCIS Capturing Application merely configures and routes filtered
and collected tag read data directly to an EPCIS Repository.

EPCIS Capture Interface

The interface through which EPCIS data is delivered to enterprise-level roles, including
EPCIS Repositories, EPCIS Accessing Applications, and data exchange with partners.
Events at this interface say, for example, “At location X, at time T, the following con-
tained objects (cases) were verified as being aggregated to the following containing object
(pallet).”

EPCIS Accessing Application

Responsible for carrying out overall enterprise business processes, such as warehouse man-
agement, shipping and receiving, historical throughput analysis, and so forth, aided by
EPC-related data. The EPCIS Accessing Application may use the Object Name Service
(ONS) to locate the EPCIS service (EPCIS Accessing Application) of the EPCglobal Sub-
scriber who is the EPC Manager of the object in question.

EPCIS Query Interface

Provides means whereby an EPCIS Accessing Application can request EPCIS data from
an EPCIS Repository or an EPCIS Capturing Application, and the means by which the
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result is returned. Provides a means for mutual authentication of the two parties. Reflects
the result of authorization decisions taken by the providing party, which may include deny-
ing a request made by the requesting party, or limiting the scope of data that is delivered

in response.

EPCIS Repository

Records EPCIS-level events generated by one or more EPCIS Capturing Applications, and
make them available for later query by EPCIS Accessing Applications.

ONS Query Interface

Provides a means for looking up a reference to an EPCIS service (EPCIS Accessing Ap-
plication) or other service that is provided by the EPC Manager of a specific EPC.
Local ONS

Fulfills ONS lookup requests for EPCs within the control of the enterprise that operates
the Local ONS; that is, EPCs for which the enterprise is the EPC Manager.

Root ONS

Provides the initial point of contact for ONS lookups. In most cases, delegates the re-
mainder of the lookup operation to a Local ONS operated by the EPC Manager for the
requested EPC. It may completely fulfill ONS requests in cases where there is no local
ONS to which to delegate a lookup operation. Provides a lookup service for 64-bit Man-
ager Index values as required by the EPC Tag Data Specification.

Subscriber Authentication

Authenticates the identity of an EPCglobal Subscriber. Provides credentials that one EPC-
global Subscriber may use to authenticate itself to another EPCglobal Subscriber, without
prior arrangement between the two Subscribers. Authenticates participation in network

services through validation of active EPCglobal Subscription.

2.2 RFID: Supply Chain Management Scenario

In this section we give an example scenario of a RFID-based supply chain process be-

tween a manufacturer and its distributor. In the proceeding sections we use the following
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scenario to describe various security threats of a RFID-based supply chain management.

Fig.l=3 depicts the flow of the above-mentioned supply chain scenario.

Manufacturer’s End

Step 1

Step 2

Step 3

e Embedding unique EPC numbers within the RFID tags.

e Attaching RFID tags involves these stages: Attaching RFID tags on each indi-

vidual product items. Putting fixed number of these items into cases and attach
a RFID tag on each of these cases. Putting fixed number of these cases into
cartons and attach a RFID tag on each of these cartons. Putting fixed number
of cartons onto a pallet and attach a RFID tag on each of these pallets. Load-
ing fixed number of pallets onto a container and attach a RFID tag on each of

these containers.

At the end of each above-mentioned stage, RFID tags are scanned with RFID

readers.

e RFID readers scan the RFID tags and send their respective EPCs to the
RFID Middleware.

RFID Middleware associates each EPC number with some related information

(e.g., one can of cola, manufacture date, expiry date, etc.).

e The EPC number and its associated information are stored in the EPCIS
repository. As a result each RFID tag’s EPC number in the EPCIS repository
represents some details about the items, cases, cartons, and containers to which

they are attached to.

e The container is sent to the distributor.

Distributor’s End

Step 4 The container with a tag arrives at the warehouse of the distributor. RFID reader

is used to scan the tag attached to the container.

Step 5

e The EPC number of the container (EPC-C) is sent to the RFID Middleware.

e RFID Middleware associates this EPC-C with some related information (e.g.,

EPC-C, arrival location, arrival date, arrival time, etc.).

Step 6 The EPC-C and its associated information are stored in the EPCIS repository of
the distributor.
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Step 7 & 8 Let us assume that the distributor is only aware of the EPC-C, but has no
clue on what products it contains. EPCIS Accessing Application of the Distributor
(EAA-D) is used to find out further details of EPC-C.

Step 9 & 10 e Therefore, the EAA-D sends the EPC-C to the Root ONS.

e The Root ONS analyzes the EPC Manager Number, which is a part of the
EPC-C, and returns the URL of the Local ONS run by the manufacturer (EPC
number Manager of EPC-C).

Step 11 & 12 EAA-D sends the EPC-C to the Local ONS of the manufacturer. The
Local ONS directs EAA-D to the EPCIS Accessing Application of the Manufacturer
(EAA-M).

Step 13, 14, 15, & 16 e EAA-D sends EPC-C to EAA-M. The EAA-M uses the EPC-
C to query the EPCIS repository of the manufacturer, and returns relevant in-
formation associated (e.g., EPC-C, cola cans, 50 pallets, 20 cartons per pallet,

15 cases per carton, 6 items per case, etc.) with EPC-C to EAA-D.

e EAA-D also informs EAA-M to update its EPCIS repository with the arrival
information (e.g., EPC-C, arrival location, arrival date, arrival time, etc.) of
EPC-C at the distributor’s warehouse. As a result the manufacturer is now

aware of the fact that his container has safely reached the intended distributor.

16



ONS Root

[

O

Notations:

ONS: Object Naming Service
EPC: Electronic Product Code
EPCIS: EPC Information Service

Root ONS Query Interface

IIF: Interface

ONS
Local

( Local ONS Query Interface )

EPCIS
Accessing
Application

EPCIS
Accessing
Application

O |

/

EPCIS
Repository

L

EPCIS Capture I/F

Middleware
e Reader I/F

RFID
Reader
e Tag I/F

RFID Tag

by

MANUFACTURER

Y
eEPCIS Query Inte:@
A J

Y
EPCIS

Repository

e EPCIS Capture I/F
RFID
Middleware
e Reader I/F
RFID
Reader
° Tag I/F

RFID Tag

',

>

l<7

DISTRIBUTOR

Figure 2.3: RFID: Supply Chain Management Scenario

17




Table 2.1: Security Assessment of RFID Tag

Security Threat Security Requirement Security Solution
Tag Snatching Tamperproof Tag, Tamper- | Physical Security
proof Packaging
Unauthorized Tag Data | Reader to Tag Authentica- | Key-based Challenge-
Access & Manipulation tion Response Light-Weight

Crypto Protocol. Give out
ONLY EPC number

Cloned Tags Tag-Reader Mutual Au-

thentication

2.3 Security Assessment

In this section we provide security assessment on the entities described in our simplified
version of EPCglobal Architecture Framework (Fig.22). We analyze the security threats
at each entity and suggest needed security details to overcome these threats. The follow-
ing tables provide a summary of this security assessment. The Fig.Z4a depicts the entire
Security Assessment of EPCglobal Architecture Framework, including the security threats,

and security requirements and solutions.

2.3.1 RFID Tag
Security Threats [Table.2T]

Tag Snatching RFID tags attached to a genuine product can be removed and pasted on
a fake product, which can then be introduced into a supply chain. A shoplifter can
remove a tag attached to a product, thus making it unreadable and walk away with

the stolen product undetected.

Unauthorized Tag Data Access As a part of corporate espionage, tags can be illegally
accessed beyond the perimeter of a particular warehouse by using powerful RFID

readers.

Tag Cloning RFID tag gives out its data (EPC, TID, user data) to any interrogating
RFID reader. This reader can either be genuine or malicious. If the tag gives out
its data to a malicious RFID reader, then it would be very easy to create a fake tag

that gives out the same information.
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Tag Data Manipulation Malicious RFID reader can either corrupt or manipulate the
data contained in a tag. Such a reader can write into the memory banks of a tag

to suit the adversary’s requirements.

Security Requirements & Solutions [Table.2T]

Tamperproof Tag (Physical Security) The manufacture of the tags must make sure
that the act of snatching a tag should cause a considerable damage to the tag itself

and in the process; the tag must be rendered permanently unusable.

Tamperproof Packaging (Physical Security) The manufacturer of the products must
make sure that the tag is attached to the product in such a way that the act of
snatching the tag causes a significant damage to the product package itself, which
can be vividly noticeable. Setting up CCTVs in the shopping mall would provide

additional security in this regard.

Shielded Enclosure (Physical Security) Processing all the pallets, cases, and items
in a shielded enclosure would prevent unauthorized tag data access and interferences
from outside the enclosure. The enclosure can be shielded by installing RFID reader

signal jamming equipment on the outside.

Give out Only EPC It must be made sure that the tag gives out ONLY its EPC code
to any interrogating RFID reader. A malicious RFID reader would not have the
authorization to access the EPCIS in order to gain any sensible information about
the EPC code.

Tag Access Password/Key UHF C1G2 tag has the facility to lock its memory banks
with a 32-bit Access Password. This access password is read/write blocked. Only
when a RFID reader presents the right access password, will it be able to access the
tag’s memory banks (e.g., tag’s user data). The manufacturer of the products must
make sure that all the tags are coded with unique access passwords and that all the
memory banks are locked (Kill and Access Password memory banks are permanently
locked — cannot be read or modified by any reader). However this security provided
in the C1G2 standard is very weak and the access password can be easily exposed,
therefore in chapter B we discuss this threat in greater detail and proposed light-
weight cryptographic authentication protocols. This Reader to Tag authentication

would prevent tag data manipulation threat.
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Table 2.2: Security Assessment of Tag Interface

Security Threat Threat To Security  Require- | Security Solution

ment

Eavesdropping, Re- | Tag’s Access Pass- | Cover-coding Tag’s | Key-based
play Attack, Spoof- | word &  Data, | Access password & | Challenge-Response
ing, MIM Attack Tag-Reader Imper- | User Data, Tag- | Light-Weight

sonation Reader Mutual | Crypto Proto-
Authentication col for mutual
authentication
DoS Attack, RF | RFID System External noise / ra-
Jamming dio shielded enclo-
sure

Mutual Authentication The above-mentioned Reader to Tag authentication is useful
to identify a genuine RFID reader (only this reader has the knowledge of the ac-
cess password). But in order to differentiate between a genuine and a cloned tag we
must also need Tag to Reader authentication. This leads to the concept of mutual
authentication between the tag and the reader. This mutual authentication is cur-
rently not defined by the EPCglobal standard, therefore in chapter B we discuss this
threat in greater detail and proposed light-weight cryptographic mutual authentica-

tion protocols.

2.3.2 Tag Interface
Security Threats [Table.2Z2]

Eavesdropping Malicious RFID reader listening to the communications between the tag

and the reader in order to retrieve the tag’s sensitive user data or access password.

Denial of Service (DoS) Attack RF jamming, where the RF channel between the gen-
uine RFID reader and the tag is distributed with a random noisy signal generated

by a malicious source, thus bringing down the entire RFID system.

Spoofing (Man-in-the-Middle Attack) Malicious RFID reader hijacks the communi-
cation session between the genuine RFID reader and the tag and impersonates as

one of them in order to retrieve the tag’s sensitive user data or access password.
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Replay Attack Malicious RFID reader captures a previous successful session between
the genuine RFID reader and the tag, only to replay it back at the later stage.
This attack is mounted so that even though a particular product is stolen from the
supply chain, this attack can still make it look like the product is still present in
the chain without raising any alarms. This attack can also be mounted to introduce

counterfeit products into the supply chain.

Security Requirements & Solutions [Table.22]

Shielded Enclosure (Physical Security) Processing all the pallets, cases, and items in
a shielded enclosure would prevent eavesdropping and DoS attack. The enclosure can

be shielded by installing RFID reader signal jamming equipment on the outside.

Give out Only EPC It must be made sure that the tag gives out ONLY its EPC code
to any interrogating RFID reader. A malicious RFID reader would not have the
authorization to access the EPCIS in order to gain any sensible information about
the EPC code.

Tag’s Access Password/Key Protection Tag’s access password should never be sent
in the open from genuine RFID reader to the tag. UHF Class 1 Gen 2 tag generates
a random 16-bit (RN16_1) number and sends it to the RFID reader. The reader
uses (RN16_1) and performs XOR operation with the first half (16-bits) of the 32-
bit access password and sends the result to the tag. The tag performs another XOR
operation with (RN16_1) on the obtained result in order to verify the first half of
the 32-bit password from the reader. This process is repeated again when the tag
sends another random 16-bit (RN16_2) number to the reader to verify the second
half of the 32-bit access password. This approach is called the cover-coding.

Unfortunately this approach is not all secure because both (RN16-1) and (RN16_2)
are sent in the open. Therefore any eavesdropper, malicious reader or man-in-the-
middle attack can easily capture (RN16_1) and (RN16_2) and obtain the access pass-
word. Therefore we need a better cover-coding approach to hide the access password.
Therefore in chapter B we discuss this threat in greater detail and proposed light-
weight cryptographic protocols that prevent key disclosure.

Mutual Authentication The above-mentioned Reader to Tag authentication is useful
to identify a genuine RFID reader (only this reader has the knowledge of the access
password). But in order to prevent spoofing and replay attack we must authenti-

cate the tag every time we want to access it. Therefore we must also need Tag to
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Table 2.3: Security Assessment of RFID Reader

Security Threat Security Requirement Security Solution
Malicious RFID reader in | Reader Authentication, & | Identity  certificates  —
the vicinity Authorization X.509, Digital Signatures,

Public Key Authentication

Hacked / Compromised | Do not retain data with | Plug unused communica-
RFID reader RFID readers tion ports

Reader authentication. This leads to the concept of mutual authentication between
the tag and the reader. This mutual authentication is currently not defined by the
EPCglobal standard, therefore in chapter B we discuss this threat in greater detail

and proposed light-weight cryptographic mutual authentication protocols.

2.3.3 RFID Reader
Security Threats [Table.2Z3]

Malicious RFID Reader Adversaries can place malicious RFID readers inside a partic-
ular warehouse in order to carryout corporate espionage, illegally access RFID tags’s

information, and to mount many attacks that have been previously discussed.

Compromised RFID Reader It could be possible that a genuine RFID reader could be
compromised by an adversary and this reader is simultaneously leaking information

to the adversary.

Security Requirements & Solutions [Table.23]

Authenticate and Authorize RFID Readers It must be made sure that every RFID
reader in the vicinity must be authenticated, authorized and well accounted for be-
fore the supply chain process begins. This would ensure identification of malicious
readers. This authentication and authorization can be done by verifying digital cer-
tificates, digital signatures, and public key authentication from the RFID readers
(X.509 authentication framework). We suggest that “RFID Management” compo-
nent can take up this task of authenticating and authorizing all the RFID readers

in the system.

Constant Supervision of RFID Readers (Physical Security) All RFID readers must

be placed very securely without being distracted by malicious signals and provide
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Table 2.4: Security Assessment of Reader Interface

Security Threat Threat To Security  Require- | Security Solution
ment

Eavesdropping, Tag’s Access Pass- | Secure Comm. | SSL-TLS /

Replay Attack, | word/Key & Data, | Tunnel, Reader- | EAP-TLS  (wired

Spoofing, Man-in- | Reader-Middleware | Middleware Mutual | / wireless commu-

the-Middle Attack Impersonation Authentication nication), Identity

certificates — X.509,
Digital Signa-
Public Key

Authentication

tures,

appropriate physical security by which only authorized personnel can access or con-

figure them. Install CCTV cameras monitoring these RFID readers.

Avoid Retaining Data with the RFID Reader It must be made sure that the RFID

reader does not retain any data retrieved from the tag. We must plug all the unused

communication ports and keep monitoring for any data leakage to the outside.

2.3.4 Reader Interface

Security Threats [Table.2Z4]

Eavesdropping The communication channel between the “RFID Middleware” and the

reader can be eavesdropped in order to extract sensitive RFID data and tag’s access

password.

Network Threats Spoofing, Man-in-the-Middle and Replay attacks.

Security Requirements & Solutions [Table.23]

Secure Network & Mutual Authentication, Authorization Secure communication tun-

nel between the mutually authenticated RFID Middleware and RFID reader must be
established using services like SSL-TLS (wired), EAP-TLS (wireless), X.509 certifi-

cates, digital signatures, and public key authentication.
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Table 2.5: Security Assessment of RFID Middleware

Security Threat Security Requirement Security Solution
Intrusion, Viruses, DoS At- | Application Server Security | System Authentication,
tack, Insider Attack measures Authorization, Access

control, Access Control
List (ACL), Ant-Virus
S/W, Firewall, Intrusion
detection system, Security
audit, Activity logs, Data
backup, Service packs &

Patches
Spurious Data  Attacks: | Code  review, Bounds | Use of programming lan-
Buffer Overflow checking guage that offer bounds

checking (Java, .NET)
Spurious Data  Attacks: | Input validation, Input en- | Accepting RFID data in

Code Injection coding, Output encoding the exact predefined format

2.3.5 RFID Middleware
Security Threats [Table.ZH]

RFID Middleware can be considered as an application server; therefore the following ap-

plication server security threats are also applicable to RFID Middleware.
Application Server Threats Intrusion, viruses, DoS attack, etc.
Spurious Data attack Data Injection, Buffer Overflow

Insider Attacks Disgruntled employees, and saboteurs.

Security Requirements & Solutions [Table.ZH]

e System Authentication, Authorization, Access control, Access Control List, Ant-Virus

S/W, Firewall, Intrusion detection system, Security audit, Activity logs, Data backup

e Spurious Data attacks can be prevented by accepting RFID data only if it is in
the exact predefined format, code review, Use of programming languages that offer

bounds checking (Java, .NET), input validation, input encoding, output encoding.

e Physical Access Control: Restricted access control to the premises, CCTV cameras.
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Table 2.6: Security Assessment of EPCIS Capture Interface

Security Threat Threat To Security  Require- | Security Solution
ment
Eavesdropping, EPCIS Data, | Secure Comm. | SSL-TLS /

Replay Attack, | Middleware-EPCIS | Tunnel, Reader- | EAP-TLS  (wired

Spoofing, Man-in- | Repository Imper- | Middleware Mutual | / wireless commu-

the-Middle Attack sonation Authentication nication), Identity
certificates — X.509,
Digital Signa-

tures, Public Key

Authentication

2.3.6 EPCIS Capture Interface

The security threats, security requirements and solutions are very similar to those men-
tioned in the above sub-section titled “Reader Interface”. But in this case we need to
protect the communication channel between the RFID Middleware and the EPCIS Repos-

itory, where attacks can be mounted to extract sensitive EPCIS data.

Security Threats [Table.2CH]

Eavesdropping The communication channel between the RFID Middleware and the EP-
CIS Repository can be eavesdropped in order to extract sensitive EPCIS data.

Network Threats Spoofing, Man-in-the-Middle and Replay attacks.

Security Requirements & Solutions [Table.ZH]

Secure Network & Mutual Authentication, Authorization Secure communication tun-
nel between the mutually authenticated RFID Middleware and EPCIS Repository
must be established using services like Secure Sockets Layer — Transport Layer Se-
curity: SSL-TLS (wired), Extensible Authentication Protocol: EAP-TLS (wireless),
X.509 certificates, digital signatures, and public key authentication.

2.3.7 EPCIS Repository

EPCIS Repository can be considered as a database server, therefore the security threats

related to database server are also applicable to EPCIS Repository. These security threats,
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Table 2.7: Security Assessment of EPCIS Repository

Security Threat

Security Requirement

Security Solution

Intrusion, Viruses, DoS At-

Database Server Security

Measures

System Authentication,

Access

tack, Insider Attack Authorization,
control, Role-based Access
Control List, Ant-Virus
S/W, Firewall, Intrusion
detection system, Security

audit, Activity logs, Data

backup, Service packs &
Patches
Spurious Data  Attacks: | Validate and Sanitize input | Use stored  procedures
SQL Injection data before passing it to | or extended procedures

SQL Query to avoid granting access
to tables. Strict access
control policy, audit and

check the logs.

security requirements and solutions are very similar to those mentioned in the above sub-
section titled “RFID Middleware”, but with the following additional considerations.

Security Threats [Table.21]

Network Threats Intrusion, viruses, eavesdropping, DoS, Man-in-the-Middle and Re-
play attacks.

Spurious Data attack SQL Injection.

Insider Attacks Disgruntled employees, and saboteurs.

Security Requirements & Solutions [Table.2Z7]

e System Authentication, Authorization, Access control, Role-based Access Control
List (RBAC), Ant-Virus S/W, Firewall, Intrusion detection system, Security audit,
Activity logs, Data backup, Service packs & Patches

e SQL Injection attack can be prevented by checking for buffer overflows, validate and

sanitize input data before passing it to SQL Query , disable script execution by any
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outside sources, setup appropriate access rights to database, and strict access control

policy, audit and check the logs.

e Physical Access Control: Restricted access control to the premises, CCTV cameras.

2.3.8 EPCIS Query Interface

Table 2.8: Security Assessment of EPCIS Query Interface

Security Threat Threat To Security ~ Require- | Security Solution
ment

Eavesdropping, EPCIS Data, EP- | Secure Commu- | SSL-TLS /

Replay Attack, | CIS Accessing | nication Tunnel, | EAP-TLS (wire

Spoofing, Man-in- | Application-EPCIS | EPCIS Access- | / wireless comm..),
the-Middle Attack Repository Imper- | ing Application- | Identity certificates
sonation Middleware Mutual | — X.509, Digital

Authentication Signatures, Public

Key Authentication

The security threats, security requirements and solutions are very similar to those men-
tioned in the above sub-section titled “Reader Interface”. But in this case we need to pro-
tect the communication channel between EPCIS Query Interface and EPCIS Repository,
and EPCIS Accessing Application, where attacks can be mounted to extract sensitive EP-
CIS data. These threats could e.g., allow an adversary to access the EPCIS data being
retrieved /sent from/to EPCIS Repository (or EPCIS Accessing Application)and corrupt
the EPCIS repository database.

Security Threats [Table.2CH]

Network Threats Threats like eavesdropping, DoS, Man-in-the-Middle and Replay at-
tacks can be mounted on the communication channel between the EPCIS Query In-
terface and EPCIS Repository. These threats could e.g., allow an adversary to ac-
cess the EPCIS data being retrieved/sent from/to EPCIS Repository and corrupt
the EPCIS repository database.
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Security Requirements & Solutions [Table.2ZR]

Secure Network & Mutual Authentication Secure communication tunnel between the

authenticated EPCIS Accessing Application and EPCIS Repository using services
like SSL/TLS, EAP-TLS, and X.509.

Authorization After authorizing an EPCIS Accessing Application, give out only the EP-

CIS information that is relevant to that EPCIS Accessing Application based on its

role in the supply chain e.g., distributor, wholesaler, retailer, etc.

2.3.9 EPCIS Accessing Application

Table 2.9: Security Assessment of EPCIS Accessing Application

Security Threat

Security Requirement

Security Solution

Unauthorized EPCIS Infor-

mation Access

Decide which EPCIS infor-
mation should be revealed
to the Accessing Applica-
tion of the requesting EPC-
global Subscriber (Distrib-

utor, Retailer)

Role-based Access Con-
trol, Identity certificates —
X.509, Digital Signatures,

Public Key Authentication

Intrusion, Viruses, DoS At-
tack, Insider Attack

Application Server Security

measures

System Authentication,

Authorization, Access
control, Role-based Access
Control List, Ant-Virus
S/W, Firewall, Intrusion
detection system, Security
audit, Activity logs, Data
backup, Service packs &

Patches

Spurious Data  Attacks:

Buffer Overflow

Code
checking

review, Bounds

Use of programming lan-
guage that offer bounds
checking (Java, .NET)

Data  Attacks:

Code Injection

Spurious

Input validation, Input en-

coding, Output encoding

Accepting RFID data in

the exact predefined format

EPCIS Accessing Application can be considered as an application server; therefore the
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Table 2.10: Security Assessment of Root/Local ONS

Security Threat

Security Requirement

Security Solution

ONS
File Corruption, Unautho-
rized Updates, IP Address

Spoofing, Server to Server

cache  poisoning,

threat, Data Interception,

Server to Client threat

Similar to DNS
(e.g., DNS Security Exten-
sions - DNSSEC)

Secure

Origin authentication of
DNS data, Data integrity,
Authenticated Denial of
Existence, Digital Signa-
tures, Digital Certificates,

Data Confidentiality, Fire-

wall, Access Control List

security threats related to application server are also applicable to EPCIS Accessing Ap-
plication. These security threats, security requirements and solutions are very similar to
those mentioned in the above sub-section titled “RFID Middleware”, but with the follow-

ing additional considerations.

Security Threats [Table.2ZH]

e Unauthorized Access to EPCIS Data: Some of the EPCIS data must be available
to only authorized EPCglobal Subscribers. Therefore it becomes essential for EPCIS
Accessing Application to categorize EPCglobal Subscribers based on their credentials
(roles and capabilities) and provide only the EPCIS data that is related and relevant
to them.

Security Requirements & Solutions [Table.2Z4]

e EPCglobal Subscriber Authentication, Authorization, & Access Control: EPCIS Ac-
cessing Application verifies the EPCglobal Subscribers’ X.509 certificates, digital sig-

natures, and public key authentication (X.509 authentication framework).

2.3.10 Root/Local ONS
Security Threats [Table.2ZT0]

e The security threats for ONS could be similar in nature to security threats for DNS
such as: File Corruption, Unauthorized Updates, ONS cache poisoning, IP address

spoofing, Server to Server threat, Data interception, and Server to Client threat.

29




Table 2.11: Security Assessment of Subscriber Authentication System

Security Threat

Security Requirement

Security Solution

Malicious EPCglobal Sub- | Providing Credentials & | SSL-TLS / EAP-TLS

scribers Authentication (wired /wireless com-
munication), Identity
certificates — X.509, Digital
Signatures, Public Key
Authentication

Intrusion, Viruses, DoS At- | Application Server Security | System Authentication,

tack, Insider Attack measures Authorization, Access
control, Access Control
List (ACL), Ant-Virus
S/W, Firewall, Intrusion

detection system, Security
audit, Activity logs, Data
backup, Service packs &

Patches

Security Requirements & Solutions [Table.Z 1]

e Similar to Secure DNS (e.g., DNS Security Extensions - DNSSEC).

e Good system administration: secure backing-up of the files, proper read and write

permissions applied. Access Control Lists.

e Origin authentication of DNS data, Data integrity, Authenticated Denial of Exis-

tence, Digital Signatures, Digital Certificates, and Data Confidentiality.

e Firewall & Intrusion Detection System.

2.3.11 Subscriber Authentication System

Subscriber Authentication Service can be considered as an application server, therefore the

security threats related to application server are also applicable to Subscriber Authenti-

cation Service. These security threats and security requirements and solutions are very

similar to those mentioned in the above sub-section titled “RFID Middleware”, but with

the following additional considerations.
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Security Threats [Table.ZZTT]

e Unauthorized EPCglobal Subscribers: Some of the EPCIS data must be available to
only authorized EPCglobal Subscribers. Therefore it becomes essential to authorize,
and authenticate EPCglobal Subscribers based on their credentials and provide only
the EPCIS data that is related and relevant to them.

e Intrusion, viruses, eavesdropping, DoS, etc.

Security Requirements & Solutions [Table.2ZZTT]

e Subscriber Authentication Service, authenticates the identity of an EPCglobal Sub-
scriber, provides credentials that one EPCglobal Subscriber may use to authenticate
itself to another EPCglobal Subscriber, without prior arrangement between the two
Subscribers, and authenticates participation in network services through validation

of active EPCglobal Subscription.

e System Authentication, Authorization, Access control, Access Control List (ACL),
Ant-Virus S/W, Firewall, Intrusion detection system, Security audit, Activity logs,
Data backup, Service packs & Patches.
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Figure 2.4: Security Assessment of REFD: Supply Chain Management System




2.4 Summary and Discussion

This chapter carries out a thorough security assessment of the RFID-based supply chain
management system that adheres to the EPCglobal Architecture Framework specification.
We identified the security threats that affect each of the entities in the framework and pro-
posed some security requirements and needed security solutions. Securing this framework
would lead to a secure and safe RFID-based supply chain management system.

The electronic pedigree of the items within the supply chain, and EPCglobal Sub-
scriber’s network can be protected by undertaking the following measures: “Subscriber
Authentication” a core service of the framework can issue X.509 certificates and public-
private security keys to the EPCglobal Subscribers and this helps in mutual authentica-
tion, authorization and establishing secure communication channels among the communi-
cating EPCglobal Subscribers. Similarly all the resource rich entities like RFID reader,
RFID Middleware, EPCIS Repository, EPCIS Accessing Application, and ONS can au-
thenticate, authorize and establish secure communication channels by using X.509 Authen-
tication Framework and technologies like SSL-TLS and EAP-TLS. We also need to pro-
tect application servers (RFID Middleware, EPCIS Accessing Application) and database
servers (EPCIS Repository) by installing system authentication and role-based access con-
trol, firewall, intrusion detection system, anti-virus software, and input data and SQL
query validation. But the threats from cloned RFID tags, malicious snooping RFID read-
ers, and unauthorized tag’s data access and manipulation can only be prevented by incor-
porating a tag-reader mutual authentication scheme, which will be addressed in details in

chapter B.
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3. RFID: Tag<Reader—Server Security

This chapter first introduces the security aspects of the EPCglobals’s “The Class-1 Generation-
2 (C1G2) UHF RFID Protocol for Communications at 860MHz - 960MHz Version 1.2.0
[[2]” standard also knows as the ISO 18000:6C standard. It then highlights the various
security threats effecting Tag<Reader—Server communication and the required security
countermeasures. The chapter also describes some of the related work and proposes two
simple, cost-effective, light-weight, and practical cryptographic protocols to alleviate the

security threats and provides their security analyses.

3.1 Security Aspects of Class-1 Generation-2 (ISO 18000:6C)
RFID Protocol

As per EPCglobal C1G2 UHF RFID Protocol standard [I7], a tag’s chip has four mem-
ory banks: Reserved, EPC, TID, and User. The EPC memory bank is used to store the
EPC number, TID memory bank for tag’s unique manufacturer identity number, and User
memory bank for additional user data. The manufacturer of the items stores a 32 bit
Access Password (APwd) and a 32 bit Kill Password (K Pwd) into the tags’ Reserved
memory bank. The reserved memory bank is permanently locked by the manufacturer;
therefore the Access and Kill passwords can neither be read nor modified by any reader.

The tag has the capability to verify these two passwords, therefore if a reader sends
the right Access Password, the tag enters the Secured State, where the reader is allowed
to carry out mandatory commands such as Read, Write, and Lock on the tag. On the
other hand if a reader sends the right Kill Password, the tag enters the Killed State,
where it is permanently disabled. The C1G2 standard does not provide details on how
to securely communicate the Access Password and Kill Password to the readers along the
supply chain.

According to the C1G2 standard, tags can generate 16 bit random or pseudo-random
numbers Ry, and execute XOR (@), and cyclic-redundancy check (CRC) operations. Ini-
tially the reader identifies the tag via a Query command to obtain its EPC number. Later,
the reader and tag implement an Access command; which causes the tag to transition

from the Open to the Secured State. Reader and tag can communicate indefinitely in the
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Secured State.

The Access command is fairly easy to understand by studying the multi-step procedure
shown in Fig. Bd. Just prior to issuing the Access command the reader first requests a
random number from the tag via the Req_RN command. Later, the tag sends two 16 bit
random challenges Rr; and Rps. The reader responds with CCPwdy; = APwdy & Ry
and CCPwd;, = APwdy, @ Rrs. In here the Rp, is used has an XOR-pad to obscure
APwd, this is known as Cover-Coding (CCPwd) Access Password. Each XOR operation
shall be performed first on APwd’s 16-Most Significant Bits (MSB) APwdy,, followed by
16-Least Significant Bits (LSB) APwdy. The tag verifies these responses in order to au-
thenticate the reader. To ensure the validity and integrity of received data both tags and
readers shall compute and send a 16 bit Cyclic-Redundancy Check (CRC) value along
with their data.

RFID Reader RFID Tag
EPC#, APwd EPC#, APwd

1. Reqr

2. Ry, CRC(Rpy)*

3.CCPwdy = APwdy & Ry, CRC(CCPwdyy)*

3.1. Verify APwdy; == CCPwdy & Ry
4. Reqgr

5.RT2, CRC(RTQ)*

GCCP’de = APde (&) RTQ, CRC(CCPU)dL)*

6.1. Verify APwd;, = CCPwdy, & Rro

if: Steps 3.1 & 6.1 are verified “Reader Authenticated”; else: End communication

CRC( )* is verified by the receiver for data integrity

Figure 3.1: EPCglobal C1G2 (ISO 18000:6C) Protocol: Access Procedure
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3.2 Security Threats

In the Access procedure (Fig. B), the tag sends its un-obscured challenges Rp; and Ry
(steps 3 and 5) in the open. Therefore by eavesdropping on any one of the communication
sessions between the tag and the reader any adversary can capture Rp; and Rps, and
reverse the @ operation in the reader’s responses - steps 3 and 6 to expose APwd. Because
of this flaw, even though both the ISO and EPCglobal standards provide (weak) reader
authentication and tag memory locking features, they suffer from the following security
threats:

3.2.1 Man-in-the-Middle Attack

To accommodate quick and speedy scanning of goods in large bulks, EPCglobal C1G2
UHF RFID tags exhibit outstanding far-field performance. Readers can query and com-
municate with these tags over a range of 10 meters. Therefore, we can anticipate Man-
in-the-Middle attacks from powerful malicious readers. This attack can be mounted to
eavesdrop on the communication channel between the tag and the reader, capture the
tag’s EPC number, impersonate either as a tag or a reader, manipulate their communi-

cating data, and disclose/expose the Access Password.

3.2.2 Cloned Fake Tags

The intrinsic functionality of a tag is to respond to any querying reader with its EPC
number. Therefore a malicious reader can easily scan and copy the data (EPC number
and exposed Access Password) on a genuine tag and embed the same data onto a fake
tag. This fake tag can be attached to a counterfeit item. Even though a particular tag

gives out a genuine EPC number, it must still be authenticated by the reader.

3.2.3 Malicious Readers

An exposed Access Password can be utilized by a malicious reader to corrupt the genuine
tag. Therefore a tag must also be able to authenticate its reader. Also, only authorized

readers must be allowed to access the EPCIS.

3.2.4 Insider Attack

All the hundreds of readers in the supply chain cannot be trusted with Access and Kill

passwords. Any disgruntled employee can compromise authorized readers in a system and
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can easily obtain the Access Password. The Access Password for a tag remains the same
for the rest of the item’s life cycle. Therefore, an exposed Access Password at any of the
stockholders end, would easily lead to fabrication of cloned fake tags with the same Access

Password.

3.2.5 Consumer Information and location privacy violation

A consumer carrying a tagged item can be identified, tracked and traced based solely on

the tag’s unique EPC number.

3.3 Proposed Countermeasures

e Tag + Reader — Server/EPCIS mutual authentication, alleviates the threats from

tag/reader impersonation, malicious readers, and cloned fake tags.
e Communicating-data confidentiality and integrity.
e Secure key-distribution and key-protection.

e Readers must not be provided with any of the keys, but only be permitted to relay
obscured data between the tag and the EPCIS/back-end server.

e Anonymity for the tags that are in the possession of a consumer.

3.4 Proposed Tag-Reader Mutual Authentication (TRMA)

Protocol

The main advantage of this proposed protocol is that it does not require the implementa-
tion of any special cryptographic hash functions/keys within the tag. There is also no need
for the tag and the reader to synchronize security keys/hash values. We in fact propose to
improve the existing one-way reader-to-tag authentication Access procedure (proposed by
EPCglobal) to also accommodate tag-reader mutual authentication. This particular pro-
tocol utilizes tag’s already existing, 16-bit random number generator, XOR function, and
Access € Kill Passwords. It is not a fully secure protocol but it is simple, cost-effective,
and light-weight to be implemented on a tag, and also it is practically secure, and highly
suitable to the RFID-based supply chain processing scenario. Table B provides the list

of notations we used in this protocol.
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Table 3.1: Notations.

Notation Description

Reqr Command Requesting 16bit Random No.

Rr, 16bit Random No. Generated by Tag

Ryre 16bit Random No. Generated by Manufacturer
APwd Tag’s Access Password

KPwd Tag’s Kill Password

APwdy, 16 MSBs of APwd
APwdy, 16 LSBs of APwd
CCPwdy; Cover-Coded APwd),
CCPwd;  Cover-Coded APwdy,

PAD, Generated Pads for Cover-Coding
I Concatenates its right operand to the end of its left operand
&) Bit-wise XOR Operation

3.4.1 Contributions of the Proposed TRMA Protocol

In order to alleviate the above mentioned threats, in this paper we propose the following:

Low-cost passive-tags have tightly constrained computational and memory resources.
Therefore we propose a simple, cost-effective, light-weight, and practical tag - reader

mutual authentication protocol.
A better approach to cover-code or obscure tag's Access Password (APwd)
Secure distribution of obscured tags’ APwd to stakeholder’s RFID readers

The manufacturer of the product plays a vital role in the tag-reader mutual authen-
tication process. Therefore, the manufacturer can also implicitly keep track on the

whereabouts of its products.

Our protocol adheres to EPCglobal: Architecture Framework specification [, Class
1 Gen 2 UHF RFID Protocol [12], and Certificate Profile [I3]

3.4.2 Supply Chain Processing Scenario and Assumptions

Let us assume that a distributor receives a pallet of products from a manufacturer. The

distributor must authenticate the tag attached to the pallet. But the reader at the dis-
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tributor’s end does not know the tag’s APwd. Therefore the reader contacts the manu-
facturer in order to get the APwd. But, giving away the APwd to the distributor would
compromise the security of the tag for the rest of its product life cycle and supply chain
processing. Therefore in this proposed protocol the Manufacturer, Distributor’s Reader,
and the Tag follow a multi-step protocol procedure (Shown in Fig.B3).

As per the EPCglobal Architecture Framework Specification [[1], RFID readers are
supported, monitored, and managed by many back-end computer terminals and programs
such as RFID Middleware, EPCIS Accessing Application, EPCIS Query Interface, EPCIS
Repository, and ONS. For reasons of clarity, we will consider the readers at the distribu-
tor’s end and their back-end computer terminals and programs as one single entity called:
“RFID Reader”. We assume that the communication channel between the resource rich
entities like RFID Reader, and Manufacturer, to be highly secure (SSL-TLS, EAP-TLS,
and X.509 Authentication Framework). The trusted “Subscriber Authentication [I1]” core
service identifies the roles (distributor, wholesaler, and retailer) of various stakeholders and
distributes appropriate X.509 type certificates [I3] to them. These certificates authenti-
cate, authorize, and secure the communication channel among them. We assume that the
RFID Reader, and Manufacturer share their digital certificates and be able to execute
Signature - Sig{.} and Encryption - Encr{.} functions.

3.4.3 Description of the Proposed TRMA Protocol

Our proposed protocol can be easily understood by looking at Fig.B2. Steps 1-5 details
Reader Authentication Process. Steps 6-9 describe Tag Authentication Process. Please
note that Steps 1-9 are carried out in one interrogation session between the tag and the
reader. After Step 9, if the verification of the tag is successful, the Manufacturer also
updates it’s EPCIS Repository with the information that a pallet to which this authentic
tag is attached to has reached the distributor, and also other information associated with
this event.

One of the main components of our proposed protocol is PadGen(.): Pad Generation
Function. Detailed description of the PadGen(.) function is described in the next sub-
section. In short, this function takes two 16-bit random numbers each, from the Tag
(Rrz) and the Manufacturer (Rpz;), and utilizes the Access (APwd) and Kill (KPwd)
Passwords, to generate two 16-bit Pads (PAD,). Since ONLY the tag and the manu-
facturer know (APwd) and (KPwd), just by sharing the random numbers among them-
selves (via RFID reader), both the tag and the manufacturer can generate the same pads.
Later these two pads are in-turn used to cover-code (XOR) the two 16-bit (APwd) chunks
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Insecure Channel

RFID Tag

'Tag Already Has:

1EPC; Apwd(32)=ApWdw (16) || APWdL (16) ;
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=

Step 3.1: Store
{RTll RTZ}

Step 3.2: Generate & Store

{Ru1, Rm2, Rmz, Rma}

Step 3.3: Execute
PAD; = PadGen(RTl,RMl)
PAD, = PadGen(RTz,RMz)

Step 3.4: Compute
CCPwdw; = APwdy [ PAD;
CCPwd,; = APwd, [J PAD,

=

STEP 5: {CCPwdw:, CCPwdi1, Rm1, Rm2, Ru3, Rua}

@er Authentiction Pr@

STEP 4:{{EPC, CCPwdy;, CCPWd1, Rwi, Rwa, Rus, Rua} |

Step 6.1: Generate
{Rr3, Rra}

Step 6.2: Execute
PADs = PadGen(Rr3,Rwm3)
PADg = PadGen(Rr4,Rm4)

Step 6.3: Compute
CCPWsz = APWdMD PADs
CCPwd_ > = APwd, []PAD¢

@uthentiction Pr@

~

| STEP 7: {EPC, CCPdez, CCPWsz, Rr3, RT4}

STEP 8: {EPC, CCPwdwz, CCP;Wsz, Rr3, Rra}

Step 8.1: Store
{R3, Rr4}

Step 8.2: Execute
PAD-, PadGen(RTg,RMg)
PADg = PadGen(Rr4,Rma)

Step 8.3: Verify IF

APWdM == CCPWdMlD PAD;,
APWdL == CCPWdLl [0 PADg
Y: Tag Authentic

N: Tag is Fake

-

STEP 9: {EPC, AUTHENTIC: Y/N} |

Figure 3.2: Proposed TRMA Protocol



(APwdy;, APwdy). This approach prevents the major drawback of the one-way reader-
to-tag authentication Access proposed by EPCglobal, where the random numbers sent in
open, un-encrypted form, are used as pads to cover-code the APwd chunks. But in our
proposed protocol the generated pads are known only to the tag and the manufacturer,
and using them to cover-code the APwd chunks, provides fair amount of obscurity and
security to the real APwd. Therefore we can fend off threats like exposed tag’s APwd,
malicious snooping readers, disgruntled employee, man-in-the-middle attacks, and cloned
tags.

The manufacturer and the reader mutually authenticate and authorize each other via
their digital certificates and signatures. The manufacturer sends the cover-coded (APwd)
chunks CCPwdy;,, CCPwdy; to only authorized and authenticated reader. When the
reader presents CCPwdy;;, CCPwdyp; to the tag, the tag verifies them and if tallied
the tag authenticates the reader to be genuine. Manufacturer Authenticates Reader, Tag
Authenticates Manufacturer, therefore Tag Authenticates Reader. Similarly the tag sends
CCPwdpre, CCPwdrs to the reader, the reader passes them on to the manufacturer,
where they are verified and if tallied, the manufacturer informs the reader that it is han-
dling a genuine tag. Reader Authenticates Manufacturer, Manufacturer Authenticates Tag,

therefore Reader Authenticates Tag.

3.4.4 Pad Generation Function - PadGen(.):
Formula:
o CCPwdy = APwdy & PAD

e PAD = PadGen(Rry, Ryz)
—KPwdBits(APwdBits(Rrs, Rase), Rra)
Let us represent the 32-bit APwd as:

e Hexadecimal (Base 16) Notation: A € {0,1,3,---,9,A4,B,C,--- ,F}
APwd = AgAyAsA12A16A20A24 Ass

e Binary (Base 2) Notation: a € {0,1}
APwd = apaiazasasasag------ (28029A30031
APwd = APwdy||APwdy,
APwdy = aparag -+ - a13a14a15

APwdy, = a1sai7a18 - (29030031
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Let us represent the 32-bit KPwd as:

e Hexadecimal (Base 16) Notation: K € {0,1,2,3,---,9,A4,B,C,---
KPwd = KoK4KsK12K16K20K24Kog

e Binary (Base 2) Notation: k€ {0,1}
KPwd = kokikokskyqkske------ kagkagksoks1
KPwd = KPwd| KPwdy,

KPwdy = kokika -+ -+ -+ kiskiakis
KPwdy, = kigkirkig -+~ kagksoks1

Let us represent the 16-bit random number Ry, generated by Tag as:

e Hexadecimal (Base 16) Notation: ht € {0,1,2,3,---,9,A4,B,C,--- ,F}

Rpy = htyhtohtshty

e Decimal (Base 10) Notation: dt € {0,1,2,3,---,9,10,11,--- ,15}
ht; = dt;
RTx = dtldtgdt3dt4

Let us represent the 16-bit random number R,;, generated by Tag as:

e Hexadecimal (Base 16) Notation: hm € {0,1,2,3,---,9,4,B,C,---,

Ryre = hmihmohmshmy

e Decimal (Base 10) Notation: dm € {0,1,2,3,---,9,10,11,--- ,15}
hm; = dm;
Rz = dmaidmodmsdmy

Let us compute: APwdBits(Ryy, Ray)

o APwdBits(Rry, Rara)

= Qdty Adty Adts Adty ||adt1+16 QAdtoi16Qdtz16Pdtstie H

adml admg admg adm4 ||adm1+16 adm2+16 adm3+16 adﬂl4+16 [BaSe 2]

= hvihvohvshvy [Base 16, where hv € {0,1,2,3,---,9,A4,B,C,---

F}

 FY]

= dvidvodvsdvy [Base 10, where dv € {0,1,2,3,---,9,10,11,--- ,15}]
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Let us compute: KPwdBits(APwdBits(Ryy, Rare), Rrs)
=KPwdBits(hvyhvshvshvy, Rr,,)

o KPwdBits (h’Ul hvshvghuvy, RT;z)

= kdvl kdw kdvs kdv4 ” kdv1+16 kdv2+ 16 kd'UZH—lG kdv4+ 16 ”

kdtlkdt2 kdt3 kdt4 ||tdt1+16 kdt2+16 kdt3+15kdt4+16 [Base 2]
= hpi1hpahpshpy [Base 16, where hp € {0,1,2,3,---,9,A,B,C,--- | F}]

PAD = hp1hpahpshpy  [Base 16]

An Example for PadGen(.)

As per the C1G2 standard, the Access Password is a 32-bit value stored in tag’s Reserved
memory 20, to 3Fp, MSB first. Also the Kill Password is a 32-bit value stored in tag’s
Reserved memory 00, to 1F}, MSB first. Fig. B3 depicts tag’s logical memory, Access
and Kill password map. The figure includes the bit-wise storage of access password, please
note that the bit-wise storage of kill password is also similar.

Initially the manufacturer’s server executes PadGen(Rr1, Ry ), where it uses the val-
ues of Rry and Ry as location (Locn.) numbers to retrieve the individual Access-Password
(APwd) bits stored in those locations, concatenates these bits in series to form a 16-bit
temporary value - Temp. The server again executes PadGen(Temp, Rp1). But in here,
the server uses the values of Temp, and Rp; as location (Locn.) numbers to retrieve the
individual Kill-Password (KPwd) bits stored in those locations, concatenates these bits in
series to form the final 16-bit PAD value: PAD;

CCPwdy = APwdy © PAD,

PAD; = PadGen(Ry1, Ry)

=KPwdBits(APwdBits(Rz1, Ra1), R1)
Let Temp = APwdBits(Rr1, Ra1)
.. PAD; = KPwdBits(Temp, Ry1)

For example, let us assume:

e The Tag’s Access Password (APwd): AC9EC5DG6y,
The 1st half (16 MSBs) of APwd is
APwdy = AC9E,= 1010 1100 1001 11109
The 2nd half (16 LSBs) of the APwd is
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Figure 3.3: Tag’s Logical Memory & Access Password Map
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APwd;, = C5D6;, = 1100 0101 1101 0110,

e The Tag’s Kill Password (K Pwd): DEC59A4F},
The 1st half (16 MSBs) of K Pwd is
KPwdy; = DECb5,= 1101 1110 1100 01015
The 2nd half (16 LSBs) of the K Pwd is
KPwdy, = 9A4F;, = 1001 1010 0100 11115

L] RTl = A69Dh and RMl = 2B5Fh

o APwdBits(Rr1 , Ran):
APwdBits(A69D;, , 2B5F,):
A69D;, = 10th6h9t" 13" location of Access Password’s MSBs (205, to 2F}),) = 0001
A69D;, = 107619t 13" Tocation of Access Password’s LSBs (305, to 3F,) = 0011,
2B5Fy, = 2"4115th 15" Jocation of Access Password’s MSBs (20, to 2F,) = 1110,
2B5F), = 2"11th5t7 15t Jocation of Access Password’s LSBs (30, to 3F),) = 0110,

e Combining the above 4 results we have a 16-bit Temp value

Temp = 0001 0011 1110 0110, = 13E6,

o KPwdBits(Temp , Rr1):
KPwdBits(13E6;, , A69Dy,):
13E6, = 15379146 location of Kill Password’s MSBs (005, to 0F}),) = 1101,
13E6), = 15t37914"6'" location of Kill Password’s LSBs (005 to 0F),) = 0111
A69D;, = 107619t 13" location of Kill Password’s MSBs (105, to 1F,) = 0111,
A69D;, = 10t7619th 13" Tocation of Kill Password’s LSBs (30, to 3F,) = 0111,

e Combining the above 4 results we have a 16-bit PAD; value
PAD; = 1101 0111 0111 01115 = D777,

3.4.5 Analysis of Proposed TRMA Protocol
Security Analysis

Our proposed protocol is not fully secure, it suffers from the fact that the APwd and
KPwd are only 32-bits each (as per the EPCglobal standard). A simple brute-force at-

tack or other active-attacks on the tag, can crack these two passwords. This is a trade
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off between keeping our protocol simple, low-cost, and adhering to EPCglobal standards,
instead of proposing an expensive and a completely secure protocol. But for a RFID-
based supply chain processing scenario, our proposed protocol proves to be light-weight
and practically secure, this aspect is highlighted in the following sections. Our protocol
provides tag-reader mutual authentication, and prevents the leakage of tag’s APwd by the

stakeholder’s reader or by a disgruntled/compromised employee.
Practically Secure:

An active attacker may continuously eavesdrop on the communication channel between
a particular tag and a reader, in order to extract that tag’s APwd and KPwd. Since
both the passwords are only 32-bits, the attacker can easily mount a ciphertext-only at-
tack. Such active attacks can be prevented by processing the tagged items in an enclosure
(warehouse) that is sealed off from external noise and radio signals from malicious readers.
In an extremely fast paced, RFID supply chain processing environment, it is not feasible
to continuously eavesdrop on one particular tag-reader communication channel for a time
long enough to mount ciphertext-only attack. Several bulks of items pass through the

readers with in a very short interval of time.

Secure Against Reader Impersonation Attack: The first phase of our proposed pro-
tocol is for the reader to authenticate itself to the tag. But a malicious reader does not
posses both the APwd and KPwd, in order to generate corresponding CCPwd. The tag
can easily detect a false CCPwd and immediately stop communication with the malicious
reader. A malicious reader cannot even access the manufacturer (EPCIS) due to lack of
authenticating and authorizing credentials. Therefore a Genuine Reader Impersonation
Attack cannot be successful.

Secure Against Cloned Fake Tags and Tag Impersonation Attack: The second
phase of our proposed protocol is for the tag to authenticate itself to the manufacturer.
But a malicious tag or a cloned fake tag, do not posses both the APwd and KPwd, in or-
der to generate corresponding CCPwd. The manufacturer can easily detect a false CCPwd
and notify the reader that the tag in question is not authentic, it could be either a fake
tag or a malicious tag.

On the other hand, a fake tag or a device emulating the functionalities of a malicious
tag, may use the same random numbers or weak random numbers (e.g., 0000y, 11114,
FFFFy, etc.) repeatedly in order to cryptanalyze the CCPwd obtained from the manu-
facturer (during the reader authentication phase of our protocol). Therefore for additional

security, the reader (at the distributor’s end) or the manufacturer must detect and termi-
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nate the communication, if one particular tag is using the same or weak random numbers
for over a certain number of consecutive sessions. Since the manufacturer is a resource rich
entity, it can keep track of the random numbers and also enforce the generation of good
quality random numbers from the tag. The reader or the manufacturer can easily detect
an anomaly, if one particular tag is being interrogated or making its presence felt more
than a certain pre-defined number of times. This means that this tag is stationary, and
is not moving through the supply chain processing. Chances are that, it can be a device
emulating the functionalities of a malicious tag. With the above two security measures a

Genuine Tag Impersonation Attack cannot be successful.
Tag’s Access Password Never Exposed

Unlike the EPCglobal’s authentication Access procedure, our protocol does not use
the random numbers sent in an un-encrypted form as pads to cover-code the tag’s APwd.
Instead these random numbers are used in association with the tag’s APwd and KPwd to
generate the pads. These generated pads are known only to the tag and the manufacturer.
Using these pads to cover-code the APwd provides fair amount of obscurity and security
to the tag’s real APwd.

Secure Against Insider Attacks

In order to prevent leakage of APwd by disgruntled/compromised employees or readers,
our proposed protocol does not deliver the tag’s APwd to any of the stakeholder’s reader.
The reader (e.g., at distributor’s end) relays only the cover-coded APwd from both the
Manufacturer, and the tag. Only the tag and the manufacturer can compute the right
pads to verify the CCPwd. We can also adopt a “RFID system level check”, where the
system gives out an alert to the manufacturer, whenever a particular compromised reader
at a stakeholder’s location is continuously trying to interrogate only one particular tag

with an intention to crack its APwd.
Secure Against Replay Attacks

To compute the pads, we use two random numbers each, generated by both the tag and
the manufacturer. Therefore replaying a particular session would not serve any purpose
for the adversary, as at least either the tag or the manufacturer would be genuine to
generate unique random numbers for every session. As unique random numbers are used

during different sessions, the computed pads are always unique.
Password Scalability

As mentioned before, a 32-bit password is not secure against active attacks like brute-
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force attack or ciphertext-only attack. We did not want to make major changes to the
ratified standard, so we adhered to the 32-bit passwords and enhanced its security with
very minor tweaks. Our proposed protocol can still be applicable, and more strengthened,
in the case, where the length of the APwd and KPwd is extended for active-tags or tags

for very expensive items.

Deployment

We assumed that, in order to secure their communication channel the RFID Reader, and
Manufacturer share their digital certificates and be able to execute Signature - Sig{.} and
Encryption - Encr{.} functions. These PKI-based certificate, encryption and signature
schemes are expensive with respect to computational and performance factors. One may
also feel that our proposed protocol may cause overhead to the RIFD-based supply chain
management system, as the stakeholder’s reader needs to securely communicate with the
manufacturer in order to authenticate every tag.

To reduce this overhead, the manufacturer can setup a secure server at every stake-
holder’s supply chain processing facility. Only, the manufacturer can remotely access, mon-
itor, and manage this server and also update the server with tags’ Access & Kill pass-
words, and other required data. The stakeholder’s RFID reader can now securely query
this server in order to authenticate any tag in it’s possession. We can also assume that
the manufacturer’s EPCIS is a highly resource rich entity, which is designed to take heavy
computational and storage load. EPCIS is actually a network of high performance com-
puter terminals and huge databases, whose main role is to assist a very large number of
supply chain partners and consumers. We therefore assume that the manufacturers must
have installed load balancing, firewall, bandwidth management, and backup mechanisms to
support EPCIS. If the above assumption is not feasible for some reasons, during the first
PKI-based authentication and encryption, reader and manufacturer can share a symmet-
ric key. After which, we can secure the communication channel with only Keyed-Message
Authentication Code (MAC), which reduces a great deal of burden.

Light-Weight Protocol

Our protocol does not use any special cryptographic functions. As per the EPCglobal
Class 1 Gen 2 UHF RFID Protocol standard [1?], the tag has the capability to compute
XOR operations, generate random numbers, temporarily store random numbers and fetch
the APwd and KPwd embedded within its Reserved Memory bank. Our protocol utilizes

only these features.
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Our protocol just needs an additional five 16-bit temporary storage memory slots within
the tag, for four random numbers from the manufacturer and one for PadGen(.) function.
Since Class-1 Gen-2 tags can have a 512-bit memory capacity or more (depending on the
manufacturer), these additional five 16-bit temporary storage memory slots, can be eas-
ily incorporated. The one-way reader to tag authentication Access procedure proposed by
EPCglobal requires two 16-bit temporary storage memory slots. Pad generation function
utilizes the tag’s (already existing) memory fetch capability, which collects the individual
bits of the APwd and KPwd from the memory locations identified by the random num-
bers and concatenates these bits to form PADs. Therefore our proposed protocol is light
weight and requires minor changes to the EPCglobal Class 1 Gen 2 UHF RFID Protocol

standard.

3.4.6 Drawbacks of TRMA Protocol

Exploiting the weaknesses already mentioned in the security analysis of our TRMA pro-
tocol, Peris-Lopez et al. [41] showed that the TRMA protocol is prone to key-disclosure
threat via impersonation and man-in-the middle attack scenarios and sending weak ran-
dom numbers. As per this attack, the 16 least significant bits of the access password
can be obtained with probability 272, and the 16 most significant bits with a probability
higher than 27°. It also shows how an attacker can recover the entire kill password with
probability 272 within 4 eavesdropped sessions in the case of a passive attack, or just 2
consecutive sessions under an active attack.

Therefore in the next section we propose a DCSTaR protocol: Diffusion-Confusion

based Light-weight Security for RFID Tag-Reader Communication.

3.5 Proposed DCSTaR Protocol

DCSTaR: Diffusion-Confusion based Light-weight Security for RFID Tag-Reader

Communication

3.5.1 Contributions of the Proposed DCSTaR Protocol

The proposed protocol is called DCSTaR, which takes a different approach, focusing and
encouraging future research on the (above mentioned) simplified yet specific threats per-
taining to low-cost passive-tags in the supply chain and those in the possession of the

consumer. Our proposed protocol has the following salient features:
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Low-cost passive-tags have tightly constrained computational and memory resources.

Therefore the proposed protocol is simple, cost-effective, light-weight, and practical.
It is a challenge-response protocol.

A light-weight protocol satisfying all the above-mentioned countermeasures and con-

sisting of a simple cipher to encrypt the challenges from the tag.

It utilizes only the primitives: RNG, CRC, and XOR and provides Diffusion and
Confusion - the two fundamental properties for a secure cipher [A7], taking in 32
bits and producing 32 ciphered bits. Diffusion: the output bits should depend on
the input bits in a very complex way. Confusion: making the relationship between

the key and the output bits as complex and involved as possible

The novel Diffusion and Confusion cipher is simple to implement and execute in a

tag. Its design is not as complex as a block cipher.

Tag encrypts the challenges that are sent to the interrogator, but doesn’t have to

do any decryption to verify the response from the interrogator.

The protocol may not provide a full-proof security but just enough security that

justifies the cost of passive-tags.

Unlike the other protocols, our proposed protocol is also an efficient way for con-
sumers to verify an item is genuine or fake. Finally, it considers anonymity where

it is needed the most, for the tags in the consumer’s possession.

3.5.2 Setup and Assumptions

We propose an expansion to the tag’s reserved memory bank (Fig.Bd). We included: a
96 bit Key: K[95:0] and sixteen 4bit Substitution Keys: Up[63:60] ~ Uis[3:0].

The key K[95: 0] is unique for each tag. The keys: Up~15 must all be unique among

each other, i.e., no two memory addresses should have the same key, satisfying 1:1 map-

ping between the address and the key. The criteria to choose s-boxes [Z6] [24] for block-

ciphers can also be applied to choose the unique keys: Up~15 that are secure against dif-

ferential and linear cryptanalyses, therefore such (many) sets of good unique keys could

be “wisely” re-used among different tags. All these keys are kept secret between tag and
EPC-IS. Before initiating DCSTaR, the reader Query EPC from tag and relay it to the
EPC-IS.
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Addr. Reserved Memory Bank Map

3F0, ~ 3FB Ut5[3:0
h - h 15.[ ] 16 x 4bit unique keys = 64bits
: : (1:1 mapping b/w [U Addr| <> Uy1s)

3000, ~ 3081, | Uo[63:60]

505, ~ 5Fy, Key: K|[15:0]

40;, ~ 4F), Key: K[31:16]
305, ~ 3Fy Key: K[47:32]
20, ~ 2F), Key: K|[63:48]
10, ~ 1Fy, Key: K[79:64]
00, ~ OF), 96 bit Key: K[95:80]

Figure 3.4: Proposed Changes to the Tag’s Reserved Memory Bank

3.5.3 Description of the Proposed DCSTaR Protocol

Our proposed DCSTaR protocol could be easily understood by studying the Fig.B™. The
Fig. B8 describes Diffusion & Confusion procedure: fs, s, (71,72)=C, which obscures 32
bit T7 and T3 into a 32 bit cipher C. The S and S5 are seeds for the 16 bit Round Keys

(Yo~e)-

Diffusion & Confusion Procedure: fg, s,(71,72)=C: Fig.ZR

Our Diffusion & Confusion Procedure could be considered as a much simplified/modified
version of the PRESENT block-cipher [@]. The PRESENT block-cipher is a Substitution
Permutation network consisting of 31 rounds. The block length is 64 bits and two key
lengths of 80 and 128 bits are supported. Whereas our proposed Diffusion & Confusion
Procedure is just 2 round substitution and permutation, with a block length of 32 bits and
a key length of 96 bits (shorter key lengths can also be used). The purpose of our Diffusion
& Confusion Procedure is not to provide a secure and full-proof encryption/decryption but
just sufficient to obscure the 32 bit challenge and response pair (T7,7%). Therefore our
Diffusion & Confusion Procedure is not as cryptographically strong than the PRESENT
block-cipher, but we strongly believe that our procedure would justify the purpose of ex-

tremely low-cost passive tags in the supply chain management.

Round Key The 16 bit round keys Yy --- Yy are calculated as below:
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Yo = CRC(K, S, So)
Y, = CRC(Y,_1,K,S;,85) for n=1,2,3,4,5,6

The PRESENT block-cipher [d] can support key sizes is 80 bits or 128 bits. The
round keys are 64 bits each generated by taking 64 leftmost bits of the key from
the key register and then the key register is rotated by 61 bit positions to the left,
the left-most four bits are passed through the present S-box, and the round-counter

value is exclusive-ored with 15" through 19" bits of the key.

Whereas our Diffusion & Confusion Procedure round keys are just 16 bits each and

they are calculated by using the already existing CRC primitive in the low-cost tags.

Mapping Function (MU()) The MU() is a mapping function where 4 input bits are
replaced by a 4 bit unique Key; e.g., please refer (Fig.BH), where MU(0011) =
MU(3p) = (3305,~333),) = Us[52:54]. As mentioned above, the MU() can be consid-
ered like a 4 Substitution Box (S-box) which provides non-linearity and is applied 16
times in parallel in each of the two round Diffusion & Confusion Procedure. Whereas
PRESENT block-cipher [d] applies 4 S-box 16 times in parallel in each of its 31
rounds. Below we briefly mentions the properties of S-boxes.

Properties of S-boxes

The properties of the S-boxes [49] in a cipher are important in the consideration of
a cipher’s security against differential cryptanalysis [3] and linear cryptanalysis [B1].
An m xn S-box, S, performs a mapping from an m-bit input X to an n-bit output
Y . Considering all S-boxes, {S;}, in a cipher, the maximum differential probability
ps is defined as:

ps =max  max prob{S;(X) & S;(X & AX) =AY}

where “@” denotes a bitwise XOR and “A” denotes a bitwise XOR difference. The

maximum linear probability is defined as:

— . — . . — 2
qs = max FXH;Ié%?(FY (2xprob{X -TX = S;(X)-TY}—-1)

where “” denotes a bitwise inner product and I'X and I'Y denote masking variables.

All 4 x 4 S-boxes are assumed to satisfy ps,qs <272,

Example S-box based on the one used in PRESENT Cipher [@] We could
use the similar S-box as shown in Fig.B34 proposed in the PRESENT block cipher,

which satisfies the above properties of S-boxes.
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Input 4
Bits

U Addr. 300 300 | 300 300 | 300 | 300 300 300 300 300 | 300 300 300 | 300 300 300

303 303 303 303 303 303 303 303 303 303 303 303 303 303 303 303

U Key:
Output C 5 6 B 9 0 A D 3 E F 8 4 7 1 2
4 bits

Figure 3.5: Example S-box based on the one used in PRESENT block cipher [d]

Bit Transpose The Bit Transpose used in our Diffusion & Confusion Procedure is a 32
bit narrowed down version of 64 bit permutation table used in PRESENT block
cipher [d] as shown in Fig.BH.

Input bit
position

Transposed
Output bit 0 16 8 24 1 17 9 25 2 18 26 10 3 19 11 27
position

Input bit

. 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
position

Transposed
Output bit 4 20 12 28 5 21 13 29 6 22 30 14 7 23 15 31
position

Figure 3.6: The 32 bit version of permutation table used in PRESENT block cipher [d]

The Inverse of Diffusion & Confusion Procedure fs_11,52 (C): In our DCSTaR proto-
col (Fig.B) the inverse of Diffusion & Confusion Procedure is done only by the
server/EPCIS. Referring to Fig.BR it is fairly easy to compute this inverse. First
we generate all the (Yp¢) and proceed with the fs, g,() procedure bottom-up, until
Ty and Ty are recovered. Here, MU~ (U3[52:54]) = (330,~333;) = 3;, = 0011.

3.5.4 Analysis of Proposed DCSTaR Protocol
Tag<+reader—EPCIS mutual authentication

Readers and EPCIS authenticate and secure their communications via TLS/SSL protocol.
An adversary can’t randomly pick 77 and T3, as T5 and C' can only be computed by a
tag possessing R, Ty, and the keys (K,Up~15). Only the EPCIS possessing these keys
can recover Ty, Ty and verify CRC(K, R,T1) == T, and then compute J;. The R, Ti, S,
and Sy are unique per transaction and are all linked together through out the protocol to

thwart any reply attack.
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RFID Tag RFID Reader EPCIS / Backend

EPC+# EPC# (Tag identified)
Keys: K, Uy~ Keys: K, Uy~1s
16 bit RNG(), 16 bit CRC() 16 bit RNG(), 16 bit CRC()
16 bit XOR @, f() 16 bit XOR @, f~1()

1. Generate 16 bit Random: R

2.R, CRC(R)*

3.1. Generate 16 bit Randoms: Si, 55,7}
3.2. CRC(K,R,T))=Ts
3.3, fs,,8,(Th,T2) =C

4.51,8,,C,CRC(S1, S, C)*

51 f5's,(C)=T1,T>

5.2. if: CRC(K,R,T})=="Ts
then: Tag Authenticated
CRC(T1,T) @ Tr = J;

else: Fake Tag, end communication

6.J1, CRC(J;)*

7. if: CRC(Tl,TQ) D T2 == J1
then: Reader / Backend Server Authenticated

else: Malicious, end communication

f(): Diffusion & Confusion procedure (see Fig.B8) / f~!(): Inverse of f()
S1,S52: Seeds for generating Round Keys for f() (see Fig.ZH)
CRC( )* is verified by the receiver for data integrity

Figure 3.7: Proposed DCSTaR Protocol
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Data Integrity

Though CRC()* provides data integrity check, any modification to steps 2, 4 & 6 would
fail the authentication process. If Z represents a command or encrypted-user-data from
the EPCIS, then EPCIS computes CRC(Z,Ty,To)®T>=J;. An adversary can intercept,
modify Z to Z’, and send {J1,Z',CRC(J1,Z")} to the tag. But the tag can detect this
because CRC(Z', Ty, Ts) ® Ty # Ji.

Secure key-distribution and key-protection

DCSTaR protocol can be done online with manufacturer’s EPCIS. Else, the manufacturer
can remotely access, monitor, and manage a server at a large-scaled stakeholder’s supply-
chain processing facility and update this server with relevant tags’ keys. The steps 2, 4,

& 6 do not expose any of the keys.

Reader relaying only obscured data

The steps 4 & 6 do not expose any sensitive data like the keys K, Up~15 and the challenges
Ty, Ty to the readers.

Tag Verification and Tag Anonymity for Consumers

A consumer can use his/her RFID reader-enabled portable device (e.g., mobile phone) to
Query and send R to the tag (as in Step 1-Fig.82). This RFID reader-enabled portable
device obtains the EPC,S1,S5, and C from the tag, and send this data along with the R
to the EPCIS via 3G/4G network or Wi-Fi connection. EPCIS would then verify C' and
replies to the device whether the item is genuine or fake. In here neither the tag’s keys
nor tag’s sensitive data are exposed to the customer.

After purchasing an item the consumer would obtain the tag keys: K, Uy.15 from the
store and store them into his/her device. Using these keys the consumer can execute the
DCSTaR protocol and read-lock the EPC memory bank using the Lock command. As a
result the tag no longer emits its EPC number, thus protecting the privacy of the con-
sumer from eavesdropping malicious readers.

Since the tag no longer emits its EPC number, the consumer executes DCSTaR proto-
col by just sending R to the tag. The tag responds with its 64 bit C', which now becomes
the tag’s Pseudo-ID (PID). The consumer uses this PID to do a brute force search of all

the tags in his/her possession that give out the same C' and thus arrives at the correct
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EPC number. A consumer would not have that many items/tags; therefore we can assume

that there would be no PID collisions or computationally intensive database searches.

Data Confidentiality

Though R is exposed, its just one among two other secrets K and T} needed to compute
T5. The 32 bit C obscures 77 and T5. The 16 bit J; are neither guessable nor exposing
any sensitive data.

Additional feature: A tag may store few bytes of stakeholder’s (user) data. We sug-
gest that the reader Writes already encrypted user data it received from EPCIS. At a
later stage, the reader can retrieve the stored encrypted user data from the tag and re-
lay it to the EPCIS to be decrypted. Thus the data is secured in the tag and also while
writing/reading to/from the tag.

Differential Cryptanalysis

The resistance of a block cipher against differential cryptanalysis [8] depends on the max-
imum probability of differential characteristics, which are paths from the plaintext differ-
ence to the ciphertext difference. based on the similar analysis provided for PRESENT
block cipher [d], assuming that we have at least 4-active S-boxes in our 2-round diffusion-
confusion procedure. The maximum differential probability of a our S-box is 272 and so
the probability of a 2-round differential characteristic with 4-active S-boxes is bounded
by 278. Once again this is very weak in terms of a strong secure encryption cipher, but
for in an extremely fast paced, RFID supply chain processing environment, it is might be
sufficient. However if we assume more than 4-active S-boxes (among the 16 S-boxes in the
2-rounds) as shown in the table B2 below we can achieve better results. This was evident
when we carried out statistical analysis of our diffusion-confusion procedure, which passed
all the tests.

Linear Cryptanalysis

We describe the case of linear cryptanalysis of our diffusion-confusion procedure based on
the similar analysis provided for PRESENT block cipher [d]. Here we analyze the best
linear approximation of our two round diffusion-confusion procedure.

Matsui’s piling-up lemma [37] estimates the bias of a linear approximation involving n
S-boxes to be

n
2n71 H €,
i=1
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Table 3.2: Differential Cryptanalysis Data

No. of Active S-boxes | Differential Characteristic is Value
Bounded By
5 210 0.0009765625
6 2712 0.000244140625
7 214 0.00006103515625
8 216 0.0000152587890625
9 218 0.000003814697265625
10 2-20 0.00000095367431640625

where the values ¢; are the individual bias of each (independent) S-box. According
to the design principles of our S-box, the bias of all linear approximations is less than
272, Let egjlg denote the bias of a linear approximation over l-round involving j active
S-boxes. Therefore the overall bias for a 1-round and 4-active S-boxes approximation can

be bounded as follows:

Therefore the maximal bias of a linear approximation of 1-round and and 4-active S-
boxes of confusion-diffusion procedure is:

)

1
6(1R§*5

2

we can now bound the maximal bias of a 2-round and 4-active boxes linear approxi-

mation 65‘3 by

Therefore to mount a key recovery attack, linear cryptanalysis of our cipher would re-
quire of the order of (29)? = 2!® = 262144 known plaintext/ciphertexts. This is very weak

in terms of a strong secure encryption cipher, but for in an extremely fast paced, RFID
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supply chain processing environment, it is not feasible to continuously eavesdrop on one
particular tag-reader communication channel for a time long enough time to obtain such
number of known plaintext/ciphertexts. Several bulks of items pass through the readers
with in a very short interval of time. However if we assume more than 4-active S-boxes
(among the 16 S-boxes in the 2-rounds) as shown in the table B33 below we can achieve
better results. This was evident when we carried out statistical analysis of our diffusion-

confusion procedure, which passed all the tests.

Table 3.3: Linear Cryptanalysis Data

No. of Active S-boxes (j) 5;]1;2 Reqd. No. of Known Plaintext/Ciphertexts
5 271 1 4194304
6 2713 | 67108864
7 2715 1 1073741824
8 2717 | 17179869184
9 2719 | 274877906944
10 2721 | 4398046511104

Empirical Statistical Testing

To justify the use of only two round diffusion-confusion and the strength of fs, s, (71, T2) =
C procedure, we used TestUO1 - a software library of ‘utilities for empirical statistical
testing of RNGs’ implemented in the C language [29]. It is comprehensive, frequently up-
dated, and encompasses most of the other test-suites. Different quality criteria are used for
RNGs in cryptology-related applications and for gambling machines in casinos. In these
settings, an additional concern is unpredictability of the forthcoming numbers. The theo-
retical analysis of RNGs in cryptology is usually asymptotic, in the framework of compu-
tational complexity theory. Nonlinear recurrences and/or output functions are used, which
prevents one from measuring the uniformity of the set W, of all t-dimensional vectors of t
successive values that can be produced by the generator, from all its possible initial states
(or seeds). As a result, empirical testing is even more necessary.

We subjected several 150 megabytes of C' values obtained under multiple trails and
different keys to the following batteries of test: SmallCrush, PseudoDIEHARD, Alphabit,
BlockAlphabit, Rabbit, and FIPS-140-2 (NIST std.: security requirements for cryptographic
modules). The batteries Rabbit, Alphabit and BlockAlphabit are for binary sequences

from a cryptographic pseudorandom generator. Most of these batteries return p-values
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Summary results of FIPS-140-2
Number of bits: 20000

Test s-value | p-value | FIPS Decision
Monobit 9979 0.61 Pass
Poker 18.87 0.22 Pass
0 Runs, length 1 2508 Pass
0 Runs, length 2 1233 Pass
0 Runs, length 3 634 Pass
0 Runs, length 4 306 Pass
0 Runs, length 5 168 Pass
0 Runs, length 6+ | 152 Pass
1 Runs, length 1 2450 Pass
1 Runs, length 2 1300 Pass
1 Runs, length 3 653 Pass
1 Runs, length 4 307 Pass
1 Runs, length 5 152 Pass
1 Runs, length 64 | 139 Pass
Longest run of 0 13 0.5 Pass
Longest run of 1 13 0.5 Pass
All values are within the required intervals of FIPS-140-2

Table 3.4: NIST (FIPS_140_2) package: testing & certification of RNGs for cryptographic

applications

for all its tests, and those that are within the [0.001 0.9990] range are passed. To speed-
up these tests, we utilized cluster computing and implemented DCSTaR as a parallel C

program. DCSTaR passed all these batteries of tests.

FIPS_140_2 Test Suite As shown in the Table.Bd, the NIST package contains 15 tests,
oriented primarily toward the testing and certification of RNGs used in cryptographic ap-
plications [g5].

The TestUO1 [29] provides the batteries of tests like the Rabbit, Alphabit and Block-
Alphabit to test the random bits of a cipher output. These batteries of tests encompass
several statistical tests such as: entropy, linear complexity, distinct bit patterns, fourier co-

efficients, autocorrelations, run and gap tests, serial tests, rank of a binary matrix, longest
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Test Name Avg. p-value
smultin_MultinomialBitsOver | 0.70
snpair_ClosePairsBitMatch 0.62
svaria_AppearanceSpacings 0.51
scomp_LinearComp 0.61
scomp_LempelZiv 0.59
sspectral_Fourierl 0.52
sspectral_Fourier3 0.56
sstring_LongestHeadRun 0.66
sstring_PeriodsInStrings 0.69
sstring_ HammingWeight 0.61
sstring_ HammingCorr 0.53
sstring_HammingIndep 0.75
sstring_AutoCor 0.50
sstring_Run 0.60
smarsa-MatrixRank 0.71
swalk_RandomWalk1 0.80

Table 3.5: Rabbit, Alphabit and BlockAlphabit Batteries of Tests
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run of 1’s, hamming weights, and random walk tests, these tests determine if a cipher out-
put is resistant to linear and differential cryptanalysis. We describe each of these tests and
the table.B3 presents the average p-values of these tests, which prove that our diffusion-
confusion procedure function f() is indeed resistant against Linear and Differential Crypt-
analysis.

Let us consider the diffusion-confusion procedure function f(). We want to test the
null hypothesis that the individual bits of the cipher output C' = Cy,Cy,Cs, -+, are in-
dependent and take the values 0 or 1 with equal probability. The standard procedure for
doing this in TestUO01 [29] is to take bits r+1,...,r + s from each cipher output, i.e., skip
the first r bits and take the s bits that follow, for some integers » > 0 and s > 1, and con-
catenate all these bits in a long string. The values of r and s are parameters of the tests.
Tests on binary sequences have been designed primarily in the area of cryptology, where
high entropy and complexity are key requirements. The multinomial tests are essentially

entropy tests.

Linear Complexity One way of testing the complexity is to examine how the linear
complexity Ly of the first £ bits of the sequence increases as a function of ¢. The
linear complexity L, is defined as the smallest degree of a linear recurrence obeyed
by the sequence. It is nondecreasing in ¢ and increases by integer-sized jumps at

certain values of /.

Jump Complexity The jump complexity test counts the number J of jumps in the lin-
ear complexity, J is approximately normally distributed with mean and variance.
The jump size test counts how many jumps of each size there are and compares
these frequencies to the theoretical distribution (a geometric with parameter 1/2)

by a chi-square test.

A different type of test, used in the NIST suite, uses a two-level procedure with
a large N and relatively smaller n. It computes N realizations of L,, counts how
many times each value has occurred, and uses a chi-square test to compare these

counts to their theoretical expectations.

Distinct Bit Patterns Complexity can also be tested by counting the number W of dis-
tinct bit patterns that occur in the string. This number measures the compressibility
of the sequence. W is approximately normally distributed with mean n/log, n and

variance 0.266n/(logy n)3.

Fourier Coefficients Spectral tests on a binary sequence of n = 2* bits compute (some

of) the discrete Fourier coefficients, which are complex numbers defined by
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n—1
fo= (2b; — D)e?™4/m 0 =0,1,--- ,n— 1,

§j=0
where ¢ = /—1. Let |fy| be the modulus of f,. A first test, counts the number Oy
of |fe’s that are smaller than some constant h, for ¢ < n/2. For large n and h =
V/2.995732274n, Oy, is approximately normal with mean p = 0.95n/2 and variance
0% = 0.05u.

Autocorrelations The sample autocorrelation of lagf in a bit sequence, defined as

Run

n—~0—1
Ay = Z C;,® Ci_;,_g
i=0
Ay has the binomial distribution with parameters (n—¢,1/2), which is approximately

normal when n — /¢ is large.

and Gap Tests Every binary sequence has a run of 1’s, followed by a run of 0’s,
followed by a run of 1’s, and so on, or vice-versa if it starts with a 0. Suppose we
collect the lengths of all runs of 1’s and all runs of 0’s until we have a total of
2n runs (n of each type). We count the number of runs of 1’s of length j and the
number of runs of 0’s of length j, for j = 1,--- , k for some integer k (regrouping the
runs of length larger than k with those of length k) and apply a chi-square test on
these 2k counts. Since any given run has length j with probability 277 , we readily
know the expected number of runs of each length. Note that each run of 0’s is a
gap between the occurrence of 1’s, and vice-versa, so this test can also be seen as a

gap test for binary sequences.

We now consider tests that try to detect “dependencies” in bit strings of length m, in

the sense that some of the 2™ possibilities are much more likely than others. All these

tests use essentially (indirectly) the following pattern: regroup the 2™ possibilities for the

bit string into, say, k categories, count how many of the n strings fall in each category,

and compare the results with the expectations.

Serial Tests Number the possible m-bit strings from 0 to £k —1=2™ —1 and let X; be

the number of occurrences of string j in the n strings. The same set of test statistics

like chi-square, entropy, collisions, etc., can be used.

Rank of a Binary Matrix A powerful test to detect linear dependencies between blocks

of bits is the matrix rank test. Fill up a k x £ binary matrix row by row with a bit

string of length m = k x ¢, and compute the rank R of this binary matrix (the
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number of linearly independent rows). Repeat this n times and compare the empir-
ical distribution of the n realizations of R with its theoretical distribution with a

chi-square test.

Longest Run of 1’s The longest head run test is a variant of the run test that looks

at the length Y of the longest substring of successive 1’s in a string of length m.
This is repeated n times and the empirical distribution of the n realizations of Y is

compared with its theoretical distribution by a chi-square test.

Hamming Weights . To measure the clustering of 0’s or of 1’s in a bit sequence, we can

examine the distribution of the Hamming weights of disjoint subsequences of length
m. More clustering should lead to higher variance of the Hamming weights and to

positive dependence between the Hamming weights of successive subsequences.

Random walk tests From a bit sequence of length ¢, we can define a random walk over

the integers as follows: the walk starts at 0 and at step j, it moves by 1 to the left if
C; =0, and by 1 to the right if C; = 1. If we define Sy =0 and S, = 2521 (2b; — 1)
for k > 0, then the process {Sg,k > 0} is this random walk.

3.5.5 Performance Aspects of the Proposed DCSTaR Protocol

DCSTaR achieves tag+reader—EPCIS mutual authentication in just three commu-
nication steps 2, 4, & 6 (Fig.B12).

DCSTaR strictly utilizes only the RNG, XOR, and CRC light-weight primitives/operations.

The mapping function MU() is implemented in a way that the input bits to this
function are used as a memory address to replace them with the KEY stored in
that address. This simple approach requires no additional hardware implementation

like the substitution and inverse tables.
The tag needs to execute only f() procedure but not f~1().

DCSTaR protocol does require an additional memory space to accommodate the keys
and to execute the diffusion-confusion procedure. However we have to assume that
low-cost passive item-tags can have a memory capacity of several bytes e.g., 512
bytes, therefore DCSTaR’s additional memory requirement can be easily incorpo-

rated.
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Comparison between the DCSTaR and C1G2 Access Procedure Air-Interface

Commands

In this section we compared the DCSTaR Air-Interface Commands with the actual C1G2
Access Procedure Air-Interface Commands. The fig. B9 depicts the C1G2 Access Pro-
cedure’s air-interface commands. It can be noticed that it takes 14 steps to achieve only
just a “one-way” reader authentication. Whereas the fig. B0, which depicts our DCSTaR
protocol achieves a tag-reader mutual authentication in just 10 steps and there is no need
for additional commands. The DCSTaR can thus be easily incorporated into the C1G2

protocol.

3.5.6 Comparison with Related Work
Comparison with Optimized/Light-Weight Block Ciphers

Some of the previously proposed solutions are based on hash functions,[2, 8, @6, [9, 44|
and optimized implementations of block (AES, DES) [@], 3], [Z1], [I5], and stream ci-
phers, but passive low cost tags are not capable of executing such computationally inten-
sive functions due to their constrained resources.

Optimized/light-weight ciphers such as PRESENT [d] or HIGHT [21] require only 1,570
or 3,048 gate equivalents respectively [d7]. However, this number of gates may still cause
considerable burden on low-cost passive tags. We compare our DCSTaR protocol’s diffusion-
confusion procedure f() with the PRESENT block cipher [@] .

The PRESENT cipher is an SP-network and consists of 31 rounds. The block length
is 64 bits and two key lengths of 80 and 128 bits are supported. Whereas our diffusion-
confusion procedure f() has a 96 bit key and just two rounds of very basic and fundamen-
tal diffusion and confusion procedure. Our diffusion-confusion procedure f() is used only
to obscure random 32 bit challenge and response pair from the tag. With just a 32 bit
cipher output our diffusion-confusion procedure f() is not designed to be an extremely
secure encryption, instead to provide just enough obscuring for the tag’s challenge and
response pair so that it can be easily implemented on a low-cost passive tag. We also
emphasize that we proposed a novel DCSTaR protocol (Fig.B=) and the diffusion and
confusion procedure (Fig.BR) is just a part of the DCSTaR protocol, therefore we claim
that any other efficient 32 bit cipher can be easily incorporated into our DCSTaR. pro-
tocol in place of our diffusion-confusion procedure f(). It is evident from our DCSTaR
protocol that the purpose of obscuring 71,72 can be done by any cipher and the rest of
the protocol still holds good.
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Table 3.6: Comparing DCSTaR with PRESENT and HIGHT Block Ciphers

Cipher Gates Equivalent Cycles per block
DCSTaR’s Diffusion and | 620 2

Confusion Procedure

PRESENT [d] 1,570 32

HIGHT (o] 3,048 34

To the best of our knowledge, we roughly calculated the Gate Equivalents (GE) of
our diffusion-confusion procedure f(): Key XOR: 200 GE; Mapping Function: 113 GE;
Bit Transpose: 0 GE (due to hardware wiring); Registers: 307 GE, which turns out to be
620 gate equivalents and our diffusion-confusion procedure f() requires 2 clock cycles to
produce 32 bit block. The table B8 does provide a comparison, but it is not to show that
our diffusion-confusion procedure is much efficient than the PRESENT or HIGHT block ci-
phers. As mentioned above our diffusion-confusion procedure f() must still be thoroughly

verified and precisely analyzed with respect to its security and hardware performance.

Comparison with Light-Weight Protocols

In here let us discuss only light-weight protocols [36] that utilize light-weight primitives
like the Random Number Generator (RNG), Cyclic Redundancy Check (CRC), modular
addition and bit-wise operators such as XOR, AND, OR, rotate, etc. However [34], [5],
and [33] attacked the most recent of such light-weight protocols and proved that they are
susceptible to: key disclosure, man-in-the-middle, de-synchronization, replay, and imper-
sonation attacks. On the other hand the most of these protocols failed to consider the
insider attack, thereby allowing the readers to possess the secret keys.

Juels et al. [22] first proposed HB+ protocol,which is based on ‘inner dot product’
and satisfying NPhard - ‘Learning Parity with Noise’ problem. HB+ and its later im-
provements have all been proved insecure against the man-in-the-middle attack [IR], [33],
exposing the tag’s secret keys and these protocols consider only tag (not reader) authenti-
cation. They also require a minimum of: 500 bit keys, many 250 bit challenge strings, and
a noise parameter of 0.25 [b0], all of which may not be practical for low-cost passive-tags.

Karthikeyan et al. [Z3] first proposed a protocol that utilizes matrix-multiplication and
XOR, but Chien et al. [7] showed it suffers from de-synchronization of session keys and
replay (impersonation) attacks and proposed an improvement that uses RNG, CRC, and

XOR. However, Peris-Lopez et al. [37] proved that [[4] is still not secure from the very
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same attacks and later proposed three novel protocols that use XOR, AND, OR, and ad-
dition mod 2™: LMAP [BR|, M2AP [40], and EMAP [BY], but Li et al. [Z7], [28] proved
that these protocols again suffer from de-synchronization and full-disclosure of tag’s secret
information. Then again, Chien et al. [8] pointed out the weakness of [27] and like-wise
Arco et al. [] proved that SASI protocol [4] that additionally used rotate operation is
also prone to the above mentioned weaknesses. The table B0 provides a comparison of

our DCSTaR protocol with these related light-weight protocols.

Drawbacks of providing tag anonymity at supply chain

To achieve tag anonymity, previous protocols prevent the tag from emitting its EPC,
instead use ‘per-transaction-updatable’ tag Pseudo-IDs (PIDs). The innovative measures
proposed by [5] and [B5] to: minimize exhaustive computation and DB search for a partic-
ular PID, restore PID synchronization between the tag and EPCIS, resolve PID collisions
in the DB, and session unlinkability; can still be a bit overkill/impractical, causing over-
head, delay, and uncertainty at a large-scaled and fast-paced supply-chain processing. The
speed, accuracy, and atomicity achieved with EPC is lost and as per the EPCglobal, it is
the EPC that is used as an URL along with Object Naming Server to locate the appro-
priate EPCIS. Therefore, using PIDs at the supply-chain level defeats the very purpose of
RFID. We consider that though the EPC is exposed at supply-chain level, we can alleviate
the threats that demand the need for tag anonymity at the supply-chain level by simply
allowing only authorized (stakeholders) readers to access EPCIS. This prevents malicious

readers from obtaining critical detailed information about items from the EPCIS.

Table 3.7: Comparison with Related Work

Atk R-UR R-RA R-MMA DC DI R-DA R-DSA OPER
Original: Access (Fig.B) [I7] - X X X X X X - RNG, CRC, &
Karthikeyan et al. [23] [@ X X X v X v X Matrix-multi, &
Chien et al. [7] [57] v v X X | x X X RNG, CRC, @
LMAP, M2AP [3, 4n) [27] X X X x | x X X @, V, A, + (mod 2™)
& EMAP [59] [2X] BV, A
SASI [g] (0] X v X X | x X X @, V, A, +, Rotate Left
Proposed: TRMA (Fig.B3) (1] v v X X X X - RNG, CRC, &
Proposed: DCSTaR (Fig.B=) - v v v v v v v RNG, CRC, &

Atk: Attack Paper — R-UR: Resist Untrusted Readers — R-RA: Resist Reply Atk — R-MMA: Resist
Man-in-the-Middle Atk

R-KDA: Resist Key Disclosure Atk — DC: Data Confidentiality — DI: Data Integrity — R-DSA: Resist

De-Synchronization Atk
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3.6 Discussion

Our DCSTaR protocol requires a precise practical design and implementation on a CMOS
and evaluate its die size, clock cycles, throughput, and power consumption. The DCSTaR
protocol must be thoroughly analyzed in terms of air-interface such as interacting with
the physical layer, collision arbitration algorithm, and data-coding methodology. Though
the DCSTaR protocol is simple and efficient it does require additional memory space to
store the 96 bit key and execute the diffusion-confusion procedure. We are confident that
DCSTaR would encourage further research especially on item-tags implementing simple
ciphers and meeting the minimum security requirements as suggested in this paper. De-
signing a cipher is a difficult and an continuously evolving process to make it more effi-
cient. We encourage through analysis and improvements of our DCSTaR protocol before

being deployed.
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4. Efficient and Privacy-Preserving

mRFID /NFC Payment Model

Mobile payment is a payment method, where a mobile phone or a smartphone is used to
pay for merchandize and services. Mobile payment is gaining popularity especially in Asia
and Europe. The research firm Gartner Inc. predicts that the number of mobile payment
users will reach more than 190 million in 2012 [L#].

In this paper we focus on two emerging, promising and related technologies namely:
the Radio Frequency Identification (RFID) and Near Field Communication (NFC). The
‘Mobile NFC Payment’ is one of the applications of NFC that is drawing a great deal of at-
tention. Currently efforts are being put to deploy a mobile NFC Payment model that pre-
cisely mimics the Contactless (RFID) Card Payment model, where a NFC-enabled smart-
phone behaves as a contactless credit/debit card. But through this paper we emphasize
that since credit/debit card payment transactions do not protect the customer’s privacy
and are also prone to card fraud and identity theft, the Mobile NFC Payment application
must also have an ‘alternate’ payment model to support those customers who give high
priority to privacy and want to be in complete control of their payments.

Previously proposed anonymous (untraceable) electronic cash models were not viable
to be deployed as real world applications. However, in this paper, we take advantage of
smartphones, RFID and NFC technologies to resuscitate anonymous (untraceable) elec-
tronic cash model and propose a simple, efficient, and privacy-preserving mobile payment
model, which could be an alternative to the Mobile NFC Payment.

4.1 Motivation and Related Work

4.1.1 Drawbacks of Credit/Debit Card Payments

In recent years the number of credit/debit card payment transactions have substantially
increased. The credit/debit cards offer great convenience to customers, eliminating the
need to carry cash (banknotes and coins) for most of the payments and the payments
are accomplished much faster. The credit cards also allow customers to obtain instant

loans (based on their credit limit), which they can repay at a later time. However, it
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is well-known that the credit/debit card payment transactions have the following critical

drawbacks.

Privacy Violation and Card Fraud

Credit/debit card payment transactions do not protect the customer’s privacy. The cus-
tomer’s card details, the payment amount, and when and where the payment was made,
are of course exposed to the merchant, but also to the merchant’s bank (acquirer), the
card companies (e.g., Visa, MasterCard ), the customer’s bank (card issuer), and multi-
ple intermediate third-party payment processor companies (Independent Sales Organiza-
tions), and internet payment gateway companies. Exposing the customer’s card details
to so many entities leads to serious card frauds, skimming, identity theft and customer
profiling [B5].

Many times the systems at the intermediate third-party payment processor/gateway
companies are breached and a huge number of credit/debit card details are exposed [66].
In the year 2009, the payment processor ‘Heartland Payment Systems Inc.” disclosed that
it became a victim of a massive data breach [68], details of more than 130 million credit/debit
cards were believed to be stolen making it the biggest payment card breach to date. Simi-
larly some of the stores that belong to 7-Eleven, Hannaford Brothers, and TJX Companies

Inc., have also been breached by hackers.

Customer Not in Control of Payment

Most of the customers are not confident, instead extremely cautious, while using their

¢

credit/debit cards, because once they handover the card to the cashier, they are “no longer
in control” on how their card details and money are handled, the card security is poten-
tially compromised from here on. Since customers use their cards extensively, they always
fear becoming victims of a card fraud and/or an identity theft. Customers can identify ir-
regularities only after the fraud has been committed, and that too by thoroughly verifying

their monthly credit/debit card statements.

Temptation to Overspend & Bankruptcy

Especially with credit cards, customers are quickly tempted to spend more than they
can afford. The credit card debt with high interest rate can lead to financial crisis and

bankruptcy [B0].
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Expensive ‘Per Transaction’ Fees for Retailers & Inflated Pricing for Customers

The card companies charge an expensive per transaction ‘interchange fee’ [66] from the
merchants and the intermediate third-party payment processor/gateway companies also
charge several other fees. To compensate for these transaction fees, merchants may charge
customers extra for card payments or inflate the prices of their merchandize, effecting
even those customers who do not use credit/debit cards for payments [674]. On the other
hand merchants actually prefer cash payments in order to reduce their ‘per transaction’

credit/debit card processing fees.

4.1.2 Drawbacks of Contactless Credit/Debit Card & Mobile NFC

Payment

The card companies, MasterCard and Visa have introduced contactless (RFID) credit/debit
cards, PayPass [61] and payWave [69] respectively. These cards are based on the standard
for Radio Frequency (RF) cards - ISO 14443 type:A/B [69]. MasterCard and Visa have
also integrated their contactless credit/debit card payment model into NFC-enabled mo-
bile phone as a mobile NFC payment model [62] and [70] and are now conducting trails.

Customers instead of handing their card to a cashier, bring their contactless card or
NFC-enabled mobile phone within one-two inches of a reader at point-of-sale. The stored
card details in the mobile phone are sent to the reader, and the rest of the payment
transaction procedure is the same as normal credit/debit card payments. Therefore, even
though the contactless card or NFC-enabled mobile phone is in the possession of the cus-
tomer, the above mentioned credit/debit card payment drawbacks are not alleviated. For
the card companies, contactless RIFD cards or mobile NFC payments are intended for
getting more faster credit transactions from customers.

On the other hand, these contactless cards can be scanned from a distance without the
knowledge of the customer. Heydt-Benjamin et al., [57] have shown various vulnerabilities
in several contactless RFID credit cards. [Verbatim from [57]] Their study observed that
the cardholder’s name and often credit card number and expiration are leaked in plaintext
to unauthenticated readers, some cards may be skimmed once and replayed at will, and
they are susceptible in various degrees to a range of other traditional RFID attacks such

as skimming and relaying.
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4.1.3 Drawbacks of Prepaid Contactless Card Payment

We use prepaid contactless cards for micro-payments at the subway, bus, vending ma-
chines, etc., but such cards do have a unique ID and the customer can be tracked and
traced based on this unique ID. The customer can protect his/her privacy by frequently
canceling these cards and re-issuing new ones. But canceling and re-issuing these cards
require the customer to personally visit the authorized entity and it often involves non-

refundable registration fees.

4.1.4 Drawbacks of Anonymous Electronic Cash Payment

Anonymous Electronic Cash Payment models [52], [64], [b5] are based on (partially) blind-
signature schemes and they adopt coin/token-based approach. These payment models are
a bit complicated, where the customer has to withdraw a big coin from the bank, divide
the big coin to smaller coins, pay the merchant with the smaller coins, the merchant sub-
mits the coins to the bank, the bank verifies the coins for illegal double spending and if
it detects double spending it should trace the customer who committed the fraud. The
bank also have to verify if the merchant has not re-submitted already cleared coins, the
bank has a huge burden. These payment models have to be implemented and deployed

precisely to prevent fraud, therefore they haven’t been viable for large-scale deployment.

4.2 Goals: Offering a Choice - Alternate Payment Model

We do not want to replace credit/debit card payments. There will be, services/merchandize
sold solely based on these cards, and customers and merchants who love the convenience
and benefits got from these cards. But due to the above mentioned drawbacks, we also
believe that there is a large number of customers and merchants very reluctantly using
and accepting credit/debit card payments as they don’t have a choice, they can of course
deal in cash payments, but it is so inconvenient and unsafe to carry cash at all times.
Therefore, in this paper we offer both customers and merchants another choice to choose

from - an alternate payment model that satisfies the following goals:

Neither a ‘credit/debit card’ nor a ‘contactless card’ payment model

Simple (is the best), efficient, faster, convenient, and secure payment model

Protect customer privacy from the banks and merchants

Provide customers complete control on their payment transactions

74



e Prevent customers from waiting in long check-out lines

e Reduce transaction fees for merchants and provide instant payment

4.3 The Big Picture of the Proposed Mobile Payment Model

We propose a ”Pre-Paid Mobile HTTPS-based Payment model”. For ease of describing
our idea, let us consider one particular customer called Alice. Let us also assume that:
both Alice and the merchant have a bank account in the same bank, the items (in the
store) chosen by Alice are all tagged with RFID tags, and Alice’s smartphone is NFC-
enabled. We consider 3 entities: (i) Customer Alice with NFC-enabled smartphone (NSP),
(ii) Bank, and (iii) Store. Our proposed payment model involves four procedures as de-

scribed below:

Anonymous Pre-Paid Digital Cash Certificate Issuing Procedure

Alice can use her computer or her smartphone’s 3G/4G network to establish a HTTPS
(Hypertext Transfer Protocol Secure) connection [B8] with the bank and request for a
digital cash certificate of a certain amount. The bank deducts the amount from Alice’s
account and returns a digitally signed cash certificate. This pre-paid cash certificate is
anonymous, i.e., it does not contain any details of Alice’s true identity, and the bank
itself cannot link this certificate to Alice at a later stage. Alice stores this Anonymous
Pre-Paid Digital Cash Certificate in her smartphone.

Obtaining Digital Invoice Certificate Procedure

Alice visits a department store and chooses some items. She approaches one of the several
RFID-kiosks in the store. The kiosk instantaneously scans the RFID-tagged items in the
shopping cart and generates a digital Invoice Certificate. This invoice certificate can con-
tain several details such as store’s name and address, list of items chosen and their prices,
etc., but most importantly it contains: a unique invoice ID, the invoice amount and the
merchant’s bank account details (account name, and account number). Alice must deposit
the invoice amount into the merchant’s bank account in order to complete the payment.
Alice’s NFC-enabled smartphone, which is brought closer to the kiosk’s NFC module, can
download this invoice certificate.

Alice can now walk away from the kiosk, but cannot leave the store, since her chosen

items haven’t been flagged as ‘sold’ and they would trigger the alarm at the store’s exit.
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However, Alice can complete the remaining payment procedure at her own comfort any-
where within the store, e.g., least crowded area or while sitting at the store’s food court,

thus preventing customers from waiting in long check-out lines.

The Payment Procedure

Alice uses her smartphone’s 3G/4G network to establish a HTTPS connection with the
bank and submits a digital Cheque Certificate. This Cheque contains: Alice’s Anonymous
Pre-Paid Digital Cash Certificate, the invoice ID, the invoice amount and the merchant’s
bank account details (account name, and account number). As mentioned above, the bank
cannot link the Anonymous Pre-Paid Digital Cash Certificate to Alice, but to prevent
unauthorized use of this cash certificate, the Cheque Certificate provides an ‘anonymous
proof’ to the bank, that the owner of the cash certificate is indeed involved in this payment
procedure.

If this is the first time that bank is receiving this Anonymous Pre-Paid Digital Cash
Certificate, it registers this cash certificate into its database, along with a certificate bal-
ance parameter. Initially, the certificate balance value is equal to the amount value of
the cash certificate. The bank deducts the invoice amount from the certificate balance
value and deposits the invoice amount into the merchant’s bank account. The bank then
updates the certificate balance value in its database. From here on, whenever the same
Anonymous Pre-Paid Digital Cash Certificate is received for other payments, the bank
first checks the certificate balance in its database and then proceeds with the deposit, else
it would respond ‘insufficient cash’.

The bank sends a digital Invoice Paid Receipt to the merchant. This receipt confirms
that the invoice ID has been paid. The merchant flags the items listed under the invoice
ID as ‘sold’ and also acknowledges this to the bank. The bank can now send another
Invoice Paid Receipt to Alice, confirming that the invoice ID payment has been successful.

Alice can now leave the store with her purchased items.

Reclaiming Unspent Amount Procedure

Alice can choose to cancel her Anonymous Pre-Paid Digital Cash Certificate whenever she
wants or when the smartphone alerts Alice, that her cash certificate is soon expiring and
it has some unspent balance amount. Alice has two options to cancel her certificate and
reclaim the unspent amount.

(1) Alice connects her smartphone to the bank’s ATM and provides an ‘anonymous

proof’ that she is indeed the owner of the cash certificate. The bank refunds the unspent
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amount via the ATM’s cash dispenser and cancels the cash certificate.

(2) Let us assume that Alice obtains another new cash certificate. Alice can use her
computer or her smartphone’s 3G/4G network to establish a HT'TPS connection with the
bank and provide an ‘anonymous proof’ that she is indeed the owner of both the cash cer-
tificate that is to be canceled and the new cash certificate. The bank updates the database
by adding the unspent amount value on the to-be-canceled cash certificate to the balance

amount value of the new cash certificate and cancels the to-be-canceled cash certificate.

4.3.1 Benefits/Economic Motives for the Entities

Customer Alice in complete control knows the merchant’s bank account and the invoice
amount. Since the cash certificate is a digital form of physical cash, she keeps a check on
her payments and resists overspending. Unlike credit cards there are no interest fees in this
model. Customer can easily cancel and request new cash certificates anytime. Customer’s
privacy is protected from both the merchant and the bank.

Bank charges merchant a fee. Our proposed model can be provided by any bank, un-
like the credit/debit cards that are monopolized by few card companies. Merchants pay a
small fee to the bank; compared to expensive fees to multiple parties associated with card
transactions; thus avoid inflating commodity prices. Customers needn’t wait in checkout

lines. Mobile Operator charges customers for using 3G/4G Internet.

4.3.2 Requirements

e Partially Blind Signature [61] needed for customer privacy protection: Anonymous
Pre-Paid Digital Cash Certificate and ‘Anonymous Proof’. We assume that the NFC-
enabled smartphone and the bank are capable of executing partially blind signature
procedure. Abe et al., [B1] proposed the idea of partially blind signature with secu-
rity proofs. A partially blind signature scheme is an extension of an ordinary blind
signature scheme [565]. It has two portions, one portion consists of the message that
is blinded by the user from the signer and in the other portion, the signer can ex-
plicitly embed some mutually agreed information such as amount, issuing date, and
expiry date, etc. In this paper we implemented the randomized RSA-based partially

blind signature scheme proposed by Cao et al., [53].

e Digital Signature Algorithm (DSA) [64] needed for entity authentication and data
integrity
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e HTTPS (Hypertext Transfer Protocol Secure) [63] connection needed for bank (server)

authentication and mobile phone (client)-bank (server) data confidentiality

4.4 'Technical Details of the Proposed Mobile Payment
Model

We consider 3 entities: (i) Customer Alice with NFC-enabled smartphone (NSP), (ii) Bank,
and (iii) Store. Table EX0 provides the list of notations we used in this paper. The commu-
nication channel between the entities is secured via the standard HTTPS protocol. The
four procedures are well depicted in the Figures BT to B. Due to the space constraint,

we describe the important steps of these phases below, skipping some of the trivial ones.

Table 4.1: Notations for mRFID/NFC Mobile Payment Model

NOTATION DESCRIPTION
A Customer Alice’s
NFC smart phone (NSP)
B Bank
S Store / Service Provider (S)
X An Entity: A, B,S
dX Identity of X
eX Public-Key of X
dX Secret-Key of X
drtX Digital Certificate of X
sigX{} Digital Signature using dX
expC Certificate Expiry Date
amtC Cash Value of Cash Certificate
crtC Alice’s Cash Certificate
balC Available balance amount on crtC
date, time Date & Time of generating certificate
acctS Bank Account details of S
amtV Total Invoice Amount
idV Unique ID of the Invoice
crtV Digital Invoice Certificate
crt@ Digital Cheque Certificate
crtR Digital Paid Receipt Certificate

4.4.1 Anonymous Pre-Paid Digital Cash Certificate Issuing Proce-

dure

Fig.@D: 1.0 to 3.2:
The eA is just a public-key and not a certificate-authority issued digital (public-key)
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Alice (A) Secure Channel Bank (B) /
NSP / SSL/TLS ATM
NSPwPC/ATM
1.0. Generate: eA,dA
1.1. blind(eA) =m
1.2. Choose: amtC, expC

2. idA/pwdA, amtC, expC,m

3.0. Verify: idA/pwdA is customer Alice

3.1. Check: amtC is deposited & expC' is valid
3.2. blindsign(m, amtC, expC)

= sigB{m,amtC, expC'}

4. sigB{m,amtC, expC'}

5.0. Verify: sigB{m,amtC,expC} using drtB

5.1. unblind(sigB{m,amtC, expC})
sigB{eA,amtC, expC} = crtC

5.2. amtC = balC 4

5.3. Create data: [eA : dA, crtC,balCy)

Figure 4.1: Anonymous Pre-Paid Digital Cash Certificate crtC' Issuing Procedure
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certificate (containing a public-key and also its owner’s identity) and it is blinded as m.
Alice uses her NSP’s 3G/4G network to connect to her bank’s Internet banking facility
and authenticates herself with ID/Pwd. Alice types in her desired amtC value of the cer-
tificate and its expiry duration (expC), e.g., number of days. The bank deducts the amtC
from Alice’s account. It verifies if the expC value satisfy the bank rules. By utilizing the
partially blind signature scheme, the bank embeds amtC and expC' values while signing
m, to generate:

sigB{m,amtC, expC'}.

Fig.aT: 5.1 to 5.3: The NSP un-blinds m to reveal the eA in the cash certificate:
ertC = sigB{eA,amtC,expC}. The balCy4 indicates the up-to-date balance amount on
the crtC after every payment transaction, therefore it is initially assigned the value of
amtC. The eA becomes the pseudo-ID of the crtC, therefore the NSP creates a data
table in its memory as [eA : dA, crtC,balCy].

Other Options: Anonymous Pre-Paid Digital Cash Certificate can be obtained using
the smartphone, but using an ATM or PC will reduce communication and computational
burden on the phone. Alice can plug the NSP to her PC and let the PC execute this
phase and transfer eA, dA, crtC and drtB to the NSP. Alice can also connect her NSP
to the bank’s ATM. The NSP sends m and Alice enters amtC and expC' into the ATM,
which then returns sigB{m,amtC,expC} and drtB to the NSP. If Alice doesn’t have a
bank account, she can still connect her NSP to the ATM, but Alice must deposit the cash
of amtC into the ATM.

4.4.2 Obtaining Digital Invoice Certificate Procedure

Alice chooses some tagged items at a department store, and approaches one of the sev-
eral RFID-kiosks in the store. The kiosk instantaneously scans the tagged items in the
shopping cart and generates a digital invoice certificate crtV = sigS{idV,amtV, acctS}.
Alice must deposit amtV into the acctS to complete the payment. The crtV can contain
other details such as store’s name and address, list of items chosen and their prices, etc.
The NSP is brought closer to the kiosk’s NFC module, and can thus download the crtV’
and the store’s drtS, which is used to verify the signature on crtV. The NSP adds a data
record in its memory as [idV : drtS, crtV].

Alice can now walk away from the kiosk, but cannot leave the store, since her chosen
items haven’t been flagged as ‘sold’ and they would trigger the alarm at the store’s exit.
However, Alice can complete the remaining payment procedure at her own comfort any-

where within the store, e.g., least crowded area or while sitting at the store’s food court,
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reducing and even preventing customers waiting at long check-out lines.

4.4.3 The Payment Procedure

Fig. 2: 1.0 to 2: To complete the remaining payment procedure, the NSP generates a
digital cheque (crt@), authorizing the bank to deduct the amtV from the c¢rtC and deposit
the amtV into the acctS. The NSP connects to the bank via the 3G/4G network, sending
‘only’ the crt@.

Fig. B2: 3.0 to 3.2: Since the bank issued the crtC, it verifies its signature on the
crtC. If the crtC is being used for the first time, then the bank adds a data record with
eA as the primary reference and the balCp initially assigned the value of amtC specified
in the ¢rtC. From here on, whenever the crtC is received for other payments, the bank
first checks and then updates this data [eA : ertC, balCp].

To protect privacy, this procedure ‘does not’ require Alice to authenticate herself to
the bank and also the eA was blinded from the bank during the ¢rtC issuing procedure,
therefore the bank cannot link this ¢rtC to Alice, but to prevent unauthorized use of
the c¢rtC, the bank needs an ‘anonymous proof’ that the owner of the crtC is indeed
involved in this payment procedure. Therefore, the eA included in the crtC must verify
the signature on the crt@, proving to the bank that a owner possessing the dA has signed
the crt@.

If the amtV > balCp, the bank responds “insufficient balance on the crtC” and ends
the payment procedure. Its not shown in the Fig. BZA, but the bank sends a digital paid
receipt:
crtRg = sigB{idVpaid, amtV, acctS, dateRg, timeRg} to the store confirming the payment
for idV. The store flags the items listed under idV as ‘sold’ and sends an acknowledgement
to the bank. Now the bank sends a digital paid receipt crtR4 to the NSP, proving the
successful completion of the payment. The bank updates its data with the new balCp
value and also adds the crt@ and crtR, as a proof of this payment.

Fig. B2: 5.1 to 5.3: The NSP calculates balC'y — amtV = balC'4 and updates its
data with the new balC4 value and also adds the crtR4 as the proof of this payment.

Alice can now leave the store with her purchased items.

4.4.4 Reclaiming Unspent Amount Procedure

The NSP alerts Alice that her ¢rtC is soon expiring and it has some unspent balance
amount. Alice has two options to reclaim this amount. Again, to protect privacy, this

procedure ‘does not’ require Alice to authenticate herself to the bank.
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Alice (A) <— Secure Channel — Bank (B)
NSP SSL/TLS

1.0. Retrieve data:

[eA : dA, crtC,balC4) and [idV : drtS, crtV]
1.1. Generate:
sigA{idV, amtV, acctS, dateQ, timeQ, crtC} = crtQ
1.2. Update data: [idV : drtS, crtV, crt@Q)

2. crt@

3.0. Verify: crtC using eB & expC' not expired

3.1. If: ¢ertC is being used for the first time

Create data: [eA : ertC,balCp] where amtC = balCp
3.2. Else:

Retrieve already created data: [eA : ertC,balCg]

Verify: crt@ using eA in crtC & dateQ,timeQ

If amtV < balCp: deposit amtV into acctS

balCp — amtV = balCp

sigB{idVpaid, dateR 4, timeR 4, balCp} = crtRa

Update data: [eA : ertC,balCp, crtQ, crtR4|

4. crtRp

5.0. Verify: crtR4 using drtB & dateRa,timeR 4
5.1. balCy — amtV = balCy

5.2. Update data [eA : dA, crtC, balC 4]

5.3. Update data [idV : crtV, crtQ, crtR 4]

Figure 4.2: The Payment Procedure
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Option 1 (Fig.B=3): Alice connects her NSP to the bank’s ATM and like in the payment
procedure, the NSP anonymously proves that she is the owner of the crtC. The bank
refunds the unspent amount via the ATM’s cash dispenser and cancels crtC.

Option 2 (Fig.B4): Alice can obtain another cash certificate crtC’. Later, Alice can
either use her NSP, NSP«~PC to connect to the bank, or NSP«~ATM and anonymously
prove that she is the owner of both the ¢rtC and ¢rtC’. The bank/ATM then adds the
unspent amount value on crtC to the balance amount value of the new crtC’ and cancels
crtC.

Alice (A) +— Secure Channel — Bank (B) / ATM
NSPwATM SSL/TLS
1.0. Retrieve data: [eA : dA, crtC, balC 4]
1.1. sigA{dateP, timeP,crtC} = P

2. P

3.0. Verify: crtC using eB & expC' not expired
3.1. Retrieve data: [eA : ertC,balCg]

3.2. Verify: P using eA in crtC & dateP,timeP
3.3. Refund balCp via ATM’s cash dispenser
3.4. Update data: [eA : ertC,balCp, cancelled]

Figure 4.3: Reclaiming Unspent Amount Procedure: Option 1

4.5 Analysis

Our proposed mobile payment model utilizes Partially Blind Signature Scheme for cus-
tomer privacy: Anonymous Pre-Paid Digital Cash Certificate and Anonymous Proof. Dig-
ital Signature Algorithm for entity authentication and data integrity. HTTPS (Hypertext
Transfer Protocol Secure) communication for entity authentication and data confidential-
ity. Therefore, our solution can easily adhere to and deployable (as smartphone applica-
tion) based on the secure ”Electronic Data Interchange (EDI) via the Internet” [63] model.

Currently the Internet payment transactions are carried via HTTPS and EDI model.
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Alice (A) <— Secure Channel — Bank (B) / ATM
NSP / SSL/TLS
NSP s PC/ATM

1.0. Retrieve data: [eA : dA, crtC, balC 4]
1.1. Retrieve data: [eA’ : dA', ertC’, balC'y]
1.2. sigA’{dateP’ timeP’, crtC'} = P’

1.3. sigA{dateP,timeP, crtC,P'} = P

2. P

5.0. Verify: crtC,crtC’ using eB & expC,expC’ not expired
5.1. Retrieve data: [eA : crtC,balCpg] and [eA’ : crtC’, balC]
5.2. Verify: P using eA in crtC & dateP,timeP

5.3. Verify: P’ using eA’ in crtC’ & dateP’,timeP’

5.4. balCp + balCy = balCy

5.5. Update data: [eA : crtC,balCp, cancelle]

5.6. Update data: [eA’ : crtC’, balC’]

Figure 4.4: Reclaiming (Unspent Money) Phase: Option 2
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4.5.1 Customer Privacy Protection

In our proposed model the customer is in-charge of the payment and the bank pays the
store, therefore the customer remains anonymous to the store at all times. Our scheme
provides restricted customer privacy when dealing with the bank. The bank receives cus-
tomer’s public-key value eA, therefore the customer can still be tracked with his/her eA
usage, until the customer’s cash certificate crtC is either expired or canceled. But the
real identity of the customer is never revealed, because eA acts as a pseudonym for the
customer. Also, there is no match between the real ID of the customer and his/her eA,
because during the cash certificate issuing phase the eA is blinded, and the bank knows
the value of eA only during the payment phase. Our proposed model allows customer
to easily cancel and request new cash certificates using smartphone periodically, further

protecting his/her privacy.

4.5.2 Customer Public Key Collisions

In our proposed payment model we allow the customers to generate their own public-
key pair (eA, dA), therefore the question of another customer having the same public-key
may arise, thus causing a public-key collision. Such a rare scenario could be prevented by
the bank strictly accepting only well-proven public-key algorithms like the RSA algorithm
with a larger key size e.g., 1024 bits. Public key is always derived from a private key and
not vice-versa and the private-key of a particular customer is never exposed in our model,
therefore an adversary cannot generate the same public-key as Alice. Lastly, during every
transaction between the customer and the bank, the customer has to make use of his
private-key to anonymously prove that the public-key in the pre-paid cash certificate is

indeed generated from the private-key he/she possesses.

4.5.3 Man-in-the-Middle Attack

Our proposed mobile payment model utilizes HTTPS as in the case of EDI model, there-
fore communication channel is well secured from man-in-the-middle attacks. Even if the
phone’s network is lost, but once the network’s re-established, customer will use the unique
invoice ID and cash certificate to request the payment status or the paid receipt from the
bank. Since we use digital signatures and HTTPS communication, all transactions are

atomic and can be easily verified.
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4.5.4 Prevent Replay Attack

The current date and time are included in every signature to detect re-played messages.

4.5.5 Prevent Double Spending

In our payment architecture the bank keeps track of eA and it’s corresponding balCp

value to prevent any double spending.

4.5.6 Non-Repudiation

In our payment architecture, non-repudiation is satisfied because both the customer and
the merchant trust the bank. The digital receipts, generated by the bank prove that
the transaction between the customer and merchant has been successful. Also the digi-

tal Cheque and invoice are proofs of the transaction.

4.5.7 Least Amount of Overhead

Our scheme poses little overhead both on the NSP and the bank. It can be noticed that
the NSP has to just pass on the crt@) and authenticate itself to the bank. The bank
takes over the task of paying the merchant. The bank needs to keep track of just the
eA and update it’s corresponding balC'p value. The cash certificate’s expiry date prevents
bank from keeping track of cash certificates for an infinitely long time. Expired certificate
cannot be used for payments but can be submitted (grace period) for reclaiming unspent
money. The merchant receives the payment immediately.

We assumed that the customer and the merchant have bank accounts at the same
bank. But this assumption is purely for clarity and ease of explaining our model. Mer-
chants can have accounts in several banks, and the RFID-kiosk can offer the customers a
list of banks to choose from, so that the customer can pick a particular bank which has
issued his/her Anonymous Pre-Paid Digital Cash Certificate. As a result the RFID-kiosk
can generate the invoice certificate containing the merchant’s account details at the bank
chosen by the customer.

Limitation: On the other hand, if the merchant has only one account at a bank that
is different from the customer’s bank, then the customer’s bank has to communicate with
the merchant’s bank and wire transfer the invoice amount. This would delay our payment
model’s processing time as the customer’s bank have to await the confirmation from the

merchant’s bank.
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4.5.8 Against Stolen Smartphone & Money Laundering

Our proposed model can be implemented as a smartphone application that is password
protected (including the keys), this prevents un-authorized usage if the smartphone is
stolen. The customer can keep a copy of the cash certificates in his/her computer and in
case the phone is lost or broken, he /she can cancel the lost certificates and reclaim the
money using the stored cash certificates in the computer. Our model also keeps a check
on money laundering; the bank is always involved in transactions. Though the bank can-
not identify the customer, it knows the payee’s (store) identity and the amount of money

being deposited.

4.6 Proof-of-Concept Implementation
Environment
Client: Customer Alice
e Android SDK 2.1 platform using the emulator: Android Eclair - SDK 2.1

e Java language on the eclipse IDE environment with java.security package built in on
JDK 1.6.

e Ksoap2 for SOAP to contact with web server

e Database Management: SQLite

Server: Bank, Store

PHP based web service (PHP/5.2.9)

Nu-Soap for building web service and SOAP communication

Server Specification: Processor : Intel Core 2 Duo E6750 @2.66GHz, Memory : 2GB,
Microsoft Windows XP Pro, Web server : Apache HTTPD 2.2.11

Database Management: MySQL 5.1.33

Secure communication b/w client and server

e HTTPS: OPENSSL for SSL connection
(OpenSSL/0.9.81)
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Three Procedures

e Cash Certificate (crtC) issuing procedure (Fig.B33, Fig.Am))
e Obtaining Invoice Certificate (crtV) procedure (Fig.B2)

e Payment procedure (Fig.A8)

Security Modules
e RSA Key Generator 1024 bits length of key pair
e Partially blind signature scheme

e RSA based digital signature

Results

Fig.B3 shows the Anonymous Pre-Paid Digital Cash Certificate with the amount value,
expiry date, bank name, and all the above details are included in the cash certificate’s
digital signature generated by the bank.

Fig. B8 shows the behind the scene processing of Anonymous Pre-Paid Digital Cash
Certificate Issuing Procedure. It displays the time taken by the customer’s NSP to blind
eA and establish a HTTPS connection with the bank. It displays the time taken by the
bank to generate the signed Anonymous Pre-Paid Digital Cash Certificate, time taken by
the customer to verify this certificate, un-blind the certificate, and verify the un-blinded
certificate. It also displays the NSP’s upload and download data sizes.

Fig.B=0 shows the digital invoice certificate generated by the merchant’s RFID-kiosk,
which is in turn downloaded by the NSP. It displays the unique invoice ID, the invoice
amount and the merchant’s bank account details, and all the above details are included in
the invoice certificate’s digital signature generated by the merchant’s RFID-kiosk. It also
displays the NSP’s upload and download data sizes.

Fig.lR shows the time taken by the NSP to generate and send the digital cheque to
the bank, and the total time it takes for the NSP to receive the digital paid receipt from
the bank. It also displays the NSP’s upload and download data sizes.

We tried the emulation test 20 times, over wired internet as a proof-of-concept. Through
our implementation we calculated the time it takes to execute the (i) Cash Certificate
(crtC) issuing procedure (FigHH, Fig.EH), (ii) Obtaining Invoice Certificate (crtV) pro-
cedure (Fig.B2) and (iii) Payment procedure (Fig.BZ=R). The results are shown in the Ta-

ble.Z2, an average execution time: 3.6sec and a maximum pay load: 500 bytes, wouldn’t
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Ml @ 3:53PMm

T
o

Certificate

Amount Zﬂd

L
Cash Certificate

Cash :200 %

Expiry Date :20100507

Issued By : Cals Bank

Signature :
60b283670cad2bf15d69c63249fa043151
411acaf319f493643a07bda5479569cb3c5
0f0651734ab57ee9d1d500cf3d9804a3da
b54a1be229aeal49daff15479d14abb566
3fd6adafdd7f9a7356b0b31979c62bB5f2f
f3cd7d33deb7cacc142511347c500d6445
187a96c1807eb54bd6006a5b304c5ed45
e981f0b4641a91157

o0 cECcEnmc

Figure 4.5: Requesting and Obtaining Cash Certificate (crtC) from Bank
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eCash

[___

Certificate

Amount Eﬂd

Output Process :

User blind process time : 240 miliseconds
Bank blind process time : 3130 miliseconds
Certificate is authentic

Verification process time : 3 miliseconds
User unblind process time : 14 miliseconds
Unblind verification time : 10 miliseconds
Unblind Certificate is authentic

Data upload : 137 Bytes
Data download : 308 Bytes
Total time taken : 3510 miliseconds

Figure 4.6: Execution time - Cash Certificate (crtC')
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Invoice

Get Invoice

Invoice:

1D : 201004080234

Total Price :50%

Store Acct. No : 1234567890

Transaction Date : 20100408

Signature :
2a4c599210f01724431d534d9bb60615fe93d371
56b0cfe159ee7f13843699ae52d0998f0975089c1
7472da32fc867ebfe87255e739772b09b4da3d47
57441fd13e8140e854e51897bed0745b07c7ce28
6eb398d77b26768e1f42d73ebc8fd9935d50742c
c2497543e509204cb587a218f8bd89cad670342e
7927cdB8dd0c5780

Data upload : 20 Bytes
Data download : 340 Bytes
Total time taken : 3045 miliseconds

Figure 4.7: Obtaining Invoice Certificate (crtV’) from Store

91



Ml & 2:25 M

Payment :

Pay

User signing time : 72 miliseconds
User verifying time : 4 miliseconds

Balance saved : 150 $
Balance in bank : 150 $
Payment Succed !!

Total time taken : 3673 miliseconds
Data upload : 500 Bytes
Data download : 312 Bytes

Figure 4.8: Pay and Receive Receipt Procedure
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Table 4.2: Execution Time & Data Size

Procedure | Avg. Execution | Payload | Payload
Time Sent Received
(ms) (bytes) | (bytes)

Certificate | 3610 137 308

Issuing

Invoice 3394 20 340

Payment 3601 312 500

be a burden on any 3G/4G smartphones and their battery life. The procedures take very

little time but when deployed on a real commercial servers, they would be even faster.

4.7 Summary and Discussion

In this chapter we have proposed a privacy-preserving Pre-Paid Mobile HTTPS-based Pay-
ment model, which allows the customer to have complete control on his/her payments.
Our proposed mobile payment model makes use emerging technologies like the smart-
phone, RFID and NFC. The proposed payment model provides the customer with com-
plete control on his/her payments and privacy protection from both the bank and the
merchant. The consumer can cancel and obtain new anonymous pre-paid cash certificates
whenever and wherever he/she wants using the smartphone’s 3G/4G/Wi-Fi networks. Our
proof-of-concept implementation using Android SDK shows that our payment model can
carried out by a smartphone within 4 seconds. Our future work would include a real prac-
tical implementation of our payment model using a NFC-enabled smartphone and develop-
ing a smartphone application that can communicate with the bank server via 3G/4G/Wi-
Fi network and also communicate with a real NFC-module to download the merchant’s
bank account information and invoice. We would certainly focus on secure generation of
customer’s public and private key pairs in order to prevent public key collision with other

customers.
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5. mRFID<+Smart Home Security and Privacy

With Mobile-RFID (mRFID) technology, handheld portable devices like mobile/smartphones
and PDAs, also behave as RFID readers and RFID tags. As RFID readers, mobile phones
provide an user-friendly approach to quickly and efficiently scan, access and view informa-
tion about RFID tagged items. As RFID tags, mobile phones can quickly identify them-

selves in order to communicate with other tagged devices, which provide essential services.

5.1 Contributions of this Chapter

The following are the contributions of this chapter:

e Introduce some of the practical example scenarios pertaining to mRFID applications
in an public environment and RFID applications in smart home environment. Based
on these example scenarios we derived their corresponding threats and needed secu-

rity and privacy requirements.

e Propose a security framework that alleviates these derived threats. Our framework is
just an outline of possible solutions to the security and privacy threats. The frame-
work is built from a set of concepts that are linked to existing cryptographic methods

and primitives.

e Our proposed framework is based on the following two standards: (i) EPCglobal
Architecture Framework [I1], (ii) EPCglobal C1G2 UHF RFID Protocol [7]. We
assume that all the items are tagged with EPCglobal C1G2 UHF tags.

With the advent of RFID and mRFID technology we can find a public environment
(e.g., street, shopping mall), where Service Providers (SP) e.g., shopping malls, department
stores, cinema halls, and food courts, etc., deploy RFID tagged items such as consumer
goods, posters, sign boards, maps, and shopping catalogs, etc., all around us. The inten-
tion of service providers is to provide services that are “related to” and “available at” cus-
tomer’s current location. Therefore the coverage of this environment is very large, which
includes all public places, roads, shopping malls, cinema halls, and food courts, etc. This

will enable consumers to “Download and View Information represented by RFID tags”.
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5.2 Download and View Information Represented by RFID
Tags

Scenario I:Alice visits a department store. She uses her mRFID-enabled mobile/smart
phone to scan RFID tags attached to various items that are being sold. After scanning a
particular RFID tag, the smartphone utilizes its 3G/4G/Wi-FI network to access store’s
“EPCIS”, which contains a detailed database about the scanned RFID tag. As a result, the
smartphone can download and store the price, picture, features, and manufacturer details
of that item. Before purchasing an item, Alice would like to use her smartphone to verify
if an item is genuwine or a counterfeit.

From the above scenario, we identified the following threats and security and privacy

requirements:

5.2.1 Is that Tag Genuine or Counterfeit?: Tag Authentication

In a public environment, most of the RFID tags respond to every mRFID-enabled smart-
phone, otherwise the main purpose of these tags to provide “location-based instant infor-
mation” would be defeated. Therefore, we do not consider a tag-reader mutual authenti-
cation and strong secure communication between RFID tag and smartphone. But there is
one problem, these publicly available tags can be fake or must have been illegally modi-
fied (cloned) and no longer truly represent the information of the item in question. Also,
before purchasing a product, Alice must be able use her smartphone to “authenticate the
tag”, in order to prove beyond doubt that the tag attached to a product is indeed from
the original manufacturer/SP of the product. As a result, we at least need a one-way
authentication mechanism, which authenticates the RFID tag.

As mentioned in our proposed DCSTaR: Diffusion-Confusion based Light-weight Secu-
rity for RFID Tag-Reader Communication protocol, Alice can use of her mRFID-enabled
smartphone to Query and send R to the tag (as in Step 1-Fig.B™). This smartphone ob-
tains the EPC,S1, 52, and C from the tag, and send this data along with the R to the
EPCIS via 3G/4G network or Wi-Fi connection. EPCIS would then verify C' and replies
to the device whether the item is genuine or fake. In here neither the tag’s keys nor tag’s

sensitive data are exposed to Alice.
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5.2.2 Can this EPCIS be trusted?: Secure Job Delegation & Trust
Model

After scanning a tag, Alice’s mRFID-enabled smartphone must be protected from being
directed to, accessing, and downloading information, from malicious EPCIS, which can ei-
ther induce virus code into to the smartphone or extract sensitive data off the smartphone.
Also the true identity of Alice must never be revealed to the service provider, otherwise
the service provider can generate detailed profile of Alice, her buying interests and know
her current location. Alice should be close to the tag, in order to query it, and EPCIS al-
ready knows the location of that tag, this will implicitly give away the current location of
Alice. Therefore, “mRFID-enabled smartphone must anonymously communicate with only
genuine service provider’s EPCIS”.

There would be many competitive service providers selling location-based services to
users. Alice’s mRFID-enabled smartphone may need to communicate with many service
provider’s EPCIS (Information Server). The smartphone should identify and authenticate
genuine EPCIS and be able to secure the entire communication and also protect the Alice’s
privacy. But these tasks could create a huge burden on the smartphone and is certainly
not user friendly. Therefore it would be lot easier for the smartphone to securely delegate
its work to a trusted high-computing and resource-rich entity, such as a mobile opera-
tor. This approach helps in reducing the communication and computational burden on
the smartphone. Therefore, establishing an efficient and a convincing trust model is very
much required to ensure secure transactions, key distribution, and job delegation. With
existence of a trust model, it would be lot easier for the smartphone to delegate its work

to the mobile operator.

5.2.3 Security Framework for mRFID Applications in a Public En-

vironment
Entities

The building blocks of mRFID infrastructure in a public environment zone could be sim-

ilar to EPCglobal’s RFID infrastructure, expect that we introduced mobile operator.

e Mobile RFID (mRFID): Mobile Phone with both RFID Reader and Tag functional-

ities, is used to scan tagged items available everywhere.

e RFID Tags: Every RFID tag contains its unique EPC number. EPC is a globally

unique serial number that identifies an item in the supply chain. EPC data/number
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contains: EPC Manager number (identifies the company), Object class (similar to
a stock-keeping unit, also called product number), Serial number (specific instance
of the object class being tagged, objects own unique identifier). EPCglobal allocates
manufacturers specific blocks of EPC numbers, and manufacturers then add their
own product codes and serial numbers to their assigned manufacturer numbers to

create unique identifiers - EPCs.

Further information about the product is stored on a network of servers and databases
called EPCIS/EPC Network. Therefore, unique EPC number acts like a pointer di-
recting the RFID reader to the right entity on the EPC Network from where the

reader can download additional related data about the product it scanned.

Mobile Operator (MO): In the current mobile communications paradigm we have
already put in a great deal of trust in MO, as it handles all our voice and data
communications. It maintains a record of each subscriber’s call details, contact in-
formation, and credit card details, etc. It even has the capability to easily determine
our current location and tap into our communications. But what protects us from
MO turning hostile is that it has to very strictly adhere to and follow legal, secu-
rity and privacy policies imposed by the law. Our architecture extends this trust
in MO to secure and provide privacy protection for mRFID transactions. This ap-
proach is very practical and easily deployable, as the current mobile communications
infrastructure is widely spread and highly stable. MO takes responsibility on behalf
of mRFID-enabled smartphone to select, identify, and authenticate genuine ECP-IS.
MO behaving like a “Trusted Proxy” processes the request on behalf of the mRFID-
enabled smartphone, greatly reducing the communication and computational burden
on the user’s smartphone and also provides users privacy protection. MO also takes
responsibility on behalf of mRFID-enabled smartphone to select, identify, and au-

thenticate only the genuine service providers and their EPS-IS.

EPC Network: Just like the global look-up system such as the Domain Name Ser-
vice (DNS), it becomes very necessary to look up each EPC number on a central
data repository like we do with a Web page or other system using DNS. Keeping
EPC data as an unique reference or primary ID, further information about the re-
spective product is stored on databases and servers of EPC Network. This network
assists local company staff and geographically distributed supply chain partners to
easily and efficiently access information on any product they are handling from any

location. The EPC Network [4R] consists of three main components: Object Nam-
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ing Service (ONS), the EPC-Information Services (EPCIS), and the EPC-Discovery
Services (EPC-DS).

Brief Description of the Security Framework

e Step 1: The mRFID-enabled smartphone scans a RFID tag.
e Step 2: The RFID tag responds with EPC number.

e Step 3: The smartphone utilizes its 3G/4G/Wi-FI network to establish a HTTPS
connection and authenticates itself to MO via login ID/pwd and sends the EPC
number to MO.

e Step 4: The MO sends EPC number to the ONS.

e Step 5: The ONS responds with a URL of the EPCIS that related to the EPC num-

ber in question.
e Step 6: The MO sends the EPC number to the URL of EPCIS.

e Step 7: The EPCIS responds to the MO with related data about the EPC number

in question via the same HTTPS connection.

e Step 8: The MO sends the EPC related information to the smartphone.

5.3 Carrying Tagged Consumer Items

Scenario II: Alice visits a department store and purchases items that are having RFID
tags attached to them. She wants to utilize the RFID tags attached to these purchased
items in her smart home environment. But while carrying these items to her home, she
might be snooped upon by a thief, Charlie, who has a powerful RFID reader, using which,
from a distance he can scan the RFID tagged items inside Alice’s bag, to check if she is
carrying any items that are worth stealing. On the other hand, Alice may be carrying a
RFID tagged MP3 player with her at all times and this tag has a unique EPC number. If
Charlie happens to be a stalker, he can track and trace Alice at different locations based
on this unique EPC number. Therefore consumers carrying RFID tagged items have to be

protected from both Information and Location privacy violation.
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5.3.1 Protecting Consumer Privacy
Killing the Tag

As per the EPCglobal C1G2 UHF RFID Protocol standard [[7], the manufacturer of the
items can embed C1G2 UHF Tags with a Kill Password. Whenever a RFID reader sends
this kill password to the tag, the tag is killed and rendered permanently unusable and
unreadable. Therefore, once a tagged item is purchased by Alice, the trustable clerk at the
point-of-sale (cashier) can obtain the tag’s kill password from the store’s EPCIS and kill
the tag permanently. But with this approach Alice cannot make use of the tag capabilities

at her smart home environment, e.g., RFID enabled refrigerator or book shelf.

Locking the Tag

As per the EPCglobal C1G2 UHF RFID Protocol standard [[7], the manufacturer of the
items can also embed C1G2 UHF Tags with a unique 32-bit value Access Password. A
RFID reader submits the access password to the tag and the tag verifies if this access
password is the same with the one embedded within itself. If the access passwords tally,
the tag allows the reader to perform on it, the mandatory commands such as Read, Write,
and Lock. A tag’s chip has four memory banks: Reserved, EPC, TID, and User. The Re-
served memory bank is used to store the kill password and access password. The reserved
memory bank is permanently locked by the manufacturer; as a result the access password
can neither be read nor modified by any reader.

As mentioned above, most of the tags contain only its unique EPC number and all
the data associated with that EPC number is stored with the EPCIS. Access to EPCIS is
secure, and restricted to only authorized supply chain stakeholders. Generally, the EPC
memory bank is never locked, because the EPC number is used to retrieve the data associ-
ated with that item and also to retrieve its corresponding access password (from EPCIS).
The tag’s access password is thus used for ”reader to tag” authentication and also allows
the reader to access the locked memory banks within the tag, permission to change the
lock status of the memory banks (except the reserved memory bank), and write data into
the tag, etc.

Based on the above-mentioned access password and locking features available with
C1G2 UHF tags, we propose the following approach, where the tag need not be killed
permanently in order to protect consumer privacy. Once a tagged item is purchased by
Alice, the trustable clerk at the point-of-sale can retrieve the tag’s access password from

the store’s EPCIS and using this access password, the clerk can lock all the memory banks
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of the tag including the EPC memory bank. Alice can download and store the EPC num-
bers and their corresponding access passwords into her mobile/smart phone. This can
be made possible via the mRFID-enabled mobile/smart phone communicating with the
mRFID-module at the point-of-sale. With this proposed approach, adversary Charlie can
no longer get any information (including the EPC number) from the RFID tags that are
in the possession of Alice, as all the memory banks of the tags are locked and Charlie
does not have the access passwords.

However in our chapter “RFID: Tag«+Reader—Server Security” we showed that the
C1G2 protocol’s Access procedure using Access Password is not secure and we proposed
our DCSTaR: Diffusion-Confusion based Light-weight Security for RFID Tag-Reader Com-
munication protocol. Therefore if our DCSTaR protocol is deployed, the clerk can instead
use our 96bit Key K to lock the EPC memory bank. Just by locking the EPC memory

bank we protect the consumer privacy.

5.4 Interacting with Smart Home Environment

Scenario III: After purchasing the RFID tagged items from the store, the point-of-sale
terminal allows Alice to download and store the EPC numbers and their corresponding ac-
cess passwords into her mRFID-enabled mobile/smart phone. Alice uses her smartphone’s
3G/4G/Wi-FI network to establish a HTTPS (Hypertext Transfer Protocol Secure) con-
nection [48] with her home server, in order to send the EPC numbers and their access
passwords/keys. Based on the EPC numbers, the home server identifies the appropriate
EPCIS and using the access passwords/keys as proof of purchase, downloads the related
information (product description, size, weight, manufacturing date, expiry date, directions
to use, ingredients, warranty certificate, etc.) associated with the EPC numbers. The EP-
CIS must provide only the information, which is relevant to the consumer who purchased
the items. Therefore, by the time Alice reaches her home with the purchased tagged items,

the home server is ready with all the information about the items.

5.4.1 Secure Communication between mRFID-Smartphone and Home
Server

Alice’s mRFID-enabled smartphone can establish a HT'TPS connection with the home

server, before sending the EPC numbers and their corresponding access passwords/keys

as shown in Fig.bl. Otherwise the communication channel between the smartphone and

the home server can be easily eavesdropped, and prone to man-in-the-middle attacks, re-
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play attacks, data manipulation and corruption. A HTTPS communication uses crypto-
graphic tunneling protocols to provide the intended confidentiality (preventing snooping
and Packet sniffing), sender authentication (preventing identity spoofing), and message
integrity (preventing message alteration) to achieve privacy. When properly chosen, im-

plemented, and used, such techniques can provide secure communications over unsecured

networks.
_&J EPC,:APwd,, EPC;:APwd,,
f\?’()\%/\\{@ EPCy:APwd, .. = EPCyAPwd,, ...,
ﬁgﬁ% EPC,;APwd, EPC,;APwd,
\ - o
~ HTTPS HTTPS i
IPoint-of-Sale mRFID'enabled Home Server
Smartphone

Figure 5.1: Secure Communication between mRFID-Smartphone and Home Server

5.4.2 Secure Communication between Home Server and EPCIS

After obtaining the EPC numbers from Alice’s smartphone, home server now needs to
contact the appropriate EPCIS to download the related information associated with the
EPC numbers. As per the EPCglobal Architecture Specification [I1], there exists an Ob-
ject Naming Service (ONS), which can assist the home server to locate the EPCIS. The
ONS provides a global lookup service to translate an EPC number into one or more In-
ternet Uniform Reference Locators (URLs) where further information on the item may
be found. The Root ONS provides the initial point of contact for ONS lookups. In most
cases, the Root ONS delegates the remainder of the lookup operation to a Local ONS,
which is within the control of the enterprise. The home server establishes a HT'TPS con-
nection with the EPCIS, before sending the EPC numbers and their corresponding access
passwords as shown in Fig.b™2.

The clerk at the point-of-sale gives away the access passwords to only those consumers
who purchased the tagged items. The EPCIS already has the list of EPC numbers and
their corresponding access passwords, therefore when the home server sends the access
passwords to EPCIS it proves that Alice/home server indeed purchased the tagged items.

However if our DCSTaR protocol is deployed, for better security the EPCIS would send
a challenge R to the home sever (as in Step 1-Fig.BZ). Since the home server already
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has the respective keys of each tag, it can execute the DCSTaR protocol and send the
EPC,S1, 52, and C to the EPCIS via the HTTPS connection. The EPCIS would then
verify C' corresponding to each EPC number and if verified it replies with the EPC related

information.

Home Server EPC-IS
(2) EPC, EPC,,..., EPC,
(1) EPC;:URL, (4) EPC;:APwd,,
EPC,:URL,..., EPC,:APwd,,...,

(3) EPC.INFO,,
EPC,:INFO,,...,

A

Figure 5.2: Secure Communication between Home Server and EPCIS

Scenario IV: Alice stacks the tagged items in the RFID Reader-enabled refrigerator. The
RFID reader in the refrigerator realizes that some of the tagged items do not respond with
their EPC numbers, which means that these are newly added items and their memory banks
are all locked. The RFID reader securely communicates with the home server to retrieve
the access passwords/keys and unlocks the tags’ memory banks. Whenever Alice requests
for listing the items in the refrigerator, the RFID reader in the refrigerator collects all
the EPC numbers from the tags and sends them to the home server. Home server would
retrieve the information associated with these EPC numbers and displays the same on the

refrigerator’s display screen.
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5.4.3 Secure Communication: Reader-enabled Appliance & Home

Server

RFID Reader-enabled appliance (e.g., refrigerator) must identify, authenticate and estab-
lish a HTTPS connection with the home server. We should also consider a threat where
a malicious powerful RFID reader positioned outside the smart home, may impersonate
as a genuine RFID reader-enabled appliance inside the home. Therefore, whenever a new
RFID reader-enabled appliance/device is brought into the house, the home server would
generate a private key and a public-key certificate for that appliance. Alice would then
configure the appliance with its private key and public-key certificate and also installs the
public-key certificate of the home server, in order for the appliance and the home server
to successfully establish the HTTPS communication. This approach is depicted in Fig.53.

RFID reader in the refrigerator does not get any EPC number from the newly added
items in the refrigerator as their memory banks are all locked. In such a situation, RFID
reader communicates with the home server and requests for all the RFID tag access pass-
words/keys that have been downloaded by the server (from EPCIS) but not yet activated
in the smart home. Home server sends all those access passwords/keys (probably few in
number) to the RFID reader in the refrigerator and the reader checks each of these pass-
words/keys with every locked tag until a particular tag responds with its EPC number.
With this approach a tag can be unlocked without knowing its EPC number initially. This
approach can be easily understood by looking at the Fig.b4.

Scenario V: Alice has a RFID reader-enabled refrigerator, which stores many tagged items.
All these tagged items emit their EPC number when queried by the RFID reader inside the
refrigerator. But this poses a threat, where a malicious powerful RFID reader positioned
outside the smart home, may be able to query the tagged items in the refrigerator and re-
trieve their EPC numbers. Then the malicious reader may communicate with EPCIS and

retrieve information associated with these EPC numbers. This leads to privacy violation.

5.4.4 Protecting Smart Home Residents Privacy

To alleviate the above mentioned problem, we propose the following approach: Once the
RFID reader in the refrigerator unlocks the tags, it can assign a different unique tag ID
(pseudonym) and write this pseudo ID into the User memory bank of the tag. After which,
except the user memory bank, the RFID reader must also lock all the other memory banks
including the EPC memory bank. The reader notifies the new pseudo ID to the home

server, which maintains the reference between the EPC number and its new pseudo ID
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RFID Reader-enabled Home Server
Refrigerator

—=
—=
—=
—
—
—
[——]
[
—

(2) Private Key & Public-Key Certificate for
Refrigerator (3) Generate Private Key & Public-Key

(3) Public-Key Certificate of Home Server Certificate for Refrigerator

<«

(2) EPC, EPC,,..., EPC,

| HTTPS >
(1) EPCy:INFO, EPCy:INFO,..., EPC,:INFO
< HTTPS |

Figure 5.3: RFID Reader-enabled Appliance Configuring Process
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RFID Reader-enabled
Refrigerator

(5) Request Access Passwords of newly

added items
) (4) APwd, APwd,,..., APwd, Home Server
(3) Use APwd to unlock tags and
obtain their EPC numbers
(2) EPC, EPC,,..., EPC,

(1) EPC;:INFO, EPCy:INFO,..., EPC,:INFO

Figure 5.4: Unlocking RFID tags by RFID Reader-enabled Device

number. From now on whenever the RFID reader inside the refrigerator queries the tags
in the refrigerator, they all respond with their new pseudo IDs completely different from
their original EPC numbers. And only this new pseudo ID will be used in the smart home
environment. Even if a malicious RFID reader gets these unique pseudo IDs he cannot
obtain any information by sending pseudo IDs to EPCIS, as the EPCIS has no knowledge
about these new pseudo IDs.

On the other hand if our DCSTaR protocol is deployed, since the tag no longer emits
its EPC number, the RFID reader in the refrigerator executes DCSTaR protocol by just
sending R to the tag. The tag responds with its 64 bit C', which in fact becomes the tag’s
Pseudo ID. The RFID reader in the refrigerator sends C' to the home server, which uses
this Pseudo ID to do a brute force search of all the tags in database that give out the
same C and thus arrives at the correct EPC number. A consumer would not have that
many items/tags; therefore we can assume that there would be no Pseudo ID collisions
or computationally intensive database searches. Therefore since the adversary outside the

home does not have the keys he cannot make sens of the Pseudo ID C.
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5.5 Summary and Discussion

In this chapter we considered various RFID-based application scenarios that are suitable
for Smart Home environment. Based on these scenarios we identified some of the secu-
rity and privacy threats. We identified the need for protecting the consumer privacy and
proposed ”Locking the Tag” approach. We also proposed security measures to provide au-
thentication, data confidentiality, and data integrity between the following communicating
entities: consumer’s mobile RFID-enabled smartphone, home server, Electronic Product
Code — Information Services, RFID Reader-enabled household appliances and devices. We
are confident that this conceptual idea would become a seed for further research and effi-
cient modifications or improvements. Our future work includes practical implementation

and thorough performance analysis.
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6. Conclusion and Future Work

In this thesis we identified security and privacy threats pertaining to few specific RFID

Applications that are beneficial to businesses and consumers. We carried out a security

assessment of these RFID applications and proposed cryptographic protocols that achieve

mutual authentication, secure communication and consumer privacy protection. Our ma-

jor contributions in this thesis are as below:

Security Assessment of RFID: Supply Chain Management System This work has

given us the opportunity to study and understand the fundamentals of RFID tech-
nology and it’s benefits to supply chain management system. It allowed us to study
the EPCglobal Inc.’s standard specification called the “EPCglobal Architecture Frame-
work” for RFID-based supply chain management system. Having understood the
functioning of various building blocks/entities in the EPCglobal architecture frame-
work we analyzed their security aspects and identified certain threats. We proposed
several security measures, which can be adopted to secure this architecture frame-
work. We then narrowed down our research focus to RFID: Tag+Reader—Server
Security. This work has also helped us to come up with some creative RFID appli-
cation scenarios that are beneficial to consumers and address their related security
and privacy issues. As a future work in this area we would like to focus on EP-
CIS Repository and EPCIS Accessing Application and address the security aspects

of these two entities in greater detail.

RFID: Tag«Reader—Server Security In this chapter we considered low-cost passive

RFID tags as they are expected to be widely used to tag items in the supply chain.
Therefore, we analyzed the security aspects of the EPCglobal Standard “Class-1
Generation-2 (C1G2) UHF (Ultra High Frequency) RFID Protocol for Communi-
cations at 860MHz - 960MHz Version 1.2.0” also known as the ISO 18000 Part 6C
standard. This standard specifies the Physical interactions (the signaling layer of
the communication link) between readers and tags, and Reader and tag operating
procedures and commands. We identified its security loopholes, which are prone to
threats like the man-in-the-middle attacks, cloned fake tags, malicious readers, in-
sider attacks, and consumer privacy violation. Since these low-cost passive tags have

constrained resources, we first proposed a light-weight “Tag Reader Mutual Authen-
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tication (TRMA)” protocol that utilizes only light-weight primitives such as 16 bit:
random number generator, CRC, and XOR. But TRMA protocol has its weaknesses,
which allow the tag’s access and kill passwords to be exposed. Based on the lessons
learnt from the TRMA protocol, we proposed another protocol called the “Diffusion-
Confusion based Light-weight Security for RFID Tag-Reader Communication (DC-
STaR)”. The DCSTaR protocol utilizes the very same light-weight primitives to pro-
vide a simple 32 bit diffusion-confusion procedure which obscures the challenge and
response form the tag to the reader. We proved the strength of our cipher by sub-
jecting several mega bytes of our cipher output to batteries of statistical random
tests. We used C language parallel programming to execute our cipher in a clus-
ter computing environment in order to speed up these batteries of tests. Our future
work would include precise practical design and implementation of DCSTaR protocol

and evaluate its die size, clock cycles, throughput, and power consumption.

Efficient and Privacy-Preserving mRFID/NFC Payment Model In this chapter we
present the fact that the current mobile payment systems are based on credit/debit
card payment models. We emphasize that credit/debit card payment models are
prone to consumer privacy violation, card fraud, and expensive interchange fees for
merchants. Therefore we proposed an alternate mobile payment model called the
“Pre-Paid Mobile HTTPS-based Payment model” where the customer obtains the
merchant’s bank account information into his/her mRFID-enabled smartphone via
the NFC protocol, then the customer using the smartphone instructs his/her bank to
transfer the money to the merchant’s bank account. The proposed payment model
utilizes partially blind signature scheme to hide the customers’ identity from the
bank. Therefore the proposed payment model provides the customer with complete
control on his/her payments and privacy protection from both the bank and the
merchant. In our proposed payment model we converged Smartphones, mRFID/NFC
technology, RFID technology, and HT'TPS communication. The consumer can cancel
and obtain new anonymous pre-paid cash certificates whenever and wherever he/she
wants using the smartphone’s 3G/4G/Wi-Fi networks. We gained good experience in
developing a proof-of-concept implementation using Android SDK. Our future work
would include a real practical implementation of our payment model using a NFC-
enabled smartphone and developing a smartphone application that can communicate
with the bank server via 3G/4G/Wi-Fi network and also communicate with a real

NFC-module to download the merchant’s bank account information and invoice.

mRFID+Smart Home Security and Privacy In this chapter we considered various
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RFID-based application scenarios that are suitable for Smart Home environment.
Based on these scenarios we identified some of the security and privacy threats. We
identified the need for protecting the consumer privacy and proposed ”Locking the
Tag” approach. We proposed security measures to provide authentication, data con-
fidentiality, and data integrity between the following communicating entities: con-
sumer’s mobile RFID-enabled smartphone, home server, Electronic Product Code —
Information Services, RFID Reader-enabled household appliances and devices. We
are confident that this conceptual idea would become a seed for further research
and efficient modifications or improvements. Our future work includes practical im-

plementation and thorough performance analysis.
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