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ABSTRACT

After the concept of ubiquitous computing environment was introduce by M. Weiser in 1991, many
researcher proposed their idea to address challenge issues of ubiquitous computing environments. Re-
cently, marvelous advance of fundamental technologies for ubiquitous computing environments (i.e.,
sensor network and 4G network) enable us to expect the ubiquitous computing environments will be
come true in near future. Based on these research outputs and the advance of fundamental technolo-
gies, some of the ubiquitous computing environments (e.g., Navitime in Japan, open urban testbed in
Finland, and child-care & safety service in Korea) have been integrated in our real life. From now,
we call the ubiquitous computing environments integrated in the real life as the public ubiquitous
computing environments.

Compared to the ordinary ubiquitous computing environment, the public ubiquitous computing
environments have the following properties: multiple administrative domains, complicated trust model,
numerous subscribers of a service, heterogeneous devices, and numerous authentication requests. Al-
though these properties causes the security and privacy problems, the previous work cannot solve these
problems: the leakage of the stored subscription information to enforce proper access control, privacy
violation due to traceability of the end-user, and low scalability due to the heavy computational over-
head and communication cost.

To address these problems, we propose a scalable privacy-preserving authentication framework,
consisting of three privacy-preserving authentication protocols: anonymous authentication protocol,
privacy-preserving membership verification protocol, and anonymous re-authentication protocol. All
protocols reduce the processing delay time and communication overhead while preserving the privacy
of the end-user. The privacy-preserving membership verification protocol allows the service provider
to adjust its performance to satisfy his/her desire performance in the various services. In addition, the
processing delay time does not be affected by the number of the service subscriber. Also, the protocol
can preserve the privacy of the end-user based on computationally hard problem.

Through a set of the selected numbers and standard version of membership verification, the anony-
mous authentication protocol enhances non-linkability and removes the privacy concern regarding to
the abuse of the stored service subscription information in the anonymous authentication protocol.

The anonymous re-authentication protocol employing the lightweight version is used to provide an
efficient anonymous re-authentication. If the end-user has authenticated in the previous session, the
end-user can share a secret information with the wireless sensor network. The proposed anonymous
re-authentication verifies whether the end-user has the secret information or not.

In order to illustrate how to employ these authentication protocols to build privacy-preserving
protocols for the public ubiquitous computing environments, we provide a privacy-preserving secure
service discovery protocol as one example. In addition, we demonstrate that the proposed protocols
address the security and privacy problems of the possible services, child-care and safety service, in the

public ubiquitous computing environments.
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Chapter 1. Introduction

1.1 Motivation

After M. Weiser proposed the concept of ubiquitous computing environments [0], many papers
are proposed to address the research challenges of ubiquitous computing environments. For service
discovery, which allows the end-user to find an alternative service, Czerwinski et al. [2] proposed a
scheme which was called “Secure Service Discovery Service”. Also, Zhu et al. [3] introduced another
secure service discovery protocol to preserve the privacy of the end-user while protecting the privacy of
the service provider. In order to provide anonymous authentication preserving the privacy of the end-
user, many researchers proposed their idea [@, B, [, B, O, @0, I, 2, IH, 6, I3, [d]. Keyword search
techniques on the encrypted data [I7, OR, [Y, 20] are proposed to share the data while preventing
the other entities having no access control from obtain the data. Various key establishment schemes
o0, 21, 28, 29] for wireless sensor network, one of core technologies to establish
ubiquitous computing environment, have been introduce to address security issues.

Based on these research results and recent advance of the technologies (e.g., Bluetooth, Wi-Fi,
sensor network, smart phone), the ubiquitous computing environments have being integrated in our
real life. For instance, in Japan a pedestrian navigation through a mobile phone, called as Navitime,
is provided to almost 2 million Japanese citizens [30]. “iHospital system” [31] is deployed to support a
hospital scheduling and awareness system in Denmark through location tracking, a context-awareness
system, large interactive displays, and mobile phones. Using iHospital system, the hospital can ad-
just the schedule changes and maintain a shared overview of the current surgeries and personnel, and
provide to communicate withe the people involved. In Finland, “Open Urban Testbed for Ubiquitous
Computing” provides open horizontal resources for building functional prototypes of future ubiquitous
city [32]. The testbed consists of panOULU WLAN, panOULU BT, panOULU WSN, large public dis-
plays, middleware resources, and monitoring tools where panOULU WLAN provides wireless network
through a public-private partnership, panOULU BT is a cluster of Bluetooth APs around downtown
Oulu, panLULU WSN is a cluster of wireless sensor network AP’s around downtown Oulu. Note that
wireless sensor network AP provides open and free connectivity to low-power sensor nodes in wireless
sensor network. Also, in Korea, mobile service providers (i.e., SKT, KT, and LGT) and Gangnam
province in Seoul [B3] provide a child’s location information to parents’ mobile phone per every 1
hour and send an alarm message if a child is out of his/her safety zone, predetermined by the par-
ent. From now, we call the ubiquitous computing environment integrated in our real life as the public
ubiquitous computing environment. Compared to the ubiquitous computing environments which have
been researched in the open literature, the public ubiquitous computing environments has the following
differences:

Multiple administrative domains: The ubiquitous computing environment, had been researched
in the open literature, focuses on single administrative domain such as ubiquitous campus or smart
home. However, in our real life, multiple administrative domains coexist. ISPs (Internet Service Providers),
mobile service providers (i.e., SKT, KT, and LGT) are typical examples of multiple administrative do-

mains.



Complicated trust model: Due to the multiple administrative domains, the trust model in
the public ubiquitous computing environment will be complicated. While the end-users and service
providers need to trust only one authentication server and multiple directory servers managed by the
authentication server in the ordinary ubiquitous computing environments, multiple directory servers
and authentication servers coexist. Note that the authentication server is used to provide anonymous
authentication, which protects the end-user’s privacy in the public ubiquitous computing environment.
As a result, the end-users and service providers may have the privacy concern related to the abuse
of the subscription information, which is stored in the authentication server and directory server to
enforce access control.

Numerous subscribers of a service: As the scale of the public ubiquitous computing environ-
ments is considered a city, the number of end-users subscribing the server may be the whole num-
ber of citizen in the city. According to the experimental result in panOULU WLAN [B7], “about
20000 WLAN devices use of panOULU WLAN every month so that 25-40% of them are visitors”,
the privacy-preserving protocols in the literature may be suffered from the scalability issue.

Heterogeneous devices: As the public ubiquitous computing environments is designed to cover
a city, the devices should be diverse to support various services satisfying the needs of the whole
citizens.

Numerous authentication requests: The number of the end-users subscribing the wireless
sensor network increases as the coverage of the public ubiquitous computing environment has been
expanded to a city. The public ubiquitous computing environments include high-bandwidth network
(e.g., 3GPP, 4G, and WLAN) and low-bandwidth network (e.g., wireless sensor network). As the nu-
merous authentication requests cannot be handled in low-bandwidth network, the network cannot be

operated to satisfy its original goal.
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Security Framework

Figure 1.1: Abstract activities for the public ubiquitous computing environments

The activities of the end-users for the public ubiquitous computing environments can be sum-
marized as Figure . The authentication of the end-users are required in three parts: authentica-
tion to obtain the sensing data from the wireless sensor network, authentication to find an alternative

service during service discovery, authentication to access the target service. Therefore, the authentica-



tion framework for the public ubiquitous computing environment should support these authentications
which preserves the privacy of the end-users and service providers. Then, the authentication framework
should support the following security requirements:

Mutual authentication: Mutual authentication is required since each end-user and service provider
want to identify whether the communicating party is legitimate entity or not. When mutual authen-
tication is not provided, an adversary can impersonate a specific end-user or service provider.

Anonymity: On the one hand, mutual authentication provides a functionality that an end-user
and service provider identify each other, on the other hand, it also enables an adversary to track
the end-user or service provider. In the public ubiquitous computing environments, the end-user may
provide his/her service to the other end-users. This is why we should protect privacy of the end-user
and service provider. A typical approach to protect the privacy of an end-user and service provider is
to provide anonymous communication through an authentication server.

Accountability: Although anonymity can protect the privacy of an end-user and service provider,
it also can help a malicious user, who has overheard the authorized credential of another user, access
several services without permission. Hence, proper accountability is required.

Differentiated access control: As a service provider may want to provide differentiated service
to his/her subscribers, the system in the public ubiquitous computing environment should support
differentiated access control. However, anonymous communication through an authentication server
allows the authentication server to access the subscription information of a specific service provider,
which causes the privacy concern for the service provider that the administrator of the authentication
server illegally extracts the subscription information (e.g., mobile user tracking and information leak-
age of the subscribers). This concern is critical issue in the public ubiquitous computing environments
because the multiple administrative domains exist in the public ubiquitous computing environments.
Thus, we need to remove the privacy concern regarding the abuse of subscription information in au-
thentication server while supporting differentiated access control with anonymity.

Efficient keyword search on encrypted data: When the authentication server verifies the ac-
cess permission of an end-user on a service, the authentication server may obtain the subscription in-
formation of the service. Keyword search on encryption data (or privacy-preserving keyword search) is
one of possible solutions to address this problem. Because the approach can allow the server to verify
the access permission on the specific service without exposing the subscription information. However,
the existing approach is not efficient in view of computational overhead. In the public ubiquitous com-
puting environments, the service subscriber may be all citizens in a city. That’s why efficient keyword
search on encrypted data is required.

Lightweightness: As the public ubiquitous computing environments is considered to cover a city,
the devices should be diverse to support various services satisfying the needs of the whole citizens.
That’s why the cryptographic protocols which should be run on several devices should be lightweight

with respect to communication, computation cost, and storage overheads.

1.2 Challenges

Due to the characteristics of the public ubiquitous computing environments, the privacy-preserving
authentication protocol, which is proposed to support the activities of the end-user, should consider
the following:

Challenges in Privacy protection



1. Semi-honest directory server: Since the directory servers are owned by multiple administrate
domains, the directory server should be regarded as semi-honest entity. In other words, the direc-
tory server performs its original functionalities (i.e., storing the access information of the service
and providing the access information to the end-user having proper access permission) while the

server may collect the private information of the end-user or service provider.

2. Semi-honest authentication server: Since the authentication servers are owned by multiple
administrative domains, one authentication server cannot want to provide the subscription in-
formation, which is required to enforce proper access control, to another authentication server.
While preventing another authentication server from obtaining the subscription information, one
authentication server wants to allow another authentication server to authenticate the end-user

belonging to its authentication server.

3. Enhanced non-linkability: The adversary can easily eavesdrop any communication since the
environments are open to all entities. If the adversary can identify the end-user or service provider,
the adversary can monitor the activities of the target entity (i.e., end-user or service provider)
and track the location of the target entity. Here, non-linkability means that, for insiders(i.e.,
service provider and other users) and outsiders, 1) neither of them could ascribe any session to
a particular end-user, and 2) neither of them could link two different sessions to the same user

[34].
Challenges in Scalability

1. Lower processing delay time: As the average number of the service subscriber in panOULU
WLAN is about 20000, lower processing delay time is required in the directory server and au-

thentication server so that the servers can support more end-users within the certain time period.

2. Lower communication overhead: As the various devices can be used in the network having
limited bandwidth (i.e., sensor network), lower communication overhead is preferred to support
more end-users within the certain time period. Communication overhead can be determined by

the size of the message to be transmitted and the number of rounds to achieve the protocol.

Based on these observations, Figure [ illustrates the challenges to be addressed in the authen-
tication protocols for the public ubiquitous computing environments.

However, the existing authentication protocols, authentication to obtain the sensing data from the
wireless sensor network, authentication to find an alternative service during service discovery, authen-
tication to access the target service, in the ubiquitous computing environments do not consider the
above challenges of the public ubiquitous computing environments.

During service discovery protocol, an end-user, Alice, may expose her private information to the
directory server, which is introduced to simplify trust management and support better scalability [2, B].
However, the adversary can obtain the information from the directory server by compromising the
server in the public ubiquitous computing environment since the server may not be protected from
the physical access of the adversary. In addition, the authentication server or service provider can
identify whether two different authentication requests are sent by Alice or not [?]. Hence, Alice can
not prevent the adversary from obtaining the private information of Alice.

16]

the

Although various anonymous authentication schemes based on one-time pseudonym [[3, I, 5,
have been proposed, these schemes have the following problems: there is no concrete protocol [I3];
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Figure 1.2: Challenges of the authentication protocols for the public ubiquitous computing environ-

ments

adversary can reuse the authorized pseudonym by overhearing the authentication request of the end-
user [I4d]; the service provider can link up two different sessions to the same end-user so that the
service provider can track the activity of the end-user [T4, I6]. When Alice authenticates herself to
the service provider through these approaches, the privacy of Alice may not be protected.

To verify access permission of Alice, the authentication server should have a capability to verify
whether Alice is a legitimate subscriber of the service provider. In the mean time, the authentication
server should not obtain the subscription information of the service provider in order to remove the
privacy concern on abuse of the subscription information. If Alice should register herself with each
service provider, the management cost of each service provider will be increased to prevent the private
information exposure of Alice from the adversary. In order to address this issue, the keyword searches
on the encrypted data [, I8, [Y, 20] are introduced in the open literature. However, access control
does not considered [P0]. The computational overhead employing proper access control [Zl] increases
as the number of the end-user subscribing the target service grows.

When Alice uses indoor location supporting service over wireless sensor network, the nearby sensor
nodes, which are deployed to monitor any change of the nearby environment and required to forward
the received authentication request of Alice, should consume their energy. As the number of the sub-
scribers for this indoor location service increases, the expected lifetime of the deployed sensor nodes
will dramatically reduce. A more serious problem is that the sensor nodes cannot perform its oper-
ation due to the numerous message forwarding of the authentication request. Because the existing
key management schemes [, P2, U3, P4, D5, P6, P27, P8, 29] require the nearby nodes to forward the
authentication requests to the other nodes or base station. If the device hold by Alice can directly
communicate with the base station, which collects the sensed data from the deployed sensor nodes
and provide the data to the end-user having proper access permission, we can avoid this problem.
However, due to the heterogeneous device in the ubiquitous computing environment, we cannot sure
whether the device can directly communicate with the base station. As a result, we should provide

the efficient re-authentication of the end-user over the sensor network.



1.3 Contributions

In this thesis, we propose scalable privacy-preserving authentication framework, addressing the
above problems, for the public ubiquitous computing environments. In order to support three kind
of authentications, shown in Figure [, we propose three privacy-preserving authentication proto-
cols: anonymous authentication protocol, privacy-preserving membership verification, anonymous re-
authentication protocol.

We introduce two versions of privacy-preserving membership verification to identify whether the
end-user has access permission on the service or to find an alternative services which are specified by
the encrypted keywords. Using the standard version of our membership verification, we can remove
privacy concern about abuse of subscription information, stored to allow an authentication server to
check access permission of an end-user, in authentication server. As the computational overhead in
the verifier has reduced to a few hundred milliseconds, the number of membership verification done
by the verifier within the certain time period increases. The processing delay time can be adjusted for
satisfying the desire performance.

The lightweight version of privacy-preserving membership verification can prove that the end-
user has authenticated himself/herself in the previous session by showing the knowledge related to
the shared secret information. In order to verify whether the end-user has the shared information,
the verifier (i.e., sensor node) only requires 1 modular addition and 1 modular exponentiation rather
than sending the authentication request to the authentication server or base station. Therefore, the
lightweight version of membership verification can be used to provide an efficient re-authentication
in low-bandwidth network such as wireless sensor network by reducing communication overhead and
processing delay time in the sensor node.

Anonymous authentication protocol based on one-time pseudonym, enhances non-linkability by
removing the relationship between the previous pseudonym and current pseudonym. While providing
the enhanced level of security, the scheme reduces the computational overhead to authenticate the
end-user in the authentication server. This authentication protocol is proposed to provide anonymous
authentication to access the target service.

Anonymous re-authentication protocol, based on the lightweight version of membership verifica-
tion, is proposed to provide an efficient re-authentication of the end-users in the wireless sensor net-
work by reducing the communication overhead to authenticate the end-user. Based on the computa-
tionally hard problem, the proposed re-authentication protocol can preserve the privacy of the end-
users.

We employ these scalable privacy-preserving authentication protocols to provide an actual service
in the public ubiquitous computing environments, called as child-care and safety service while preserv-
ing the privacy of the end-user. Through performance and security analysis, we demonstrate that the
service can provide the privacy protection of the end-user while supporting better scalability.

To illustrate how to apply the proposed protocols to build a privacy-preserving protocol for the
public ubiquitous computing environments, we introduce privacy-preserving secure service discovery
protocol. Using the privacy-preserving keyword search, we can remove the privacy concern about the
abuse of the stored service subscription information in the authentication server and directory server.
Compared to the existing approaches, the proposed service discovery protocol requires a constant pro-
cessing time although the the number of the service subscribers increases.

From these results, we believe that the proposed authentication protocols can address security



and privacy issues in the public ubiquitous computing environments.

Since these privacy-preserving authentication protocols require lower the processing delay time and
less communication overhead compared to the existing approaches, we believe that these protocols can
address scalability issue in the public ubiquitous computing environment. In chapter 5, we explain the

performance of each protocol in detail.

1.4 Assumption and notations

We assume that an end-user can control the source addresses of the outgoing Medium Access Con-
trol (MAC) frames since this assumption is a prerequisite for anonymous communications. A detailed
method for this modification is covered by Gruteser et al. [35]. Table I illustrates the notations used
throughout this paper. Note that the PKpgy and SKpgn are only used in membership verification.
In order to support proper level of security in membership verification, the key size should be the
greater than or equal to 512 bit. The reason why we choose that size of PKpgy will be explained
in the chapter 3. However, the size of PKgntity is 160 bit which implies the same level of security as
RSA-1024.

The AS issues SID, a polynomial f(z) with degree t, access key ak;, E[i+r, PKpan, Gi1], Certa
and ID; to service provider. The SP generates several polynomials, issues an identifier per each poly-
nomial, distributes necessary information for service access (i.e., SID, polynomial degree p, access key
ak;, E[i + r,BGNp;| and user account w;) to his/her subscribers and stores requisite information
for membership verification (i.e., SID list, polynomial identifiers and corresponding polynomials) to
database server in an encrypted form. Note that E[i 4+ r, BGNp] is polynomial evaluation result of
the corresponding access key ak;. Using the received information, the end-user or SP can generate their
MT. The SP stores SID list and polynomials for membership verification to the AS in an encrypted
form. If there is any change in the stored information, the SP updates the stored information.

A secure tunnel (e.g., IPsec ESP mode [B6]) between a directory server and the authentication
server exists. PK g, IDas and PKpgy are assumed to be known to all entities.

Each sensor node (or mobile node) has SKpgn, Rps, and PKpgy when the node is distributed.
The mobile node, owned by the child, performs power adaptation for delivering a message directly to
its neighbor cluster head via omnidirectional or directional antenna. Network topology is established

using Kj,;; during network initialization.

1.5 Organization

We briefly outline the structure of this thesis as follows:

Chapter 2 introduces the previous work on three re-presentive services: child-care and safety
service, keyword search in the intelligent lecture assistance, and re-authentication in the campus nav-
igation over the sensor network. In the child-care and safety service, we explain the existing service
provided by the mobile service providers such as SKT, KT, and LGT. Also, we introduce the existing
approach by Takata et al. [37] in the open literature.

Chapter 3 introduces two versions of privacy-preserving membership verification to allow the
verifier (i.e., authentication server and directory server) to check whether the end-user has proper ac-
cess permission on a service while preserving the privacy of the end-user. Also, the proposed approach

can allow the end-users to find an alternative services which are specified by the encrypted keywords.



Table 1.1: Notations

AS | BS Authentication server / Base Station

Credential A ticket for authentication

DS /| HS Directory Server / Home server

ID4 An identifier of entity A

KD /| MO Kid’s device / Mobile Operator

DMV A ticket for Discovery Membership Verification

MT A trapdoor for indicating subscribers of the target SP

n An allowable access frequency of an end-user to a service

PK4 A public key of entity A under Elliptic Curve Cryptography

PKggn A public key under BGN encryption [d4] owned by AS

S A set of selected numbers where | S |> 2n

SID A service type identifier describing a selected subset of
the available service pool and including an polynomial
identifier for membership test

SKa A private key of entity A

SKpan A private key under BGN encryption [#4], which is
owned by AS and distributed to DS for membership test

SN Sink node

SP Service provider or service access point

U Mobile user

Chi=0,1,--- A series of authorized credentials

jii=1,2,--- A series of the number selections by an end-user

Anchor An initial credential C°

Certa A certificate which binds entity A with PK 4

E{m,K4} A message m is encrypted by a symmetric key K4

E[m,PK 4] A message m is encrypted by public key of entity A
using Elliptic Curve Cryptography

Dim, SK 4] A message m is signed by private key of entity A

E[m,PKBGN,G or G]l]

using Elliptic Curve Cryptography
A message m is encrypted by the public key PKpggn on
cyclic group G or Gy and the ciphertext is g"*h" or ¢{*hj]
where g1 = e(g,9) and hy = e(e, h)

H(m) Hashing a message m
Kap A shared secret key between entities A and B
bi=1,2,--- A series of nonce generated by entity A which is usually

a 64-bit pseudo random number.

When the end-user has enough resource to compute the heavy computational operation such as pairing,
the standard version of our membership verification is useful. The lightweight version of membership
verification is proposed to provide an efficient re-authentication of the end-user. When the end-user
has authenticated himself/herself with the service provider, the end-user can share a secret informa-

tion with the service provider. Based on this fact, the lightweight version of membership verification



check whether the end-user knows the shared secret information or not.

Using these privacy-preserving membership verifications, we build anonymous authentication pro-
tocol and anonymous re-authentication protocol to support various authentications in the public ubig-
uitous computing environments.

Chapter 4 employs the proposed authentication protocols, explained in the chapter 3, to the
child-care and safety service, which is one of the possible applications in the public ubiquitous com-
puting environments. We discuss the system model to address security and privacy problems of this
service, necessary assumptions, and the sketch of this service. In the sketch of child-care and safety
service, we explain the issue to be addressed in each phase and how to apply the proposed schemes.
To provide how to implement each service, we illustrate the actual process for child-care and safety
service. Through evaluation of the child-care and safety service, we show that the service can address
security and privacy issues for the public ubiquitous computing environments.

To illustrate how to apply the proposed authentication protocols to build the privacy-preserving
protocols in the public ubiquitous computing environments, we demonstrate privacy-preserving secure
service discovery protocol. Using the standard version of membership verification, the proposed proto-
col prevents the directory server from obtaining the subscription information of the service subscriber
while verifying proper access permission on the requested service. Compared to the previous approach
[3], the proposed protocol reduces the communication overhead so that the proposed protocol can sup-
port better scalability.

Chapter 5 evaluate three privacy-preserving authentication protocols. The standard version of
membership verification is implemented under Intel®Core ™2 2.13GHz CPU, 1GB RAM and Mi-
crosoft Windows XP Professional Service Pack 3. In order to illustrate the the efficiency of the lightweight
version, we compute the expected processing time. Also, we explain why the proposed membership
verifications are secure based on several observations.

Also, we evaluate anonymous authentication protocol, applying the standard version of member-
ship verification. By comparing the computational overhead, communication overhead, and storage
cost with the previous work [I5, 6], the protocol can provide better scalability. Using reasoning based
approach, we show that the protocol can address the security and privacy problems in the public ubig-
uitous computing environment while supporting various security-related features.

We show that anonymous re-authentication protocol for the end-user over wireless sensor network
can address the security and privacy problems in the public ubiquitous computing environment. Using
the lightweight version of membership verification, the proposed protocol reduces the communication
overhead and the processing delay time to authenticate the end-user. Based on the security of the
lightweight version of membership verification, the proposed protocol can preserve the privacy of the
end-user.

Chapter 6 conclude this dissertation with the summary and future research.



Chapter 2. Related work

2.1 Security and privacy concerns in the public ubiquitous com-

puting environments

2.1.1 Navitime in Japan

In Japan, a pedestrian navigation through a mobile phone, called as Navitime, is provided to al-
most 2 million Japanese citizens [30]. To estimate the end-user’s location, Navitime used the GPS
based location determination technique by incorporating map-matching techniques to obtain an ac-
curacy of 3 meters. If the end-user exists in indoor spaces or urban canyons, cell-tower positioning
is used. Compared to the other mobile phone-based navigation services such as Google Mobile Maps
and smart2go, Navitime provides the integrated support for various modes of transportation: walk-
ing, driving, and riding trains, buses, taxis, and airplanes. Using the various interactive guides (e.g.,
maps, itineraries, voice prompt, vibration alerts, and progress bars), the end-user can arrive his/her
final destination.

In location-based services, a simultaneous effort to both protect the location privacy and disclose
location information to the others socially. To satisfy the need to re-use and recall the previous loca-
tion information, the 20 most recent location search queries are stored in the server of the mobile ser-
vice provider. By encrypting the personally identifiable information by the end-user, the stored queries
are not linked to the personally identifiable information. The end-user can delete the historical data.
As the service is based on the mobile phone, the anonymous authentication cannot be provided during

accessing the service.

2.1.2 iHospital system in Denmark

“iHospital system” [B1] is deployed to support a hospital scheduling and awareness system in
Denmark through location tracking, a context-awareness system, large interactive displays, and mo-
bile phones. Using the iHospital system, the hospital can adjust the schedule changes and maintain a
shared overview of the current surgeries and personnel, and provide to communicate withe the people
involved.

The system consists of AwareMedia, location and context-awareness infrastructure, and Aware-
Phone. AwareMedia is an application providing information about the status in the different operat-
ing rooms. Location and context-awareness infrastructure is used to monitor the location of people
in the hospital using Bluetooth. AwarePhone is a program running on Symbian mobile phone which
provides the status of the surgeries in the operating rooms. Based on the knowledge obtained from
the system deployment, we conclude that the performance and scalability issues should be addressed
when the system for the pervasive computing environment is deployed. Moreover, security and privacy

should be considered in order to deploy the system in the real world.
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2.1.3 Open Urban Testbed in Finland

“Open Urban Testbed for Ubiquitous Computing” provides open horizontal resources for build-
ing functional prototypes of future ubiquitous city [82]. The testbed consists of panOULU WLAN,
panOULU BT, panOULU WSN, large public displays, middleware resources, and monitoring tools
where panOULU WLAN provides wireless network through a public-private partnership, panOULU
BT is a cluster of Bluetooth APs around downtown Oulu, panLULU WSN is a cluster of wireless sen-
sor network AP’s around downtown Oulu. Note that wireless sensor network AP provides open and
free connectivity to the low-power sensor nodes in wireless sensor network.

The panOULU WLAN provides open (no authentication or registration) and free (no payment)
wireless Internet access to the equipped a WLAN device. According to the experimental result in
panOULU WLAN [87], “about 20000 WLAN devices use of panOULU WLAN every month so that
25-40% of them are visitors”, scalability issue of privacy-preserving protocols in the literature should
be re-considered.

This testbed was used in UMA (Unlicensed Mobile Access) technology pilot, allowing to access
GSM core services over the unlicensed wireless network (i.e., panOULU WLAN) if it is available. Also,
the testbed was used in panOULU Luotsi service prototype, providing location-based information to
the users of the panOULU WLAN. The location of the end-user is estimated by identifying the WLAN

AP to which the end-user’s wireless device is currently connected.

2.1.4 Child-care and safety service in Korea

In Korea, mobile service providers (i.e., SKT, KTF, and LGT) provide child-care and safety ser-
vice. The service providers notify a child’s location information to parents’ mobile phone per every 1
hour and send an alarm message if a child is out of his/her safety zone, predetermined by the parent.
Also, Gangnam province in Seoul [83] provides a similar service to an end-user.

From now, we call this service as child-care and safety service. Then, we can define the service us-
ing three components such as end-user, service provider, and device. The end-user requests the service
provider to send the location information of his/her child having a proper device where the location is
determined by various techniques such as A-GPS [BR], ultrasound [89] and RSSI based on RF [410, &1].
Figure 2 illustrates the detailed activities among an end-user, service provider and child. When the
end-user becomes a legitimate subscriber of a child-care & safety service, the user should store the
private information (i.e., his/her mobile phone number, living space, frequent visiting place, and etc.)
to the service provider. Then, the child who has the proper device can report his/her location to the
end-user through the service provider. Using the received location information, the service provider
analyzes the risk of the child. If any emergency situation has been occurred or periodic reporting is
required, the service provider sends the analyzed result to the end-user.

However, this approach has the following disadvantages: the child’s location is not accurate due
to A-GPS (Network-assisted Global Positioning System) [B%], typical method of location determination
technology; Private information such as safety zone and mobile phone should be stored in a server of
mobile operator; An end-user cannot control over the child-care and safety service although the user
does not want to observe the child’s location during some time period.

In the open literature, Takata et al. [87] proposed a dangerous location aware system for assisting
kids’ safety care. To assist for kid’s safety care, they assume that each kid has proper mobile devices

communicating with a server in his/her home and a public alerting service notifying several dangerous
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4. Verify any risk of the child

1. Store any private

X / 3. Report the location
information

5. Report the verification result

Child having various
End-user handheld devices

(ex. Parents) (ex. PDA, mobile
phone, sensor node)

2. Determine a child’s location

LDT : Location Determination Technique using LDT
(ex. A-GPS[38], Ultrasound[56], RSSI based on RF[57],[58])

Figure 2.1: Existing model for child-care and safety service

location with real-time traffic exists. Compared to the commercial services, the system can preserve
the privacy of an end-user by storing any private information in his/her home server and determining
the kid’s location in the kid’s device. However, direct communication between the kid’s device and
home server in his/her home is expensive and impractical since the devices should support various

networking technologies as any changes of the nearby environment.

2.2 Privacy-preserving authentication protocols

2.2.1 Membership verification through keyword search

In order to enforce proper access control on keyword search, the subscription information should
be encrypted. Typical approach presenting the subscription information on the specific service was
presented in the polynomial form so that the searching of the set can be converted to the evalua-
tion of the given polynomial [@2, @3]. The existing approach [20] in the open literature, being able
to employ access control to keyword search on the encrypted data, requires homomorphic operations
in addition and multiplication. Among the homomorphic encryptions [45], the encryption scheme pro-
posed by Boneh et al. in 2005 [44] can support the unlimited additive homomorphic operations and
one multiplicative homomorphic operation. That’s why we employ the encryption scheme proposed by

Boneh et al. to hide the subscription information during keyword search.

BGN encryption

As mentioned in the introduction, we need to get rid of privacy concern regarding the abuse of
subscription information in authentication server. In other words, the authentication server should
verify whether an end-user is one of subscribers without information leakage of the subscription infor-
mation. To address this issue, we employ the previous approaches [A2, &3], converting the searching

of the sets to an evaluation of polynomial representations of a given set.
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In 2005, Boneh et al. proposed new encryption scheme [d4] which supports additively homomor-
phic operation and one multiplicative operation on encrypted data. Before describing the scheme, we
explain the notation used in the scheme and how to construct the bilinear groups.

The homomorphic encryption scheme proposed by Boneh et al. uses the following notation:
1. G and G1 are two (multiplicative) cyclic groups of finite order n.
2. g is a generator of G.
3. e is a bilinear map e: G x G — Gy. Namely, for all u, v € G and a, b € Z, e(u®,v") = e(u,v)™.
4. e(g,g) is a generator of Gy.

If G is a bilinear group, we can say that a group Gy and a bilinear map as above also exist.
Let n > 3 be a given square-free integer that is not divisible by 3. Then, a bilinear group G of

order n can be constructed as follows:
1. Find the smallest positive integer [ € Z such that p =In — 1 is prime and p = 2mod3.

2. Consider the group of points on the (super-singular) elliptic curve y? = 23 + 1 defined over F.
Since p = 2mod3, the curve has p +1 = In points in . Therefore the group of points on the

curve has a subgroup of order n which denote by G.

3. Let Gy be the subgroup of F* of order n. The modified Weil pairing on the curve [dG] gives a
bilinear map e: G x G — Gy with the required properties.

The homomorphic encryption scheme consists of the three algorithms as follows:

1. KeyGen(7): Let n = giq2. Pick two random generators g and u from the group G and set
h =u%. Then h is a random generator of the subgroup of G of order ¢;. The public key PKpgn
is (n,G ,Gq ,e,g,h). The private key SKpan is ¢1-

2. Encrypt(PKpgn, m): When the message space consists of integers in the set {0,1,...,7} with
T < ¢2 and r is a random number from 0 to n—1, the encryption is computed as C' = ¢g™h" € G.

C is the encrypted message of m.
3. Decrypt(SKpan,C): The decryption is computed as C% = (g™, h")% = (g7)™.

Then, the encryption of mi+mo and the encryption of mims can be computed as g"*h" -g™2h"
and e(g™mth"™, g™2h") where e is a bilinear mapping from G x G to Gy and the encryption of m; is
g™ h" in BGN scheme. Also, the expected decryption time using the lambda method proposed by
Pollard is O(+/|m|) [#4] although the authentication server has the private key vk = qi.

Since the encryption of m; is g™ih™ the encryption of mi; + mso is gm”‘m?h’”/ = g”“gm?hrl.
By assigning ' = ry - ro, the encryption result of mi + mg can be expressed as g™ h™ - gm2h"™. To
allow one multiplication of two encrypted messages, we use the bilinear map. When g; = e(g, g) and

hi = e(g,h), the encryption of mims is g{”1m2h{”.

e(gmlJrqzn , gmatazr: )h{l
e(g, g)(ml"rqul)'(mz"quTz)h”l‘/

! mima—+aqgaremi+agerima+azqirer ’
e(g”hhrl,gnthé)h{ — gg 1mz2 q27m2Mm] q27T1Mm2 qa72 1)h71~

g

91"

’
1ma T +romi+trime+aqerary
1

1ma h,'i//
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Note that hy = e(g,h) = e(g,g*®?) = e(g,9)*® = g7'". Also, we can assign r"" = r' + rom; +

r1msg + aqorery since r” is a random number in Z,,.

Keywords search on the encrypted data

A keyword search on encrypted data is introduced to share audit log and email on a public server
while minimizing information leakage. Previous protocols [[7, I, 9] have three common entities in
their system models: a data provider, public server, and data retriever. The data provider generates
shared information and stores it on a public server in an encrypted form. Only an entity having a
proper trapdoor (i.e., access permission) can retrieve the stored information. This approach can re-
move privacy concern regarding the abuse of subscription information stored in authentication server.
However, no access control is provided [20] and the server can link two different sessions to the same
group using the relationship between the stored data and the submitted trapdoor.

To provide access control only, [20] proposed an idea to convert the searching of the sets to an
evaluation of polynomial representations of a given set [A2, @3] using BGN encryption [d4]. Interest-
ingly, this approach can address the second problem due to non-deterministic property of BGN encryp-
tion which will be explained in the following section. However, the proposed approach is not efficient
in view of computational overhead. Denote S; and Sy by a set of access keys and a set of keywords,
respectively. Then, the data retriever should compute |S1|+|S2|+1 exponent multiplications and BGN
encryptions [d4] per each query. Also, the server should compute |S1|+|S2|+ 1 pairing operations and
2+ |S1] 4+ |S2| + 1 exponent multiplications per each query. Figure 22 illustrates the evaluation result

proposed by Yau et al..

Keyword otherwise

Access key

Figure 2.2: Evaluation result of the polynomial f(x) in [20]

When the encrypted data is the the subscription information regarding a service, the size of S;
and Sy are the number of the subscribers in the service. If the data is the keywords specifying the
service, the size of S (or S3) is the number of the subscribers in the service (or the number of the
keywords specifying the service). Usually, the keywords specifying the service is less than 15. As a
result, we need more lightweight approach for keyword search on the encrypted data than the existing

approach [20].
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2.2.2 Anonymous authentication

There are many approaches to solve user privacy and security challenges in ubiquitous computing
environment [@, B, [@, 8, @, [0, [, 2, [5, 06, I3, [4]. However, most of these results fall in the scope
of establishing general security framework and identifying general security requirements, without pro-
viding concrete security protocols. Some work [@, 8, [, O, [0, I3] focused on designing specific security
infrastructures to protect user context privacy like location information from service providers. Creese
et al. [R] and Wu et al. [1] revised authentication and privacy requirements and Zugenmaier et al.
[[2] showed that the use of a combination of devices using incompatible anonymous mechanisms can
compromise the anonymity, which is achieved when each device is used separately.

Jendricke et al. [T3] introduced an identity management system for ubiquitous computing environ-
ment. A user can issue multiple identities and use them depending on the applications. Using these
virtual identities, the scheme can protect user privacy while providing access control and user au-
thentication. However, there is no concrete protocol. He et al. [I4] presented a simple anonymous ID
scheme for ubiquitous computing environment. However, this scheme cannot prevent the double spend-
ing problem, a kind of replay attack, since there is no verification about the actual holder anonymous
ID based on Chaum’s blind signature technique [@7]. In 2005, Ren et al. [I5, [6] proposed new scheme
supporting a part of the requirements for ubiquitous computing environment. While the scheme pre-
vents double spending problem by combining two cryptographic primitives, blind signature and hash
chain, the scheme reduces the number of signature verifications on the authentication server side. Ad-
ditionally, the scheme provides non-linkability and differentiated service access control and does not
rely on underlying system infrastructure such as the “lighthouse” or “mist routers” [5]. However, a
mobile user should store all hash chains of his/her anchor to avoid repetitions of the same hash compu-
tations and perform one public key operation whenever the user sends a service access request message.
Moreover, the service providers may have privacy concern regarding the abuse of their subscription in-
formation which is stored in the authentication server to enforce proper access control.

Gruteser and Grunwald [B5] offered a method for hiding user’s MAC address with anonymous IDs

so that the user cannot be tracked in a wireless LAN environment.

2.2.3 Re-authentication of the end-user over wireless sensor network

To allow the end-users to access the deployed sensor network, the end-users and the nearby sensor
nodes should share a secret key. In the following, we classify the existing key establishment in the
sensor network and introduce the analytical model to illustrate the efficiency of the proposed protocol.

Figure B3 shows the typical system model. In this model, the sensor network consists of a base
station, several gateways, multiple cluster heads and many sensor nodes. A sensor node, having a bat-
tery power, gathers the nearby interesting event (i.e., environmental information, location information
for indoor location supporting application, and living human in disaster area), and sends the informa-
tion to a cluster head. Then, the cluster head aggregates the received information and forwards it to
the base station via a gateway. Since the sensor nodes in the same cluster report very similar data
compared with other nodes in the different cluster, data aggregation technique is required to extend
the lifetime of the sensor network. Also, the base station, which has more computation of power, bat-
tery and storage resource compared to the other entities, sends its query or response to the cluster
head and sensor node via the gateway. By introducing gateway, we can reduce energy consumption of

the intermediate nodes between the target cluster head and base station. In addition, we can reduce
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Figure 2.3: System model

transmission delay and packet loss due to congestion close to the base station. That’s why many pro-
totype systems support gateway [A8, B9]. Hence, this system model can increase lifetime of the sensor
network by reducing the number of packet retransmissions. We assume that the channel between the

gateway and base station is secure.

User authentication through the deployed sensor nodes

We can classify the existing key establishment schemes [, 22, 23, 04, D5, 26, 24, PR, 29] for
wireless sensor network into random key pre-distribution based approach, master key based approach
and trusted party based approach. In 2002, Eschenauer et al. proposed a random key pre-distribution
[Z1]. While the proposed scheme is rather simple, it has several weaknesses: tradeoff between network
connectivity and storage requirement, low resilience against node capture and scalability. A big stor-
age capacity is required to provide fully connected network topology. When the whole sensor network
consists of 10,000 sensor nodes, each sensor node should store 250 keys, about 6K bytes in case of
256-bit key, in the memory to provide 99.8% network connectivity. Reduced the storage requirement,
less keys in the memory, indicates a low probability to find the shared key(s). To enhance resilience
against node capture and reduce storage requirements several methods using deployment knowledge
or symmetric polynomial are introduced [22, 23, 24, 25, 26, 27]. But, some problems still remain. Co-
operation among the compromised sensor nodes is not considered in the analysis for resilience against
node capture [60). Random key pre-distribution approach needs more neighbor nodes for better net-
work connectivity. This means that the whole network size should be increased or each node should
increase its transmission range which causes more frequent packet collision and communication cost

LEAP (Localized Encryption and Authentication Protocol) is a representative scheme of master
key based approach [28]. Using the shared master key and identifiers of its neighbors, each sensor node
generates pairwise keys with its neighbors. Compared to random key pre-distribution approach, LEAP
provides fully connected network topology with less storage requirements, about 4K bytes when 256-

bit key is used. After generating all pairwise keys, each sensor node should erase the shared master
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key. But, the problem in this approach is that the adversary can obtain the master key before erasing
and generate all pairwise keys in the entire network. In 2005, Hartung et al. showed that anyone can
get all data within 1 minute using chip-debugging method [52].
Typical example of trusted party based approach is HIKES (Hlerarchical Key Establishment Scheme)

[29]. In 2007, Ibriq et al. proposed HIKES to provide robustness against well-known routing attacks
while supporting the authentication and key distribution efficiently. Compared to the above two schemes
[21, PR], HIKES needs less storage, about 3K bytes when 256-bit key is used, and enhances resiliency
against node compromise. Also, as the network size increases from 1000 to 9000, according to the sim-
ulation result in [29], the energy consumption of a cluster head on key management is 3% to 20% while
the cluster head in LEACH-type scheme dissipates 13% to 82% energy on key management. That’s
why we believe that trusted party based approach is more suitable than the other approaches. How-
ever, the adversary can reuse the stored key escrow table to guess pairwise keys of neighbors of the
compromised node. Also, the adversary gets identifiers of sensor nodes. Still, HIKES requires a large
amount of communications for authenticating cluster members, although it aggregates authentication

message at the cluster heads.

Analytical model for sensor network

In 2004 Polastre et al. [63] proposed an analytical model for a real world monitoring application
to present efficiency of their medium access control protocol and validated the analytical model by per-
forming several microbenchmarks. In addition, as the analytical model is independent of the medium
access control, the model is useful to analyze the operation of a wireless sensor network application.
To illustrate a sensor node’s lifetime, the model in [63] computes overall energy consumption of the
target sensor node as the follow equation: E = E,y+Ey+ Ejisten + Ea+ Esieep Where Ery, Epy Eistens
E4, and Fgeep are energy consumption caused by receiving a message, sending a message, listening a
message, sampling data, and sleeping.

Note that Ejjsten, and Egeep are determined by medium access control protocol. Also, Eq is related
to purpose of the target application and is not required for kid’s safety care service. Hence, we only
focus on E,, and Ej,. The energy consumed by transmitting, Fy,, is the message length times the
message transmission rate.

E =1 X |m| X tigp X Crap X V, (2.1)

where r is message transmission rate, |m| is a length of message m, t;;; is time for transmitting 1
byte, cizp is current consumption for transmitting 1 byte, and V is voltage.
Also, the energy consumed by receiving, E,., is the number of received messages times the mes-

sage length times the message transmission rate.
E.p =2X71 X |m| X trgp X Crap XV, (2.2)

where z is the number of received messages from its neighbors, ¢, is time for receiving 1 byte, and
Crgp 18 current consumption for receiving 1 byte.

Note that when we use Mica2 mote having CC1000 transceiver as a sensor node, tizp, Crab, trab,
Creb, VOltage, and capacity of battery are 416F — 6, 20mA, 416F — 6, 15mA, 3, and 2500mAh.
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Figure 2.4: System architecture of the existing approaches

2.3 Secure Service Discovery

To address these privacy and security issues, Czerwinski et al. [2] proposed a scheme which was
called “Secure Service Discovery Service”. The scheme consisted of end-user, discovery server, and ser-
vice provider. Through directory server, regarded as trusted entities, an end-user and service provider
authenticated each other. However, they should expose their own identities and service access infor-
mation during service lookup and service announcement.

In 2006, Zhu et al. [8] proposed the PrudentExposure model for a secure service discovery proto-
col. This approach can preserve the privacy of end-users and service providers based on a Bloom filter.
Also, end-users should bind themselves to a nearby agent and transfer all their identities to the agent
via a secure channel. However, this approach has several limitations. First, additional communication
cost is incurred to bind and transfer end-users’ identities to an agent. Second, privacy leakage occurs
among insiders even though the model is designed to preserve sensitive information for an end-user and
service provider. Third, the end-user should perform two public key encryptions (or decryptions) and
one signing operation whenever he/she sends a lookup message. Although the agent near the end-user
should perform this computation, we need to take into account the cost of removing privacy concern
that the nearby agent can identify the user’s service selection and obtain all messages between the
end-user and service provider as a computational cost of the end-user. Finally, each service provider
should have his/her own directory server.

Figure 224 depicts the system architectures of the previous approaches [2, B].
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Chapter 3. Privacy-Preserving Authentication

Framework

In this chapter, we explain the system model for the public ubiquitous computing environments
and introduce the scalable privacy-preserving authentication framework consisting of three privacy-

preserving authentication protocols.

3.1 Overview

The conceptual system model for the public ubiquitous computing environments consists of four
entities: authentication server, end-users, directory servers, and service providers. The authentication
server signs or verifies the end-user’s pseudonym or service provider’s pseudonym. The pseudonym is
used to hide the identity of end-user or service provider. The directory server stores the information
related to the available services and provides it to the end-users. Since the directory server should be
available to all end-users and service providers, the adversary can compromise the directory server in
order to obtain the private information of the end-user (or service provider). That’s why we regard the
directory server as semi-honest entity. In short, the directory server performs its functionality while
the directory server collects the private information of the end-user (or service provider). The service

providers register their service to the directory server and provide his/her service to the end-users.

Keyword search on the encrypted data by Yau et al. /2] -

Anonymous authentication based on one-time pseudonym or
- Proposed by Ren et al. [16,17] - Service discovery protocol by Zhu et al. /4]
Authentication request Token including the
using Ci & Ci+l subscription information
u :: SP I u >: AS l
Failed to achieved to Privacy concern on the abuse of
provide non-linkability the subscription information

or Heavy computational overhead

Keyword search on the encrypted data Key establishment over sensor network
- Proposed by Golle et al. /19] or Yau et al. [21] - - Proposed by Eschenauer et al, [22] or lbriq et al. [30] -

Keywords specifying a service Re-authentication request :
U I DS u s Accessing network
7 “1 (ie, sensor network)

No access control Vulnerable to node
or Heavy computational overhead compromising attack
or Frequent battery charging

Figure 3.1: The problems of the existing approaches

Figure Bl summarizes the problems of the existing approaches in the public ubiquitous computing
environments. Due to these problems, we can depict the expected problems in the conceptual model
as Figure B2

To address these expected problems, we introduce a scalable privacy-preserving authentication
framework. The framework consists of three privacy-preserving authentication protocols removing pri-
vacy issues while enhancing scalability issues. The reason why the framework require three authen-
tication protocols is to support three kind of authentications in the public ubiquitous computing en-
vironments. To remove the privacy issues, the authentication protocols satisfy the following security
requirements: mutual authentication, anonymity, non-linkability, accountability, differentiated access

control under semi-honest entity, confidentiality, and integrity as shown in Figure B33.
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Figure 3.2: Conceptual model with the problems of the existing approaches
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Figure 3.3: The proposed authentication framework

First protocol, called as privacy-preserving membership verification, allows the end-user to au-
thenticate himself/herself to the other entities while protecting his/her privacy. Using our membership
verification, the other entities can verify whether the end-user is a subscriber of the requested service.
Also, the end-user can find an alternative service from the directory server where the information
related to the service (i.e., the keywords, a list of the service subscribers, and access information)
is encrypted to protect the information from the adversary. We employ the standard version of the
proposed membership verification to enforce proper access control in anonymous authentication and
keyword search on the encrypted data in the privacy-preserving secure service discovery protocol. The
lightweight version of the proposed membership verification is used to simplify the re-authentication
process due to mobility of the end-user.

Second protocol, called as anonymous authentication protocol based on one-time pseudonym, al-
lows the end-user to authenticate himself/herself to the other entities while preserving his/her privacy.

Third protocol, called as anonymous re-authentication protocol, is proposed to provide an efficient

re-authentication of the end-users to obtain the sensing data from the deployed wireless sensor network.
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3.2 Privacy-preserving membership verification

The goal of the membership verification scheme is to check whether the end-user is a subscriber of
the requested service. We convert membership verification to set search by evaluating of a polynomial
representing a given set [A7, B3], where the set contains the service subscriber list. In other words,
our membership verification can allow the verifier (i.e., directory server or authentication server) to
authenticate the end-user.

Compared to membership verification cost of the previous work [20], which relies on the number of
access keys and subscribers, our membership verification cost is reduced to the number of subscribers.
Figure B4 compares the polynomial evaluation result of the previous work [20] with ours. In this
point, we argue that our membership verification is an efficient approach. Note that access keys in
the membership verification are used to derive K, which is used to encrypt the access information of
the target service and can be derived from the list of hidden encryption keys ¢g" =1 ... ¢"~%» using

each subscriber’s access key ak; where ¢ is an index of each end-user.

Existing approach by Yau ef af Our approach

otherwise otherwise

User ID
(or key word)}

Access key key word

(or user ID}

Figure 3.4: Comparison of polynomial evaluation result

We propose two membership verification schemes so that the various devices from the sensor node
to the notebook can perform the proposed membership verification. The standard version is useful if
the devices owned by the end-user can afford to compute one pairing operation less than a few hundred
milliseconds. However, the lightweight version is proposed to provide our membership verification for
the resource constrained devices such as the sensor nodes. By removing the heavy computational over-
head, the lightweight version of the proposed membership verification can be used to re-authenticate

the legal end-users.

3.2.1 Standard version

Figure B3 depicts the abstract model of standard version. When the end-user becomes a sub-
scriber of the service provider, the service provider issues E[i + r, PKpan,G1 and the proper infor-
mation regarding to the keyword specifying his/her service (or identifier in the subscribers of the ser-
vice). The service provider registers Flai, PKpan, G]|| Elaz, PKpen,Gl|| -+ ||Elan-1, PKpen, G] to
the verifier so that the verifier to check whether the end-user is a subscriber of the requested service.
In the polynomial generation, we explain how the polynomial f(x) should be defined. Also, the rea-
son why the proposed protocol can prove that the end-user is a subscriber of the requested service is

discussed.

The end-user submits E[’H—T, PKBGNaGI]H E[l,PKBGN,Gl]H E[wiaPKBGNaG]H E[(wi)Q,PKBGN,G”

o ||BE[(wi)" Y, PKpan, G] ||E[(w;)", PKpan,Gi] to the verifier. Using this information, the verifier
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Provider

Info : theinformation related to the keywords (or identifier)

Figure 3.5: Abstract model of our membership verification

performs our membership verification scheme. The detailed evaluation algorithm is explained in the
polynomial evaluation.
Polynomial generation

For a set S1 = wi, wa, -+, wp, a polynomial with degree ¢, f(z) for S; is defined as the following:

f(x):{_r r=w; €51

—r! Tz =w; €51,

where 7 and 7/(r' # r) are random integers. Here, w; € Z7 is a user account of i*" subscriber if f(z)

is used for membership test in AS (or DS). Figure B presents an example of generating a polynomial.

In case of a public service provider
A set of Keywords, $ A set of Transformed Keywords, §

keyword,, keyword, H keywordi w,=H(keyword), w,=H(keyword,),
..., keyword ..., w;=H(keyword)

In case of a private service provider

A set of Keywords, $ A set of Transformed Keywords, §

i keyword, keyword, ] H keywordl “ R [w1=H(keywordl||R]), w,=H(keyword, ||R,), ]
..., keyword ..., W=H(keyword ||R)

When [S] (or |S)]) is 8,

Generate f (X) =(X—=W) (X =W,) (X =) (X=W,) (X =Wg) (X~Wg) (X =W)X —wg ~r
=g +ax +ax +ax +ax'+ax’+ax’rax+a,

Figure 3.6: An example of polynomial generation

For membership verification, an end-user submits w; and ¢+ r to the membership verifier. Then,
the membership verifier can check whether the end-user belongs to one of the service subscribers by
computing i + 7+ f(w;). Only if 1 <i+r+ f(w;) < p, the user is one of the service subscriber where
p is the number of subscribers of target service.

However, we want to prevent the AS and non-subscribers of the service from obtaining the detailed
information of the polynomial f(z). That’s why the SP encrypts the polynomial f(x)’ coefficients,
ag, a1, a2, -+, an, with public key PKpgny on cyclic group G and i + r with public key PKggy on
cyclic group Gi. Also, the end-user encrypts 1,w;},w?,---,w! with public key PKpgn since BGN

encryption supports only one multiplicative operation on encrypted data.
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Polynomial evaluation

The membership verifier performs the following steps:

1. Set z=1.

2. Compute C =[], e(Elay, PKpan, G, E[(w;)", PKpan, G]).

3. Compute ¢’ = C - Elag, PKpan, G1] - E[(w;)', PKpan, G -Eli + 1, PKpan, Gi]
4. Repeat the following steps until z < p.

(a) If C'5KBan) = ¢(g, g)(#SKBGN) | return 2.

b)yz=2z+1
5. Return 0.

Using f(z) = a¢ -2t + as—1 - 271 + -+ + a1 - © + ap and the homomorphic properties of the
BGN encryption scheme, we can change Hf)_:ll e(Elay, PKpan, G, E[(w;)?, PKpen,G]) to C in the
above procedure. By assuming that a; and ag are both 1, C’ in the above step (3) is the same as
E[Z + 7, PKBGN» Gﬂ] . E[f(w]), PKBGN7 G]l] = E[(l + T‘) + f(’LUj),PKBGN, G]l]

3.2.2 Lightweight version

The goal of lightweight version is to provide an efficient re-authentication due to the mobility of
the end-user. If the end-user has authenticated himself/herself in the previous location, we can sim-
plify the re-authentication process in order to reduce the overhead in the re-authentication process.
When the device owned by the end-user has the limited resources, the computation cost of the stan-
dard version is too heavy. Moreover, the communication cost is determined by the degree of the given
polynomial f(z). From these observations, we propose the lightweight version of our membership ver-

ification.

3. Request amembership verificatio 2. Store E[ -(a ~1)r,PK 4, ,G | and g™

1. Issue E[-T,PK g, G| Service
Provider

Figure 3.7: Abstract model of our lightweight version

Figure BZ4 depicts the abstract model of lightweight version. When the end-user has authen-
ticated himself/herself to the service provider in the previous location, the service provider issues
E[-r,PKpgn,G] to the end-user. Also, the service provider stores E[—(a — 1)r, PKpgn,G] and
g~ SKBaN to the verifier. In the lightweight polynomial generation, we explain how the polynomial
f(z) is defined.

For membership verification, the end-user submits w; to the verifier. Then, the verifier can check

whether the end-user is a subscriber of the requested service through the algorithm in the lightweight
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polynomial evaluation. Since w; is encrypted by PKpan, the end-user can prevent the adversary from
linking up two different sessions to the end-user by multiplying A" to w;. Here r is a random number
from 0 to n — 1.

As the lightweight version of the proposed protocol only requires additive homomorphic operation,
the other homomorphic encryption schemes [45] can be used. To reduce the storage cost of the security
library, we employ the BGN encryption [24].

Lightweight polynomial generation

For a set S = wy,ws, -+, wp, & polynomial with degree ¢, f(x) is defined as f(z) = z x E[—(«
1)r, PKpan,G) where «, r, and r'(r’ # r) are random integers. Here, w; = E[-r, PKpan, G| =
g~ "hf is a user account of it" subscriber issued by the service provider. Note that all integers are 0
to 2160 — 1. If the end-user exists in the set, the evaluation result of the given polynomial f(z) is a
fixed value F[—ar, PKpan,G]. Therefore, we can verify whether the end-user exists in the subscriber
list.

Lightweight polynomial evaluation

For membership verification, an end-user submits w; to the membership verifier. Then, the mem-
bership verifier can check whether the user belongs to one of the service subscribers by evaluating
f(w;). Only if the result is E[—ar, PKpgn, G|, the end-user is a legitimate subscriber of the service.
However, the evaluated value will be different due to the non-deterministic property of BGN encryp-

tion [#4]. That’s why the membership verifier performs the following steps:
1. Compute C = f(w;).
2. Compare C(5KBGN) with the stored g(—o"SKnan),

(a) If the result is the same, return TRUE.
(b) Otherwise, return FALSE.

3.3 Anonymous authentication protocol

The proposed protocol consists of three main phases: entity registration, entity authentication and
service access. In the entity registration phase, the mobile users registers his/her credentials with the
authentication server. In the entity authentication phase, the authentication server verifies whether the
service requestor has proper legitimacy of the service when the requestor sends his/her service access
request to the service providers. Only if the requestor has the legitimacy of the service, the service
provider and the user can share a fresh session key to protect their communication channel. In service
access phase, the user accesses the service anonymously.

In order to support one-time usage of the authorized pseudonym, we employ a set of the selected
number. When the end-user receives his/her initial credential C® (or pseudonym) from the authenti-
cation server, the end-user generates randomly 2n bit array S. Note that n is the access frequency of
the end-user, which indicates the end-user can generate his/her pseudonym n times.

Note that if the i-th element of the array is 1, it indicates that the number ¢ has been selected.
As the array is randomly generated by the end-user, the number of the elements having 0 value is
almost n. From this point, our approach allows n time usage of the authorized credential.

Figure B3 illustrates the relationship between the authorized credentials. Since all credentials are
derived from the initial credential C°, it is difficult to link up two different credentials to the same

end-user.
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Figure 3.8: Relationship between the authorized pseudonyms

To support the one-time usage of the authorized credentials, the set will be shared with authen-
tication server. Whenever the end-user sends an authentication request using the different credential,
the end-user and authentication server update their shared set. Based on this property, we can en-
hanced level of security. Even if the adversary has C?~!, the adversary cannot impersonate the target
end-user due to the shared set of the selected numbers.

As we provide anonymous authentication based on one-time pseudonym, the end-user may repu-
diate his/her service access. When the end-user repudiates his/her service access, the authentication
server requests the end-user to submit Cert ||IDyser||n||R’ ||D[IDyser|In||R', SKyser]). Using the cer-
tificate of the end-user, the authentication server derives the public key of the end-user and verifies
whether the end-user knows the private key. Only if the verification result is correct, the authentica-
tion server computes C° using the received information and compares the result with the stored C°.
That’s why the initial credential C° should include IDyser||n||R ||D[IDyser||nl|R s SKuser])-

Also, we apply our membership verification technique to enforce proper access control in the au-
thentication server. Since a service provider defines several own polynomials presenting subset of sub-
scribers and each subscriber can generate his/her trapdoor MT, presenting his/her access permission
on the service, the authentication server verifies whether a requestor belongs to the service subscribers.
However, the authentication server cannot obtain the subscription information of the target service,
as the polynomials and trapdoors are encrypted by BGN encryption scheme. Moreover, compared to
the previous set search [20], our membership verification needs less pairing operations and modular
exponentiations. Note that the existing approach in [20] is used to identify whether a requestor knows

proper keywords specifying the requested document and has valid access permission on the document.

3.3.1 Entity registration

Entity registration phase consists of three procedures: credential generation, trapdoor generation
and credential authorization. In the credential generation procedure, the mobile user generates his/her
own credential. As the credential contains a user’s signature which consists of access frequency n,

his/her identity and a fresh nonce, the proposed protocol can provide non-repudiation. In the trapdoor
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generation procedure, the user his/her own trapdoor indicating the user has proper access permission
on the service. In the credential authorization procedure, the user register his/her credential with
the authentication server. Only if the user is a legal entity having proper access permission on the
service, the authentication server authorizes the received credential. To hide the relationship between
the authorized credential and the mobile user’s real identity we apply blind signature technique.
Credential generation: The mobile user generates two fresh nonces and signs his/her identity
together with one fresh nonce R’ using own private key SKy ... Then, the mobile user computes an
anchor value C° with the signature. Note that the procedure can be done off-line. We summarize it

as:

1. Generate two fresh nonces: R’ and R”

2. Sign user’s own ID with a fresh nonce R'andn:

D[IDUseanHRlv SKUSET]

3. Compute the anchor value C° of credential chain as:

Y = H(IDUser||n||R/||D[IDUSET||7L||R/= SKUseTD

4. Blind C° as Cyser = E[R”, PK 45] x C°

Trapdoor generation: When the user becomes one of the service subscribers, the user can re-
ceive necessary information for service access (i.e., SID, polynomial degree p, access key ak;, E[i +
r, BGN,;] and user account w;) from the service provider. Using this information the user can gen-
erate his/her trapdoor, MT = {FE[(i + 1), BGNu||| {E[(w;)', BGNyk], -+, E[(w;)?, BGN,]}} where
pk is public key of the authentication server. Due to the characteristic of BGN encryption, the ex-
pected decryption time using Pollard’s lambda method is O(+/[m]) [#4], the user can hide his/her user
account from the authentication server although the server has the private key vk = ¢; to message
decryption.

Credential authorization: After credential generation procedure and trapdoor generation pro-
cedure, the mobile user sends his/her own identity, blinded credential Cyser, SID, trapdoor MT and
his/her certificate to the authentication server. To verify whether the user is a legal entity having
proper access permission on the service, the authentication server verifies the received certificate with
PK s and checks whether the user is a subscriber of the requested service through membership ver-
ification procedure. The authentication server signs on the received credential Cyger with SK 45 and
sends response message to the user only if the user has valid certificate issued by the authentication
server and the membership verification procedure returns 1. After receiving the response message from
the authentication server, the user verifies the received I Dyger and ID 45. When the verification result
is successful, the user can obtain a valid authorized credential E[C?, SK 45] by unblinding the received
Csignea- Otherwise, the user discards the response message and retries this procedure. Figure B il-
lustrates this procedure. As the authentication server is trusted third party and does not store any
information obtained in this procedure, the server cannot identify the relationship between the user’s

identity and the authorized credential in entity authentication phase.
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Figure 3.9: Authorization of credential information

3.3.2 Entity authentication

Entity authentication phase consists of three procedures: access request, credential verification and
key establishment. In the service access request procedure, a mobile user sends his/her access request
to the service provider. Since the relationship between the authorized credential and the mobile user’s
real identity is hidden through blind signature technique, the service provider forwards the request
to the authentication server. Only if the mobile user has the legitimacy of the target service, the
mobile user generates correct C°, C*~! and S’ in the entity registration phase. Also, the authentication
server stores C%, C*~1 and S° to the database server only if the authentication server verifies that the
credential is authorized. In this point, the authentication server can authenticate mobile user. In the
credential verification procedure, the authentication server verify whether the mobile user is a legal
entity having proper access permission on the service and forwards the verification result to the service
provider. In the key establishment procedure, the service provider and the mobile user can establish
a fresh session key to protect their communication channel.

This processes are shown in Figure BO.

Access request: When the mobile user sends an i-th access request to the service provider,
the mobile user generates a fresh nonce R’ and selects one random number j between 0 to [ — 1.
Next, the user checks that j is not in the list S by comparing j-th index of S is 0. If j is in S,
the mobile user should select unused random number. Then, the user generates one-time credential as
C* = H(CY||j%|R"). Also, both entities mobile user and AS share a secret key Ky as by computing

as:

_ ) H(CY||PKas||RY||5"|SID)  ifi=1
AT\ H(C0)|0||SID) otherwise

Note that both entities (i.e., mobile user and authentication server) can easily generate a fresh
session key Ky ag since they shared the requisite information (i.e., the anchor value and S) and the
mobile user discloses her previous credential information C*~!.

The service provider forwards the received request message to the authentication server with a
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Figure 3.10: Entity verification when the user sends the i-th access request

fresh nonce. After decrypting the request message, the AS checks duplication and validation of the

secret information, C*~! and S.

Credential verification: In order to verify the received authentication request, the following two

cases are considered.

1. First access request: After decrypting the request message using SK 4g, the authentication server
computes H(D[C? SKag]) and compares the result with the received one. Only if the result is
same, the server believes that the entity has an authorized credential. Then, the server computes
Cl = H(CY|j!||R') and stores SID, S*, CY and C' to the database server. Otherwise, the

server discards it.

. i-th request: The authentication server sends a query message, finding C°, ! and SID, to the
database server using the received C*~! and decrypts the received message with Ky 4s. Next,
it verifies that the user has the same set of the selected numbers by checking j-th index of the
stored S°~! is 0 and comparing the derived S, flipping j-th index of the stored S?~!, with the
received S?. Only if the verification result is correct, the authentication server believes that the
user has legitimacy of the service and stores the received information C* and S? to the database
server. Otherwise, the authentication server discards it. If there are several verification failures
on the series of the authorized credentials, the server can request the user to change his/her
credential or notify that there is an impersonation attack. When the user is a legal entity with
proper access permission, C* and S° are stored as the authorized credential and the selected
number list, respectively. As a result, the authentication server can verify whether the user has

authorized credential using the received C?~1.

3.3.3 Key establishment

After verifying validation and duplication of the request message, the authentication server com-

putes Ky, sp which is used to secure communication between the service provider and the mobile user.

Next, the authentication server sends C*, Ky sp and R}, to the service provider. The service provider
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encrypts received information with a fresh nonce Rgp by using Ky gp. Through this activity, the
proposed protocol provides explicit key authentication between service provider and mobile user.
After computing Ky, 45 and Ky sp, the mobile user decrypts the received access acknowledgement
and verifies C?, R}, and Rgp. If the verification result is correct, the mobile user can access the target
service of the service provider. Otherwise, the mobile user resend the access request to the service

provider.

3.3.4 Extension for out-of-order requests

Sometimes the mobile user might want to request multiple services simultaneously. If the multi-
ple concurrent sessions are handled by a single server, the access request messages may arrive out of
order at the authentication server due to unexpected network problems. To deal with this problem
we adapt a sliding-window-based extension to the credential verification and key generation procedure
on the authentication server side. We assume that the database server has the stored credential list,
the selected number list, the nonce list and the encrypted message to deal with our-of-order requests.

There are two cases to deal with out-of-order requests:

1. When the authentication server cannot find C*~! in the authorized credential and the stored

credential list

(a) Store C*~! and E{R{||5'||C° Ky as} to the stored credential list and the encrypted mes-

sage respectively.
2. When the authentication server find C*~! in the authorized credential and the stored credential

(a) Send a query message to the DS by setting C*~! and SID as searching condition for getting
proper S*~! and CY.

(b) Compute Ky a5 and decrypt the received message.
(c) Flip the j-th index of the stored S*~! only if the index is set as 0. Otherwise, discard it.

(d) Update C* in the authorized credential and generate C**1. Next, search the generated cre-
dential in the stored credential list. If the C**! are found in the stored credential list then

repeat 2.(a)- 2.(d) steps until the searching has failed or the stored credential list has empty.
Figure B shows our approach handling the out-of-order requests.

Service access phase

Through the entity authentication phase, the service provider and the mobile user can establish
a fresh session key when the user is one of subscribers in the service. Using the shared key, the user

can access the service while hiding his/her identity.

3.4 Anonymous re-authentication protocol for an end-user over

wireless sensor network

The proposed protocol consists of four phases: token authorization, entity registration, entity au-

thentication, and token update phase. In the following, we describe our protocol in detail.
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Figure 3.11: Illustration of our extension for out-of-order request

3.4.1 Token authorization

When an end-user becomes a subscriber of the target service provider, the end-user obtains proper
authenticated token w; from the service provider. To issue the token w;, the service provider selects
two random integers R; and r (0 < r < 2169 — 1), Using two random numbers, the service provider
computes w; = E[—r, PKpgn,G] = g~" - hf for each subscriber. Since anonymous communication
between the end-user and service provider is out of scope, we simply assume that the communication
between the end-user and service provider is anonymous and secure. In addition, the ciphertext of the
same plaintext will be different due to non-deterministic property of the BGN encryption [d4]. Figure

BT shows token authorization phase.

Service

End-user Provider

hR

v

E[-r,PKgon G

A

Figure 3.12: Token authorization phase

3.4.2 Entity registration

After token authorization phase, the end-user should register him/her with the base station in
order to obtain nonce Rps. The base station verifies whether the end-user is a legitimate subscriber
of the target service through membership verification. Only if the verification result is true, the base

station sends Rpg to the end-user.
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3.4.3 Entity authentication

In the entity authentication phase, the end-user having the mobile node and cluster head estab-
lish Ky oy = H(Rps + 1||Ry). Using this key, the communication between the end-user and cluster
head can be secure. Since Rpg is only known to the cluster head and end-user, they can share a se-
cret key Ky cm. We employ HMAC in order to support message integrity. Figure BI3 depicts entity
authentication phase.

Compared to the previous authentication protocols [, P2, B3, P4, PH, PR, 24, PR, 29, each cluster
head in our re-authentication protocol should compute only two modular exponentiations, four hash
operations, and two symmetric operations. Without any help of the nearby sensor nodes, the cluster
head can verify whether the end-user is a legitimate subscriber through membership verification. As
the computation cost in wireless sensor network is less than communication cost, our re-authentication

protocol is more efficient than the previous protocols.

End-user @

1. Compute H(Rss+Ry)
request = R, | E(R, IIH (Res + R, ) ITOKEN, Ky, g, ) I
HMAC(R, IIH (Rss + R, ) ITOKEN, K, o)

2. Check H(Rgs+ R) and HMAC of request
after decryption

3. Membership verification using TOKEN
when two verification results are true

4. Only if theresult istrue, compute res

) res= E(RBS+2” RJ!KU,CH)” HMAC(RBS+2”RJ)

5. Check Rggt2 and HMAC of res
after decryption

TOKEN = E[-r, PK g, G] Kyen =H (Rss +1IIR))

Figure 3.13: Entity re-authentication phase

To reduce the communication cost of entity authentication, the end-user can send the x-coordinate
of E[-r,PKpgn,G] to the nearby cluster head. Since PKpgy is a point on cyclic group G, the
encrypted result is also one of points on cyclic group G where a point consists of x-coordinate and
y-coordinate. To prevent abuse of the eavesdropped token by the adversary, the cluster head sends

the token to the base station. Then, the base station requests the end-user to update the token.

3.4.4 Token update

To prevent illegal activity tracking from the adversary, the end-user should change his/her autho-
rized token after entity authentication phase. Due to non-deterministic property of BGN encryption
[24], we can enable the end-user to change the previous token while allowing successive membership
verification. Recall that the message encryption m; in BGN encryption is ¢"¢h" where r; is a ran-
dom number. When the end-user multiplies h® to the authorized token, the new token is changed to
g™ h*h". In membership verification procedure, however, h*h" will be converted to 1. Therefore, the

end-user can update his/her token while allowing successive membership verification. After updating
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the token, the end-user should report h® to the service provider to provide accountability.
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Chapter 4. Case Studies

In this chapter, we employ the proposed authentication framework to provide one of the possible
services, child-care and safety service, in the public ubiquitous computing environments and build the
privacy-preserving secure service discovery protocol. By showing that the service can preserve the pri-
vacy of the end-user while requiring less computational overhead and communication cost, we demon-
strate that the proposed framework can be used to address security and privacy issues in the pub-
lic ubiquitous computing environments. Also, we illustrate how to employ the proposed framework
to build the privacy-preserving protocols, useful to address security and privacy issues in the public

ubiquitous computing environments.

4.1 Child-care and safety service

According to the survey result for cognition against social safety [64] in Figure B, Compared
to 10 years ago, 61.4% people in Korea realize that safety level changes to unsafe. Also, as a heinous
crime against kid increases, many parents worry about their kid’s safety during commuting to a school
or playground near their home. Moreover, 54.1% people expect that the safety level of our society
becomes deteriorated in near future. When the children plays on the schoolyard, the teacher in charge
cannot observe all activities of the children in his/her class. If the teacher can receive the status of the
children (i.e., high fever, heart failure, and dangerous location), the teacher can preserve the safety
of the children. From this observation, child-care and safety service should be provided in ubiquitous

elementary school.
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Figure 4.1: Cognition against social safety [54]

The goal of this service is to provide child-care and safety from any dangerous situation of the
children. In order to provide this service without disturbing proper mobility of the children, wireless

communication is required. Although the current status information of the children should be sent
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to the corresponding teacher and parents, the information does not exposed to the adversary for the
privacy of the children. As the children cannot identify whether the handheld device is expensive and
fragile, the expensive device such as notebook and i-Pad cannot be used in this environment. The
various networking technologies such as sensor network, Wi-Fi, 3GPP, and LAN are required to es-
tablish ubiquitous computing environment. The sensor network is deployed to monitor any change
of the nearby environment. The parents can obtain the weather information from the device hold by
their children using the sensor network so that the children are able to avoid the rain. In addition, the
sensor network can detect any smoke near to the school and send fire alarm to the teachers. That’s

why the sensor network is deployed in the ubiquitous elementary school.

4.1.1 System architecture
Conceptual model

The following conceptual model consists of four components such as end-user (i.e., a parent having
his/her child), location information provider, service provider, and device. When the end-user becomes
one of the legitimate subscribers of the child-care & safety service provider, the end-user obtains an
authorized credential for the service from the service provider. Whenever the user wants to receive
location information of his/her child, the end-user should register the service with the location infor-
mation provider and request periodical location report of the child. Then, the location information
provider forwards the information to the end-user where the information is determined by various
techniques (i.e., A-GPS [BR], ultrasound [89] and RSSI based on RF [@0, &1]). By sending a periodical
location query to the base station, the end-user can obtain the location of his/her child and verify the
risk of the child.

The location information of the child is encrypted by the shared key between the child and end-
user so that the location service provider cannot obtain the exact location information. When the end-
user wants to stop the service, the user can deregister the service. Therefore, this conceptual model can
provide the end-user with a capability controlling over the service. Figure BE=2 depicts these activities.

4. Verify the authorized token 3. Register the authorized token 8. Verify any risk of the child
/ 6. Query the child's location

Location Service / 9. Deregister the token
provider

End-user

(ex. Parents)

(ex. Google map,
Naver map) 7. Response the location

1. Subscriber registration of

5. Authenticate a device a child-care & safety service

/ Determine a child’s location 2. Issue an authorized
/ Report the location token

Child having various

handheld devices Child-care & safety

Service provider

(G oLy, sl (ex. AT&T, NTT, SKT)

phone, sensor node)

Figure 4.2: Our abstract model for child-care & safety service

Compared to the previous model, this approach has the following advantages. We can prevent the
service provider from obtaining the private information of an end-user (i.e., location of his/her kid,

safety zone and frequent visiting place). Because the service provider can only issue an authorized
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credential used to preserve the anonymity of the end-user. Whenever the user wants the child-care &
safety service, the end-user can register and deregister the service.

As the end-user may have various devices and want to experience by a seamless location support-
ing service, we should support various location determination techniques to deal with mobility of the

end-user.

System architecture over sensor network

We choose the sensor network to be our location determination technique due to the following ob-
servations. As sensor network will be deployed to monitor nearby environmental condition in u-City,
our system model can reuse the existing infrastructure. In addition, a sensor node can support vari-
ous cryptography primitives such as symmetric key encryption, asymmetric key encryption including
pairing computations with low cost compared to PDA, mobile phone, and wireless access point. While
location determination based on sensor network can be used for indoor or outdoor, it is more accurate
compared to the other techniques such as A-GPS [BR] and ultrasound [89]. When the location deter-
mination technique is changed to RSSI based on Wi-Fi or UWB, our system model does not require

any modification.
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Figure 4.3: Our system model

Figure B3 shows our concrete system model. In this model, a sensor network consists of sink
nodes, sensor nodes, and a base station. A sensor node, having a battery power, gathers the nearby
environmental information and sends the information to a sink node. Then, the sink node, having
a permanent power and a capability of direct communication with the base station, aggregates the
received information and forwards it to a base station. Thus, the administrator in the base station
only requires recharging a node’s battery or redeploying another sensor node whenever the battery of
the sensor node is exhausted. In addition, this approach can reduce unnecessary energy consumption of
the intermediate nodes between a child’s device and base station, caused by forwarding authentication
or service requests to the base station. As a result, our system model can increase lifetime of the
sensor network.

The base station verifies whether the end-user is one of legitimate subscribers or not. To support
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this verification, we adopt our anonymous authentication technique based on blind signature which
is discussed in Chapter 4. Ouly if the end-user is legitimate and registers location query of his/her
child, the base station stores the received authorized credential and the child’s location in its database
where the location information is encrypted with a shared key between the child’s device and end-user’s
home server. Note that the base station may be owned by the mobile operator or local government
as the sensor network will be deployed in near future. To prevent the base station from obtaining the
location information of the device, we employ anonymous authentication as the device authentication.
As a result, the base station can only where an end-user’s device connects with the sensor network.
Still, the base station cannot identify the end-user.

Also, by increasing transmission power, a device of an end-user’s kid can directly communicate
with the sink node via another radio frequency, which is not used by the communication between the
sensor nodes and the nearby sink node. To support scalability, we should consider that the inhabi-
tants in a city can access the sensor network using several devices. If we do not reflect this situation,
the sensor network cannot achieve its primary goal such as monitoring the nearby environment but
forwarding the received authentication request. As the child’s device takes a role of location determi-
nation and identify his/her location from the periodic or event message of the legitimate sensor nodes,
the sensor nodes do not need any additional cost such as computations or communication. Thus, this
system model can maximize the usage of sensor network.

Finally, our system model includes a home server of an end-user to preserve the end-user’s privacy
as the system proposed by Takata et al. [37]. Using the location information received from the base
station, the home server takes a role of identifying whether the end-user’s child is in safety zone. The
home server periodically sends a query message including the registered credential in location query
phase. Only if the query message includes the registered credential and the message is encrypted with
the shared key between the base station and end-user, the home server can receive the child’s location

information from the base station.

System architecture over Wi-Fi network

Since the various Wi-Fi based smart phones are popular and the mobile operators have their own
Wi-Fi network, we illustrate an example scenario with Wi-Fi based mobile device in Figure .

Compared to the system architecture in Figure B=3, the only differences are that the mobile oper-
ator takes a role of location service provider and the device cannot directly communicate with the mo-
bile operator. Because we should prevent the mobile operator from identifying the end-user although

the mobile operator can identify the device owned by a child.

4.1.2 Brief sketch

This service consists of subscriber registration, location query, device authentication, location de-
termination, query response and location information transmission.
Subscriber registration

In the subscriber registration phase, an end-user generates an authentication token and sends the
token to a mobile operator providing child-care and safety service. Only if the end-user is a subscriber

of the mobile operator, the mobile operator authorizes the received authentication token. Through the
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Figure 4.4: An example scenario with Wi-Fi based mobile device

entity registration phase in B33, we can preserve the privacy of the end-user while verifying the access

permission on this service.

Location query

In the location query phase, the end-user registers his/her authorized token with the base station
in order to obtain the child’s location. By registering or deregistering the token with the base station,
the end-user can control this service so that the mobile operator or base station cannot track the
child’s location illegally. In order to verify the authorized token, the base station performs the entity
authentication phase in BZ3. Only if the end-user registers the token, the device owned by the child

can share a secret key with the base station.

Device authentication

Using the shared key with the base station, the device owned by the child can authenticate with
the base station and share a fresh session key with the nearby sensor nodes (or access points). To
provide better scalability in the wireless sensor network, the re-authentication protocol for an end-
user can be used. When the device supports a capability of accessing Wi-Fi or 3GPP network, the
device directly sends the token to the base station. Since the bandwidth of Wi-Fi and 3GPP network
is higher than the sensor network, this approach can reduce the processing delay and support better
scalability.

Although the base station has the shared key with the child’s device, the base station cannot
identify the owner of the device. In location query phase, the base station only verifies the legitimacy
of the received token. When the token is authorized by the mobile operator, the base station stores the
shared key and authorized token in its database. Therefore, we believe that our protocol can support

privacy of the end-user by hiding the relationship between the device and end-user.
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Location determination

Using triangulation based on RSSI [@0] from three or more legitimate sensor nodes, the device
can determine its location within 3 meters. After obtaining the location information, the device owned
by the child send the information to the base station with the help of the nearby sensor nodes (or
access points). When the device can directly access the base station through Wi-Fi and 3GPP, the
result message is directly sent to the base station. As a result, the nearby sink node can handle more
messages from the child’s device by reducing the processing time of the received message in the nearby
sink node. That’s why we believe that our approach can support better scalability. The base station
stores the received information if the message, sent by the device including the location of the child,

has the authorized one-time pseudonym. The verification of the pseudonym is explained in B33.

Query response

To prevent the base station from identifying the end-user, the end-user should continuously send
the query regarding his/her child’s location to the base station. Only if the received token is valid and
has stored in the database, the base station sends the stored location information of the child. The

information is encrypted by the shared key with the end-user.

Location information transmission

After receiving query response from the base station, the home server can identify the child’s
location. If the location is a dangerous area, the home server notifies an alerting message to the end-
user’s mobile phone. When the end-user wants to observe kid’s location periodically, the home server

can send the location information to the end-user’s mobile phone.

4.1.3 Implementation

In this section, we explain how to employ our privacy-preserving authentication protocols in the
child-care and safety service. We apply our authentication protocol based on one-time pseudonym to
the anonymous authentication.

Our protocol for child-care and safety service consists of subscriber registration, location query,
device authentication, location determination, query response and location information transmission.
Before describing each phase in detail, we need some assumptions.

The end-user distributes a fresh session key to his/her home server and kid’s device to authenticate
themselves to the base station.

The base station has a public key of the mobile operator and its certificate to verify the autho-
rized token of an end-user. In addition, the base station distributes a fresh session key Ky, used
to support message integrity in device authentication phase, to all sink nodes in the sensor network.
Although this approach is vulnerable to node compromise attack, an adversary having Ki,;; cannot
deplete the batteries of other sensor nodes due to direct communication between a sink node and base
station.

All sensor nodes broadcast their location information in periodic data reporting message. Al-
though this approach increases additional two bytes of transmitting message, it can enable an ad-
ministrator of the base station to identify which sensor nodes should be recharged. In addition, this

approach can reduce communication cost of a child’s device to determine his/her location.
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The end-user’s child has a device equipped with communicating the sensor nodes such as Mica2,
Mica2dot, and Telosb. Moreover, the device communicates with its nearby sink node using the dif-
ferent radio frequency compared to the used radio frequency in the sensor network. This assumption
can reduce a possibility of message collision between the legitimate sensor nodes and end-users’ child

devices.

Subscriber registration

In subscriber registration phase, an end-user generates an authentication token and sends the to-
ken to a mobile operator providing child-care and safety service. Only if the end-user is a subscriber
of the mobile operator, the mobile operator authorizes the received authentication token. We illus-
trate this procedure in Figure B3. To provide anonymous authentication for preserving an end-user’s
privacy, we adopt our privacy-preserving authentication protocol which is proposed in the previous
chapter. The proposed protocol provides novel properties (i.e., enhanced security level, accountability,

and non-linkability) while reducing the cost of communications and computation.

Mobile

End-user (U) Operator (MO)
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Figure 4.5: Subscriber registration phase

The end-user generates two fresh nonces and signs his/her identity together with one fresh nonce
R’ using own private key SKy. Then, the end-user computes an anchor value C° using the signature.
Note that this procedure can be done off-line.

When a mobile operator receives a request for subscriber registration, the mobile operator ver-
ifies the received certificate Certy, end-user’s identity IDy, and anchor value CY using SKj;o and
PKy. Only if the request has proper private key SKy and certificate Certy, the mobile operator
computes Cg = E{Cy,SKyo} and sends E{IDy||IDyo||Cs, Ks} to the end-user. After then, the
end-user verifies the received IDy and ID g and compute Cs/Ry” to obtain a valid signature pair
(C°, D[CY, SK0))-

As the legitimate end-user can provide proper Certy and the knowledge of SKy to the service
provider, the mobile operator can authenticate the end-user. However, an adversary cannot obtain
Kg, C9 and the knowledge of SKy; due to the message encryption PKj;0. Also, the end-user can
authenticate the mobile operator with Kg. The key Kg is shared with the legitimate mobile operator
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having SKj;0. Hence, we believe that our protocol can support mutual authentication between the

end-user and service provider.

Location query

In location query phase, the end-user registers his/her authorized token with the base station. In
addition, the end-user can control child-care and safety service by registering or deregistering his/her
token to the base station. This approach can remove the end-user’s concern about illegal tracking by

the mobile operator or base station. Figure B8 depicts location query phase.
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2. DeriveK ;g5 Using SK g¢
3. Compute K , 5 and verity it
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ticket :{ Rl " RBS ” K|nit ’KU.BS}

5. Verify R* after decryption

Figure 4.6: Location query phase

For location query, the end-user randomly generates a fresh nonce R' and a set of selected num-
bers S, expressed as [-bit array. If the i-th value of S is 1, it indicates that i is already selected.
Also, the end-user selects one random number j° between 0 to [ — 1 until j'-th value of S is 0.
Next, the end-user computes one-time credential C' = H(CP||j||R') and a session key Ky ps =
H(CY||PKps||RY|5'). Then, the end-user sends a query message E[Ky ps, PKps| ||[{C°||E[CY, SK 0]
I1S]|7}|RY, Ku,ps} to the base station.

After decrypting the received query message with SKpg, the base station derives Ky ps and
obtain necessary information (i.e., C° R!, and j!) to compare a computed Ky ps with the derived
one. Only if the verification result is correct, the base station computes C' = H(CP||j!||R'), sends a
ticket E{R'||Rps||Knit, Ku,ps} to the end-user, and stores the derived information (i.e., C°, R, j!,
C', Rps, and Ky pg) in its database.

After decrypting the received ticket, the end-user verifies whether the derived R' is the same
as stored R'. If the verification result is correct, the end-user stores K to his/her child’s device.
Otherwise, the end-user retries this phase. After registration of location query, the end-user can be
ready to receive the location information of the child. Whenever the child’s device performs location
determination procedure, the device sends location information to the base station via its nearby sink

node.

Device authentication

Device authentication is required to share a fresh session key, Kg, between child’s device and its
nearby sink node. Using the key Kg, the device can securely communicate with its nearby sink node

and authenticate itself to the sink node without any participation of the base station.
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Figure 4.7: Device authentication phase

In device authentication, a device owned by the child sends its authorized credential with nec-
essary information for next authorized credential to the base station via its nearby sink node. The
nearby sink node forwards the received message to the base station only if HMAC (keyed-Hash Mes-
sage Authentication Code) of the received message is valid.

Then, the base station checks integrity of the received authentication token. Only if verification
result is correct, the base station searches Ky pg in its database using C*~! where i = 2,3,---,n.
When the base station find the shared key Ky pg, the base station can decrypt the token and verifies
Rps. If verification is correct, the base station authenticates the device, updates C* = H(C?||;%||R?),
and stores C* in its database. Note that i indicates i-th authentication request. Otherwise, the base
station drops the received token. Note that the base station has C°, R', j!, C', Rpg, and Ky gs in
its database after location query phase. Also, this information is only known to the end-user and base
station. As a result, the base station can identify that the device is legal and authorized. After storing
updated C?, the base station computes a response message of the received token, called as authRES,
and forwards authRES to the nearby sink node of the device. Note that Kg is H(Rzg||Kck) where
Kck is a shared key between the nearby sink node and its members consisting of a cluster for data
aggregation.

The nearby sink node verifies integrity of the received message, computes a response message of
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the received token, called as tokenRES, and sends it to the device.

After receiving tokenRES and verifying its integrity, the device derives Kg, j, and R’ using
Ky ps. Only if the received Rps’ from the base station and the received Rps’ from the nearby sink
node are the same, the device stores Kg and Rgy. We illustrate this procedure in Figure EZ2.

When the device supports a capability of accessing Wi-Fi or 3GPP network, the device directly
sends the token to the base station. Only the difference with the procedure in Figure BZ2 is the message
E{Rzq,Ks,j', R, Ky ps} directly sent by the base station to the device. Since the bandwidth of Wi-
Fi and 3GPP network is higher than the sensor network, this approach can reduce the processing delay
and support better scalability.

Although the base station has the shared key Kg with the child’s device, the base station cannot
identify the owner of the device. In location query phase, the base station only verifies the legitimacy
of the received token. When the token is authorized by the mobile operator, the base station stores Kg
and C° in its database. Therefore, we believe that our protocol can support privacy of the end-user

by hiding the relationship between the device and end-user.

Location determination

Since the device owned by a child has Kj,;; and Kg, the device can distinguish whether the
nearby sensor nodes are members of the sensor network belonging to the base station.

Using triangulation based on RSSI [d0] from three or more legitimate sensor nodes, the device
can determine its location within 3 meters. As our interest is not location determination technique,
a detailed method is out of scope in our paper. After identifying the location of the device, the de-
vice broadcasts a result message Rsn||C' Y|[E{ZONE||Rkp ||Rps, Kusxp} with its HMAC to its
nearby sink nodes.

The nearby sink node verifies integrity of the received message and checks whether the device
has proper Rgy and C?~!. Only if the device has valid Rgy and C*~!, the sink node forwards the
received message to the base station.

The base station verifies integrity of the received message, searches Ky pg in its database using
C'~!, decrypts the message, and verifies Rpg using Ky ps. If verification result is correct, the base
station stores E{ZONE||Rkp||Rps, Kus,kp} in its database. Otherwise, the base station drops the
received message. Figure B8 illustrates this procedure. When the device can directly access the base
station through Wi-Fi and 3GPP, the result message is directly sent to the base station. As a result,
the nearby sink node can handle more messages from the child’s device by reducing the processing
time of the received message in the nearby sink node. That’s why we believe that our protocol can

support better scalability.

Query response

In query response phase, an end-user sends a location request C*~1||E{REQ)|| C*~!||Rps ||R', Ku.ps}
to the base station via his/her home server, where R’ is a fresh nonce and REQ is message type.

The base station stores location information of the child, Ky gg, C?, j%, R, and C?, in its database.
Using the stored C*~1, the base station can find the necessary information (i.e., Ky ps and Rpg) and
compare the received Rpg with the stored Rgg. Only if the result is correct and location information
is received from the device, the base station issues and sends a response R'||R4||E{ZONE||Rkip,Kus.xp}

to the end-user.
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Kid’'s device (KD) Sink Node (SN) Base Station (BS)

1. Compute result
resut = C™ [{ ZONE [ Rep | Ree: Ky o}
Ry, lIresult || HMAC (R, [Iresult,K ;. )

2. Verify Ry, and HMAC(Ry, || result, K, )
3. Forward it if valid

result || HMAC (result, K, )

4. Verify HMAC (result, K, ;)

5. Search K, g using C'™

6. Verify Ryq after decryption

7. Store { ZONE || Rep [l Res: Ko} if valid

Figure 4.8: Location determination phase

End-user (U) Base Station (BS)

1. Computea equest

request =C"* [{REQ IIC"™" IRes IR Ky s

2.Search K s an® usirg™
3. Verify Ry after decryption
4. |ssue aesponse

response={R'||F?BS ‘”{ZONE IRo IRes KHS,KD} KU,BS}

5. VerifyR" after decryption

Figure 4.9: Query response phase

The end-user’s home server decrypts the received response and verifies R’ with Ky pg. Only if
the verification result is correct, the home server can start to identify the child’s location. Otherwise,

the home server retries query response phase. Figure BZ9 shows this procedure.

Location information transmission

After receiving query response from the base station, the home server can identify the child’s
location. If the location is a dangerous area, the home server notifies an alerting message to the end-
user’s mobile phone. When the end-user wants to observe kid’s location periodically, the home server

can send the location information to the end-user’s mobile phone.

4.1.4 Analysis

Compared to the previous approaches by mobile service providers such as SKT, KT, and LGT,
the service provider does not store any private information of the end-user (e.g., emergency contact
number, name, and frequent visiting location). While taking a service, the end-user can hide his/her
identity from the service provider. From this point, we believe that our protocol can protect the pri-

vacy of the end-user compared to the previous approaches by mobile service providers. In addition,
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the kid’s device only needs to communicate with the nearby sensor node (or access point). In order to
authenticate the device owned by the kid, the device only requires one symmetric key operation and
two hash operations while the nearby sensor node only requires two hash operations. Based on these
observations, we believe that our protocol is lightweight.

Since the existing approaches are based on GPS, the performance comparison between our pro-
tocol and the previous approaches is not meaningful. That’s why we only show the properties com-
parison in Table BTl. The existing services in Korea employs Assisted GPS to determine an end-user’s
location whether the end-user exists indoor or outdoor. Although the services have 10m accuracy in
outdoor environment, accuracy of the services is changed to 2km in indoor environment. Since the sig-
nal strength of GPS is too weak for location determination in indoor environment, accuracy of GPS
does not influence accuracy of the service in an indoor environment.

In our protocol, a child’s device only requires RF communication module (or WiFi module) while
the device in the previous work should include A-GPS and any communication module (e.g., 3G net-
work and WiFi). Compared to the device cost in the previous work, the device with WiFi or RF
module in our protocol is 2 or 20 times more inexpensive, respectively. As the number of the service
subscribers increases, the device cost for the service subscribers will increase linearly. Although our
protocol requires the infrastructures such as wireless sensor network or WiFi network, this deployment
cost is relatively smaller than the reduced device cost for the service subscribers. From this point, we
believe that our approach is useful in u-City, which is a typical example of ubiquitous computing en-

vironments.

Table 4.1: Properties comparison

Properties

Existing services

in Korea

Takada et al.

[377]

Ours

Risk analysis

By service provider

By end-user

By end-user

LDT 7 GPS GPS RSSI based on RF
Accuracy in indoor ~ 2km ~ 2km ~ 3m
Accuracy in outdoor ~ 10m ~ 10km ~ 3m

Supporting area Outdoor Outdoor Indoor & outdoor i
Direct ) ) )
L Not required Required Not required
communication
Infrastructure Required Not required Required
Privacy
. X O 0]
protection
Controllability of
X O O

an end-user

1 : Location Determination Technique

1 : An area supporting RF communication

By deploying several access points (i.e., sink node in our protocol), our protocol can provide the
child-care & safety service in outdoor environment. Although this approach incurs additional deploy-
ment cost, the cost may be less than the all subscribers’ expenditures for their GPS modules of in

the outdoor environment. Also, in u-City, these access points may be deployed to support seamless
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connection for the subscribers.

In performance analysis, we illustrate the efficiency of our protocol. Specially, our protocol sup-
ports scalability by reducing computation and communication overhead of the existing infrastructure.
During device authentication and location determination phases, a sink node requires only one sym-
metric key operation and 8 hash operations. However, the deployed sensor nodes do not require any
computation and communication cost. Also, in security analysis, we indicate that our protocol can
satisfy the security requirements of the child-care & safety service in ubiquitous computing environ-

ment.

Performance analysis

Storage cost: A device owned by an end-user’s kid is only required to save Rxp, Rgg, C°, R,
7', n, S, shared key between the end-user and base station Ky pg, shared key between the end-user’s
home server and device Kps xp, and shared key between its nearby sink node and device Kg. Since
C', where [ is 1,---,n, can be generated directly from the anchor value, it means that our protocol
does not require to store all credential information.

Computational cost: We present computational cost of each phase in Table [L4(a). If an “off-
line” term exists, the computation can be done prior to the session. For instance, an end-user should
require online computation (one public key operation, two symmetric key operations, and one hash
operation) and off-line computation (two public key operations and one signature generation) in sub-
scriber registration phase. Since a kid’s device in our protocol requires only symmetric key operations
and hash operations, we believe that our protocol can support various devices with the limited re-

sources in ubiquitous computing environment.

Table 4.2: Computational overhead in each phase

. Public Key Sign Symmetric | Hash
Phase Entity
Oper. Oper. Key Oper. | Oper.
Subscriber U 2(off-line)+1 | 1(off-line) 2 1
Registration MO 1 2 1
Location U 1(oft-line) 0 1 1
Query BS 1 1 1 1
KD 0 0 3 5
DAjf SN 0 0 1 6
BS 0 0 3 5
KD 0 0 1 2
LDz SN 0 0 0 2
BS 0 0 0 2
Location U 0 0 3 0
Response BS 0 0 2 2

1 : Device Authentication

1 : Location Determination

Communications cost: In our protocol, for device authentication a device of an end-user’s kid

requires only two rounds, which are minimum to achieve authenticated key establishment protocol. In
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Table 4.3: Communication cost of a kid’s device

Communication cost
Phase Energy
() (bytes)
. L. E,, 0.99840000 72
Device authentication
E,, 1.08160000 104
B, 1.10933333 80
Location determination
E'l”.’E O O
Device authentication B, 1.23433333 89
based on B-MAC [63] E,, 1.25840000 121
Location determination FE;, 1.3450666 97
based on B-MAC [63] E,., 0 0

addition, the device requires one round to report the kid’s location. From this, we believe that our
protocol is lightweight in the number of communication rounds.

To compute lifetime of a kid’s device, we assume that AES-128 and SHA-1 are used as symmetric
encryption scheme and hash function. Also, we assume that n is 80, z is zero and message transmission
rate r is every 30 minutes (i.e., 1/(30*%60)). Based on the analytical model in [63], we can compute
total energy consumption of a kid’s device for regular location report and illustrate the result in Table
3. Note that Fy, is independent of neighbor size, since the kid’s device can directly communicate
with a nearby sink node. Also, we only consider the necessary message for our protocol in the above
computation. When we adopt B-MAC [63], one of efficient Medium Access Controls for wireless sensor
network in the literature, additional 17 bytes (i.e., 8 bytes for preamble, 2 bytes for synchronization,
5 bytes for header, and 2 bytes for CRC) are required and we present total energy consumption of
the kid’s device for regular location report in Table E=3.

Since the kid’s device consumes 3.18933333uJ without B-MAC (or 3.83760000 uJ with B-MAC),

our protocol satisfies lightweightness.

Security analysis

Mutual authentication: In our protocol, an end-user including the device owned by the end-
user’s child authenticates him/her to the base station (or mobile operator) using the authorized cre-
dential, so that the base station (or mobile operator) knows that the user is legal and authorized. The
base station (or mobile operator) authenticates himself/herself to the user through its own public key
and by showing his/her knowledge of the corresponding private key.

Privacy protection: Since any private information (i.e., safety zone, mobile phone number, and
location information) are stored in personal home server, the mobile operator only issues an end-user’s
authorized credential for anonymous authentication, and the base station verifies the authorized cre-
dential with PKj;0, an administrator in mobile operator cannot obtain any private information during
location query, location determination, and query response.

Moreover, an administrator in base station cannot distinguish who requests the child-care and
safety service due to anonymous authentication. Note that the base station can guess the child’s
nearby location since the information is delivered to the base station via nearby sink node. However,

the base station cannot find any relationship between the location information and end-user. Hence,
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our service can preserve an end-user’s privacy.

Also, privacy of the end-user’s child can be protected as the child can control over his/her location
information transmission.

Confidentiality and integrity: All communications are encrypted with a receiver’s public key
or symmetric key, which is shared between a sender and receiver. Thus, confidentiality is provided in
our service. Also, the sender and receiver can derive a secret key for HMAC using the shared key. In
this point, integrity can be easily provided in our service.

Scalability: Since our protocol can support anonymous authentication based on the authorized
credential, our protocol may be vulnerable to battery exhaustion attack, sending continuous or peri-
odic authentication requests (or location reporting). As the base station can only verify an end-user’s
authentication request, the intermediate nodes between an adversary and base station should forward
the received message to their parent node. That’s why battery exhaustion attack is possible. How-
ever, we reduce the effective bounds of battery exhaustion attack to one of the adversary’s nearby
clusters based on the following observations. First, an outsider cannot generate a valid authentica-
tion request since the outsider does not know Kj,;;. Second, a sink node, having a permanent power
for easiness of network management, can directly communicate with the base station to minimize a
hop distance between the adversary and base station although the adversary has Kp,; by compro-
mising one of sensor nodes. Third, we assume that a kid’s device communicates with its nearby sink
node via the different radio frequency with one used in communication between a sensor node and
sink node. Therefore, we believe that our protocol can provide scalability.

Lightweightness: In our protocol, a child’s device only needs four symmetric key operations,
three HMAC operations, and one hash operation for device authentication and location determination.
Also, the device does not require communicating with the child’s home server. Hence, our protocol is

believed to be lightweight than the previous approach [37].

4.2 Privacy-preserving secure service discovery protocol

4.2.1 System architecture

Before describing our protocol in detail, we illustrates our system architecture and activities of

each entity in Figure EIM.

Authentication
Server
Authentication request Authentication request
Registration | its response / its response

/ Authorization
Directory
ervice Lookup : Semi-honest

. . Service registration
1 service selectiol 9

Lookup result / its response
/ service information

Service request / its acknowledge Provider

Figure 4.10: System architecture for ubiquitous computing environment

Compared to the previous model shown in the Chapter 2, the directory server is introduced to
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store or provide proper service access information for simplified trust management and scalability. The
DS can authenticate itself and shares a fresh session key with the AS though entity registration phase
and entity authentication phase. Using the shared session key, the DS can make the communication
with the AS to be secure. From now, we assume that the communication between the DS and AS is

secure.

4.2.2 Brief sketch

This privacy-preserving secure service discovery protocol consists of entity registration, entity au-

thentication, service registration, service discovery, and service access.

Entity registration

In the entity registration, the entity (i.e., end-user and service provider) generates their authen-
tication tokens and requests the authentication server to authorize the received token. Only if the
entity has proper access permission on the requested service or providing a service, the authentication
server authorizes the received token. Through the entity registration phase in BZ3, we can preserve the

privacy of the end-user while verifying access permission on the requested service.

Entity authentication

Through the entity authentication phase, the entity (i.e., end-user and service provider) authen-
ticates himself/herself to the directory server or service provider in order to access the service. In
order to preserve the privacy of the end-user and service provider, the anonymous authentication is
required. The entity authentication phase B33 can provide the privacy of the entity while requiring
only one public key operation in the first authentication request. Except the first authentication re-
quest, the entity only requires symmetric key operation in order to reduce the processing delay time.
After the entity authentication phase, the entity can share a secret key with the directory server in

the service discovery phase and the service provider in the service access phase.

Service registration

In order to allow the directory server to forward the service access information to the legitimate
end-user, the directory server should obtain the service access information (e.g., service type, service
name, service description, SID list, and network address) from the service provider. That’s why the
service registration phase is required. However, the service provider may want to preserve his/her
privacy during the service registration. We should provide anonymous authentication through B=3.

In addition, the service provider submits the necessary information to allow the directory server
to verify the access permission of the end-user, one of his/her legitimate subscribers. This problem can
be easily addressed by the standard version of the membership verification B21 in Chapter 3. Even
if the directory server has SKpgy, the directory server cannot obtain the subscription information

based on the security analysis in Chapter 4.

Service discovery

During the service discovery phase, the service provider may want to hide his/her identity from

the other entities having no access permission. By allowing the legitimate end-user having proper ac-
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cess permission to find the target service and hiding the identity of the service provider from the
directory server and adversary, we can address the above issue. Through the entity authentication,
the service provider can hide his/her identity from the directory server including the adversary. In
order to allow the legitimate end-user having proper access permission to find the target service, the
directory server should check the access permission of the end-user. Then, the directory server may
obtain the subscription information. That’s why the privacy-preserving membership verification B2

is required to find the alternative by specifying encrypted keywords.

Service access

Through the service discovery phase, the end-user can find an alternative service and access the
service. In order to provide anonymous authentication during accessing the service, the entity authen-

tication phase B3 is useful.

4.2.3 Implementation

The proposed protocol consists of four phases: entity registration, service registration, discovery,
and service access. Through entity registration phase, an entity (e.g., end-user or SP) obtains his/her
authorized credential preserving the privacy of the entity. The AS verifies the legitimacy of the en-
tity using the received MT. In service registration phase, a service provider stores his/her service
and proper information, which are required to verify the legitimacy of the end-user, to the DS. Using
his/her credential and DMV, the end-user can find the registered service and obtain proper informa-

tion to access the service in discovery phase.

Entity registration

Only if the entity is a legal entity having proper permission to access a service or provide his/her
service, the AS authorizes the received credential. To hide the relationship between the authorized
credential and the entity’s real identity we apply blind signature technique. Figure EZIT depicts entity

registration phase.

Entity (e.g. SP or User) Authentication
1. ComputeC® and Cq,,, Server (AS)

C=H(1Dgyy IN IR "IP[ 1Dey B R Ky, )

Cery = E[R",PK 5] xC°

MT = E[(i 1), PKeor G JIE[(1D)" PRooy S I+ IE[(1D)"" PKooy G]

E[(1ID)" Py &
E[ IDgyy 1Ceny IICEMteyy ISD IMT PK,q ]
2. Verify Certgy, with PK,g

3. Perform member ship verification
4.Signon Cenity * Cogred =D [CEnmylS<ASJ

=RxD[C°, K, |

E[IDgs, 111D |ICoge ISD [PirectoryList Py, |

5. Verify IDgy, and ID,g
6. Compute Cogpea /R" and obtain a valid
signature pair (C",D[C“,SKAs])

Figure 4.11: Entity registration
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To verify whether the entity is a legitimate one and has proper permission to access or provide a
service, the AS verifies the received certificate with PK 4¢ and performs our membership verification.
If the result of the entity’s membership verification is non-zero integer less than p, the AS sends proper
information to the entity. Otherwise, the AS discards the received message. Note that DirectoryList

indicates a list of the accessible and legitimate DS.

Entity authentication

SP DS AS
1. Computerequest where0< j<n-1
request
(i) Request for serviceregistration
2. GenerateR
Ry || request
(ii) Authentication request

3.Check R, and j

4. Verify s

5. Compute K K andC'

PAS » ' SP,DS

ACK[|C' || Kg.pslIRs:
(iii) Authentication response
6. Store SD and R,¢

7. Compute E{ R, [|C'[|Ryq, Koo}
Ros I Ro IC [ Ros K oo}

(iv) Response for registration o o -
8. Compute K, _and K, request | ELOP IR I ISICTIH(B[C" S ]| PR ] i =1

9. Decrypt and Verify R, , C' ,R, C"1||E{S|D IR: 1l j' ”SI’KSJ,AS} otherwise

Figure 4.12: Entity authentication in service registration

In the entity authentication phase, each entity establishes Kgntity, as and Kgntity,Ds = H(KEntity,AS

IC*[|Rps).

H(C°[|PEas||RY|7Y|SID)  ifi=1

KEentity, a5 = - )

{ H(C°||C*1||SID) otherwise

To provide accountability of the authorized credential, we adopt a set of selected numbers .S,
which is 1-bit array. In the first access request, each entity generates the set randomly. Whenever
sending an " authentication request, each entity generates a fresh nonce R%ntity and selects one ran-
dom number j between 0 to [ — 1 until j — th value of S is 0. Since the set is only known to the
entity and AS, the adversary without knowing S cannot generate the authentication request. There-
fore, we believe that our protocol can enhance security level. Note that C* = H(C°||j!||R?). For entity

authentication, the AS performs the following verification procedure:

1. 1%t request: After decrypting the request message, the AS computes H(D[C° ,SK 45]) and com-
pares the result with the received H(D[C®, SK ag]). Only if the result is same, the AS believes
that the entity has an authorized credential and computes C'1 = H(C?||j!||R') and stores SID,
St C9% and C!' in the database. Otherwise, the AS discards the request.

2. i*" request: The AS finds C°, S(i — 1) and SID in the database using the received C(i — 1)
and decrypts the received message with Kpntity,as. Next, the AS verifies that the entity has
the same set of selected numbers and j¢ is not in the set. Only if the result is correct, the AS

stores the received C* and S®. Otherwise, the AS discards it. If the entity is a legal one with
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proper access permission, C* and S’ are stored in the database. As a result, the AS can verify

whether the entity has an authorized credential using the received C(i — 1).

After this verification, the AS sends a response message to the DS. Then, the DS stores proper
information (i.e., SID and Rpg) and gives a response for entity authentication request to the entity.
After verifying the response message, the entity computes Kpntity,as and Kpntity,ps. Figure T2

illustrates this phase when the entity is a SP.

Service registration

The service registration phase consists of entity authentication and registration. Through the en-
tity authentication phase, an SP can anonymously authenticate himself/herself to a DS and estab-
lish the shared keys, Kspas and Kspps. Using Ksp ps, the SP registers an encrypted service ac-
cess information (e.g., service type, service name, service description, SID list, and network address)
by K, = H(g"), encrypted coefficients of f(z) with PKpgn, and a list of hidden encryption keys
{grm/®k ... grm/akp) with the directory, where 7, g, and p are a random number, a generator of
cyclic group G with order n = g1¢2, and the number of access keys, respectively.

Also, the SP may expose polynomial identifiers, SID list, and service type to the DS when the
SP wants to serve all or partial end-users enrolled in the AS. Because the exposed access information
allows an end-user without any prior knowledge about nearby environment to obtain an accessible

service list, this approach can support an end-user’s mobility.

Service discovery

End User (U) Directory Server (DS)
1. Compute Jookup and query
lookup = Rys [| E{R, [| SID [| query, Ky, os}
type for service selection
query = .
DMV  otherwise

DMV =E[i +1, PKgey. Gy
() PR &1+ E] () PR G NE () PR G ]
I E[ ()" PR G 1N E[ (02) PR G JIE[ (W) PR, G ]

|lookup
2. Find proper polynomials(s) via 9D
3. Verify query
4. Compute response
_| E{infoKyeef i 1< verification resit<|p
E{ Norce, Ku,ns} otherwise
response

Info includes service list (or access information) if the request is service selection (or not)

Figure 4.13: Service lookup and its response in discovery phase

The discovery phase consists of three sub-steps, entity authentication, service lookup, and service
selection. As the entity authentication phase has already been explained, we will skip the explanation.
Service lookup: Although our keyword search is an efficient method compared to the previous
approach [20], we should reduce a searching space to address scalability issue by reducing the process-
ing time of an end-user’s service lookup request in a DS or entity authentication request in the AS.

Also, the end-user without having any prior knowledge may know that the same or similar type of
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the alternative services. That’s why we use the service type as searching condition in service lookup
request.

When the lookup is used to find alternative services, query is type indicating a type of the alter-
native services. If lookup is used to obtain service access information, query is DMV. Then, the DS
finds the shared key using Rpg, decrypts the lookup message, and checks whether the stored SID is
the same as the received SID. If the comparison is correct, the directory server performs the following

steps:

1. To find alternative services: Using the type, the DS can search alternative services as some ser-
vice providers expose partial access information of their services in the service registration. If
any matched services exist, the DS encrypts the stored service list using Ky ps and sends the

resulting ciphertext to the user.

2. To obtain the service access information: The DS performs membership verification procedure
by evaluating the given DMV. When the verification result is not zero, the DS sends the stored

access information, Em, K, and the matched hidden key g"~%%:.

Figure B3 depicts this phase in detail.

Service selection: After the service lookup phase, the end-user may obtain a service list hav-
ing the submitted service type. Then, the end-user selects one service from the list and notifies the
selection to the DS. If a proper access control is enforced against the selected service, he/she should
submit the proper DMV to the DS. As the detailed procedure is the same as the service lookup phase

for obtaining service access information, we do not explain the procedure.

Service access

To preserve an end-user’s privacy during the service access phase, an anonymous authentication
protocol is required. Our protocol can support this without additional computational cost since the
end-user already has the authorized credentials after the entity registration phase. The detailed pro-
cedure is similar to the entity authentication phase. The difference is that the entities participating

in the authentication process are the end-user, SP, and AS.

4.2.4 Analysis

Performance analysis

Storage overhead: Each end-user should store E[(i+r), PKpan, G1], access key, PKpgn, and
one 5-tuples (C°, R?,j, N,S) for service discovery and service access request. The service provider
needs to save a set of polynomials fi(z), fa(z), -, fx(z) presenting a subset of own subscriber and
one 5-tuple (C° R, j¢ N, S) for service registration.

Computational overhead: Table f.4(a] shows the computational overhead of the proposed pro-
tocol. Note that p is the number of access keys in Sy, t is the number of keywords in Ss, s is the
number of keywords specifying the target service and 1/N indicates that one operation is needed dur-
ing N sessions. During discovery phase, the user should compute (one secret key encryption, two secret
key decryptions, and four hash operations) per each discovery request while computing (1/N public
key encryption, one secret key encryption, s x ¢ BGN encryptions, and s X (¢t — 1) modular exponen-

tiations) before the session. Compared with the previous protocol in [B], where the end-user should
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Table 4.4: Performance and security analysis

(a) Computational overhead in each phase

Entity Service
. . ) ] Discovery
registration registration
U or SP AS SP DS AS U DS AS
Public key Oper. | (1) + 1 1 (1/N)f 0 N | (1/N)f 0 1/N
Signature Oper. 1 1 0 0 1/N 0 0 1/N
Hash Oper. 1 0 4 0 4 4 0 4
Secret Key Oper. 0 0 | ()F + 2 1 I [ (DF+3 1 1
BGN Enc. [44] Pt o (t)t 0 0 (s-t)T 0 0
Pairing Oper. 0 p+l 0 0 0 0 s(t-1) 0
Exponent Oper. 0 p+2 (t)t 0 0 s(t-1) s(t-1)+5 0
1 : Precomputation Oper. : Operation Enc. : Encryption

(b) Security-related features comparison

Proposed protocol ~ Zhu et al. [8]  Czerwinski et al. [7]
Mutual authentication Yes Yes Yes
Confidentiality & Integrity Yes Yes Yes
Anonymity & non-linkability Yes Yes to outsiders No
Accountability Yes No No
Directory server Not trusted Trusted Trusted
Access control Yes Easy to obtain Yes
Scalability Good Not too bad Good
Enhanced security of level Yes No No
The abuse of
None Yes Yes

subscription information

compute two public key encryptions and one signature generation, the proposed protocol needs less
computational cost.

Communication overhead: This protocol needs four rounds during service discovery. Previous
protocol in [B] also requires four rounds. To discuss with the size of communication message, let assume
that SHA-1, AES-128, and ECC-160 are used as hash function, symmetric encryption scheme, and
asymmetric encryption scheme, respectively. Also, service identifier is 8 bit, N is 80, the given poly-
nomial identifier is 24 bit, and degree of polynomial is 4. Although the previous protocol [3] requires
1104 bits, which is less than our protocol (i.e., 1920 bits in i** request or 2016 bits in 15 request),
the previous protocol does not consider that communication cost during agreeing with the same hash
functions to be used service match in advance. Also, certificate exchange between an end-user and di-
rectory server is not considered. To this point, the proposed protocol is reasonable in communication

overhead.
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Security analysis

The proposed protocol provides the following security-related features. In Table f.4(b]), we com-
pare the security-related features of our protocol with previous work.

Mutual authentication: The end-user authenticates the AS through a public key of the AS
and knowledge of the corresponding private key. Also, the AS authenticates the end-user using an
authorized credential of the end-user.

Anonymity: Our protocol protects privacy of an end-user against insiders and outsiders. As the
each user authenticates herself to insiders (i.e., SP and DS) using authorized credentials, the insiders
cannot predict who sends the service access request or lookup request. Here, insiders other than the
user cannot find any relationship among the authorized credentials, in that the credentials are derived
from initial credential C° using one-way hash function. Outsiders also cannot identify who sends the
messages since all communication messages are encrypted using a shared session key.

Non-linkability: Non-linkability means that, for insiders (i.e., SP and DS) and outsiders, 1)
neither of them can ascribe any session to a particular end-user, and 2) neither of them can link two
different sessions to the same user [84]. More precisely, non-linkability needs to prevent insiders and
outsiders from obtaining an end-user’s private information. Our protocol can achieve non-linkability
with respect to both insiders and outsiders. First, the information to distinguish each user is never
transmitted in a plaintext form. As a result, outsiders cannot associate a session with a particular user
and ascribe two sessions to the same user. Second, outsiders and insiders cannot find any relationship
between the exposed credentials due to the one-way hash function. Third, as the given DMV is non-
deterministic, the DS cannot link two different sessions to the same user. Finally, all communications
are protected by a fresh session key.

Accountability: The credentials are authorized only when the end-user is explicitly authenti-
cated and has proper access permission on the service. By adopting a set of selected numbers, the
proposed protocol can provide a one-time usage of the authorized credentials to prevent an attacker
from reusing the authorized credentials. Also, the proposed protocol can provide good accounting ca-
pability by incorporating an accounting function.

Data confidentiality and integrity: All communications are protected by a shared session key
or the receiver’s public key. In this point, our protocol supports data confidentiality. Although we do
not explain explicitly how to generate a key for integrity check, end-user, SP, DS, and AS can derive
the key using the shared information such as a fresh session key (or the receiver’s public key) and
exchanged nonce. By applying HMAC with the derived key, the proposed protocol can support data
integrity.

Enhanced level of security: Every access request message contains S, randomly generated by
the end-user and delivered only to the AS, to prove the actual holder of the message. Thus, an adver-
sary is required to present S even if the adversary knows the target user’s initial credential. In this
point, the proposed scheme enhances the level of security.

No additional key management: Two of the following entities the end-user, SP, DS, and AS
can generate Ky a5, Ky ps, Ku,sp, Ksp,as and Kgp ps during the entity authentication phase. Also,
the shared key can be derived from the stored 5-tuple (C°, R, j%, N, S). Thus, there is no additional
key management overhead when replacing the reduced public key operations with symmetric key op-
erations. Moreover, there is no revocation cost of the shared key since the key is used during only one
session.

Less the abuse of subscription information: In our protocol, the administrator can only iden-
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tify the subscribers of the target service provider when he/she monitors all registration requests. How-
ever, a proper operation policy for AS can prevent illegal tracking of all registration requests. In this
way, the proposed approach reduces the privacy concern of each service provider regarding the abuse

of subscription information.
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Chapter 5. Evaluation

In this chapter, we evaluate the proposed authentication framework. As three privacy-preserving
authentication protocols in the proposed authentication framework are used to support three kind of
authentications in the public ubiquitous computing environments, we analyze the performance and
security of each protocol. In order to prove that each protocol can preserve the privacy of the end-
user, we show that each protocol is based on the computationally hard problem so that the adversary
cannot violate the privacy of the end-user and service provider unless the adversary solves the problem
in polynomial time.

Privacy protection

Privacy-preserving membership verification: As the directory server and authentication server
are operated as semi-honest entity, they cannot obtain the subscription information, encrypted by BGN
encryption [A4] and stored to enforce proper access control. Only if they decrypt the encrypted infor-
mation in polynomial time, they can obtain the information. However, they require 289 time complex-
ity to decrypt the subscription information.

Anonymous authentication protocol: Since the adversary cannot obtain any useful informa-
tion as the information is encrypted by the shared key with the authentication server. Even if the
adversary obtain the authorized credential, he/she cannot obtain the necessary information due to the
one-way hash function. In other words, the adversary can violate the privacy of the end-user only if
the adversary can break the security of the used cryptographic primitives such as ECC, RSA, BGN
encryption, and AES. Also, the adversary should guess the set of the selected numbers in order to im-
personate the target end-user. As the set is randomly generated, the adversary can guess the correct
set with the probability 1/2%.

Anonymous re-authentication protocol: The shared information with the service provider is
encrypted by BGN encryption [44] so that the adversary requires 289 time complexity to decrypt the
information. Therefore the adversary cannot obtain the information in polynomial time.

Since less processing delay time and communication overhead allows the directory server and au-
thentication server to support better scalability, we demonstrate that each protocol requires less com-
putational overhead and communication cost than the previous approaches.

Scalability

Privacy-preserving membership verification: Although the number of the service subscriber
increases, the proposed membership verification allows the directory server or authentication server to
verify the access permission of the end-user within a constant time. Based on the desire performance,
the service provider can adjust the processing delay time from 55 millisecond to a few hundred mil-
lisecond. Here, the term “constant time” means that the processing delay time does not be affected
by the number of the service subscriber. As the communication overhead is determined by the degree
of the given polynomial f(z), the overhead can be adjusted by the service provider.

Anonymous authentication protocol: Since the authentication server only requires one public
key operation per each user during n times, we can reduce the processing delay time to authenticate
the end-user. During verification process checking access permission of the end-user, the authentication

server only requires a constant time even if the number of the service subscribers increases. Compared
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to the previous work, the proposed protocol reduce the communication overhead while support 28°
computational complexity. By throwing the additional computational complexity, we can lower the
communication overhead by reducing 160 bit per each authentication request.

Anonymous re-authentication: The proposed protocol reduces the number of the communi-
cation between the gateway and base station. Also, the protocol reduces the number of the commu-
nication between the gateway and the nearby sensor nodes. Through these communications reduced
by the proposed protocol, the processing delay time to authenticate the end-user is lowered. Although
the proposed protocol requires 1 modular addition and 1 modular exponentiation compared to the

previous work, the verification time on the sensor node only is less than 9.97 ms.

5.1 Privacy-preserving membership verification

5.1.1 Performance analysis
Standard version

To obtain the processing time of membership verification, we generate a polynomial f(z) with
different degree ¢ and implement our polynomial evaluation method using pairing based cryptography
library [65] under Intel®Core ™2 2.13GHz CPU, 1GB RAM and Microsoft Windows XP Professional

Service Pack 3.

Processing time of membership verification when |PKggy|=512 bits and p=20
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Figure 5.1: Processing time of membership verification when |PKpgy| = 512 bits and p = 20

Figure B shows the processing time of the membership verification when |PKpgy| = 512 bits
and the number of subscribers is 20. Rather than showing membership verification request of all sub-
scribers of the target service, we present the request of 1st (or 11th) end-user. As increasing the degree
of a given polynomial f(z), the number of pairings in step (2) and exponent multiplications in step
(4) will be increased. That’s why the processing time of membership verification is increased linearly.
In addition, the communication cost increases linearly with the degree of a given polynomial f(x).
Therefore, we suggest that each SP should divide his own subscribers to several subsets based on ac-
cess privilege and desired performance of our membership verification.

Assume that Alice provides a printing service based on two different privileges such as heavy and

light user. In each privilege, 30 legitimate users are subscribing the printing service. If 3 degree of poly-
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nomial f(z) is sufficient to satisfy the performance level desired by Alice, for each privilege Alice gener-
ates 10 polynomials where the degree of polynomial f(z) is 3 and each polynomial has 10 different sub-
scribers. For membership verification, each end-user should submit E[(i+r), PKgan, G1]||E[(w1), PKpen, G
||[E[(w1)?, PKpaN, Gy] where i is the index value of an end-user among the target service subscribers
and r is a random number. Then, the message size of submitted membership information is 3 x
|PKpcn|. However, we can reduce the message size by sending the x-coordinate of membership infor-
mation to 1.5 x |PKpgn|. Since PKpgy is a point on cyclic group G, the encrypted result is also one
of points on cyclic group G or Gy where a point consists of x-coordinate and y-coordinate. Therefore,
we can reduce the communication cost and processing delay to the desired performance of the service
provider. Figure B2 depicts that the change of storage cost by dividing the given subscribes to several

subsets is small. Moreover, this approach will help us to support differentiated access control.
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Figure 5.2: Comparison result of storage cost by dividing the given subscribers to several subsets

We believe that our membership verification supports better scalability by reducing the processing

time to verify the service subscriber in the directory server as shown in Figure B3.

Lightweight version

Compared to the standard version of our membership verification, the lightweight version only
requires one exponent addition and one exponent multiplication. By reducing pairing computation in
the standard version, we can allow the lightweight version of our membership verification to be used
for the resource limited devices in ubiquitous computing environment. As processing time of one mod-
ular exponentiation on Elliptic Curve Fy2ss provided by T. Takagi et al. is 4.981 ms on MicaZ [66], our
membership verification only takes less than 9.97 ms. When we employ assembly implementation, the
processing time can be reduce to 3.18 ms. Even if we require additional storage cost for implement-
ing Elliptic Curve Cryptography, we can save much more energy dissipation due to send the received
authentication request. From this point, we believe that our membership verification can satisfy the

lightweightness requirement.
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Figure 5.3: Processing time comparison between ours and Yau et al.’s approach [20]

5.1.2 Security analysis
Standard version

Based on the following observations, we can hide subscription information of a target service from
a computationally-bounded adversary having a ciphertext, PKpgn, and SKpgn. First, the expected
decryption time of the given ciphertext, encrypted by PKpgn, using Pollard’s lambda method is
O(\/W) when the adversary has the private key SKpony = ¢1 [34]. As a result, the adversary cannot
obtain any useful information in polynomial time.

Second, when the size of public key is larger than 512 bits, our membership verification is resilient
against the MOV or Frey-Ruck attack [67, 58], which is a method to break the discrete log problem
in IF, after breaking the discrete log problem in IF x using finite field discrete logarithm algorithms
such as index calculus. Since the size of public key is larger than 512 bits and k& in BGN encryption
is 2, the ciphertext in IF «x is large enough, index calculus method is infeasible in I .

Hence, here comes our third observation. Even if the adversary can decrypt the given ciphertext in
polynomial time, the adversary obtains keywords specifying the target service and index of the target
user. However, the information is only useful to identify presence information of the target service
and the service type since an end-user, who passed membership verification, can obtain the encrypted
information regarding service access only. Moreover, the service access information is encrypted with
a random key K, = H(¢g™) that can be derived from the list of hidden encryption keys {grm/ aka

"m/@kp using each subscriber’s access key ak; where i is an index of each end-user. As a result,

B
the adversary without a random key, K.k, can only obtain presence information of the target service.
Whether the service provider is public or private, leakage of presence information is not a problem.

Since presence information of the target service such as cyber lecture in ubiquitous institutions is not
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important, the decryption of given ciphertexts is not valuable. In the case of private service provider
implying that presence information is important, he/she can hide a relationship between his/her service
and the given keywords by concatenating a nonce like the idea in Figure B@. Note that the private
service provider should distribute the nonce, R?, when each end-user becomes a subscriber of the target

service.

Lightweight version

Based on the following observations, we can hide subscription information of a target service from
a computationally-bounded adversary having a ciphertext, PKpgn, and SKpgn. First, the expected
decryption time of the given ciphertext, encrypted by PKpagn, using Pollard’s lambda method is
O(\/W) when the adversary has the private key SKpgn = ¢1 [#4]. Since we assume that the mes-
sage size |T| is 160, the expected decryption time is 280, As a result, the adversary cannot obtain any
useful information in polynomial time.

Second, when the size of public key is larger than 512 bits, our membership verification is resilient
against the MOV or Frey-Ruck attack [64, bX], which is a method to break the discrete log problem
in I, after breaking the discrete log problem in IF » using finite field discrete logarithm algorithms
such as index calculus. Since the size of public key is larger than 512 bits and £ in BGN encryption

is 2, the ciphertext in IF x is large enough, index calculus method is infeasible in I .

5.2 Anonymous authentication protocol

5.2.1 Performance analysis

Storage overhead: A mobile user is only required to save C°, R?, ji, n, S and E[i+r, BGNyy].
Since all credential information except the anchor value can be generated directly from the anchor
value, our proposed scheme does not require to store all credential information. Although a mobile
user in [I5, 18] should store CY to avoid repeated hash operation, all credential information should be
stored. In this point, the proposed protocol requires less storage capability. Additionally, the proposed
protocol is more flexible in the view of access frequency since the information which should be stored
is fixed even if the user’s access frequency is increased.

Computational overhead: Except first access request, encrypted with a public key of the au-
thentication server, all messages between each mobile user and the authentication server are encrypted
using a shared symmetric key. Therefore, the proposed protocol is computationally efficient in entity
authentication since symmetric key operation is lightweight than public key operation. However, the
proposed protocol requires more computation overhead (i.e., pairing computations and exponent mul-
tiplications) in entity registration phase, ridding of privacy concern regarding the abuse of subscription
information in a service provider side. If a user performs this job in his/her desktop, the user can use
the authorized credentials in resource constrained devices to authenticate himself/herself to a service
provider. We compare computation overhead of the proposed protocol with the scheme in [I5, [6] in
Table Bl and 6. Note that in Table B2 and Table b if we do not append the term “off-line”, then
the communication entity such as mobile user, authentication server and service provider, needs on-
line computation. Also, “p” is the degree of polynomial f(z), which is used to verify the user’s service

subscription.
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Ren et al.[T5, [6] Proposed protocol

User AS User AS
Public key
. 2 (off-line) 1 2 (off-line) 2
Operation
Signature Gen. 1 (off-line) 1 1 (off-line)
Hash Operation n+1 (off-line) 0 1 0
Nonce
2 0 2 0
Gen.
BGN Encryption [d4] 0 0 p+1 (off-line) 0
Pairing
. 0 0 0 p+1
Operation
Exponent
o 0 0 0 p+2
Multiplication

Table 5.1: Computation overheads comparison of entity registration

Ren et al.[I5, 06] Proposed protocol
User SP AS User SP AS
Public key . .
) 1 (off-line) 0 1 1/n (off-line) 0 1/n
Operation
Signature
5 0 0 1/n 0 0 1/n
Gen.
Symmetric Ke
Y Ch 3 3 0 1(oftline) +1 1 1
Operation
Hash
_ 2 2 0 3 0o 3
Operation
Nonce
1 1 0 2 1 0
Gen.

Table 5.2: Computation overheads comparison of entity authentication
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Communication overhead: The proposed protocol only requires two rounds to achieve the au-
thenticated key establishment. Note that two rounds in authenticated key establishment protocol are
minimum rounds. To compare the message size in the proposed protocol with the scheme in [I5, [6],
we assume that SHA-1 and AES—128 are used as hash function and symmetric encryption scheme
in the both scheme. Also, we assume that service identifier is 8 bits, n is 80 and polynomial identi-
fier is 24 bits. Then, SID in [I5, I6] is 8 bits while SID in the proposed protocol is 32 bits. Here,
8 bits service identifier is sufficient when we define the service type as hierarchical structure. Finally,
we assume that the user in the scheme [[H, 06] sends H(D[C™,SK4s]) to the authentication server
to reduce message size of the first service access request although the user sends D[C™, SK 45| to the

authentication server. Then, the difference size of all messages during 80 sessions is:

79 x (536 — x) — 8 if RSA is used

Dif ference =
79 x (1562 —z) + 248  if ECC is used,

where x is |PK4g|.

When we adopt RSA-1024 (or ECC-160) as asymmetric encryption scheme, the difference is —38, 560
(or —384) bits. Note that ECC is abbreviation of Elliptic Curve Cryptography. Also, if the message
size is greater than the size of PK4g, we apply hybrid encryption. This result indicates that the pro-

posed protocol can reduce 482 (or 5) bits per each session while providing additional 28°

computational
complexity. Moreover, the proposed protocol can adjust this communication cost by increasing or de-
creasing the user’s access frequency. As a result, the proposed protocol is efficient from the point of

communication overhead.

5.2.2 Security analysis

Before describing the security-related features provided by the proposed protocol, we compare the
proposed protocol with other similar approaches whose goal is to provide anonymous interaction be-
tween the mobile user and the service provider in table B23. The service provider in the proposed
protocol can’t link two different sessions to the same user unless the user exposes his/her the anchor
value. However, the service provider in the scheme proposed by Ren et al. [IH, I6] can link two dif-
ferent sessions to the same user even if the user keeps his/her the anchor value secure.

Now, we describe security-related features of the proposed protocol in detail.

Mutual authentication: As, in the proposed protocol, the mobile user authenticates himself/herself
to the authentication server using own authorized credential, the authentication server knows that the
mobile user has proper legitimacy of the service. The authentication server also authenticates itself to
the mobile user through its public key and its private key.

Anonymity: The proposed protocol protects the end-user’s privacy against insiders and out-
siders. As each user authenticates himself/herself to insiders (i.e., service provider and other users)
using the authorized credentials, the insiders cannot predict who sends the service access request or
lookup request. Here, the insiders except the user cannot find any relationship among the authorized
credentials in that the credentials are derived from the initial credential C° using oneway hash func-
tion. Outsiders also cannot identify who sends the messages since all communication messages are
encrypted with the shared session key.

Non-linkability: Based on the definition in [34], non-linkability needs to prevent insiders and

outsiders from obtaining any information related to an end-user (i.e., authorized credential and/or
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Proposed protocol — Ren et al.[I5, (6] He et al.[T4]

Concrete protocol Yes Yes Yes
Mutual authentication Yes Yes Yes
Anonymity Yes Yes Yes
. . Yes to outsiders, Yes to outsiders, No
Non-linkability .
yes to SP partially yes to SP
Pseudo non-transferability Almost yes Almost yes No
Data confidentiality Yes Yes Easy to obtain
Message integrity Easy to obtain Yes Yes
Differentiated service
Yes Yes No
access control
Privacy concern about
abuse of subscription None Yes Not considered

information

Table 5.3: Comparison of security-related features

membership test). In our protocol, non-linkability is achieved with respect to both insiders and out-
siders. First, the information to distinguish each user is never transmitted in the plaintext form. As
a result, the outsiders cannot associate a session with a particular user and ascribe two sessions to
the same user. Second, the outsiders and the insiders cannot find any relationship between the ex-
posed credentials to generate a session key due to one-way hash function. Third, as encryption result
of the message m is non-deterministic, the outsiders cannot link two different sessions to the same
user. Finally, all communications are protected by fresh session key.

Accountability and pseudo non-transferability: In the proposed protocol the credentials,
generated by a mobile user, are authorized only when the mobile user is explicitly authenticated. By
adopting a set of selected numbers, the proposed protocol can provide one-time usage of the authorized
credentials. Hence, it can prevent the attacker from reusing the authorized credential. Also, proposed
protocol can provide good accounting capability by incorporating an accounting function. Furthermore,
the scheme provides similar non-transferability from the service point of view. Since the credentials
are delegated among users only, no harm is done to the service provider in the sense that the autho-
rized user is responsible for all the received services using her own credentials. This property greatly
reduces the problem of service abuse about which the service providers are worried.

Data confidentiality and integrity: All communications except between service provider and
authentication server are protected by the shared session key or the receiver’s public key. Hence, data
confidentiality and integrity can be easily achieved using symmetric cryptography.

Differentiated service access control: We assume that each service provider defines SID list,
generates polynomial list for membership test, assigns his/her subscribers with proper polynomial list
and distributes necessary information related to service subscription (i.e., access key, identifier and
polynomial identifier) to his/her subscribers before entity registration phase. Also, the end-users obtain
their authorized credentials only if they are legitimate users with appropriate access permission on
the SID. If each SID is defined using hierarchical organization, verification of the access permission
against SID is converted to the membership test against the service using the submitted polynomial

identifier. Hence, the proposed protocol can provide differentiated service access control based on SID.
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Enhanced the level of security: Every access request message contains S, randomly generated
by the mobile user and only delivered to the authentication server, used to prove the actual holder
of the message. To impersonate the target user, the adversary should present S even if the adversary
knows the user’s anchor value. Therefore, the proposed scheme enhances the level of security.

No additional key management: Two entities among each mobile user, service provider and
authentication server can generate a shared symmetric key (e.g.,Kuy as, Kusp and Kgp as) during
entity authentication phase. Also, the shared key can be derived from the stored 5-tuple (C°, R, j¢,
n, S). Thus, there is no additional key management overhead by replacing the reduced public key
encryptions (or decryptions) with the symmetric key encryptions (or decryptions). Moreover, there is
no revocation cost of the shared key since the key is used only one session.

Less privacy concern regarding the abuse of subscription information: Although the au-
thentication server is regarded as a trusted third party, the service provider may worry that the ad-
ministrator of the authentication server illegally extracts the subscription information of the service
provider (e.g., end-user tracking and information leakage of the subscribers). In the proposed protocol,
however, the administrator can only identify the subscribers of the target service provider when he/she
monitors all entity registration requests. Also, a proper operation policy for authentication server can
prevent illegal tracking of all registration requests. In this way, our approach reduces privacy concern

of each service provider about the abuse of subscription information.

5.3 Re-authentication protocol for an end-user over wireless sen-

sor network

5.3.1 Performance analysis

Table 5.4: Computational overhead

) Exponent | BGN Encryption Hash Symmetric Key
Each phase Entity ) B . .
Operation (@] Operation Operation
Token U 1 0 0 0
Authorization SP 0 1 0 0
Entity U 0 0 4 2
Authentication CH 2 0 4 2

Storage overhead: While an end-user should store E[—r, PKpgn,G], each cluster head requires
to store E[—(a — 1) - r, PKpgn, G], g~ (@ 7SKsen  SKpon, Kycw, and Rps. Let assume that |
PKpan |, | SKpen |, Ku,cu, and Rpg are 512 bit, 512 bit, 128 bit, and 64 bit, respectively. Then,
the end-user and cluster head should store 512 bit and 1728 bit.

Computational overhead: Table 64 illustrates the computational overhead of the proposed pro-
tocol. In entity authentication phase, the mobile node owned by an end-user should compute four hash
operations and two symmetric key operations. The nearby cluster head requires two modular expo-
nentiations, four hash operations, and two symmetric key operations.

Communication overhead: The nearby cluster head only requires one transmission and receiv-

ing message for entity re-authentication. However, the previous approaches |21, P2, 23, 24, 25, U6, P74,
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2R, 29] require several message exchanges among the neighbors of the cluster head. As the number of
mobile nodes in the sensor network increases, the energy consumption due to the message exchanges
will sharply increase. Hence, the proposed re-authentication protocol is efficient than the other proto-

cols.

5.3.2 Security analysis

Table 5.5: Security-related features comparison

Property Ours LEAP [2§] HIKES [29]
Mutual
o Yes Yes Yes
Authentication
Non-linkability Yes | Not considered | Not considered
Data confidentiality | Yes Yes Yes
Integrity Yes Yes Yes
Resilience against
) Yes No No
node compromise
Accountability Yes | Not considered | Not considered

Our protocol provides the following security-related features. In Table B, we compare the security-
related features of our protocol with the previous work [2R, 29].

Mutual authentication: The end-user authenticates a nearby cluster head through the shared
information (i.e., Rpg and E[—r, PKpgn, G]) with the base station and service provider. Ouly if the
end-user is a legitimate subscriber, the base station and service provider issue the shared information.
Also, the nearby cluster head authenticates the end-user through membership verification and Rpg.
From this point, we believe that our re-authentication protocol can support mutual authentication.

Non-linkability: Non-linkability means that, for insiders (i.e., SP and DS) and outsiders, 1)
neither of them can ascribe any session to a particular end-user, and 2) neither of them can link two
different sessions to the same user [B4]. More precisely, non-linkability needs to prevent insiders and
outsiders from obtaining an end-user’s private information. Our protocol can achieve non-linkability
with respect to both insiders and outsiders. First, the information to distinguish each user is never
transmitted in a plaintext form. As a result, outsiders cannot associate a session with a particular user
and ascribe two sessions to the same user. Second, as the given E[—r, PKpgn, G] is non-deterministic,
outsiders and insiders including the cluster head cannot link two different sessions to the same user.
Finally, all communications are protected by a fresh session key.

Accountability: Since the authorized token of an end-user is generated by the selected random
number hf' only known to the service provider, the adversary cannot know the random number. Also,
the end-user report hE' to the service provider after updating his/her authorized token.

Data confidentiality and integrity: All communications are protected by the shared key among
participants. Also, we use HMAC to provide message integrity. As a result, the proposed protocol can
achieve confidentiality and integrity requirements.

Resilience against node compromise: The major advantage of node capture is the acquisi-
tion of valid keys since the adversary can launch various attacks using those keys. In our protocol,
the adversary can obtain E[—(a — 1) -7, PKpgn, G, g~ (@) 75Ksen - SKpay, Ky.cu, and Rps by
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compromising the nearby cluster head. Although the adversary can impersonate the nearby cluster
head using this information, he/she cannot distinguish two different the end-users. Also, the adver-
sary cannot generate different E[—r, PKpan, G| unless participating the authentication process. From
this point, our re-authentication protocol has resilience against node compromise, while the existing
protocols may be vulnerable against node compromise.

Scalability: By reducing the message exchanges to authenticate the mobile user, we can support

more mobile users than the previous protocols [21, P2, 23, 24, U5, U6, 24, PR, 24].
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Chapter 6. Conclusion

In this chapter, we conclude the dissertation by summarizing the findings obtained from this work
and and providing future research directions in the authentication for the public ubiquitous computing

environment.

6.1 Summary

After M. Weiser proposed the concept of ubiquitous computing environments [I], many papers
are proposed to address the research challenges of ubiquitous computing environments. For service
discovery, which allows the end-user to find an alternative service, Czerwinski et al. [2] proposed a
scheme which was called “Secure Service Discovery Service”. Also, Zhu et al. [8] introduced another
secure service discovery protocol to preserve the privacy of the end-user while protecting the privacy
of the service provider. To preserve the privacy of the end-user, many researchers proposed their idea
[@, B, [@, B, O, 00, [1, [, 05, 06, I3, [d]. Keyword search techniques [I'4, IR, 09, 20] on the encrypted
data are proposed to share the data while preventing the other entities having no access control from

27, 2R, 29] for wireless

N
[»)}

obtain the data. Various key establishment schemes [21, 22, 23, 24, 25, 86,
sensor network, one of core technologies to establish ubiquitous computing environment, have been
introduce to address security issues.

Based on these research results and recent advance of the technologies (e.g.), Bluetooth, Wi-Fi,
sensor network, smart phone), the ubiquitous computing environments have being integrated in our
real life (i.e., Navitime in Japan [80], Open Urban Testbed for Ubiquitous Computing in Finland [82]).
From now, we call the ubiquitous computing environment integrated in our real life as the public ubig-
uitous computing environment. Then, the public ubiquitous computing environments have the follow-
ing properties: multiple administrative domains, complicated trust model, numerous subscribers of a
service, heterogeneous devices, and numerous authentication requests. Due to these properties, the
privacy-preserving protocols for the public ubiquitous computing environment should consider the fol-
lowing;:

Challenges in Privacy protection

1. Semi-honest directory server: Since the directory servers owned by multiple administrate do-
mains, the directory server should be regarded as semi-honest entity. In other words, the direc-
tory server performs its original functionalities (i.e., storing the access information of the service
and providing the access information to the end-user having proper access permission) while the

server may collect the private information of the end-user or service provider.

2. Semi-honest authentication server: Since the authentication servers owned by multiple ad-
ministrative domains, one authentication server cannot want to provide the subscription informa-
tion, which is required to enforce proper access control, to another authentication server. While
preventing the subscription information from another authentication server, one authentication
server want to allow another authentication server to authenticate the end-user belonging to its

authentication server.
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3. Enhanced non-linkability: The adversary can easily eavesdrop any communication since the
environments are open to all entities. If the adversary can identify the end-user or service provider,
the adversary can monitor the activities of the target entity (i.e., end-user or service provider)
and track the location of the target entity. Here, non-linkability means that, for insiders(i.e.,
service provider and other users) and outsiders, 1) neither of them could ascribe any session to
a particular end-user, and 2) neither of them could link two different sessions to the same user

Challenges in Scalability

1. Lower processing delay time: As the average number of the service subscriber in panOULU
WLAN is about 20000, lower processing delay time is required in processing time the directory
server and authentication server so that the servers can support more end-users within the certain

time period.

2. lower communication overhead: As the various devices can be used in the network having
limited bandwidth (i.e., sensor network), lower communication overhead is preferred to support
more end-users within the certain time period. Communication overhead can be determined by

the size of the message and the number of rounds to achieve the protocol.

If we apply the previous work to the privacy-preserving authentication protocols for the public

ubiquitous computing environments, we suffer the following problems as shown in Figure Bl

Privacy concern regarding to the abuse of the
stored subscription information may happen

Authentication
Server

The stored subscription information can be
exposed to the adversary
Authorization of the service

provider’s pseudonym

Authorization of the end-user’s

/ Heavy computation is required

pseudonym

Directory
- Semi-honest -

Service discovery Service registration

Service
Provider

Authentication through one-time pseudonym
Non-linkability cannot be provided

Frequent battery recharging may Out of service due to the numerous
be happen authentication request of the end-user

Figure 6.1: Conceptual model with the problems of the existing approaches

To address these problems, we suggest scalable privacy-preserving authentication framework con-
sisting of three privacy-preserving authentication protocols. First protocol is proposed to address pri-
vacy violation in the directory server and authentication server. The protocol allows the directory
server and authentication server to check whether the end-user has proper access permission on the
requested service. In the meantime, the directory server and authentication server cannot obtain the
subscription information to enforce access control since the information is encrypted by BGN encryp-

tion [&4]. If we assure that the size of the message space is larger than 2169 the expected decryption
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time is 280 [g4]. As a result, the directory sever and authentication server cannot obtain the informa-
tion even if they has the private key SKpgn.

Second protocol is proposed to provide anonymous authentication during accessing the target ser-
vice. The protocol can enhance non-linkability and remove privacy violation of the end-user in the
authentication server. Compared to the previous work [IH, O8], the proposed protocol can reduce com-
putational overhead and communication cost while enhancing non-linkability. The detailed procedure
is explained in the Chapter 3.

Third protocol is introduced to provide an efficient anonymous re-authentication of the end-user
over wireless sensor network. Although the public ubiquitous computing environments may support the
whole citizens in a city, the wireless sensor network has low-bandwidth indicating that the number
of the message transmitted by the network may be lowered than the high-bandwidth network (i.e.,
3GPP and WLAN). That’s why the efficient anonymous re-authentication protocol for end-user over
wireless sensor network is considered. In order to reduce the number of the message transmission, the
lightweight version of membership verification is applied. Although the end-user submits the shared
secret information to the verifier (i.e., the nearby sensor node or access point), the information is
encrypted by BGN encryption [d4]. Therefore, the proposed anonymous re-authentication protocol can
address the security and privacy issues in the public ubiquitous computing environments.

To demonstrate how to apply the proposed privacy-preserving protocols to build child-care and
safety service, regarded as one of the possible applications in the public ubiquitous computing envi-
ronments, we discuss the system model, assumption, and the sketch of each service in the Chapter
4. In the sketch of the service, we explain the issue to be addressed in each phase and how to apply
the proposed protocols. To provide how to implement the service, we illustrate the actual process for
child-care and safety service. Through evaluation of the child-care and safety service, we show that
the service can address security and privacy issues for the ubiquitous computing environments.

Also, we show that the privacy-preserving secure service discovery protocol, used to demonstrate
how to build privacy-preserving protocols for the public ubiquitous computing environments, can re-
duce communication overhead while preventing the directory server from obtaining the subscription
information. However, the communication cost for membership verification increases linearly as the
degree of polynomial f(x). To relieve this limitation we suggest that each service provider should di-
vide all the subscribers to several subsets, which is also useful to reduce processing delay of service
discovery and support differentiated access control by assigning a different privilege to each subset. If
the service has 10 keywords and 30 subscribers, the processing delay time to verify proper access con-
trol is 422.33 ms. Compared to the previous approach [B], this delay is added to address the security
and privacy issues of secure service discovery protocol for the public ubiquitous computing environ-
ments. Also, the added delay does not be affected by the number of the subscribers. However, the
communication overhead is less than the previous approach [B]. In addition, the proposed protocol
provides more useful security-related features compared with the previous approach in [B].

To prove whether the proposed privacy-preserving protocols can address the security and privacy
issues, we evaluate the proposed privacy-preserving authentication protocols, anonymous authentica-
tion protocol, membership verification, and re-authentication protocol for the end-user over wireless
sensor network in the Chapter 5. The standard version of membership verification only requires a
constant processing delay time in the directory server (or authentication server) where the time can
be adjusted by the service provider to satisfy the desire performance of his/her service. In addition,

the lightweight version of membership verification only requires 1 modular addition and 1 modular ex-
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ponentiation. From these evaluation results in the performance aspect, we believe that the proposed
privacy-preserving authentication protocols can address scalability issue by reducing lower processing
delay time and communication overhead. The detailed discussion is done in the Chapter 5.

Compared to the previous anonymous authentication protocol [[5, 0], the proposed anonymous
protocol reduces the processing delay time by replacing the public key operation with the symmetric
key operation in the authentication server. Although the proposed protocol requires additional process-
ing time to verify the access permission of the end-user, the time can be adjusted to a few hundred
ms (121.8 ~ 184.3 ms) when the number of the service subscriber is 20 and the set of the service
subscriber is divided by 4. However, the previous protocol [[5, [6] assumes that the subscription in-
formation should be known to the authentication server while the proposed anonymous authentication
protocol does not require this assumption.

The anonymous re-authentication protocol for the end-user over wireless sensor network applies
the lightweight version of membership verification. As processing time of one multiplication on Elliptic
Curve Fy23s provided by T. Takagi et al. is 4.981 ms on MicaZ [66], our membership verification only
takes less than 9.97 ms. When we employ assembly implementation, the processing time can be reduce
to 3.18 ms.

6.2 Future research

Although we implement membership verification and one-time pseudonym approach in order to
illustrate the performance of each privacy-preserving protocol in the proposed authentication frame-
work, we does not cover how to generate and reuse SID. We simply assume that SID is generated
through hierarchical structure in the public ubiquitous computing environment. However, SID is used
to identify the stored polynomial including subscription information on the service. In near future, we
will introduce new technique to generate SID to satisfy the characteristics of the public ubiquitous
computing environments.

Although we evaluate the lightweight version of membership verification using [44], the other ho-
momorphic encryption schemes can be used. If we use the other homomorphic encryption schemes,
We expect that the message size can be reduced. For rigorous analysis, we need to implement the
other schemes and compare the result in the view of processing time and message size.

In the public ubiquitous computing environments, temporal registration is required to deal with
the temporal visit of the end-user in the other administrative domain. However, temporal registra-
tion incurs the management overhead in the authentication server. The end-user should register him-
self/herself whenever the end-user visits the other administrative domain. Using the proposed privacy-
preserving membership verification, we may reduce the management overhead incurred by temporal
registration. In near future, we will introduce a concept to address this issue.

In the public ubiquitous computing environments, vehicular network, shown in Figure B2, may
be one of core networking technologies. Since the anonymous authentication in the vehicular net-
work requires the heavy computations such as pairing computation, indicating that the processing
delay time will be increased as the number of the service subscribers increases, the existing approach
cannot be used in the public ubiquitous computing environments. Due to the mobility of the vehic-
ular, we should consider anonymous re-authentication. To address these problems, we may extend
the proposed authentication framework. In the vehicular network, we should support two kind of au-

thentications: authentication in the vehicular-to-infrastructure communication and authentication in
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Figure 6.2: System architecture of vehicular network

the vehicular-to-vehicular communication. In order to support the anonymous authentication in the
vehicular-to-infrastructure, we should reduce the processing delay time and the communication be-
tween the road-side-unit and the authentication server. When we support the anonymous authentica-
tion in the vehicular-to-vehicular, we can apply anonymous re-authentication technique to reduce the

processing delay time and communication between the road-side-unit and the authentication server.
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Summary

A Scalable Privacy-Preserving Authentication Framework for the
Public Ubiquitous Computing Environments
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