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Abstract

The 3rd Generation Partnership Project (3GPP) standard is developing System Ar-
chitecture Evolution (SAE)/Long Term Evolution (LTE) architecture for the next gener-
ation mobile communication system. The SAE/LTE architecture provides secure service
and accesses non-3GPP such as WLAN.

3GPP provides efficient charging management, nearly universal roaming, completed
subscriber management, mobility, and wide service area. WLAN provides high bandwidth
and data rate, compatibility of the Internet. However, WLAN provides narrower service
area, lower mobility and roaming than 3GPP. If 3GPP can access non-3GPP such as
WLAN, subscribers can have both 3GPP and WLAN advantages. In 3GPP-WLAN in-
terworking, both networks require authentication for secure communication.

To provide secure access of non-3GPP such as WLAN in the SAE/LTE architecture,
Extensible Authentication Protocol-Authentication and Key Agreement (EAP-AKA) is used.
However, EAP-AKA has several vulnerabilities such as disclosure of user identity, man-
in-the-middle attack, Sequence Number (SQN) synchronization, and additional bandwidth
consumption.

This thesis analyzes threats and attacks in 3GPP-WLAN interworking and proposes a
new authentication and key agreement protocol based on EAP-AKA. The proposed pro-
tocol combines Elliptic Curve Diffie-Hellman (ECDH) with symmetric key cryptosystem
to overcome these vulnerabilities. Moreover, our protocol provides Perfect Forward Se-
crecy (PFS) to guarantee stronger security, mutual authentication, and resistance to re-
play attack. Compared with previous protocols which use public key cryptosystem with
certificates, our protocol can reduce computational overhead. Therefore, our protocol can
provide secure and efficient 3GPP-WLAN interworking.
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1. Introduction

1.1 Overview

The next generation mobile communication system is being developed for secure and fast
communication. The SAE/LTE architecture [17, 18] that is being developed by 3GPP
provides more secure communication than Universal Mobile Telecommunication System
(UMTS) which is described in [16]. Fig. 1.1 shows the overall of the SAE/LTE archi-
tecture [15]. Refer to Fig. 1.1 the SAE/LTE architecture can access non-3GPP such as
WLAN and UMTS architecture. Therefore, several authentication and key agreement pro-

tocols were proposed for secure communication among each type [17, 18].
3GPP SAE/LTE access
UMTS 3G PS Core || 3G CS'Core
Non-3GPP access
access EPC(Evolved Packet Ccre) ’ GGSN | | GMSC l

77 other \ N PDN GW Ge, Gr,
Other 6s [ MSC/ |

! |
] ‘ C,D
i access | S5 S— , | SGSN
i type 52 [Serving | st 3 C :> VLR
i (WLAN,.) ; GW MME 7
i \ l i U-plane C-plane Packet Circuit
‘\\7_ __________ /I —
, \
, | RNC lur RNC |

lub
| NodeB | | NodeB |

= W) 0

- N

E-UTRAN
Sl ’ UE X UTRAN
MME: Mobility Management Entity RNC: Radio Network Controller S1: Directly connected to Core network
HSS: Home Subscriber Server GGSN: Gateway GPRS Support Node X2: Minimize packet loss due to mobility
Serving GW: Serving Gateway GMSC: Gateway Mobile Switching Center ASME: Access Security Management Entitiy
PDN GW: Packet Data Network Gateway VLR: Visitor Location Register

Figure 1.1: Overall of SAE/LTE architecture

To provide mutual authentication between User Equipment (UE) and Mobility Man-
agement Entity (MME) through E-UTRAN, the SAE/LTE architecture reuses UMTS-
AKA which is described in [16]. This authentication and key agreement protocol is called
Evolved Packet System-Authentication and Key Agreement (EPS-AKA) which generates

intermediate key Kasyg. Refer to Fig. 1.2 the Kagy g can generate 5 keys for protect-



ing traffic between the UE and the MME, between the UE and the eNodeB, and between
the UE and the Serving GW [17].

USIM/AUC LK\ rovisara

\4

UE/HSS [CK’ K EPS-AKA

UE/ASME

UE/MME Kipone K grcin

UE/eNB

Nasenc ; Protection of NAS traffic with particular encryption

>~ =

Nasint : Protection of NAS traffic with particular integrity

>

upenc ; Protection of UP traffic with particular encryption

rrcint : Protection of RRC traffic with particular integrity

>~ >

RRCenc ; Protection of RRC traffic with particular encryption

Figure 1.2: Key hierarchy in E-UTRAN

Moreover, the SAE/LTE architecture provides 3GPP-WLAN interworking. 3GPP pro-
vides efficient charging management, nearly universal roaming, completed subscriber man-
agement, mobility, and wide service area. WLAN provides high bandwidth and data rate,
compatibility of the Internet. However, WLAN provides narrower service area, lower mo-
bility and roaming than 3G networks. Therefore, many researchers have been studying
3GPP-WLAN interworking because 3GPP-WLAN interworking has both 3G and WLAN
advantages. In 3GPP-WLAN interworking, both networks require authentication for se-

cure communication.



1.2 Our contribution

The SAE/LTE architecture reuses EAP-AKA [9, 20] to provide secure 3GPP-WLAN in-
terworking. When a subscriber attempts to access WLAN, he sends International Mobile
Subscriber Identity (IMSI) through Network Access Identifier (NAI) to the Access Point
(AP). Fig 1.3 shows an example of NAI coding. This identifier, which follows the IETF
generic 'username@realm’ format, is built using IMSI, and the MCC and MNC parts of
it. 0’ indicates the NAI corresponding to EAP-AKA and ’1’ indicates SIM-AKA, which is
another authentication process allowing WLAN access to 2G/GSM SIM-based credentials.
The MNC/MCC information is actually used by the WLAN to determine the relevant
3GPP Authentication, Authorization, Accounting (AAA) server which corresponds to the
user [1]. EAP-AKA is based on UMTS-AKA. For this reason, EAP-AKA can have not
only vulnerabilities of UMTS-AKA but also vulnerabilities in 3GPP-WLAN interworking.

IMSI
[ 0] 234] 150] 999999999|@wlan.mnc150.mcc234.3gppnetwork.org |
3

Figure 1.3: An example of NAI coding

This thesis shows overview of architecture for accesses to 3GPP and analyzes threats
and attacks in 3GPP-WLAN interworking. Moreover, we explain several authentication
protocols based on EAP and propose a new authentication and key agreement protocol
based on EAP-AKA. Our protocol overcomes several vulnerabilities of EAP-AKA such as
violated user’s privacy owing to disclosure of IMSI, man-in-the middle attack, SQN syn-
chronization, and additional bandwidth consumption. Furthermore, our protocol provides
Perfect Forward Secrecy (PFS) to guarantee stronger security, mutual authentication be-
tween the UE and the AAA server and between the UE and the Home Subscriber Server
(HSS), and resistance to replay attack. Compared with previous protocols which use pub-

lic key cryptosystems with certificates, our protocol can reduce computational overhead.

1.3 Organization

We briefly explain organization of this thesis as follows:

e Chapter 2 presents architecture for accesses to non-3GPP. This chapter consists

of two section: Security architecture for accesses to non-3GPP and architecture of



interworking between 3GPP and non-3GPP.
Chapter 3 analyzes threats and attacks in 3GPP-WLAN interworking.

Chapter 4 explains related work. In this chapter, we explain several authentication
protocols based on EAP. EAP-AKA, EAP-SIM, and EAP-UTLS are used for 3GPP-
WLAN interworking. EAP-TLS, EAP-TTLS, and EAP-PEAP are used for WLAN

authentication.

Chapter 5 proposes a new authentication and key agreement protocol based on
EAP-AKA. Our protocol overcomes several vulnerabilities of EAP-AKA and pro-

vides additional security properties such as PFS.

Chapter 6 presents analysis of our protocol and comparison with previous proto-

cols.

Chapter 7 offers our conclusion.



2. Overview of Architecture for accesses to

Non-3GPP

In this chapter, we briefly explain architecture for accesses to non-3GPP.

2.1 Security Architecture for accesses to Non-3GPP

In this section, we briefly explain security architecture for accesses to non-3GPP in SAE/LTE.

The outline indicates the needed security features to access non-3GPP. Fig. 2.1 shows se-

curity architecture for accesses to non-3GPP [19].

\Y
‘ User Application K:(j Provider Application

Application
Stratum

Serving
Stratum

Transport
Stratum

- o |— —

ME

. +—>

Non-3GPP
Access

I 1
<> AN >

>
1

Home
_ . JE Stratum

The needed security fratures are as follows:

Figure 2.1: Security architecture for accesses to non-3GPP

e Network access security(I): This security features provide users with secure ac-

cess to services. Radio access protection is a non-3GPP access specific and outside

the scope.

e Network domain security(II): This security features can enable nodes to securely

exchange signaling data and protection against attacks on the wireline network.




e Non-3GPP domain security(III): This security features are a non-3GPP access

specific and outside the scope.

e Application domain security(IV): This security features can enable applications

in user and in provider domain to securely exchange messages.

e User domain security(V): This security features can securely access the mobile

station.

2.2 Architecture of Interworking between 3GPP and Non-
3GPP

Fig. 2.2 shows how the SAE/LTE architecture accesses non-3GPP. Refer to Fig. 2.2 non-
3GPP consists of trusted non-3GPP such as WiMax and untrusted non-3GPP such as
WLAN.

— Non-3GPP network —»< 3GPP network

Operator's IP
Services

(e.g. IMS)
Untrusted Non-3GPP IP

1
1
~
i . Rx+
! SGi PCRF
! Access : S7

"""""""" T wn e 52 PDN
: : /@W
E Wm
1
1

S2

3GPP AAA
Server

S5

h : |
1 1 1

: : ) I r

| AT e ER
! Trusted Non-3GPP IP !

\ . |

N P
.................. | S1-C S1-U

Figure 2.2: Architecture of interworking between 3GPP and non-3GPP

The AAA server performs mutual authentication between 3GPP and non-3GPP as well
as accesses HSS through Wz interface to get subscriber’s information such as IMSI and

Authentication Vector (AV). Therefore, the AAA server performs important roles in in-



terworking between 3GPP and non-3GPP interworking. Ta interface which was connected
with trusted non-3GPP transmits authentication, authorization, and accounting informa-
tion to the AAA server. Trusted non-3GPP transmits subscriber’s information to PDN
GW through S2 interface.

In order to access untrusted non-3GPP, evolved Packet Data Gateway (ePDU) is added
in 3GPP network. All traffics which are generated by untrusted non-3GPP are concen-
trated on the ePDU. Therefore, the ePDU establishes secure tunnel using IPsec and then
securely sends subscriber information. Moreover, Wm interface transmits subscriber-related

information from AAA server to ePDU [15, 19].



3. Threats and Attacks in SGPP-WLAN

Interworking

3.1 Threats

To find threats in 3GPP-WLAN interworking, identification of trust relationship among
participants is important. Fig. 3.1 shows a simplified trust relationship among three im-

portant participants in 3GPP-WLAN interworking. Details of the trust relationship among

the participants are described in [20]. The threats related with each participant are as fol-
lows [20]:

Cellular

Operator

o-w
u-o
User «-«———— _»| WLAN Access
u-w Provider

Figure 3.1: Trust relationship

3.1.1 Cellular Operator

The threats related with cellular operator are as follows [20]:

e An attacker bypasses the access control and authorization mechanisms to get the
WLAN service for free.

e An attacker impersonates a legitimate WLAN user. Therefore, the attacker accesses
WLAN service for free and then the legitimate user gets charge for the attacker’s

usage of the service.

e An attacker interferes with the charging mechanism for the WLAN service. As a

result, legitimate user’s bill is incorrect.



e An attacker may be a legitimate user and then interfere with the charging mecha-
nism to reduce his own bill. In another case, the attacker may be a prepaid user.
Therefore, the attacker interferes with the charging mechanism to avoid disconnec-

tion despite the expiration of his prepaid account.

e An attacker prevents the use of WLAN service through Denial of Service (DoS) at-

tack. Therefore, users cannot use WLAN service.

3.1.2 User
The threats related with user are as follows:

e When a user accesses WLAN service, an attacker gets information which is either
sent or received by the user. This information contains the user’s information such as
personals and credentials. As a result, the attacker can identify the user and modify

the user’s information.

e In order to derive a user’s personal information, an attacker analyzes the information
which is either sent or received by the user. As a result, the attacker can presume

he is which service the user is using or where he is located at a given time.

e An attacker gets information about a user’s permanent identity such as IMSI and

then traces the user using IMSI.

3.1.3 WLAN Access Provider

The threats related with WLAN access provider are as follows:

e The WLAN user cannot usage of WLAN service due to DoS attack, which is against

the network or specific user.

e The WLAN user cannot access the legitimate WLAN service and get illegitimate
WLAN service set up by an attacker.

3.2 Attacks

Attackers setting up a rouge AP may attempt to get free access service, modify a le-
gitimate user’s traffic, or perform DoS attacks. Furthermore, attacks can be performed
remotely over the Internet. Therefore, the attacks are classified according to where the

attack is performed/launched [20].



3.2.1 Victim’s WLAN UE

Open platform terminals can be infected by viruses, Trojan horses, or other malicious
software. The software can be operated without the knowledge of the user on his terminal

and used for performing different types of attacks.

e If the user uses Universal Subscriber Identity Module(USIM), which stores impor-
tant information and connects with the user’s terminal, Trojan horses residing in the
terminal can send fake requests to the USIM and then transmit challenge-response
results to another terminal. The owner of the latter terminal could get access with

the stolen important information.

e Trojan horses may reside all the usual activities. Therefore, attackers monitor the
user’s keyboard or sensitive data and then forward the information to another ma-

chine using residing Trojan horses.

e Malicious software can be used to perform Distributed DoS(DDoS) attack. In other
words, several instantiations of which software synchronize and start a DoS attack

simultaneously against the target.

e Malicious software tries to connect with different WLAN for annoying the user.

3.2.2 Attacker’s WLAN UE and/or AP

An attacker can perform several types of attacks during his access to the terminal and
the AP. For example, DoS attack and eavesdropping can occur because control signaling

is not protected. This type of attack can cause different threats.

e An attacker can modify the user’s traffic or divert the traffic to another network.

e An attacker can falsify a network or a commercial site to get access to credit card

information.

e An attacker can perform man-in-the-middle attack and then get credentials of the le-
gitimate user. After getting a legitimate user’s information, the attacker can prevent

access of the legitimate user.

o After getting a legitimate user’s information, the attacker can prevent access of the

legitimate user.

e An attacker can use fake configuration or control message to redirect a user’s traffic.

10



e In order to interfere or gain access, an attacker performs simply eavesdropping on
the traffic around an AP.

3.2.3 WLAN Access Network Infrastructure

e An attacker can perform attacks at WLAN access network infrastructure such as
AP, LAN connecting APs, and Ethernet switches.

e If WLAN is partially a wired network, an attacker may hook up part of the network.

e An attacker can interfere with the charging functions, just to increase a user’s bill.

3.2.4 Other Device on the Internet

e An attacker can perform a flooding attack sending garbage packets, just to increase

the user’s bill.

11



4. Related Work

4.1 EAP-AKA

When the UE attempts to access non-3GPP such as WLAN, the UMTS-AKA protocol
cannot be used. Therefore, EAP-AKA [9] is used to support 3GPP-WLAN interworking.
EAP-AKA protocol is based on UMTS-AKA. We will describe overview of EAP-AKA and

its vulnerabilities in this section.

4.1.1 Generation of Temporary Identity

For hiding user’s permanent identity, the AAA server can generate temporary identity
such as pseudonyms or re-authentication identity by using Advanced Encryption Stan-
dard(AES) in Electronic Code Book(ECB) with 128 bit key sizes. The temporary identity
has the same form with IMSI. Fig. 4.1 shows generation of temporary identity. Generated
temporary identity will use next authentication procedure instead of IMSI [20].
128-bit
secret key

\ 4
Plaintext AES in Temporary Identity
IMSI ECB mode (Encrypted IMSI)

Figure 4.1: Generation of temporary identity

Fig. 4.2 shows structure of encrypted IMSI. The following fields are concatenated.

[+— 6 bits 4 bits 128 bits (160ctets) ————»|
Key
Tag Indicator Encrypted IMSI

138 bits

Figure 4.2: Structure of encrypted IMSI

12



e Encrypted IMSI: The AAA server can later obtain the IMSI from the temporary
identity.

e Key indicator: The AAA server that received the temporary identity can locate the
appropriate key to de-encrypt the Encrypted IMSI.

o Temporary identity tag: Temporary identity tag is used to mark the identity as tem-

porary pseudonym of re-authentication identity.

4.1.2 Procedure of EAP-AKA

EAP-AKA provides mutual authentication between the UE and the AAA server. That is,
EAP-AKA performs a procedure of authentication and key agreement between 3G and
non-3GPP. Fig. 4.3 shows procedure of EAP-AKA.

{<«—— 1. Connection Establishment ——|

l«——— 2. EAP Request/Identity

3. EAP Response/ldentity

P
(NAI: based on a pseudonym or IMSI)

IS

. - Identify subscriber
- Get Authentication Vector(AV)

[———— 5. EAP Request/AKA-Identity(Any identity)

6. EAP Response/AKA-Identity
(Any identity)

N

. - Check WLAN access profile
- Derive MK using CK and IK

8. EAP Request/AKA Challenge(RAND, AUTN,

l——————
MAC, Protected{pseudonym, next re-auth id})

9. - Verify AUTN
- Compute RES, IK, CK
- Derive MK using new computed CK, IK

10. EAP Response/AKA Challenge
(RES, MAC)

11. - Verify MAC
- Compare XRES and RES

12. EAP-Request/AKA Notification

f————
(Success Notification)

13. EAP-Response/AKA Notification

(Success Notification)

|«——— 14. EAP Success (Key)

15. Store key

|«————— 16. EAP Success (Key)

Figure 4.3: Procedure of EAP-AKA
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From Step 5 to 6, the AAA server requests again the user identity because immediate
nodes can modify user identity such as IMSI included in EAP Response/Identity mes-
sage. Therefore, if the UE receives EAP Request/AKA-Identiy message, the UE should
send EAP Response/AKA-Identity message which must contain the same user identity in-
cluded in EAP Response/Identity message to the AAA server. The AAA server will use
user identity received from EAP Response/AKA-Identity message in the rest of the au-
thentication and key agreement procedure. In Step 7, the AAA server checks the WLAN

access profile and verifies that the subscriber is authorized to use the WLAN service.

Generating
! '
e ' (RAND 1
SQN®AK AMF MAC LJ
¥ AMF T T I k)
w80 s ! { Y
. A
K T
v AC XRES K K AK
i [AUTN := SQN©AK IIAMFIIMAC] [~ T
XMAG [Av RAND Il XRES Il CK I IK [T AUTN | ‘Identity;
:uée}‘ﬁ«.;‘ . Verify SQN Al v
; EAP Response/AKA-Identity ———» (Secure Hash Algorithm)
SHAL MK
(Secure Hash Algorithm)
- | EAP Request/AKA-Challange
[ MK= SHA1(IdentitylICKIIIK) | MK -— ® A‘,‘\‘”D’ AUTN.MAC) e | PRF(pseudo-Random number Function)
| PRF (pseudo-Random number Function). MiK
WSK= PREVIK MSK — EAP Reng'ésse/'\/A*Ké'Cha”ange — . Verify XMAC=MAC
(RES,MAC) Verify RES=XRES

Figure 4.4: Generation of MK and MSK

Fig. 4.4 indicates the procedure of generation of MK and MSK. The AAA server
retrieves AV through Wz interface. The UE receives EAP Request/AKA-Challenge mes-
sage with three parameters (RAND, AUTN, and MAC). The UE verifies AUTN and SQN.
If AUTN is incorrect, the UE terminates authentication. If SQN is in incorrect range,
the UE occurs SQN synchronization procedure. Meanwhile, the AAA server should re-
quest again the AV to the HSS. If AUTN is in the correct range, the UE computes RES,
Integrity Key (IK) and Cipher Key (CK) using symmetric key K shared between the
UE and the HSS. Moreover, the UE computes new MAC value and then sends EAP
Response/AKA-Challenge message containing calculated RES and new MAC value to the
AAA server. Both CK and IK are used to derive the EAP Master Key (MK), from
which EAP Master Session Key (MSK) is derived. Generated MSK is transmitted to

the AP and used to protect further communication.

14



4.1.3 Vulnerabilities of EAP-AKA

EAP-AKA is based on UMTS-AKA. For this reason, EAP-AKA can have not only vul-
nerabilities of UMTS-AKA but also vulnerabilities of 3GPP-WLAN interworking. Vulner-
abilities of EAP-AKA are as follows:

e Disclosure of IMSI: Although EAP-AKA uses a temporary identity such as pseudonyms
or re-authentication identity, the UE must send a permanent identity such as IMSI
to the AAA server on first connection. If an attacker gets IMSI, he can misuse IMSI

and can trace subscriber.

e Man-in-the-middle attack: EAP-AKA has several factors which can cause man-
in-the-middle attacks.

- As mentioned earlier, IMSI is plaintext on the first connection between the UE
and the AAA server. Therefore, an attacker may be waiting for transmission
of IMSI and can modify IMSI.

- Although the UE and the AAA server can be successfully authenticated each
other, the AAA server sends EAP Success message with M SK to the AP and
the UE without authentication. As a result, an attacker who impersonates the
AP can receive EAP Success message with M SK, modify the received message
and then send the modified message to the UE or another UE.

e Perfect Forward Secrecy: EAP-AKA uses symmetric key K shared between the
UE and the HSS to perform authentication and key agreement. The CK,IK, MK,
and MSK were generated using K. For this reasion, disclosure of K is equal to
the disclosure of all procedure of EAP-AKA. That is, EAP-AKA does not provide
Perfect Forward Secrecy(PFS).

e Bandwidth consumption: The AAA server requests again the user identity before
the challenge/response procedure because immediate nodes can modify user identity.
For this reason, EAP-AKA has additional bandwidth consumption.

e SQN synchronization: EAP-AKA also uses AV which was used in UMTS-AKA. If
received SQN is in the incorrect range, the UE should perform SQN synchronization
procedure. Meanwhile, the AAA server should request again AV to the HSS. As a

result, bandwidth consumption between the AAA server and the HSS can occur.
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4.2 EAP-SIM (Subscriber Identity Module)

SIM based authentication is used for GSM (Global System for Mobile communications)
subscribers that do not have USIM applications. Therefore, EAP-SIM is the standard to
authenticate a user for WLAN access via the SIM card using GSM network. By com-
bining GSM and EAP authentication techniques, a mobile user can be authenticated to
the network via the SIM card. EAP-SIM provides mutual authentication which integrates
GSM and WLAN [7].

For generation of strong keys, EAP-SIM combines n (n = 2 or n = 3) individual
RANDs that result in the derivation of n session keys, Kc. These keys can be used for
generating Master Key (M K) which is combined with NONCE. Generated M K can be
used for generating Master Session Key (MSK) and K _auth key. Formula of MK is as

follow:

MK=SHA1(Identity | n*K¢ | NONCE | VersionList | SelectedVersion)

& | | 0 HSS/

= s HLR
UE AP AAA Server
|« 1. Connection Establishment

|<— 2. EAP Request/Identity

3. EAP Response/ldentity

—_— >
(NAI: based on a pseudonym or IMSI)

[«——— 4. EAP Request/SIM Start (Any identity)

5. EAP Response/SIM Start (NONCE) —————

6. - Request n Authentication Vector
_n (RAND,SRES.K )

7. EAP Request/SIM-Challenge
-~ P
(n"RAND,MAC,,,,,)

. -Verify MAC.,,,,,
to authenticate the AAA server

«©

9. EAP Response/SIM-Challenge
(n* XRES,MAC ;)

10. - Verity MACue

- Check XRES=SRES
to authenticate the user

11. EAP-Request/SIM Notification

(Success Notification)

12. EAP-Response/SIM Notification
(Success Notification)

13. EAP Success (MSK) —

14. Store key

<«—— 15. EAP Success (Key)

—_— >

Figure 4.5: Procedure of EAP-SIM
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Fig. 4.5 shows procedure of EAP-SIM. In Step 6, the AAA server can be communi-
cated with HSS/Home Location Register (HLR) and obtain n GSM Authentication Vec-
tor (AV). The generated GSM AV (RAND, SRES, K(¢) is based on secret key K; shared
between the user and the HSS/HLR. In step 7, the AAA server sends EAP Request/SIM-
Challenge with n RANDs and M ACse¢pyper- Formula of M ACse,yer is as follow:

MACSseryer =HMAC_SH Alf¢_qutn(EAP Request/SIM-Challenge (n*RAND) | NONCE)?

The UE executes the GSM/GPRS authentication algorithms n times in order to gen-
erate n Ko keys and n XRES values. Then, the UE verifies M ACSserver using K_auth.
Result of verifying Kgerper is true, UE can authenticate AAA server. In step 9, the UE
computes M ACyg. Formula of M ACyE is as follow:

MACyr =HMAC_SH Al g _quin(EAP Response/SIM-Challenge (n*XRES) | n*XRES)?

In step 10, the AAA server verifies M ACyg. Result of verifying M ACyg is true, the
AAA server sends EAP-Request/SIM Notification to UE. Result of EAP-SIM, the UE
and AAA server can authenticate each other. Moreover, the UE and AP share the key
MSK which is used for encryption.

EAP-SIM has several vulnerabilities as follows [12]:

e User’s identity can be protected by using temporary identity during conversation.
However, identity protection cannot be provided on the first connection because the
UE must send user’s permanent identity (IMSI) to the AAA server. In this case,
the eavesdroppers can easily get IMSI.

e EAP-Request/SIM Notification which indicates result of ”EAP-Success” or "EAP-
Failure” are not protected. Therefore, attackers can send false notifications to other

peers and execute DoS attack by spoofing this message.
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4.3 EAP-UTLS (USIM-based EAP Authentication Pro-
tocol)

In [22], the authors proposed novel symmetric-key certificate distribution scheme based
on USIM card in a cellular network. Furthermore, combining the proposed certificate dis-
tribution scheme with EAP-TLS, they present a new EAP authentication protocol called
EAP-UTLS (USIM-based EAP authentication protocol). Therefore, EAP-UTLS is an ex-
tension of EAP-TLS and follows the EAP framework in the IEEE 802.1X standard.

Cellular Network
Authentication
Server (C-AS)

Mobile Terminal
(MT)

1. MT-Cert-Rest-Msg
(PK,.TID,.E,. (ID,.R,).N.H) — "

2. MT-TempCertificate n
< (TID, .Cert,, ,PK,.,Cert,,Chain,_,)

Figure 4.6: Certificate distribution scheme

Fig. 4.6 shows certificate distribution scheme. In this scheme, assume that the Mobile
Terminal (MT) and Cellular Network Authentication Server (C-AS) share a symmetric key
and the MT knows public key of the C-AS. Result of this scheme is that mobile subscribers
can obtain temporary certificate from the corresponding cellular network. Because of the
temporary certificate Certr 4 issued by the C-AS, if other users attempt to verify Certya
and does not know public key of C-AS PK¢, he may then verifies Certe and Chainc_ca
which is a certificate chain from the C-AS to the highest Certificate Authority (CA) before
verifying Certr4. This case is called a certificate chain based on the X.509 [8].

Fig. 4.7 shows new EAP-UTLS protocol. Most steps of EAP-UTLS are the same as
EAP-TLS [4, 5], but several steps are required to be modified. The main different from
EAP-TLS, the MT sends a certificate request message to the W-AS, and the W-AS by-
passes it to the C-AS and then receives the temporary certificate of MT from the C-AS.

EAP-UTLS provides identity protection achieved by the certificate distribution scheme.
Moreover, EAP-UTLS prevent passive attack, guessing and dictionary attacks, and man-
in-the-middle attack.
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. . WLAN Cellular Network
Mobile Access Point A . . .
Terminal (MT) (AP) Authentication Authentication
Server (W-AS) Server (C-AS)

1. EAPOL-Start ——»

<¢—— 2. Request/Identity

3. Response/ldentitiy (My domain) ————
|

|l «——— 4. Request/CTLS (Start)

|

5-1. Response/CTLS (Client-Hello, MT-Cert-Rgst-Msg) —»|

— 5-2. MT-Cert-Rgst-Msg —»|

|e— 5-3. MT-TempCertificate ——
6. Request/CTLS (Server-Hello, Certificate,
l«——— Server-Key-Exchange, Client-TempCertificate,
Server-Hello-Done)

7. Response/CTLS (blient-Key-Exchange,
Certificate-Verify, Change-Cipher-Spec, Finished)
l«—— 8. Request/CTLS (Changlje-Cipher-Spec, Finished)

9. Responlse/CTLS ()———»
< 10. SIIJCCeSS

—

Figure 4.7: New EAP-UTLS protocol

4.4 EAP-TLS (Transport Layer Security)

EAP-TLS provides user protected cipher-suite negotiation, key management, and mutual
authentication between user and WLAN authentication server based on X.509 certificates.
Moreover, user can authenticate the network in EAP-TLS. After EAP-TLS negotiation is
completed, the two end-points can securely communicate within the encrypted TLS tun-
nel. For this reason, disclosure of user’s identity and password can not occur, and rogue
APs can be detected. However, user’s identity must be performed in the clear before the
EAP-TLS negotiation.

Fig. 4.8 shows procedure of EAP-TLS in WLAN [4, 5]. From Step 3 to 4, the AP re-
ceives the user’s identity included in EAP-response/identity and then creates a RADIUS-
access-request which also contains the user’s identity. From Step 5 to 6, the WLAN au-
thenticator server sends its certificate to the supplicant. Then, the supplicant verifies the
server’s certificate. If the server’s certificate is valid, the supplicant provides its certificate
to WLAN authentication server and also initiates the negotiation for cryptographic ma-
terial. In Step 7, the WLAN authentication server sends a RADIUS-access-success to the

AP and also responses the cryptographic material for the session, if the received user’s
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Supplicant Authenticator WLAN Authentication
(User) (Access Point: AP) Server

1. EAPOL-Start ————

e—— 2. EAP-request/identity

—— 3. EAP-response/identity ———»|

—— 4. RADIUS-access-request —»>|

5. Server-side TLS

A

A\

6. Client-side TLS

‘ 0
Y 7. RADIUS-access-success — Server derives

Client derives (Pass session key to AP) session key

session key | «—— 8. EAP-success

Figure 4.8: Procedure of EAP-TLS

certificate is valid. The generated session key can be used for data encryption.

Refer to [10] which is widely used and well tested, EAP-TLS is consider to be very
secure. Therefore, EAP-TLS can prevent several attacks such as replay attack and man-
in-the-middle attack. Table. 4.1 shows risk evaluation of EAP-TLS using the methodol-
ogy described in [6]. In Table. 4.1, "occurrence Likelihood” and ”Impact (evaluation of
threat’s consequences)” are estimated with values from 1 to 3. The larger the number is,
the more likely a threat could happen and more critical its impact is. "Risk” is measure-
ment for overall critical degree of a threat. Its value can be calculated by multiplying the

corresponding ”occurrence Likelihood” and ”Impact” value [11].

Table 4.1: Risk evaluation of EAP-TLS

Threat Likelihood | Impact | Risk

User Impersonation 1 1 1

AP impersonation

Data alteration
DoS attack
Dictionary Attack
Man-in-the-middle attack

= = = = =

3
2
2
3
3

WlW | NN Ww
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4.5 EAP-TTLS (Tunneled Transport Layer Security)

EAP-TTLS extends EAP-TLS to exchange additional information such as accounting in-
formation through the secure TLS tunnel [13]. That is, EAP-TTLS are tunneled methods
which can hide user’s identity from eavesdropping in the secure tunnel. EAP-TTLS is
divided into two phases: the TLS handshake phase and the TLS tunnel phase.

In first phase, the server is authenticated by client using an X.509 certificate. Option-
ally, the server can also authenticate the client. A secure TLS tunnel is established after
the TLS handshake in first phase. Fig. 4.9 shows the TLS handshake phase.

Client TTLS
Server
| -<«—— 1. EAP-Request/Identity J_
| |Optionall
ml—
L 2. EAP-Response/ldentity [My Domain] —»_I

<«— 3. EAP-Request (Type=EAP-TTLS, start)

<¢— 4. TLS Handshake ——  p|

5. EAP-Response (empty) ————

Figure 4.9: The TLS handshake phase

In second phase, the secure TLS tunnel can be used for additional information ex-
changes such as client’s username, password, and accounting information. These informa-
tion are included in the attribute-value pairs (AVPs) defined by the AAA server. Using
these information, the AAA server can authenticate client. Fig. 4.10 shows the TLS tun-
nel phase.

EAP-TTLS allows the use of legacy password-based protocols with existing authen-
tication databases, while protecting the security of these legacy protocols against eaves-
dropping and man-in-the-middle attack. Moreover, EAP-TTLS provides mutual authenti-
cation, key generation, client identity privacy, and data cipher suite negotiation.

Table. 4.2 shows risk evaluation of EAP-TLS using the methodology described in [6].

In Table. 4.2, "occurrence Likelihood” and ”"Impact (evaluation of threat’s consequences)”
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TTLS AAA

Client Server Server

1. Exchange AVPs

over the TLS tunnel
2. AVPs (extracted
¢ from the TTLS records)

l««—— 3. Success/Failure
|« 4. EAP-Success/EAP-Failure —

Figure 4.10: The TLS tunnel phase

are estimated with values from 1 to 3. The larger the number is, the more likely a threat
could happen and more critical its impact is. ”Risk” is measurement for overall critical de-
gree of a threat. Its value can be calculated by multiplying the corresponding ”occurrence

Likelihood” and ”Impact” value [11].

Table 4.2: Risk evaluation of EAP-TTLS

Threat Likelihood | Impact | Risk

User Impersonation 1 1 1

AP impersonation

Data alteration
DoS attack
Dictionary Attack
Man-in-the-middle attack

[ENrE N SO I

3
2
2
3
3

WlW| NN Ww

4.6 EAP-PEAP (Protected EAP)

EAP-PEAP provides wrapping of the EAP methods within TLS [3]. Therefore, the EAP
messages encapsulated inside the TLS tunnel are protected against various attacks. There-
fore, EAP-PEAP is divided into two phrase.

In first phrase, EAP-PEAP performs TLS handshake in which the server is being au-
thenticated to the client by using a certificate. Optionally, the PEAP server can also au-
thenticate the client. Fig. 4.11 shows first phrase of EAP-PEAP.
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Client PEAP
Server
I I
<«— 1. EAP-Request/Identity —{
Optional

——— 2. EAP-Response/ldentity [My Domain] —»

<«—— 3. EAP-Request (Type=PEAP, start)

[<¢—— 4. TLS Handshake ——»p

5. EAP-Response (empty) ————»

Figure 4.11: The first phrase of EAP-PEAP

PEAP

Client Server

<«— 1. EAP-Request/Identity

2. EAP-Response/ldentity [My ID] ———»]

<«— 3. EAP-Request/ Type=X (MD5, OTP, etc)

4. Establish EAP method and

perform authentication

5. EAP-Success/ EAP-Failure ——

Figure 4.12: The second phrase of EAP-PEAP
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In second phrase, EAP in the generated TLS tunnel are performed in order to au-
thenticate the client using user name and passwords. Fig. 4.12 shows second phrase of
EAP-PEAP. The basic idea of EAP-PEAP and EAP-TTLS are same. However, EAP-
PEAP can only use EAP protocol in the second phrase, while EAP-TTLS can use EAP
or non-EAP methods.

Table. 4.3 shows risk evaluation of EAP-PEAP using the methodology described in [(].
In Table. 4.3, "occurrence Likelihood” and ”Impact (evaluation of threat’s consequences)”
are estimated with values from 1 to 3. The larger the number is, the more likely a threat
could happen and more critical its impact is. ”Risk” is measurement for overall critical de-
gree of a threat. Its value can be calculated by multiplying the corresponding ”occurrence

Likelihood” and ”Impact” value [11].

Table 4.3: Risk evaluation of EAP-PEAP

Threat Likelihood | Impact | Risk

User Impersonation 1 1 1

AP impersonation

Data alteration
DoS attack
Dictionary Attack
Man-in-the-middle attack

e S I S

3
2
2
3
3

WlWiN || W
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5. Proposed Protocol

In this chapter, we propose a new authentication and key agreement protocol based on
EAP-AKA.

5.1 Background

5.1.1 Perfect Forward Secrecy (PFS)

A protocol is said to have Perfect Forward Secrecy if compromise of long-term keys does
not compromise past session key.

The idea of PFS (sometimes called break-backward protection) is that previous traffic
is securely locked in the past. It may be provided by generating session keys by Diffie-
Hellman key agreement, wherein the Diffie-Hellman exponentials are based on short-term
keys. If long-term secret keys are compromised, future sessions are nonetheless subject to

impersonation by an active adversary [2].

5.1.2 Elliptic Curve Diffie-Hellman (ECDH)

Using Elliptic Curve Diffie-Hellman (ECDH), two parties can establish session key. ECDH
is public key cryptosystem. The ECDH provides same security properties and uses fewer
resources than other public key cryptosystems that require certificates. Therefore, the
overhead is less occurred using ECDH than other public key cryptosystems that require

certificate. Fig. 5.1 shows procedure of ECDH. The procedure of ECDH is as follows:

e User A and B publicly agree on an elliptic curve E over a large finite field F' and

a point P on that curve.

e The user A and B each selects random number a and b, respectively. Two values a

and b are private value.

e Using elliptic curve point-addition, user A and B each publicly compute aP and bP
on F.

e User A and B each compute abP using private and public values.

As a result, solving ECDH is a computationally difficult problem [14].
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User A User B

1) Eover Fand P 1) Eover Fand P

2) select a 2) select b
aP —»

«—— bP

3) Compute aP 3) Compute bP

4) Compute abP 4) Compute abP

— —

Figure 5.1: Elliptic Curve Diffie-Hellman

5.2 Notations

Table 5.1 shows notations.

Table 5.1: Notations of proposed protocol

Notation Description
U, AP, A, H | Denote the UE, the AP, the AAA server, and the HSS, respectively
ADyg Current temporary ID of UE
1Dy ID of entity =
Ty Timestamp generated by entity z
gt Key generation function using the key K
& MAC generation function using the key K
2 I Dy g generation function using the key K
RANDy, Random number by entity z
Kayy Symmetric key shared between entity z and y
TK Temporary Key

5.3 Assumption

In our proposed protocol, we assume the following:

e A secure channel is established between the AAA server and the HSS.
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e The UE can identify the ID of AAA server and AP in which it is able to access

now.

5.4 The Workflow of Our Protocol

Our protocol consists of four procedures which are shown in Fig. 5.2.

5.4.1 Initialization

e Step 1. A connection is established between the UE and the AP.

e Step 2. To get user identity, the AP sends EAP Request/Identity message to the
UE.

5.4.2 Registration and Generation of TK

e Step 3. The UE generates Ty and computes MACy=fj, . (Tu||[IDa|[IDap) using
the Kyg. In addition, the UE computes .IDyg to prevent the disclosure of IMSI.
IDyg can be computed as ff(UH(IMSI). Therefore, the UE sends .IDyg, Ty,
MACYy, and IDg to the AP. Meanwhile, the UE computes TK:g}(UH (Ty).

e Step 4. The AAA server transmits .IDyg, Ty, MACy, and ID 4 to the HSS using
IDy received from the UE in Step 3.

e Step 5. The HSS checks M ACy. As a result, the UE can verify ID4 and Ty and
authenticate the UE. The procedure of checking M ACYy is as follows:

a) The HSS retrieves IDap, 1Dy, and Ty from MACYy.

b) The HSS verifies whether or not ID 4 retrieved from M ACy equals D4 which
sent Step 4 message(./Dyg, Ty, MACy, ID,) to the HSS.

¢) The HSS verifies whether Ty is in the correct range and then verifies whether
Ty retrieved from M ACy equals received Ty. If the result is correct, the HSS

can authenticate the UE and prevent replay attack.

After checking M ACYy, the HSS derives IMSI from .IDyg using Kyg. The HSS
searches the entire DB which stored user identity such as IMSI to identify the re-

quested UE. The HSS computes TKzg}(UH (Ty) and generate RANDp. Using RANDp

the HSS computes MACy=ff., . (RANDpy).
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Figure 5.2: Proposed protocol

28

TK = g,l(UH (T,)

MAC, = f} (MAC,, | RAND, || RAND,,)
MAC,, = f; (RAND, lIbP)



e Step 6. The HSS sends AUTHy, TK, and IDap to the AAA server. IDsp was
obtain from M ACy. We already assumed that a secure channel was established be-
tween the HSS and the AAA server. As a result, TK is secure against attackers
although T'K is plaintext on the air.

e Step 7. The AAA server stores TK, AUTHpg, and ID4p.

5.4.3 Authentication and Key Agreement

e Step 8. The AAA server generates RAND 4 and computes M AC 4. Afterward, the

AAA server selects random number a and computes aP on F.

e Step 9. The AAA server sends AUTHA=(MAC4||RAND4||RANDy) and aP to
the UE.

e Step 10. The UE verifies M AC4. The procedure of verifying M AC 4 is as follows:

a) The UE computes MAC}{:f}(UH (RNADy). The RAN Dy is derived from AUTH 4
in Step 9.

b) The UE computes M AC = fh(MAC||RANDA||[RAN Dy). The RANDy and
RAND 4 are derived from AUTHy4.

¢) The UE verifies whether M AC’A equals MAC4 or not. If M AC';‘ is not same
MAC 4, the HSS or the AAA server is not valid. Therefore, the UE terminates

the procedure.

The UE can authenticate the HSS and the AAA server by verifying MAC 4. As a
result, verifying M AC'4 prevents replay attack and man-in-the-middle attack. The
UE selects random number b and computes bP on E. Subsequently, using aP re-
ceived from the AAA server in Step 9, the UE can compute symmetric key Ky =
97k (abP). Finally, the UE computes MACya = fi, ,(RAND|[bP) using Kya
shared between the UE ad the AAA server.

e Step 11. The UE transmits bP and M ACya to the AAA server and concurrently
computes CK and IK. Afterward, the UE computes MSK using CK and IK as
EAP-AKA.

e Step 12. Using bP received from the UE in Step 11, the AAA server can compute
Ky a. Then the AAA server verifies M ACy 4. In other words, the AAA server ver-
ifies whether or not RAND 4 included in M ACy 4 equals RAND 4 generated from
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the AAA server in Step 8. If two values are same, the AAA server can authenticate
the UE. The AAA server computes CK and [K. Finally, the UE computes MSK
using CK and IK as EAP-AKA.

5.4.4 Transmission of MSK

e Step 13. The AAA server sends IDsp||MSK with EAP Success message to the
AP. ID sp was received from the HSS in Step 6.

e Step 14. The AP verifies whether received ID4p equals AP’s own ID or not. If
the result is correct, the AP stores M SK. Otherwise the AP does not store MSK

and then terminates the execution.
e Step 15. The AP sends IDyp||MSK with EAP Success message to the UE.

e Step 16. The UE verifies whether or not IDsp received from the AP in Step 15
equals IDp used in Step 3 to compute M ACy, and then verifies whether or not
MSK received from the AP in Step 15 equals MSK generated in Step 11. If the
result is correct, the procedure of authentication and key agreement is successful.

Consequently, the UE can securely use WLAN service using MSK.
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6. Analysis and Comparison

In this chapter, we analyze our protocol and then compare our protocol with the previous

protocols.

6.1 Security Analysis

Our protocol has several security properties as follows:

6.1.1 Protect user identity (IMSI)

In our protocol, IMSI is not exposed by attackers. The UE generates the .IDyg using
the Kyg and then sends .IDyg to the HSS. For this reason, the UE and the HSS can
only retrieve user identity such as IMSI included in .IDyg using Kypg. Therefore, our

protocol provides strong user identity protection.

6.1.2 Secure against man-in-the-middle attack

e The UE and the HSS can only retrieve IMSI from .IDyg. Therefore, attackers can-
not derive the IMSI and cannot modify IMSI.

e The AAA server sends the EAP Success message with ID4p||[MSK to the AP. The
AP then verifies whether or not received ID4p equals AP’s own ID. If two values
are not same, procedure of authentication and key agreement fails. Therefore, our
protocol prevents man-in-the middle attack compared with EAP-AKA, which sends
the EAP Success message with M SK to the AP and the UE without authentication.

e The UE can certainly confirm that M ACy is generated by the correct HSS by ver-

ifying MAC4. As a result, our protocol can prevent man-in-the-middle attack.

6.1.3 Provide Perfect Forward Secrecy (PFS)

To provide PFS between the UE and the AAA server, our protocol uses ECDH. While
generating K4, our protocol uses aP and bP that are not related with Ky . Therefore,
if disclosure of Ky occurs, attackers cannot guess Ky 4. In other words, guessing Kya

is a computationally difficult problem.
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6.1.4 Provide mutual authentication

e Between the UE and the AAA server: The UE can authenticate the AAA
server by verifying M AC4 in Step 10. Similarly, the AAA server can authenticate
the UE by verifying M ACpy 4 in Step 12.

e Between the UE and the HSS: The UE can authenticate the HSS by verifying
MAC 4 in Step 10. Similarly, the HSS can authenticate the UE by verifying M ACy
in Step 5.

6.1.5 Secure against replay attack

Before generating TK, the HSS must verify whether Ty is in the correct range or not.
Moreover, our protocol verifies RAND 4 and RAN Dy included in M AC 4. Therefore, our

protocol can prevent replay attack.

6.2 Performance Analysis

6.2.1 Reduce bandwidth consumption

Our protocol uses .IDyg to prevent disclosure of user identity. As a result, disclosure
of user identity does not occur by immediate nodes or attackers despite requesting user
identity once. Thus, compared with EAP-AKA which requests again user identity in Step

5, our protocol can reduce bandwidth consumption.

6.2.2 Do not occur SQN synchronization

Our protocol does not occur SQN synchronization as well as does not consume bandwidth
between the AAA server and the HSS, because it does not use SQN mechanism and AV.

As a result, our protocol can reduce bandwidth consumption.

6.2.3 Use Elliptic Curve Diffie-Hellman (ECDH)

Generally, most of the previous protocols do not use any kind of public key cryptosys-
tem because UEs have power limitation, low-level computational power, and less storage
space. However, technology is significantly improving. For this reason, previous protocols
consider use of public key cryptosystems with certificates [1, 13, 3, 11]. Therefore, our
protocol combines ECDH with symmetric key cryptosystem to provide secure communi-

cation between 3GPP and non-3GPP. ECDH provides the same security properties and
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uses fewer resources than other public key cryptosystems with certificates. In [21], authors
used the OpenSSL speed program to measure RSA and ECDH operation for different key
sizes. Table. 6.1 highlights the performance advantage of ECDH over RSA for different
security levels. The performance advantage of ECDH gets even better than its key-size

advantage as security needs increase.

Table 6.1: Measured performance of public key cryptosystem

ECDH-160 | RSA-1024 || ECDH-192 | RSA-1536 || ECDH-224 | RSA-2048
Time(ms) 3.69 8.75 3.87 27.47 5.12 56.18
Ops/sec 271.3 114.3 258.1 36.4 195.5 17.8
Performance 2.4:1 7.1:1 11:1
ratio
Key-size 1:6.4 1:8 1:9.1
ratio

Therefore, our protocol has less overhead than previous protocols which are based on

public key cryptosystems with certificates. In our protocol, the UE and the AAA server
only store and manage a, b, aP, and bP.

6.2.4 Communication overhead

UE always want to more efficient authentication protocols because UE has less storage space

and limited battery power.

Table 6.2: Communication overhead

UE-AAA AKA || UE-HSS authentication
Our UE 2 UE 1
Protocol || AAA 1 HSS 1
EAP- UE 3 UE -
AKA [9] || AAA 2 HSS -

Table 6.2 shows communication overhead. Compared with EAP-AKA, to perform mutual

authentication and key agreement between the UE and the AAA server, the UE and the AAA

server in our protocol require only two times and one time of conversation, respectively. More-
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over, the UE and the HSS in our protocol require only one time to authenticate each other. As

a result, our protocol is highly efficient in regard to communication overhead.

6.3 Comparison

To authenticate WLAN, IEEE 802.1x provides authentication framework based on Extensible
Authentication Protocol(EAP). The EAP supports several authentication protocols and each pro-
tocol has advantages and disadvantages, respectively. Table 6.3 shows comparison of our protocol
with previous protocols [11]. Refer to Table 6.3 our protocol supports 3GPP-WLAN interworking
and provides strong user identity protection. Moreover, our protocol has less overhead than other
protocols(EAP-TTLS, PEAP, and EAP-UTLS) because of using a symmetric key cryptosystem
and ECDH. Moreover, our protocol prevents man-in-the middle attack and replay attack. In
addition, our protocol provides PFS and does not occur SQN synchronization which occurs in
EAP-AKA. Therefore, our protocol provide more efficient and secure 3GPP-WLAN interworking

than previous protocols.
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7. Conclusion

In this thesis, we show overview of architecture for accesses for non-3GPP and analyze threats
and attacks in 3GPP-WLAN interworking. Moreover, we explain several authentication proto-
cols based on EAP and propose a new authentication and key agreement protocol based on
EAP-AKA. The proposed protocol combines ECDH with symmetric key cryptosystem to over-
come several vulnerabilities of EAP-AKA such as disclosure of user identity, man-in-the-middle
attack, SQN synchronization, and additional bandwidth consumption. Moreover, our protocol
provides Perfect Forward Secrecy (PFS) to guarantee stronger security, mutual authentication
between the UE and the AAA server and between the UE and the HSS, and resistance to replay
attack. Compared with previous protocols which use public key cryptosystem with certificates,
our protocol can reduce computational overhead. Therefore, our protocol can provide secure and
efficient 3GPP-WLAN interworking.
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