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Abstract

Recently, various applications of RFID have been developed and
researched while security issues RFID systems such as privacy infringe-
ment and the forgery of tags have being raised. Many types of authenti-
cation protocols were proposed in order to solve these security problems,
but there is no universally adoptable authentication protocol. There-
fore, it is difficult to combine heterogeneous RFID systems which have
different security requirements and authentication protocols.

In this thesis, we propose a novel RFID authentication framework.
Our proposed RFID-enabled Extensible Authentication Framework (REAF)
enables us to integrate different RFID applications with various secu-
rity requirements, RFID tags, and authentication protocols into a sin-
gle RFID authentication system because it supports any authentication
methods including vendor-specific methods. In the integrated RFID
system using REAF, it is easy to manage or extend the system, and the
owner of an RFID tag can change its authentication method as they
want.

In order to use our proposed authentication framework, a specific

authentication method is required. Therefore, we also present typical



examples of authentication methods using two different cryptographic
primitives such as a hash function and a block cipher algorithm.

REAF-HF method is a REAF method using a hash function designed
for logistical RFID applications which do not require to protect the
IDs of tags. Any affordable hash functions for RFID tags can be used
in our REAF-HF method. REAF-HF is simple but prevents replay
attacks and tags spoofing. REAF solves the scalability problems of the
previous hash-based authentication protocols and does not require the
synchronization of DB.

Three kinds of REAF-BC methods provide different security proper-
ties for REAF. REAF-BC-TA authenticates tags with Identity Type
and can be also useful for logistical RFID applications. REAF-BC-OA1
authenticates the owner of a tag, and REAF-BC-OA2 extends REAF-
BC-OA1 into a mutual authentication. Because REAF-BC-OA1 and
REAF-BC-OA2 can protect owner’s privacy, they are suitable for con-
sumer applications. Our REAF-BC methods are equal to or better
than other previous RFID authentication protocols using block cipher
in terms of its security properties and performance.

All these four REAF methods have a meaning in that they are de-
signed for REAF. Each of our proposed REAF methods which aim for
the different security requirements of RFID applications can be used in
an integrated RFID system together. Because we can select an REAF
method considering security requirements and levels of target applica-
tions, this feature can provide flexibility for RFID systems from the

aspect of cost-security tradeoff.
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I. Introduction

Radio Frequency IDentification (RFID) technology has been widely used
for tracking and inventorying systems in supply chains, check-out/in sys-
tems in libraries, electronic payment systems, and electronic passports.
However there are sensitive issues that should be dealt with in order to
make RFID systems secure.

Feldhofer et al.[4] described three security issues in RFID systems:
privacy compromise, forgery of tags, and unauthorized access to tags.
In addition to these issues, the problems of eavesdropping, tag spoofing,
tag cloning, and replay attacks were pointed out in the other literatures
[14, 21, 22]. These security and privacy risks in RFID systems are main
barriers which restrict wider applications of RFID.

These security problems can be solved through proper authentica-
tion mechanisms. Recently, many authentication protocols are pro-
posed such as hash-based authentication schemes PIN-based scheme
[16], [14, 19, 20], and block-cipher-based scheme [4] to protect RFID
systems, but there is no general-purpose authentication protocol that
can be applied to many types of RFID systems. In fact, it is inevitable
to have various authentication protocols because each application has its
own security requirements. Moreover, each application requires different
types of RFID tags because of their different characteristics. Therefore,
it is hard to integrate RFID systems using different tags and authenti-

cation schemes into a single RFID authentication system.



1.1 Motivation and Objectives

(1) An Authentication Framework suitable for RFID Systems

Each RFID application must meet with its security requirements ac-
cording to its own goal, and various types of RFID tags used for the
applications also have their own security features (e.g. encryption algo-
rithms, hash functions, and PINs) as well as its technical features (e.g.
radio frequencies, computational resources, and data I/O rates). Be-
cause each system implements a suitable authentication protocol based
on the capacity of tags and the security goal, there exist many authenti-
cation protocols. However, this diversity in RFID systems isolates each
application and restricts the extension of RFID systems.

To solve this problem, we require an authentication framework to
integrate different RFID applications with various authentication secu-
rity requirements, tags, and protocols into a single RFID authentication
system. EAP (Extensible Authentication Protocol) [17] seems to be a
solution for this problem because of its extensibility and similar archi-
tectural model. However, there are a few limitations of applying EAP
directly into RFID systems such as bulk-reading capabilities, traceabil-
ity and privacy issues, and extremely low resources. These features
make EAP inapplicable to RFID systems. Therefore, we will design a

novel authentication framework suitable for RFID systems.

(2) Hash-based Authentication Method

According to Feldhofer et al. [27], the hardware implementations of
hash functions show that they are not quite suitable for low-cost RFID
tags. Nevertheless, many hash-based authentication schemes have been
proposed for RFID tags. The representative hash-based schemes are
hash-lock (HL) [14], randomized hash lock (RHL) [14], hash chain (HC)



[19], and hash-based ID variation (HIDV) scheme [20]. However, these
schemes except HIDV are vulnerable to replay and tag spoofing attacks.
RHL and HC are impractical for suppliers and distributors because of
their scalability problem. HIDV scheme does not work with desynchro-
nized DB caused by unreliable RF communication or attacks. To solve
these problems, we will propose a hash-based authentication method for

our proposed RFID authentication framework.

(3) Block-Cipher-based Authentication Methods

The first RFID authentication protocol using a block cipher was pro-
posed by Feldhofer et al. [4, 6]. Their novel approach of an AES hard-
ware implementation has achieved low power consumption and low die-
size. Kaps et al. [8] also implemented AES encryption in CBC mode
with the viable number of NAND gate equivalents. Feldhofer et al.’s
recent work [5] suggested that AES-128 is more appropriate for RFID
systems than any other hash functions. Usually, a low-cost RFID tag
means a passive RFID tag less than 5 cents with roughly 500-5,000 gates
[14]. Besides AES, light-weight block ciphers such as mCrypton [11],
HIGHT [12], and PRESENT [13] are developed for resource-constraint
devices. These implementations with less than 3,000 gates show that
block ciphers are affordable for low-cost RFID tags.

Based on AES hardware implementation, following RFID authenti-
cation protocols using AES are proposed. Feldhofer [3] and Dominukus
et al. [2] proposed a challenge-response authentication protocol con-
forming to ISO/IEC 18000-3 standard. Toiruul et al. [9] proposed a
mutual authentication protocol with two shared random secrets. How-
ever, these protocols have some drawbacks. Protocol 5 in [2] requires
one AES decryption which is not implemented in practice. When us-
ing different secret keys for different product classes, [2] have scalabil-

ity problems to find a correct key. [9] requires three consecutive AES
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encryptions at the tag side which might be incapable in passive tags.
Traceability and desynchronization are also defects in [9].

In this thesis, we will propose three block-cipher-based authentica-
tion methods for our proposed RFID authentication framework. Our
authentication methods will be designed for different security require-

ments and improve drawbacks in previous work.

1.2 Owur Contributions

In this thesis, we proposed a universal authentication framework suit-
able for RFID systems. When applying our RFID-enabled Extensible
Authentication Framework (REAF) to RFID systems, a specific authen-
tication method that a tag supports can be chosen in the negotiation
process. As a result, many types of tags and authentication methods
can be integrated into a single authentication system, and an owner of
a tag can use an authentication method they want to use.

We also analyzed the existing RFID authentication protocols us-
ing hash functions and block ciphers and propose four new authentica-
tion methods with different security properties for REAF: REAF-HF,
REAF-BC-TA, REAF-BC-OA1, and REAF-BC-OA2. REAF-HF and
REAF-BC-TA authenticates tags with Identity Type and can be use-
ful for supply chain management. REAF-BC-OA1 authenticates the
owner of a tag, and REAF-BC-OA2 extends REAF-BC-OAT1 into a mu-
tual authentication. REAF-BC-OA1 and REAF-BC-OA2 can protect
owner’s privacy, and they are suitable for consumer applications.

Because all these REAF methods are performed over REAF, we can
support RFID tags embedding various cryptographic primitives from
each vendor. It is also possible to select an REAF method satisfying
security requirements of a specific RFID application and provide flexi-
ble security level with various key sizes. Therefore, REAF and REAF



methods can be quite practically used in the real-world applications.

1.3 Organization

The rest of this thesis is organized as follows: Chapter 2 explains security
and privacy issues, preliminary knowledge of the RFID technology, and
related RFID authentication protocols. In Chapter 3, we describe why
we need an authentication framework for RFID systems and propose
RFID-enabled Authentication Framework based on its requirements and
the limitations of EAP. In Chapter 4, we present RFID authentication
methods designed for REAF using hash functions and block ciphers and
analyze their security properties comparing other protocols. Finally, we

summarize and conclude this thesis in Chapter 5.



II. Preliminaries

2.1 Security and Privacy Issues

Followings are security and privacy problems in RFID systems. These
attacks can be exploited together to bypass the authentication or extract

private information illegally.

e Eavesdropping: A can passively monitor and record a communi-

cation over RF channels between 7 and R.

e Replay Attack: A can eavesdrop a message transmitted over an

RF channel and retransmit it to 7 or R.

e Man-in-the-Middle Attack: A can actively drop, relays or insert
a message in an authentication phase between 7 and R as if A

were legitimate 7 or R.

e Tag Tampering: A can access 7 and change its content in the

RF chip if 7 does not have proper tamper-resistant mechanism.

e Tag Cloning: A can physically make an identical copy of RF chip
if 7 is not protected with Physical Unclonable Function (PUF).

e Tag Spoofing: A can pretend that A is a 7 with valid identity

I D7 in its authentication phase between A and R.

e Unauthorized Access to Tags: A accesses 7’s memory without
authorization after bypassing authentication. As a result, A can

reads from or writes to 7.



e Desynchronization: When R authenticates 7 using an authen-
tication scheme whose identification information should be up-
dated, A can desynchronize identification information between 7°

and DB. As a result, A can make 7 unidentifiable.

e ID Exposure: When R authenticates 7, I Dy can be exposed to
A by A’s eavesdropping.

e Traceability: If a specific 7 is distinguishable from other tags by
eavesdropping or active querying, A can trace 7, and O’s privacy

is violated.

2.2 RFID Application Requirements

Phillips et al. [15] categorized RFID systems into three applications as
shown in Table 2.1. Logistical applications are the RFID applications
used for inventorying and tracking products in supply chains. Because
the products are required to be rather tracked and physically secured,
strong authentication mechanisms in RFID systems are not necessar-
ily required. Low-latency, high potential read rates and bulk-reading
capabilities are much more important.

On the other hand, consumer applications need to protect con-
sumers’ privacy. When an unauthorized person or a device tries to
access a smart card, an electronic passport, or a consumer’s belongings,
a certain level of authentication is required to protect privacy.

Vertical applications are somewhere between logistical applications
and consumer applications and require specific security features accord-
ing to their goals. For example, RFID-enabled banknotes [18] require
limited access control to protect consumers’ privacy and tracking capa-

bilities to monitor illegal transactions as well.



Table 2.1: RFID Applications

Applications | Required Not Required Examples
o low-latency | little need for inventorying & tracking
Logistical ] ] ) ]
bulk-reading | security mechanisms | supply chains
privacy and | bulk-reading e-Passports
Consumer ] )
security consumers’ belongings
] tailor security features RFID-embedded bank notes
Vertical ) ) .
to a specific business process and pocker chips

2.3 RFID Tag Classifications

Various RFID applications need various types of RFID tags. Based on
the band of radio frequency and battery, RFID tags are categorized into

followings:

e Radio Frequency

— Low-frequency (LF): 125 - 134.2 kHz and 140 - 148.5 kHz
— High-frequency (HF): 13.56 MHz
— Ultra-high-frequency (UHF): 868 MHz-928 MHz

e Battery

— Passive: Generally, passive tags are widely used in logistical

applications because they are cheap and small

— Active: Unlike passive tags, active tags require a power source

and can have more computational resources.

EPCglobal Class-1 Generation-2 UHF tags (EPC Gen2 tags) [1] are

passive identity tags designed to be used for supply chain and logistical
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applications, and thus they are simple and cheap. They have a PRNG
(pseudo random number generator), CRC (cyclic redundancy check)
error detection, kill function (32-bit kill PIN), and password-protected
access control (32-bit access PIN).

Smart cards and RFID-enabled passports are typical examples of
RFID tags using ISO/TEC 14443 air interface. Because security features
are not defined in the ISO/IEC standards, each vendor implements its
own proprietary authentication and access protocol using cryptographic
primitives such as DES, 3DES, AES, RSA, SHA-1, etc. Smart cards
must be placed close to their readers for relatively lengthy periods to

be read.

2.4 Hardware Implementation of Crypto-

graphic Primitives

2.4.1 Hash Implementation

Hash functions are widely used building blocks for RFID authentication
protocols. However, their hardware implementation result does not in-
dicate suitability for low-cost RFID tags. Kaps et al. [8] implemented
SHA-1 with 4,276 gate equivalents but they did not consider the message
expansion RAM, which requires approximately 2,400 gates according to
Feldhofer et al. [27]. In [27], Feldhofer et al. achieved the smallest SHA-
256 ASIC implementation known so far. Their implementation which
aim for low die-size and low power consumption have 10,868 gates and
a mean power consumption of 15.87 pA at 100 kHz using a cheap 0.35
Pm process technology with a supply voltage of 3.3 V. A hash calcula-
tion on a 512-bit block of data requires 1,128 clock cycles. They also
provided the result of SHA-1 implementation and estimations of MD5
and MD4. Gate counts required for SHA-1, MDb5, and MD4 are 8,120

9



GEs, 8,400 GEs, and 7,300 GEs respectively.

2.4.2 Block Cipher Implementation
AES Implementation for RFID

AES is a block cipher which can be used for strong authentication. Due
to its simple design, the algorithm can be implemented on any plat-
forms in hardware. Feldhofer et al. [4, 6] implemented encryption-only
AES algorithm with 3400 gates as an 8-bit architecture in hardware.
They achieved low power consumption and low die-size circuit enough
to satisfy the restriction of passive RFID tags. This result shows that
AES encryption algorithm can be used as a cryptographic primitive for
RFID authentication protocols.

Kaps et al. [8] also presented hardware implementations of AES.
Their AES design supports encryption in CBC mode and uses 20% more
NAND gate equivalents than [6] while being almost twice as fast. From
their result, AES is less efficient in energy consumption than SHA-1,
still AES is suitable for ultra-low power applications with 17-byte or
less payload size.

Unlike [8], Feldhofer et al. [5] states that RFID systems have minor
relevance with energy consumption. Instead, they use three parameters
as a metric for a fair comparison of different crypto implementation in
hardware: mean power consumption, chip area (gate equivalents), and
the number of clock cycles. They concluded AES-128 is more appro-
priate cryptographic primitive in RFID systems than other algorithms
such as SHA-256, SHA-1, MD5, and ECC-192. [27] showed that the
AES module requires only a third of the chip area and half of the mean
power as compared with SHA-256. Even smaller hash functions like
SHA-1, MD5 and MD4 are also less suitable for RFID tags than the
AES.

10



Other Block Cipher Implementation for RFID

After AES hardware implementation, other block cipher algorithms suit-
able for RFID authentication were designed and implemented in hard-
ware. mCrypton [11] is a 64-bit block cipher with three key lengths of
64, 96, and 128 bits. Its design is based on a 128-bit block cipher, Cryp-
ton, which was a candidate for AES. mCrypton is simply redesigned for
low-cost RFID tags and sensors. mCrypton implementation in hardware
requires about 3500 to 4100 gates for both encryption and decryption,
and about 2400 to 3000 gates for encryption only.

HIGHT [12] is another block cipher designed for resource-constrained
devices. It is a variant of generalized Feistel network with 32-round it-
erative structure, 64-bit block length, and 128-bit key length. HIGHT
encryption implementation requires 3048 gates and implementation for
both encryption and decryption does not require much more gates than
the encryption-only circuit.

PRESENT [13] is a ultra-lightweight block cipher designed by Bog-
danov et al. It has 64-bit block length and 80 or 128-bit keys. Its
implementation requires 1570 gates and a simulated power consump-
tion of 5pW to encrypt one block of plaintext with an 80-bit key. In its
power-optimized implementation, they achieved a power consumption
of only 3.3pW with additional 53 gates. Also, PRESENT with 128-bit
key requires 1886 gates, which is much less than other block ciphers.

2.5 RFID Authentication Schemes

2.5.1 PIN-based Schemes

An EPC Gen2 tag has two 32-bit PINs. Many EPC-compliant authen-
tication protocols utilize these PINS for the password-protected access

control. Juel [16] proposed authentication protocols to strengthen EPC

11



tags against cloning. The EnhancedTagAuth protocol is a mutual au-
thentication protocol between a tag and a reader. The tag authenticates
the reader using the access PIN and the reader authenticates the tag
using the kill PIN. Unlike the EnhancedTagAuth protocol, the BasicTa-
gAuth+ protocol is a three-party protocol. Its one-way authentication
using the kill PIN is performed between tags and a verifier while limiting
intervention from readers. In these authentication methods, adversaries
can eavesdrop a session and figure out the PINs. Replay and spoofing
attacks are also possible. However, these authentication protocols have

a meaning in that it was designed for the purpose of securing EPC tags.

2.5.2 Hash-based Schemes

Due to their simplicity, many hash-based authentication schemes have
been proposed for RFID tags. Hash-lock (HL) scheme [14] reveals keys
in plaintexts and cannot protect location privacy because a tag is au-
thenticated using a fixed metalD. In randomized hash lock (RHL) [14],
a tag responds with randomized ID value but it is still vulnerable to re-
play and spoofing attacks. This scheme is not scalable because a reader
performs brute-force search to find a match of the randomized hash
value. Hash chain (HC) [19] is designed to provide user privacy based
on indistinguishability and forward secrecy, but its scalability problem
is even worse than RHL. The back-end database requires a series of hash
computations, and tag should have two different hash functions. Hash-
based ID variation (HIDV) scheme [20] renews the ID of tag on every
successful session. Although this property makes it secure against replay
attack and spoofing attack, the DB desynchronization from unreliable
RF communication or attacks can cause problems. Also, attackers can

trace a tag by selectively dropping the reader’s request in the middle.
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2.5.3 Block Cipher based Schemes
RFID Authentication Protocols using AES

Based on the feasibility of AES for RFID tags, RFID authentication
protocols using AES are proposed. Feldhofer [3] proposed a simple two-
way challenge-response authentication protocol extending the packet
and packet formats of ISO/IEC 18000-3 standard which defines proce-
dural communication mechanisms at 13.5 MHz. In this protocol, appli-
cation protocol data units (APDUs) include a unique identifier (UID)
which is retrieved from the tag by the inventory request before the au-
thentication phase. The reader indicates a UID of a tag to answer,
and the tag also sends back its UID to be identified. Indicating a UID
ensures which key to use for encryption, but the identity of the tag is
exposed. Therefore, this protocol should be limited to only well-known
trusted RFID readers in closed environments.

Dominukus et al. [2] also proposed authentication protocols using
AES-128. Their five authentication protocols are designed based on
ISO/IEC 18000-3 standard thus starts with an inventory request and
end with a stay quiet request. Therefore, this protocol could be non-
conforming to other RFID air interfaces. Moreover, all these protocols
assume one global key because the reader cannot know which key to use
when assuming one key per tag in Protocol 2, 3, 4, and 5. As a result,
a tag can spoof its ID.

Toiruul et al. [9] proposed a mutual authentication protocol using
encryption-only AES on tags. In this protocol, two shared random se-
crets (k; and ko) between each tag and the back-end server are updated
in every session. The authors claim that the freshness of these two
values protects tags from being eavesdropped and tracked. However,
this protocol cannot work without the synchronization of k; and ks be-

tween each tag and database. Moreover, the exposure of unique IDs in

13



the inventory response is contradictory to the security analysis of this
protocol. This protocol also has the overhead of three AES encryption

operations at the tag side using power induced from only one incoming
RF signal.
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I11. RFID-enabled Extensible
Authentication Framework

Each RFID application must meet with its security requirements ac-
cording to its own goal, and various types of RFID tags used for the
applications also have their own security features (e.g. encryption algo-
rithms, hash functions, and PINs) as well as their technical features (e.g.
radio frequencies, computational resources, and data I/O rates). Be-
cause each system implements a suitable authentication protocol based
on the capacity of tags and the security goal, there exist many authenti-
cation protocols. However, this diversity in RFID systems isolates each
application and restricts the extension of RFID systems. Therefore, we
require an authentication framework to integrate different RFID appli-
cations with various security requirements, tags, and protocols into a
single RFID authentication system. With an integrated RFID system
using an authentication framework, it is easy to manage or extend the
system, and the owner of an RFID tag can change its authentication
method as they want. In this chapter, we define our RFID system archi-
tecture and design RFID-enabled Extensible Authentication Framework
(REAF).

3.1 RFID System Architecture

An RFID system architecture consists of RFID tags, RFID readers, and
a backend authentication server with DB. In this thesis, we use a term
“a middleware” instead of a backend server because it connects RFID
tags to RFID applications (e.g. EPC networks) in the middle layer.

Usually, RFID authentication is done between a middleware and tags.
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An RFID reader relays messages between tags and a middleware and
does not necessarily concern credentials used in authentication meth-
ods and policy decision. The followings are our basic assumption and

requirements for our REAF architecture in this thesis.

3.1.1 Assumptions

e Pre-established secure channel. A middleware authenticates
RFID readers beforehand and establishes a secure channel with
each reader via pre-shared key or current well-known security
mechanism such as SSL/TLS. If a wired reader is attached to a
host computer, the host computer is authenticated instead of the
reader. In case of wireless/mobile readers (e.g. PDA), they can
be authenticated after connected to WLAN securely using EAP
method and WPA2.

e Reliable transport of low layer. The underlying air interface
protocol covers unreliable transport more than an expected level so
that it guarantees a high probability of successful detection. Class
1 Generation 2 UHF Air Interface Protocol Standard provides
higher reliability in radio communications and collision avoidance

than previous RFID air interface.

e Random anti-collision identifier. We also assume that any anti-
collision mechanism can be used for RFID air interface as long as
they use random IDs instead of UIDs to protect tags from being
tracked, such as “Q” protocol in EPC Gen2 specification [1].

3.1.2 Requirements

e Multiple instances in the tags. Tags can store the instances of

authentication protocols and distinguish them. In order to sup-
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port multiple readers, each of multiple states is maintained in the
memory of tags until the authentication processes is finished. Be-
cause the lack of memory, instances are stored in the memory

circularly (e.g. round robin queuing).

e Timer-driven authentication in the middleware. A middle-
ware maintains each instance from each valid response on a timer-
driven basis because multiple tags can respond to a request mes-

sage. The terminated instances are discarded.

e Pass-through behavior. RFID readers act as “pass-through agents”
without authentication method layer functionalities so that they

are compatible with multiple authentication methods.

e Mutual authentication support. Authentication framework should
support mutual authentication as well in order to prevent the ac-

cesses from unauthorized readers.

e Authentication method negotiation.To support multiple au-
thentication methods, negotiation should be provided in the frame-

work.

e Logging supports. A middleware stores event logs such as au-
thentication failures and ownership transfer so that it can detect

attacks or manage the system effectively.

3.2 EAP and Its Limitation in RFID Sys-

tems

The RFID system architecture is very similar to the WLAN architec-
ture. First, they are using RF signal to communicate between RFID

tags and readers; and between access points (APs) and supplicants.
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Moreover, readers and APs are the interfaces of the RFID applications
and Internet services respectively. Mutual authentications in WLANSs
are performed between an authentication server (e.g. RADIUS server)
and supplicants not between APs and supplicants because of rogue AP
problems. In the same manner, authentications can be done between a
middleware and tags, and readers act as “pass-through agents” so that
RFID readers do not need to concern credentials used in authentication
methods and policy decision. This similarity makes us think Extensible
Authentication Protocol (EAP) [17] to be probably adoptable to RFID
systems.

EAP is usually used in wireless LANs but not limited to wireless
LANs. It is, in fact, a universal authentication framework which can
be used any network environment. It supports multiple authentication
methods including vendor-specific methods. There are more than 40
authentication methods defined in RFCs. Each method takes differ-
ent approaches to authenticate EAP peer only or both EAP peer and
authenticator in mutual. EAP-MD5, LEAP, EAP-TLS, EAP-TTLS,
PEAP are widely used in WLANSs and they have different performances
and security features using various cryptographic primitives. Through
the EAP negotiation, a peer and an authenticator can choose an au-
thentication method they want.

From this point of view, Dantu et al. [25] examined and evaluated
existing EAP methods for RFID systems. However, they overlooked
the main difference between WLANs and RFID systems. In WLAN,
EAP methods are used in the IEEE 802.1X phase not only for authen-
tication but also for generation of key materials. Using a key derived
from IEEE 802.11i 4-way handshake, data can be encrypted. Unlike
continuous data exchange in WLANSs, passive RFID tags respond only
when a reader requests in the authentication process. That means RFID

systems do not need a key or key material for further continuous data
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exchange. Moreover, there are some features they did not consider seri-
ously when applying EAP to RFID systems. In the following items, we
point out limitations of applying EAP into RFID systems.

Limitation

e Bulk-reading capability. In EAP, an authentication is performed
with an EAP peer one-to-one, and each entity proceeds to the
next authentication step synchronously, so-called “lock-step pro-
tocol.” Unlike EAP, some RFID applications need bulk-reading
capability. When a request is fired, a middleware should expect
0 or more responses from tags and keep authentication state per

tag with timer.

e Traceability and privacy issues. An Identity (Type 1) ex-
change sent in cleartext is optional in EAP, but it is “recom-
mended to be used primarily.” On the other hand, in RFID sys-
tems, it is better to design a method-specific identity exchange not
to expose the identity of tag, especially in consumer application.
Because obtaining the identity of a tag is the only goal in RFID
application, Identity Type should be used in the authentication
method carefully.

e Extremely low resources. Passive RFID tags have extremely
low power because they induce current from incoming RF signals.
Because outgoing RF communication consumes the large portion
of available power, the shorter packet length is more suitable for
RFID applications. EAP is designed to provide 1020 octets of
MTU (Maximum Transmission Unit) and fragmentation. How-
ever, the MTU size for RFID systems should be relatively small,

and RFID cannot consider fragmentation.
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Figure 3.1: REAF Message Packet Format

3.3 Design of REAF based on EAP

The authentication process always starts from RFID reader’s Initiation
so as to be applied to passive RFID tags. A passive tag receives Request
from the middleware, induces current needed to operate itself, and sends
Response to the middleware via the reader. Except for the Initiation

message, readers act as pass-through agents.

3.3.1 REAF Packet Format

As shown in Figure 3.1, the message packet format of proposed au-
thentication framework is designed based on EAP. However, some fields
are changed, and almost all the fields are shortened after considering
the feature of RFID technology and the applicability of EAP to RFID
applications.

The 2-bit Code field is assigned as shown in Table 3.1. The Initiation
is sent only by a reader in order to initiate an REAF method. The
Initiation does not have the Type and Data field. Success and
Failure in EPC are combined into Notification and divided in the
Type field. When a tag receives Notification, it can release the au-

thentication instance in its memory.
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Table 3.1: Code Field

0 Initiation
1 Request

2 Response
3

Notification

The Identifier field is the same as the EAP Identifier field except
the length. Because this field has no cryptographic meaning, 6-bit long
Identifier is enough to match Response packets with Request packets.

The Length field is the packet length in octets. This means the
length of packet cannot exceed 255 bytes, which is long enough to be
used for RFID applications.

Table 3.2: Type Field

0 Identity (Null authentication)
1 Nak (Response only)
2 Success (Notification only)
3 Failure (Notification only)
4-127 Standard Types
128 -65535 Vendor-specific Types

An 16-bit Type field value (Table 3.2) is selected among 65536 values
corresponding to the Code field. Identity is used for null authentica-
tion, which requests the Identity of tags but not authenticates them or
which can be used with another authentication method. Nak is a type
for authentication negotiation when a received Type of Request is not

supported by a tag. Success or Failure notify whether a performed
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authentication is done successfully or not. Other than these types, 124
defined standard authentication types and 65408 vendor-specific types
can be supported. Whenever a vendor-specific type is used, the first 12
bits of Type indicate a globally unique Vendor-1ID to specify which ven-
dor’s tag is used. This Vendor-ID can be supported upto 4088 vendors
and each vendor can allocate 16 authentication methods to the last 4
bits of Type field.

Table 3.3: Data Field determined by Type-Code

Type-Code Data

Identity-Request 0 octet
Identity-Response ID (e.g. 12 octets for EPC)
Nak-Response A set of Types
0 or 2t octets, where t = # of Types
Success-Notification optional commands to access a tag’s memory
(0 or more octets)
Failure-Notification 0 octet
Type (4-255)-Request 0 or more octets depending on the Type
Type (4-255)-Response (0 or more octets depending on the Type

The Data field is 0 or more octets depending on the Code and Type
field. The Data field corresponding to each Type-Code case is shown
in Table 3.3. The Data field of Nak-Response message is filled with
authentication types that a tag wants to use. When there is no desired
authentication types, Nak-Response will have 0 octet for the Data field.
Success-Notification can include optional commands to access a tag’s
memory (e.g. to update a shared secret or a key, or to obtain additional

information about the product).
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Figure 3.2: REAF and Authentication Flow

3.3.2 Authentication Flow

Figure 3.2 shows an RFID system. A tag and a middleware have three

layers: authentication method (AM) layer, authentication framework

(AF) layer, and underlying network layers. On the other hand, a reader

has only two layers and bridges underlying network layers. Each layer

encapsulates upper-layer data by adding header or footer. In our frame-
work, AF header is (Code, Identifier, Length), and AM header is

(Type).

The reader initiates a authentication session and drops or relays
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packets between the tag and the middleware after checking the validity
of AF header. For example, Request or Notification from the tag
and Response from the middleware is invalid Code field. If the reader
receives Identifier value that the reader has not initiated, the packet
is should be discarded. Because the readers do not concern the Type
and Datafield, they are compatible with various authentication methods
in REAF. A typical authentication flow of our proposed framework is

as follows.

(1) R initiates an authentication by sending Initiation message to

M. Identifier value is incremented from the previous value.

(2) M starts the default authentication method, Type[i] where i €
{0,4:255}. (a:b={a,a+1,...,b} where a <b)

(3) If the default authentication method, Typel[i] is satisfied with 7", go
to Step (5a) and assume j = i. Otherwise, 7 sends Nak = Type[1].
The Data field of Nak will be filled with authentication type set,
TypeSet where Type[l], Type[2], Type[3], Typeli] & TypeSet.

(4) M selects an element Type[j] € TypeSet and re-initiate authenti-

cation process. Identifier value is not incremented. Go to Step
(5b).

(ba) T operates the Type[j] authentication method and responds with

Type[j]-Response. Type[j| can be more than one round trip.

(5b) If 7 receives (4) with the same Identifier after sending (3), it
responds to (4) with Type[j]-Response. Depending on the Type[j],

(4)-(5) can be more than one round trip.

(6) (6)-(7) is not necessarily required, but another authentication type

can be jointly used in this framework. Usually, in this case, Type[0]
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= Identity is jointly used. M sends Type[k]-Request where k €
{0,4 : 255}, k # i, and k # j. If M has received Nak message,
k € TypeSet and k # j.

(7) 7 sends corresponding Type[k|-Response to (6). Depending on the
Typelk], (6)-(7) is more than one round trip.

(8) If authentication fails in the middle of authentication, M sends
Failure-Notification immediately. If authentication ends suc-

cessfully, M sends Success-Notification.

In a session, if 7 receives Type[l]-Request with the same identifier
before finishing Type[j] or Type[k]| authentication, 7 drops the received
Type[l]-Request, where [ # j and [ # k.

Beacuse REAF supports bulk-reading using identifier and the
timer, it is suitable for RFID applications. Also, REAF packet format
is designed as compact as possible to support resource-constraint RFID
tags. As a result, REAF can support multiple authentication methods
only with 4-byte overhead.
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IV. REAF Methods and Applications

In order to use our proposed authentication framework, specific REAF
methods are required. Existing 3-party protocols can be transformed
to REAF-conforming methods with our packet format as long as read-
ers act as pass-through agents in the protocols. In this chapter we
present typical authentication methods as examples, using two different
cryptographic primitives such as a hash function and a block cipher al-
gorithm. Although our methods are designed for REAF, they can be
independently adoptable to RFID applications regardless of the adop-
tion of REAF.

Our REAF methods can be used in the heterogeneous RFID ap-
plications. For example, we can authenticate daily necessaries with a
REAF-HF or a REAF-BC-TA method while expensive valuables are
authenticated with a REAF-BC-OA1 or a REAF-BC-OA2 method.

4.1 REAF-HF

In this section, we propose a REAF method using a hash function,
where HF € {MD4, MD5, SHA-1, SHA-256, - -- }. Any affordable hash
functions for RFID tags can be used as REAF-HF methods. For exam-
ple, REAF-SHA1 means an authentication method using SHA-1 which

conforms to REAF specification.

4.1.1 Protocol

The REAF-HF authentication method is designed based on EAP-MDJ5.
It needs a pre-distributed shared secret (e.g. a password). Figure 4.1
shows REAF-HF authentication method flow, where len(ID7) = 96
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bits, len(Secret) = 128 bits, and len(RN D) = 32 bits. A middleware
successfully authenticate tags when the received hashed value is equal

to the value calculated by the middleware itself.

R — M : Initiation
7T «— R «— M : Identity-Request
7 —-R — M : Identity-Response I[Dr
7 — R — M : HF-Request RN Dy
7 — R — M : HF-Response Hash(IDz||Secret|| RN D)
7 —R— M :Notification

Figure 4.1: REAF-HF Authentication Method

4.1.2 Analysis

In this subsection, we analyze the security of REAF-HF comparing with
other hash-based authentication schemes. Table 4.1 shows the summa-
rized result of comparison. In REAF-HF, the authentication phase is
performed after a tag sends its ID in plaintext. Because of this ID ex-
posure, tags are traceable. Still, this is secure against eavesdropping,
replay, and spoofing attack due to hashed value of Secret and RN D,
and thus applicable to supply chains.

REAF-HF is as simple as HL [14] but prevents replay attacks and
tags spoofing. RHL [14] and HC [19] are only feasible for owners of
a relatively small number of tags because of the scalability problem.
Moreover, they are still vulnerable to replay and spoofing attacks. HIDV
[20] provides ID anonymity, but this scheme does not work if the DB is
desynchronized. It also requires two more hash operations on the tag
than REAF-HF. If the RFID application does not require to protect the
ID of tags, REAF-HF can be a reasonable authentication method.
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Table 4.1: Comparison with other Hash-based Authentication Schemes

Security Requirements | HL [14] | RHL [14] | HC [19] | HIDV [20] | REAF-HF

ID anonymity X A 0] O X
Untraceability X A 0] X X
Replay attack X X X O 0]
Tag spoofing X X X O (0]
Retrieval from DB o(1) O(n) O(n) o(1) o(1)
Hash operations on M 0 O(n) O(mn) 4 1
Hash operations on 7 1 1 2 3 1
Synchronization - - - X -
O The protocol satisfies the security requirement or it is secure against the attack.

X The protocol does not satisfy the security requirement or it is vulnerable to the attack.
A The protocol partially satisfies the security requirement.

- The protocol does not require the requirement.
The number of DB entries

m  The number of previous transactions

4.2 REAF-BC

In this section, we propose three REAF methods using a block cipher,
where BC € {DES, AES, mCrypton, HIGHT, PRESENT, TEA, ---}.
Any affordable block ciphers for RFID tags can be used as REAF-BC
methods. For example, a REAF-AES method means an authentication

method using AES which conforms to REAF specification.

4.2.1 Protocols
REAF-BC-TA: Tag Authentication with Identity Type

A unilateral tag authentication with Identity Type is shown in Fig-
ure 4.2. REAF-BC-TA assumes that K7 is established securely before
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authentication is placed. This authentication is initiated by Identity-Request
from M to get IDy. After receiving Identity-Response, M can re-

trieve corresponding K7 from its database. Using K7, 7 encrypts
ID7||RN Dy, and M authenticates 7 by decrypting the encrypted

block of BC-TA-Response. If M succeeds in authentication, M sends
Success-Notification, otherwise sends Failure-Notification. In

case of REAF-AES with EPC tags whose ID length is 96 bits, only one-

block encryption is required in this authentication, where RN Dy, €
r{0,1}32. Note that REAF-BC-TA requires only one encryption at the

tag side which is affordable for low-cost RFID tags.

R — M : Initiation
T — R «— M : Identity-Request
T —-R — M : Identity-Response [Dr
T — R — M : BC-TA-Request RN D
7 —- R — M : BC-TA-Response Er, (ID7||RND )
T —R— M :Notification

Figure 4.2: REAF-BC-TA Authentication Method

REAF-BC-OA1: Tag Owner Authentication

Another unilateral authentication method, REAF-BC-OA1 authenti-
cates O, not 7. M preshares a key, Korq with the owner of tag, O.
Therefore this method can be useful when the only owner of tags can
access tags and reject others’ requests. Usually, O has their own RFID
system or has an access right to other RFID systems.

Figure 4.3 shows the authentication steps of REAF-BC-OA1. Au-
thentication is initiated by BC-0A1-Request with RN Dy Then T
calculates Er,,,,(ID7||[(RNDy @ RN D7)) and sends it with RN Dr.
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On receiving BC-0A1-Response, M decrypts I D7 and verify whether
the last 32-bit of the decrypted block is RNDgr & RN Dr.

R—-M
T—R-—M
T—>R—->M
T—R—M

: Initiation
: BC-0A1-Request RN D
: BC-0A1-Response Ex,,,(ID7|[(RNDx @ RND7))||RND1

: Notification

Figure 4.3: REAF-BC-OA1 Authentication Method

REAF-BC-OA2: Mutual Authentication

REAF-BC-OA2 is a mutual authentication method extending REAF-
BC-OA1l. REAF-BC-OA2 assumes that 7 can get enough power to op-

erate two block cipher encryptions in the process of verifying the fourth

REAF message and constructing the fifth message in Figure 4.4. 7T

sends its I D7 in encrypted form only after a successful 3-round authen-
tication between 7 and M. If M receives the invalid BC-0A2-Response,

M stops the authentication and sends Failure-Notification imme-

diately.

R — M : Initiation
T +— R «— M :BC-0A2-Request RNDy
7 - R — M : BC-0A2-Response FEg, ,(RNDu||RNDr)
7 — R — M :BC-0A2-Request FEg, ., (RND7||[RNDu)
7 - R — M :BC-0A2-Response FE, . (ID7r||RNDr)
T —R«— M : Notification

Figure 4.4: REAF-BC-OA2 Authentication Method
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4.2.2 Analysis
Security Properties of REAF-BC Methods

Table 4.2 summarizes the security properties of three authentication
methods. In REAF-BC-TA, the authentication phase is performed after
T sends its ID, I D7 in plaintext. Because of this ID exposure, tags are
traceable. Still, this is secure against replay and spoofing attack due
to the secret key, K7y and the freshness of RN Dy . Therefore it is
applicable to supply chains.

Unlike REAF-BC-TA, REAF-BC-OA1 authenticates O, not 7. Due
to this property, it is possible for O to spoof I Dr. Nevertheless, this
method can be used if there is no benefit for the owner from deceiving
the IDs of tags. In this method, I D7 is protected from eavesdropping,
and RN D7 makes 7 untraceable even with fixed RN Dy,. Because
REAF-BC-OA1 provides ID hiding and untraceability, it is suitable to
consumer applications.

In REAF-BC-OA2, 7 sends its I D7 in encrypted form only when
7T and M authenticate each other successfully. Therefore, it can be
used in more secure applications. RN D7 in the fifth message ensures
untraceability.

In case of REAF-AES with EPC tags and RND € p{0,1}3? all
these methods are utilizing one-block encryption of AES at the tag side.
For further access to a tag, it is better to have block cipher decryption
on tags. OFB (Output FeedBack), CFB (Cipher FeedBack), and CTR
(Counter) modes use the same encryption of block cipher when decrypt-
ing. Thus, tags can decrypt messages if one of these three modes of
operations is implemented in the tags. In fact, they are identical when

the plaintext size is equal to or less than one block.
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Table 4.2: Security Properties of REAF-BC Methods

—
=

Security Requirements OA1 0OA2

ID anonymity

Untraceability

Integrity protection

Tag authentication

Owner authentication

Middleware authentication

Secure against Replay attack

ClOIX|=<|O|O|»|X
KO HR|O|™W|O|O|0O
KOO0 X |O|O|O

Secure against Tag Spoofing

O  The protocol satisfies the security requirement.

X The protocol does not satisfy the security requirement.

Comparison with Other RFID Authentication Protocols using
AES

Table 4.3 shows comparison between REAF-BC methods and other
RFID authentication protocols using a block cipher. Because AES is
one of representative block ciphers currently used for RFID authenti-
cation protocols, we consider only authentication protocols using AES
presented in Related Work. We omit [3] from comparison because it is
similar to Protocol 1 in [2].

Protocol 1, 2, 3, and 4 in [2] need one or two AES encryption opera-
tions on 7 for unilateral or mutual authentication respectively. Protocol
5 requires one AES decryption which is not implemented in practice.
When different secret keys for different product classes are used instead
of a global key, M needs O(n) operations to find a correct key if addi-
tional bytes are not provided, where n is the number of product classes.

In [9], an initial inventory request is needed for anti-collision. But
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Table 4.3: Comparison with other AES Authentication Protocols

2] 9] REAF-AES
AES Operations on 7° E 3E E
2E 2K
E+D
Retrieval from M’s DB O(1) O(1) O(1)
O(n)
Synchronization - X -
REAF method X X O
O The protocol satisfies the property. E  AES encryption

@)

X The protocol does not satisfy the property. AES decryption

- The protocol does not require the property. n  The number of DB entries

due to the unique IDs in the inventory response, [9] cannot provide tag
anonymity and untraceability as they claim. Moreover, this protocol
requires three consecutive AES encryptions at the tag side, which might
be incapable in passive tags. Desynchronization is another problem of
[9].

Similarly to [2], REAF-AES methods require one or two AES en-
cryptions on 7 and O(1) operations on M. Our proposed authenti-
cation methods have a meaning in that they are designed for REAF,
which can flexibly integrate heterogeneous RFID applications. Not only
these three REAF-AES methods but also other authentication meth-
ods designed for REAF can be used in a single RFID system together.
This property can provide flexibility for RFID systems in terms of cost-

security tradeoffs.
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4.3 Applications

In this section, we describe how REAF methods can be used to practi-
cal applications. Assume that a distributor D ordered an RFID-tagged
product which can support REAF-BC authentication methods. When
D takes over the product from a supplier §, & authenticates the item
from &’s middleware using REAF-BC-TA with K7s, where K7g is a
shared key between 7 (the tag on the item) and S’s middleware. In
the process of authentication, D populates its middleware DB (e.g.
EPCIS Repository [10]) with [I D7, Kzp, OtherProductRelatedInfo],
where K7p is a new shared key between 7 and D’s middleware. Then
S safely transfers 7’s ownership to D updating the key in 7 from Krg
to Krp after Success-Notification.

When a customer C checks out the item to buy, D authenticates
the item from D’s middleware using REAF-BC-TA with K7p. After
payment, D disables 7 for REAF-BC-TA and transfers 7’s ownership
to C updating the key in 7 from K7p to K¢y, where K¢y is a shared key
between C and a middleware in C’s home network RFID system. Then
D can move the item entry in the DB to other tables for inventory
control or sales record.

Now, C brings the item to C’s home. On the way to C’s home,
adversaries cannot know what C bought by scanning, because REAF-
BC-TA is disabled. C can identify the item using REAF-BC-OAT1 or
REAF-BC-OA2 in C’s home with any readers connected to C’s home
network middleware and get useful information about the item from
S’s DB if C has the access right to S’s DB (e.g. through EPCIS Query
Interface and EPCIS Accessing Application [10]). Or C can register Key
to 8’s DB and directly authenticates 7 to access S’s DB anywhere with
a mobile RFID reader.

In this example, many REAF-BC methods can be used in an RFID
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system. REAF can support any REAF-BC methods using different
block ciphers (e.g. REAF-AES, REAF-mCrypton, REAF-HIGHT, and
etc.). S does not have to fix its authentication method. S can select
an REAF-BC method considering security requirements and levels of
target applications. Not only REAF-BC but also REAF-HF methods
are applicable under our propose authentication framework. Our REAF
integrates heterogeneous RFID systems using different authentication

methods into a single RFID system.
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V. Conclusion

In this thesis, we propose a novel authentication framework suitable for
RFID systems. With our proposed REAF, various types of tags and
authentication methods will be integrated into a single authentication
system so that it can be easy to manage or extend the RFID system.
Moreover, the owner of a tag can make the tag to use a specific au-
thentication method appropriate for their application after ownership is
transferred.

We also analyze the existing RFID authentication protocols and pro-
pose new authentication methods for REAF using two different crypto-
graphic primitives such as a hash function and a block cipher algorithm.
REAF-HF method designed for logistical RFID applications is simple
but prevents replay attacks and tags spoofing. It also solves the scal-
ability problems of previous hash-based authentication protocols and
does not require the synchronization of DB. Three kinds of REAF-BC
methods provide different security properties for REAF. REAF-BC-TA
authenticates tags with Identity Type and can be also useful for logis-
tical RFID applications. Because REAF-BC-OA1 and REAF-BC-OA2
can protect owner’s privacy, they are suitable for consumer applications.

Finally, we describe how REAF methods can be used to practical ap-
plications. Each of our REAF methods has different security properties
and is flexibly applicable to logistical or consumer applications in REAF.
We can select an REAF method considering security requirements and
levels of target applications without considering interoperability. Con-
sequently, we can expect that RFID systems using REAF will provide
much better integrated services and improve the quality of our life.

For the further research, we will demonstrate our proposed authen-

tication framework through an implementation and verify its wide appli-
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cability. We also need to clarify optional commands with Success-Notification

and research ownership transfer in REAF.
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