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Abstract

In the ubiquitous environment, Wireless Sensor Network (WSN) is the
most important infrastructure. WSN usually consists of a large number of tiny
sensor nodes with limited computation capacity, memory space and power
resource. Typically, WSNs are deployed at high density in regions requiring
surveillance and monitoring. In military applications, sensor nodes may be
deployed in unattended or hostile environments such as battlefields. Indi-
vidually, each sensor node senses many interesting phenomena with simple
computations and transfers this information to others or base-station using
wireless communication channel.

WSNs are, therefore, vulnerable to various kinds of malicious attacks like
eavesdropping, masquerading, traffic-analysis, etc. Hence, it is important to
protect communications among sensor nodes to maintain message confiden-
tiality and integrity. However, for this, the utilization of public key cryptosys-
tems is infeasible since sensor nodes suffer from resource constraints like low
power, limited computation capability, communication, etc. Therefore, the
symmetric key cryptosystems are usually facilitated for WSNs to establish
the secure communication channel between sensor nodes. Hence, recent re-

searches mainly focus on the efficient key pre-distribution scheme for sharing



the secret keys between sensor nodes to utilize the symmetric cryptosystems.

Recently, many random key pre-distribution schemes [14, 11, 8, 7, 18, 19]
have been proposed. The main advantage of random key pre-distribution
schemes is that communication costs per sensor node are constant regardless
of the total number of sensor nodes in the WSN. Random key pre-distribution
was first proposed by Eschenauer et al.. Chan et al. extended this scheme to
enhance the security and resilience of the network using g-compositeness. Du
et al. and Liu et al. further extended random key pre-distribution approach
to pairwise key pre-distribution approach in which the shared key between any
two sensors is uniquely computed so that the resilience against node capture
is significantly improved. They also proposed the schemes which facilitate
the location of each sensor node as pre-deployment knowledge.

However, the existing schemes still require each sensor node to be loaded
with a large number of keys for large scale WSNs. Also, in the case of uti-
lization of pre-deployment knowledge such as location, although a WSN is
deployed via random scattering in the group-manner, actually it’s difficult
that the schemes know beforehand which nodes will be within communica-
tion range of each other after deployment. Even if the sensor nodes are de-
ployed by hand, the large number of sensor nodes involved makes it costly to
pre-determine the location of every individual sensor node in each group. Fur-
thermore, since real operational mechanisms of WSNs by which nodes transit
their states periodically are not taken into consideration carefully while de-
signing key management schemes, redundant key assignments for each sensor
node can be happened.

In this thesis, to solve the drawbacks of previous schemes, we propose a
novel key management scheme that exploits new pre-deployment knowledge,
state of sensors, which can be predictable probabilistically. Before proposing
our scheme, we classify the state of each sensor nodes as only two states, sleep
and active. The sensor nodes in sleep-state are unable to send and receive

data so they cannot communicate with the external world, and vice versa if
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sensor nodes in active-state. We also define the Active-State Group (ASG) as
the set of sensor nodes which have high probabilities to be in active-state at
the same time-interval, and model the probability that each ASG is in active-
state as 1-D Gaussian distribution. Through this modeling, nodes which have
high probabilities to be in active-state at the same time can share more keys
so that the proposed scheme requires smaller number of keys for each sensor
node to carry. Since the number of required keys is reduced, our scheme
is more resilient against node captures and requires less memory space for
storing keys. The probability that any two nodes which are in active-state at
given time-interval share at least one common key is modeled mathematically
using the probability distribution function, combination, etc. The analysis of
our proposed scheme shows the better performance and security strength than

other schemes.
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Chapter 1

Introduction

1.1 Wireless Sensor Networks

Wireless Sensor Networks (WSNs) have recently come into prominence be-
cause they hold the potential to revolutionize many segments of our economy
and life, from environmental monitoring and conservation, to manufacturing
and business asset management, to automation in the transportation and
health-care industries. In the near future, tiny, dirt-cheap sensors may be
literally sprayed onto roads, walls, or machines, creating a digital skin that
senses a variety of physical phenomena of interest: monitor pedestrian or ve-
hicular traffic in human-aware environments for environmental conservation,
detect forest fires to aid rapid emergency response, and track job flows and
supply chains in smart factories.

All WSNs have certain fundamental features in common. Perhaps most
essential is that they are embedded in the real world. Sensors detect the
world’s physical nature, such as light intensity, temperature, sound, or prox-
imity to objects. Similarly, actuators affect the world in some way, such as
toggling a switch, making a noise, or exerting a force. WSNs usually consist
of a large number of tiny nodes. Individually, each node is autonomous and
has short range; collectively, they are cooperative and effective over a large
area.

Typically, sensor nodes are spread randomly over the deployment region

under scrutiny and collect sensor data. Examples of WSN projects include



SmartDust[12] and WINS[20]. WSNs are being deployed at high density
in regions requiring surveillance and monitoring. In military applications,
sensor nodes may be deployed in unattended or hostile environments such
as battlefields. Individually, each sensor senses many interesting phenomena
and transfers the information to others using insecure wireless communication
channel.

However, WSN also introduce acute resource constraints due to the lack
of data storage and power. Both of these represent major obstacles to the
implementation of traditional computer security techniques in a WSN. The
unreliable communication channel and unattended operation make the secu-

rity defenses even harder.

1.2 Owur Contribution

To provide security in WSN, communication should be encrypted and authen-
ticated. An open research issue is how to bootstrap secure communications
among sensor nodes, i.e. how to set up secret keys among communicating
nodes? This key agreement problem is a part of key management prob-
lem, which has been widely studied in general network environments. There
are three types of general key agreement schemes: trusted-server scheme,
self-enforcing scheme, and key pre-distribution scheme. The trusted-server
scheme depends on a trusted server for key agreement between nodes. This
type of scheme is not suitable for WSN since there is usually no trusted
infrastructure in WSN. The self-enforcing scheme depends on asymmetric
cryptography, such as key agreement using public key certificates. However,
limited computation and energy resources of sensor node often make it infea-
sible to use public key algorithms, such as Diffie-Hellman key agreement or
RSA. The third type of key agreement scheme is key pre-distribution, where
key information is distributed among all sensor nodes prior to deployment.

There exist a number of key pre-distribution schemes. A naive solution



is to let all the nodes carry a master secret key. Any pair of nodes can
use this global master secret key to achieve key agreement and obtain a
new pairwise key. This scheme does not exhibit desirable network resilience:
if one node is compromised, the security of the entire sensor network will
be compromised. Some existing studies suggest storing the master key in
tamper-resistant hardware to reduce the risk, but this increases the cost and
energy consumption of each sensor. Furthermore, tamper-resistant hardware
might not always be safe. Another key pre-distribution scheme is to let each
sensor carry N — 1 secret pairwise keys, each of which is known only to this
sensor and one of the other N — 1 sensors (assuming N is the total number
of sensors). The resilience of this scheme is perfect because compromising
one node does not affect the security of communications among other nodes;
however, this scheme is impractical for sensors with an extremely limited
amount of memory because N could be large. Moreover, adding new nodes
to a pre-existing sensor network is difficult because the existing nodes do not
have the new nodes’ keys.

In this thesis, we mainly focus on the random key pre-distribution schemes
for WSN, which is one of the prominent research areas in key pre-distribution
scheme. Here, a variety of previous schemes are surveyed and the drawbacks of
them are discussed. Further, to address these problems of previous schemes,
we propose a novel random key pre-distribution scheme that exploits new
deployment, knowledge, state of sensors. Our proposed scheme can avoid
redundant key assignments and reduce the number of required keys that each
sensor node should carry while supporting higher connectivity and better
resilience against node captures. The analysis of our proposed scheme shows

the better performance and security strength than the previous schemes.



1.3 Organization of the thesis

The remainder of the thesis is organized as follows:

In Chapter 2, we introduce the basic knowledge about WSN such as terms
and concepts, applications, and operational paradigms of WSN. Especially,
we discuss about obstacles and security threats of WSN which should be
considered and addressed when constructing the security schemes for WSN.
The existing key pre-distribution schemes and their drawbacks are described
in this chapter.

We propose our scheme in Chapter ??. Addressing the shortcomings
of previous schemes requires reducing the number of keys that each sensor
should carry by removing redundant key assignments. For this objective, we
propose the scheme makes the sensor nodes that have high probability to be
in active-state at the same time share more keys than others.

In Chapter 7?7, we analyze our proposed scheme with respect to the con-
nectivity, security, memory usage, etc. These criteria are seriously affected
by the number of required keys that each sensor node should carry before
deployment. For each analysis, we compare the proposed scheme with the
existing schemes.

Finally, we conclude and discuss about future works in Chapter ?7.



Chapter 2

Preliminaries

2.1 WSN Background

2.1.1 Overview

®
@ Sensor field

@ Sensor node
Figure 2.1: Overview of Wireless Sensor Networks

As shown in Figure 2.1, WSN usually consists of a large number of tiny
sensor nodes, which are equipped with limited computing and radio com-
munication capabilities. They operate in various kinds of fields, performing
tasks such as environmental monitoring and surveillance. A typical network
configuration is composed of sensors working unattended and transmitting
their observation values to some processing or control center, the so-called

base station, which serves as a user interface. Due to the limited transmis-



sion range, sensors that are far away from the base station deliver their data
through multihop communications, ¢.e., using intermediate nodes as relays.

Simple application scenario of WSN can be as follows: When nodes senses
some interest phenomena such as an invader, etc., they perform some simple
computations and then forward data to upstream nodes for aggregation. After
data aggregation is completed, data is transmitted to the base station for
future and valuable usage of the collected data. For instance, this data may
be facilitated for calling the policy directly after sensing the fact that here
comes an intruder.

Since every communication between sensor nodes is transmitted via un-
reliable wireless communication channel, the data is vulnerable to the eaves-
dropping attack done by adversaries. If sensitive data is not encrypted, then
a loss of confidentiality may occur if someone passively monitors the trans-
missions emanating from the WSN. Furthermore, without applying authen-
tication mechanism to WSN, data aggregation is also vulnerable to replay
attack since authenticating of its downstream peers becomes a critical issue.
Besides, DoS, spoofing, resource-exhaustion attack, etc., can be the potential
attacks for WSNJ[6].

To address these security threats, secret key should be pre-loaded to each
sensor for guaranteeing the secure operation of WSN. Therefore, secure key
management, especially key pre-distribution arises as a prominent research
area for WSN. The key pre-distribution means that key information is dis-

tributed among all sensor nodes prior to deployment.

2.1.2 Key Definitions of WSN

WSN is an interdisciplinary research area that draws on contributions from
signal processing, networking and protocols, databases and information man-
agement, distributed algorithms, and embedded systems and architecture. In

the following, we define a number of key terms and concepts that will be used



throughout this thesis.

e Sensor: A transducer that converts a physical phenomenon such as
heat, light, sound, or motion into electrical or other signals that may

be further manipulated by other apparatus.

e Sensor node: A basic unit in a WSN, with on-board sensors, processor,
memory, wireless modem, and power supply. It is often abbreviated as
node. When a node has only a single sensor on board, the node is some-
times also referred to as a sensor, creating some confusion. Throughout
this thesis, we use the terms sensor, sensor nodes, and nodes inter-

changeably.

e Network topology: A connectivity graph where nodes are sensor nodes
and edges are communication links. In a wireless network, the link
represents a one-hop connection, and the neighbors of a node are those

within the radio range of the node.

e Task: Either high-level system tasks which may include sensing, com-
munication, processing, and resource allocation, or application tasks

which may include detection, classification, localization, or tracking.

e Resource: Resources include sensors, communications links, processors,
on-board memory, and node energy reserves. Resource allocation as-
signs resources to tasks, typically optimizing some performance objec-

tive.

e Fuvaluation metric: A measurable quantity that describes how well the
system is performing on some absolute scale. Examples include packet
loss (system), network dwell time (system), track loss (application),
false alarm rate (application), probability of correct association (ap-
plication), location error (application), probability of key sharing (ap-

plication), or processing latency (application/system). An evaluation

7



method is a process for comparing the value of applying the metrics on
an experimental system with that of some other benchmark system or

schemes.

2.1.3 WSN Applications

WSN is designed to perform a set of high-level information processing tasks
such as detection, tracking, or classification. Measures of performance for
these tasks are well defined, including detection of false alarms or misses, clas-
sification errors, and track quality. Applications of WSN are widely spread-
ing and can vary significantly in application requirements, modes of deploy-
ment(e.g., ad hoc versus instrumented environment), sensing modality, or
means of power supply (e.g., battery versus wall-socket). Sample commercial

and military applications include:

e Environmental monitoring (e.g., traffic, habitat, security)

Industrial sensing and diagnostics (e.g., appliances, factory, supply chains)

Infrastructure protection (e.g., power grids, water distribution)

Battlefield awareness (e.g., multitarget tracking)

Context-aware computing (e.g., intelligent home, responsive environ-

ment)

2.1.4 Security Threats To A WSN

There are many vulnerabilities and threats to a WSN. They include outages
due to equipment breakdown and power failures, non-deliberate damage from
environmental factors, physical tampering, and information gathering. In [6],
several security threats to a WSN are identified. Here, we briefly describe the

vulnerabilities and security threats to a WSN as follows:



Passive Information Gathering

If communications between sensors, or between sensors and intermediate
nodes or collection points are in the clear, then an intruder with an ap-
propriately powerful receiver and well designed antenna can passively pick off

the data stream.

Subversion of a Node

If a node is captured, it may be tampered with, electronically interrogated and
perhaps compromised. Once compromised, the sensor node may disclose its
cryptographic keying material and access to the higher levels of communica-
tion and sensor functionality may be available to the attacker. Secure sensor
nodes, therefore, must be designed to be tamper proof and should react to
tampering in a fail complete manner where cryptographic keys and program
memory are erased. Moreover, the secure sensor needs to be designed so that

its emanations do not cause sensitive information to leak from the sensor.

False Node

An invader might “add” a node to a system and feed false data or block
the passage of true data. Typically, a false node is a computationally robust
device that impersonates a sensor node.

While such problems with malicious hosts have been studied in distributed
systems, as well as ad-hoc networking, the solutions proposed (group key
agreements, quorums and per hop authentication) are in general too compu-

tationally demanding to work for sensors.

Node Malfunction

A node in a WSN may malfunction and generate inaccurate or false data.

Moreover, if the node serves as an intermediary, forwarding data on behalf of



other nodes, it may drop or garble packets in transit. Detecting and culling

these nodes from the WSN becomes an issue.

Node Outage

If a node serves as an intermediary or collection and aggregation point, what
happens if the node stops functioning? The protocols employed by the WSN
need to be robust enough mitigate the effects of outages by providing alternate

routes.

Message Corruption

Attacks against the integrity of a message occur when an intruder inserts
themselves between the source and destination and modify the contents of a

message.

Denial of Service(DoS)

A DoS on a WSN may take several forms. Such an attack may consist of

a jamming the radio link, could exhaust resources or misroute data illegally.

Karlof and Wagner [5] identified several DoS attacks including: “Black Hole”,

“Resource Exhaustion”, “Sinkholes”, “Induced Routing Loops”, “Wormholes”,
and “Flooding” that are directed against the routing protocol employed by

the WSN.

Traffic Analysis

Although communications might be encrypted, an analysis of cause and effect,
communications patterns and sensor activity might reveal enough information
to enable an adversary to defeat or subvert the mission of WSN. Addressing
and routing information transmitted in the clear often contributes to traffic

analysis.

10



2.1.5 WSN Operational Paradigms

WSNs are categorized according to its operational paradigm[6]. Some mod-
els of operation are simple; the sensor takes some observations and blindly
transmits the data. Other operational are complex and include algorithms for
data aggregation and data processing. In order to discuss security measures
for a WSN sensibly, one must know the threats that must be defended, and
equally important, those that need not be provided for. It is impossible to
protect the WSN against all possible attacks. One must select a model of
the adversary’s capabilities. Therefore, in the rest part of this subsection,
we briefly describe the operational paradigms that a WSN may use and cor-
responding vulnerabilities. In each case, we assume that there exits a base

station.

Simple Collection and Transmittal

The sensor nodes senses periodically and transmit the associated data directly
to the collection point. Transmission occurs either immediately following
data collection or is scheduled at some periodic interval. In this paradigm
each node is only concerned with its transmission to the base station, which
is assumed to be within range. Thus, any notion of routing or co-operation
among nodes is absent from this paradigm.

This operational paradigm is vulnerable to attacks directed against the
Link Layer. DoS attacks include jamming the radio frequency and collision
induction. It is also vulnerable to spoofing attacks in which a counterfeit
data source broadcasts spurious information. If the data in a plaintext form
is considered to be sensitive, a loss of confidentiality may occur if someone
passively monitors the transmissions emanating from the WSN. Reply attack
in which an adversary transmits old and/or false data to nodes in the WSN

can also be mounted on the six paradigms discussed here.

11



Forwarding

Sensors collect and transmit data to one or more neighboring sensors that
lie on a path to the base station. In turn, the intermediate sensors forward
the data to the collection point or to additional neighbors. Regardless of the
length of the path, the data eventually reaches the collection point. Unlike the
first paradigm, co-operation among nodes in “routing” the data to the base
station is part of this paradigm. That is, a node that receives data intended
for the base station attempts to transmit the same toward the latter, instead
of throwing the data away.

In addition to the vulnerabilities identified under the Simple Collection
and Transmittal paradigm, this method is also vulnerable to Black Hole, Data
Corruption and Resource Exhaustion attacks. In a Black Hole attack, the
sensor node that is responsible for forwarding the data drops packets instead
of forwarding them. A Data Corruption attack occurs when the intermediate
node modifies transient data prior to forwarding it. These attacks require
that the node be subverted or that a foreign, malicious node be successfully
inserted into the network. A Resource Exhaustion attack occurs when an
attacker maliciously transmits an inordinate amount of data to be forwarded,

consequently causing the intermediate node(s) to exhaust their power supply.

Receive and Process Commands

In this paradigm, sensors receive command from a base station, either di-
rectly or via forwarding, and configure or re-configure themselves based on
the commands. This ability to process commands is in addition to that of
transmitting unsolicited data to the base station and helps in controlling
the amount of data handled by the WSN. In this model, the communication
paradigm changes from being exclusively many-to-one to now include one-
to-many communication which means that whereas in the former, the data

transmitted was intended only for the base station, in the latter, the data

12



(i.e., command) is applicable to one or more sensor nodes. Commands may
be broadcast to the entire WSN or may be unicast to a single sensor. If uni-
cast messaging is employed, then some form of addressing of each individual
node needs to be employed. However, no guarantees on the unicast message
actually reaching the intended recipient can be given, because none of the
nodes in the WSN may be aware of either route(s) to the recipient or the
topology of the WSN.

In addition to being vulnerable to all of the previously mentioned attacks,
the Receive and Process Commands paradigm is also vulnerable to attacks
where an adversary impersonates the base station and issues spurious com-

mands.

Self-Organization

Upon deployment, the WSN self organizes, and a central base station(s) learns
the network topology. Knowledge of the topology may remain at the base
station or it may be shared, in whole or in part, with the nodes of the WSN.
This paradigm may include the use of more powerful sensors that serve as
cluster heads for small coalitions within the WSN.

This paradigm requires a strong notion of routing, therefore, in addition
to being vulnerable to all of the previously introduced attacks, this paradigm
is vulnerable to attacks against the routing protocol. These attacks include
Induced Routing Loops, Sinkholes, Wormholes and HELLO Flooding.

Data Aggregation

Nodes in the WSN aggregate data from downstream nodes, incorporating
their own data with the incoming data. The composite data is then forwarded
to a collection point.

This paradigm is particularly vulnerable to replay attacks since the au-

thentication of its downstream peers become an issue. In the previous paradigms,

13



the authentication of the sensor node was left to the base station, which is not
an issue because the base stations are robust and considerably more powerful
than the sensor nodes. In this paradigm, each sensor node that utilizes data
from another sensor node now can not just forward the data as received, and
therefore must ensure that the data is provided by an authorized member of
the WSN.

Optimization: Flexibility and Adaption

Predicated upon their own measurements and upon the values of incoming
data, this paradigm requires that the sensors in the WSN make decisions.
For instance, a decision may be whether to perform a calculation or acquire
the needed value from a peer. Therefore nodes can provide that the peer has
the value and that knowledge is known in advance by the requester.

This operational paradigm shares the same security concerns and issues

as does the Data Aggregation paradigm.

2.1.6 Obstacles of WSN Security

A WSN is a special network which has many constraints comparing to the
traditional computer network. Due to these constraints it is difficult to di-
rectly employ the existing security approaches to the area of wireless sensor
networks. Therefore, to develop useful security mechanisms while borrowing
the ideas from the current security techniques, it is necessary to know and

understand these constraints first.

Very Limited Resources

All security approaches require a certain amount of resources for the im-
plementation, including data memory, code space, and energy to power the
sensor. However, currently these resources are very limited in a tiny wireless

Sensor.
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e Limited Memory and Storage Space A sensor is a tiny device with
only a small amount of memory and storage space for the code. In order
to build an effective security mechanism, it is necessary to limit the code
size of the security algorithm. For example, one common sensor type
has an 8-bit, 4AMHz CPU only with only 8K (total) of memory and disk
space. With such a limitation, the software built for the sensor must
also be quite small. The total available code space of TinyOS, the de-
facto operating system for wireless sensors, is just about 4K, and the
core scheduler occupies only 178 bytes. Therefore, the code size for the

all security related code must also be small.

e Power Limitation Energy is the biggest constraint to wireless sensor
capabilities. We assume that once sensor nodes are deployed in a WSN;
they cannot be easily replaced (high operating cost) or recharged (high
cost of sensors). Therefore, the battery charge taken with them to the
field must be conserved to extend the life of the individual sensor node
and the entire WSN. When implementing a cryptographic function or
protocol within a sensor node, the energy impact of the added security
code must be considered. When adding security to a sensor node, we
are interested in the impact that security has on the lifespan of a sen-
sor (i.e., its battery life). The extra power consumed by sensor nodes
due to security is related to the processing required for security func-
tions (e.g., encryption, decryption, signing data, verifying signatures),
the energy required to transmit the security related data or overhead
(e.g., initialization vectors needed for encryption/decryption), and the
energy required to store security parameters in a secure manner (e.g.,

cryptographic key storage).
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Unreliable Communication

Certainly, unreliable communication is another threat to sensor security. The
security of the network relies heavily on a defined protocol, which in turn

depends on communication.

e Unreliable Transfer Normally the packet-based routing of WSN is
connectionless and thus inherently unreliable. Packets may get dam-
aged due to channel errors or dropped at highly congested nodes. This
causes lost or missing packets. Furthermore, the unreliable wireless
communication channel also results in damaged packets. Higher chan-
nel error rate also forces the software developer to devote resources to
error handling. More importantly, if the protocol lacks the appropriate
error handling it is possible to lose critical security packets. This may

include, for example, a cryptographic key.

e Conflicts Even if the channel is reliable, the communication may still
be unreliable. This is due to the broadcast nature of WSN. If packets
meet in the middle of transfer, conflicts will occur in an interrupted
transfer. In a crowded (high density) WSN, this can be a major prob-

lem.

e Latency The multi-hop routing, network congestion, and node pro-
cessing can lead to the latency of the network, thus make it difficult to
achieve the synchronization among sensor nodes. The synchronization
issues can be critical to sensor security where the security mechanism

relies on critical event reports and cryptographic key distribution.

Unattended Operation

Depending on the function of the particular WSN, the sensor nodes may be
left unattended for long periods of time. There are three main caveats to

unattended sensor nodes:
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e Exposure to Physical Attacks The sensor may be deployed in an
environment open to adversaries, bad weather, and so on. The likeli-
hood of a sensor to 3 suffer a physical attack in such an environment is
therefore much higher than the typical PCs, which is located in a secure

place and mainly faces attacks from a network.

e Managed Remotely Remote management of WSN makes it virtu-
ally impossible to detect physical tampering (i.e., through tamper-proof
seals) and physical maintenance issues (e.g., battery replacement). Per-
haps the most extreme example of this is a sensor node used for remote
reconnaissance missions behind enemy lines. In such a case, the node

may not have any physical contact with friendly forces once deployed.

e No Central Management Point A WSN should be a distributed
network without a central management point. This will increase the
vitality of the WSN. However, if designed incorrectly, it will make the

network organization difficult, inefficient, and fragile.

Perhaps most importantly, the longer that a sensor is left unattended the

more likely that an adversary has compromised the node.

2.2 Related Works

As we discussed in the previous section, WSN suffers from a variety of se-
curity threats. In this thesis, we mainly focus on the eavesdropping and
physical attacks on sensor nodes. To prevent these threats, encryption of all
messages should be supported. Therefore, sensor nodes should share some
cryptographic keys for encryption. For this, robust and secure key manage-
ment scheme is required since WSN has a resource constraints. Also, the
method to minimize the damage caused by the physical attacks like node

capture should be considered while designing the security schemes.
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Eschenauer et al. recently proposed a random key pre-distribution scheme:
before deployment, each sensor node receives a random subset of keys from
a large key pool. To agree on a key for communication, two nodes find one
common key within their subsets and use that key as their shared secret key.
Eschenauer et al.’s scheme is further improved by Chan et al., by Du et al.,
and by Liu et al..

In this section, we briefly introduce the famous key management schemes
for WSN. Furthermore, we discuss about the problems for previous schemes

in detail.

2.2.1 Eschenauer et al.’s Scheme

Eschenauer et al. first proposed a random key pre-distribution scheme[14].
Let m denote the number of distinct cryptographic keys that can be stored
on a sensor node. This scheme works as follows: Before sensor nodes are
deployed, an initialization phase is performed. In the initialization phase, a
random pool (set) of keys S is selected from the total possible key space. For
each node, m keys are randomly selected from the key pool S and stored into
the node’s memory. This set of m keys is called the node’s key ring. The
cardinality of a key pool, |S|, is chosen such that two random subsets of size
m in S will share at least one common key with some probability p.

After the deployment of all sensor nodes, a key-setup phase is performed.
The nodes first perform key-discovery to find out with which of their neighbors
they share a key. Such key discovery can be performed by assigning a short
identifier to each key prior to deployment, and having each node broadcast
its set of identifiers. Nodes which discover that they contain a shared key
in their key rings can then verify that their neighbor actually holds the key
through a challenge-response protocol. The shared key then becomes the key
for that link.

After key-set is complete, a connected graph of secure links is formed.
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Nodes can then set up path keys with nodes in their vicinity whom they did
not happen to share keys with in their key rings. If the graph is connected,
a path can be found from a source node to its neighbor. The source node
can then generate a path key and send it securely via the path to the target

node.

2.2.2 Chan et al.’s Scheme

In Eschenauer et al.’s scheme, any two neighboring nodes need to find a
single common key from their key rings to establish a secure link in the key-
setup phase. Chan et al. further extended Eschenauer et al.’s scheme using
g-compositeness. By increasing the amount of keys overlap required for key-
setup, the network resilience against node captures is improved.

Then, let’s take a look at this scheme in detail. The operation of the
g-composite keys scheme is similar to that of the Eschenauer et al.’s scheme,
differing only in the size of the key pool S and the fact that multiple keys are
used to establish communications instead of just one.

In the initialization phase, a set S of random keys is selected from the
total key space. For each node, m keys are randomly selected from S (where
m is the number of keys that each node can carry in its key ring) and stored
into the node’s key ring.

In the key-setup phase, each node must discover all common keys it pos-
sesses with each of its neighbors. This can be accomplished with a simple local
broadcast of all key identifiers that a node possesses. While broadcast-based
key discovery is straightforward to implement, it has the disadvantage that
a casual eavesdropper can identify the key sets of all the nodes in a network
and thus pick up an optimal set of nodes to compromise in order to discover
a large subset of the key pool S. A more secure, but slower, method of key
discovery could utilize client puzzles such as a Merkle puzzle[17]. Each node

could issue m client puzzles (one for each of the m keys) to each neighboring
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node. Any node that responds with the correct answer to the client puzzle is
thus identified as knowing the associated key.

After key discovery was finished, each node can identify every neighbor
node with which it shares at least ¢ keys. Let the number of actual keys
shared be ¢', where ¢’ > ¢. A new communication link key K is generated
as the hash of all shared keys, e.g., K = hash(ki| ks||...ky). The keys are
hashed in some canonical order, for example, based on the order they occur
in the original key pool S. Key-setup is not performed between nodes that
share fewer than ¢ keys.

Now, we introduce how to calculate the critical parameter |S|, the size
of the key pool. If the key pool size is too large, then the probability that
any two nodes sharing at least ¢ keys would be less than p (the probability
of Eschenauer et al.’s scheme), and the network may not be connected after
bootstrapping is complete. If the key pool size is too small, then security can
be unnecessarily sacrificed. Therefore, a key pool size should be chosen such
that the probability of any two nodes sharing at least ¢ keys is > p. Let m be
the number of keys that any node can hold in its key ring. Then, the largest
S such that any two random samples of size m from S has at least ¢ elements

in common, with a probability of at least p needs to be found.

2.2.3 Pairwise Key Establishment Scheme

In the random key pool distribution schemes described above, keys can be
issued multiple times out of the key pool, and node-to-node authentication is
not possible[11]. In contrast, pairwise key distribution assigns a unique key
to each pair of nodes. We review several different approaches for pairwise key
distribution: the random pairwise key scheme by Chan et al.[11], the single-
space pairwise key distribution approaches by Blom[16], and the multi-space
pairwise key scheme by Du et al.[18] and by Liu et al.[7].

Recall that the size of each node’s key rings is m keys, and the probability
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of any two nodes being able to communicate securely is p. The random pair-
wise keys scheme proceeds as follows: In the pre-deployment initialization
phase, a total of n = % unique node identities are generated. The actual
size of the network may be smaller than n. The identities of unused nodes
will be used if additional nodes are added to the network in the future. Each
node identity is matched up with m other randomly selected distinct node
IDs and a pairwise key is generated for each pair of nodes. The key is stored
in both node’s key rings, along with the ID of the other node that also knows
the key. In the post-deployment key-setup phase, each node first broadcasts
its node ID to its immediate neighbors. By searching for each other’s IDs in
their key-rings, the neighboring nodes can tell if they share a common pair-
wise key for communication. A cryptographic handshake is then performed
between neighbor nodes who wish to mutually verify that they do indeed have
knowledge of the key.

Both Blom’s and the polynomial scheme require a sensor node 7 to store
unique public information U; and private information V;. During the boot-
strapping phase, nodes exchange public information, and node ¢ could com-
pute its key with node j with f(V;,U;). It is guaranteed that f(V;,U;) =
f(V;,U;). Both approaches ensure the A-secure property: the coalition of no
more than A compromised sensor nodes reveals nothing about the pairwise
key between any two non-compromised nodes.

To further enhance the security of single-space approaches, the idea of
multiple key spaces is proposed|[18, 7]. The idea of introducing multiple key
spaces can be viewed as the combination of the basic key pool scheme and
the single space approaches. The setup server randomly generates a pool of
m key spaces each of which has unique private information. Each sensor node
will be assigned k out of the m key spaces. If two neighboring nodes have
one or more key spaces in common, they can compute their pairwise secret

key using the corresponding single space scheme.
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2.2.4 Location-Based Key Management Scheme

When the certain pre-deployment knowledge such as location can be appli-
cable, the connectivity of WSN can be improved. Liu et al.’s location-based
pairwise key pre-distribution scheme takes advantage of the location infor-
mation to improve the key connectivity[8]. Nodes are deployed in a two
dimensional area, and each sensor has an expected location that can be pre-
dicted. The idea is to have each sensor to share pairwise keys with its ¢
closest neighbors. In key-setup phase, for each sensor node S4, a unique key
K 4 and ¢ closest neighbors Spg,, ..., Sp, are selected. For each pair (Sy4, Sg,),
a pairwise key K4 p, = PRF(Kp,|ID,) is generated. Node S, stores all
pairwise keys, whereas node Sp, only stores the key Kp, and the PRF. Thus,
each sensor uses 2¢ 4+ 1 units of memory to store its key-chain. With this
extension, deployments of new nodes are quite easy. A new node S, can be
preloaded with the pairwise keys for ¢ nodes in its expected location. Solution
decreases memory usage, and preserves a good key connectivity if deployment
errors are low. Moreover, this solution has very good resilience against node
capture with scalability.

Du et al.’s scheme also facilitate the location information as pre-deployment
knowledge[19]. This scheme models a pre-deployment knowledge and de-
velops a key pre-distribution scheme based on the model. The scheme di-
vides nodes into ¢ x n groups G;; and deploys them at a resident point
(w;,y;) for 1 < i < tand 1 < j < n where the points are arranged as
two dimensional grids. Resident points of a node m € G;; follows the pdf
fo(z,ylm € Gi;) = f(x — x4,y — y;) where f(z,y) is a two dimensional
Gaussian distribution. In key-setup phase, key pool K P is divided into t x n
key pools KP; ; of size w; j. The pool K P ; is used as key pool for the nodes
in group G, ;. Given w; ; and overlapping factors o and 3, key pool is divided
into subsets. This division is performed as the following policies: (i) two hor-

izontally and vertically neighboring key pools have a X w; ; keys in common,

22



ii) two diagonally neighboring key pools have § x w; ; keys in common, and
(i) gonally neig g key J key

(iii) non-neighboring key pools do not share a key.

2.2.5 Drawbacks of Previous Schemes

We briefly introduced several famous key management schemes for WSN in
the previous section. In this subsection, we discuss about the drawbacks of
previous schemes. Due to the resource constraints of WSN, efficient usage
of resources should be guaranteed. We point out some problems of previous
schemes with respect to the memory usage caused by redundant key assign-
ments and difficulties to pre-determine the location of sensors.

The existing schemes still require each sensor node to be loaded with a
large number of keys for large scale WSNs. For instance, to implement the
random key pre-distribution schemes proposed by Eschenauer et al. and Chan
et al. for a WSN of size 10,000, at least 200 keys are required for each sensor,
which is almost half of the available memory (assume 64-bit keys and less
than 4KB data memory).

Also, in the cases of utilization of pre-deployment knowledge such as lo-
cation, although a WSN is deployed via random scattering (e.g., from an
airplane) in the group-manner, actually it’s difficult that the schemes know
beforehand which nodes will be within communication range of each other
after deployment. Even if the sensor nodes are deployed by hand, the large
number of sensor nodes involved makes it costly to pre-determine the location
of every individual sensor node in each group.

Furthermore, since real operation mechanism of WSNs by which sensor
nodes transit their states periodically are not considered while designing key
management schemes, redundant key assignments for each sensor node can
be happened. In a WSN, only active sensors participate in useful commu-
nication. Therefore, if there exist two sensor nodes which have very low

probability to be in active-state at the same time and the pre-distributed
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Figure 2.2: Example of Redundant Key Assignments in WSNs

key sets assigned only to those sensor nodes, these key sets may be hardly
used during the lifetime of WSNs with very low probability. In this case,
these keys are assigned unnecessarily and only occupy data memory space of
each sensor node with no use. Fig. 2.2 illustrates one example of redundant
key assignment. Let s; and k; (with i = 1,2, j = 1,2,---)denote the sensor
node and its pre-distributed symmetric keys, respectively. Let 7; denote the
time-interval when sensor s; is supposed to be in active-state with high prob-
ability. Two sensors, s; and sy, are deployed closely, so they may share more
keys as proposed in [19]. Suppose that s; and sy have key set {ki, ko, k3, k4 }
and {ky, ks, ks, k¢ }, respectively. During 77, s; are sy are in active-state and
sleep-state, respectively. Then, as time goes by, s; and s, transit their states
to sleep-state and active-state, respectively. If s; and s, are in active-state at
the same time with very low probability, the shared key only between them,
{k1, k3}, may be hardly used. Therefore, the key assignments of these keys

to s; and sy are redundant.
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Chapter 3

Our Proposed Scheme

In this chapter, we propose a novel key management scheme for WSN, which
utilizes a new pre-deployment knowledge, state of sensors, to address the
drawbacks of previous schemes.

First of all, we model the pre-deployment knowledge and define several
terminologies used in the scheme. We consider the assumptions and security
requirements used to design the proposed key management scheme. Then,

we describe the way to pre-distribute keys among all sensor nodes in detail.

3.1 Main Idea

In a WSN, sensor nodes are deployed in the hostile environment and commu-
nicating each other via unreliable wireless communication channels. For the
secure communications among the sensor nodes, the security requirements
such as data confidentiality, data integrity, data freshness, authentication,
etc. should be satisfied. Therefore, key management scheme is necessarily
required. However, due to the acute resource constraints of WSN efficiency
should be considered as the primary objective while supporting the same or
higher level of security. Recently, several key management schemes are pro-
posed, but there exist some drawbacks that can cause serious problems to the
WSN.

To address these problems, we propose a novel key management scheme

that facilitates the new pre-deployment knowledge, state of sensors. By as-
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Table 3.1: Useful sleep states for WSNs

StrongARM | Memory | Sensor A/D | Radio
So active active on tX,rx
Sy idle sleep on rx
S sleep sleep on rx
Sy sleep sleep on off
Sy sleep sleep off off

signing more keys to the group of sensors which have high probability to be
in active-state at the same time together, we can remove redundant key as-
signments, hence, reduce the number of required secret keys for each sensor
should carry while supporting the equivalent connectivity. Since the nodes
need only small amount of secret keys, the resilience against node captures is

improved compared to the previous schemes.

3.2 Modeling of Pre-Deployment Knowledge

3.2.1 Classification of States

In our proposed scheme, new pre-deployment knowledge, state of sensors,
is exploited for improving the storage efficiency of key management scheme.
Before modeling of pre-deployment knowledge regularly, we need to classify
the states of sensors. In general, several sleep states could be defined as shown
in Table 3.1[4].

For ease of modeling, we only consider two major operational states: active
and sleep. In the sleep state, the lowest value of the node power is consumed,;
while being asleep, a sensor cannot interact with the external world like Sj3

and S, in Table 3.1. On the other hand, the sensors in active-state can
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interact with the external world with higher node power consumption.
Because the sensor in the sleep state cannot interact with other, transfer-
ring and receiving data is impossible. This data communication is occurred
only in the active-state. The state of sensor is usually switched as time goes
by. Therefore, communications only among active-state nodes are required

to be encrypted using cryptographic keys.

3.2.2 Active-State Group(ASG)

As we described previously, the communications only among the active-state
sensors at given time need to be encrypted for security. Therefore, if we can
determine or predict the state of sensors prior to the deployment, keys can be
shared only among sensors which have high probability to be in active-state
together at the same time.

However, it is difficult to predict the state of sensors beforehand since
we don’t know in detail about the application of the corresponding WSNs
and the state of sensors depends on MAC protocols, sleep-scheduling algo-
rithms, events that sensors may receive, and other various unpredictable fac-
tors around WSNs. Hence, in our proposed scheme, we narrow down the
application of WSNs as the environmental monitoring and surveillance of the
battle fields. Even though we restrict the usage of our scheme, it can be ap-
plied to any application where the state of sensors can be known beforehand.

In above applications, it is efficient to implement sensor nodes to be in
active-state at specific time-interval with high probability and sleep at most of
other times for prolonging the lifetime of WSNs since the periodic activating
of sensor nodes is required. Therefore, we assume that sensor nodes are im-
plemented to be in active-state at specific time-intervals with high probability
and in other time-intervals the probability is relatively low.

Then, all sensor nodes can be grouped depending on the time-intervals

when they have high probabilities to be in active-state. That is, the sensors to
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be activated simultaneously with high probabilities can be grouped together.
For instance, if sensor s; and sy have high probabilities to be in active-state
at time-interval T3, they may be grouped together as the first group.

Now, we define Active-State Group(ASG) G; (i=1,2,3,- - -) is the group of
sensor nodes which have high probabilities to be in active-state at the same
time-interval. And we define active-probability as the probability that each
ASG is in active-state at given time-interval.

Then, we model the active-probability as a 1-D Gaussian distribution.
Although we only use the Gaussian distribution, our proposed scheme can be
also applied to other probability distributions. We denote the time when the
active-probability is the highest as #%,,y for each ASG i. We also assume
that [, 45 — t4F x| is constant for all ASGs. Then, if one sensor s in G; has
the highest probability to be in active-state around time t,,, the PDF of

active-probability for s in G; is as follows:

filth € Gi) = — i e (thax)/2e?

V2rp
= f(t—thrax) (3.1)

where f(t) = ﬁpe’tzﬂpz. Without loss of generality, we assume that the
PDF for each ASG is identical except the value of %, , , so we use f(t|k € G;)
instead of f(t|k € G;).

Figure 3.1 depicts the probability distribution of active-probability for
each ASG. We define that two ASGs are time-neighbors if their correspond-
ing time-intervals are close regardless of their physical locations. That is, if
one ASG is supposed to be in active-state with high probability during one
time-interval, the other (time-neighbor) ASG can be in active-state during
previous or next time-interval of the former one with high probability. We
can find out that if one ASG has the highest active-probability at one time-
interval, then it also has moderately high active-probability at neighboring
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Figure 3.1: Probability Distribution of active-probability for each ASG

time-intervals. Therefore, two time-neighbor ASGs have moderate probabili-

ties to be in active-state at the same time-interval.

3.3 Lifetime of WSN

Before starting to propose our key management scheme, we discuss about
lifetime of a WSN. The lifetime of each WSN solely depends on the battery
equipped in each sensor node. However, by facilitating the sleep-scheduling
algorithm appropriate for each application, the lifetime can be extended.

In our proposed scheme, we assume that sensors are grouped by the time-
intervals. Hence, it is required to define the lifetime of a WSN as the col-
lection of time-intervals. We divide the whole lifetime of WSN into many
small time-intervals and each of them repeats periodically. It means that
the probability distribution at the time-intervals depicted in Fig. 3.1 repeat
continually for each ASG. For the robust operation of a WSN, there should
be no time-interval when all sensor nodes are in sleep-state. That is, at least
one sensor node should be in active-state and perform data processing, data

communication, etc.
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Figure 3.2: Key Pre-Distribution Phase

3.4 Design of Key Pre-Distribution Scheme

Using the pre-deployment knowledge modeled in the previous section, we
propose a novel random key pre-distribution scheme. Our proposed key
pre-distribution scheme consists of three phases: key pre-distribution phase,
shared-key discovery, and path-key establishment. Because we adopt new
pre-deployment, knowledge, all phases for key pre-distribution are consider-

ably different from Eschenauer et al.[14].

3.4.1 Key Pre-Distribution Phase

This phase is performed off-line and before the deployment of sensor nodes.
Fig. 3.2 illustrates the processes for key pre-distribution. We assume that
L ASGs are defined while grouping all sensor nodes. First, key setup server
(e.g., base station) generates a large GIP S, and then divides it into L KPs
S; for each ASG ;. The purpose of setting up the KP is to allow sensors
within same ASG and the time-neighbor ASGs to share more keys. We will
describe the detail KP setup step later. After completion of KP setup, for
each sensor j in G, randomly selected KR R;; from its corresponding KP
S; is loaded into the memory of the sensors. Each KR consists of randomly

selected cryptographic keys such as ko, k4, k15, - - ..
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Figure 3.3: Shared-Key Discovery Phase

3.4.2 Shared-Key Discovery Phase

After deployment, the state of each sensor in each ASG transits depending on
the sleep scheduling algorithm, events, and other variable unpredictable fac-
tors at each time-interval. For secure communication with active-state sensor
nodes at given time-interval, each sensor node first performs key-discovery to
find out with which of other active-state sensor nodes they share a key. Such
key discovery can be performed by assigning a short identifier to each key
prior to deployment, and having each sensor node broadcast its set of iden-
tifiers. Sensor nodes which discover that they contain a shared key in their
key rings can then verify other active-state sensor node actually holds the key
through a challenge-response protocol. For enhancing security in challenge-
response, encryption of each identifier on the sender and decryption on the
receiver can be utilized. The shared key then becomes the key for that link.
After above step, the entire sensor networks forms a key-sharing graph.

For example, as illustrated in Fig. 3.3, suppose that two sensor nodes,
S1 and Sy, are in active-state at the same time. For secure communications,
S1 broadcasts its indices of keys to others. When Sy receives this broadcast
message, it can verify that S; also has a same key k, with itself by comparing
the indices of keys. Then, two sensor nodes can transfer and receive any

message via this common secret key.
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Figure 3.4: Path-Key Establishment Phase

3.4.3 Path-Key Establishment Phase

Sensor nodes can set up path keys with sensor nodes in their vicinity that
they did not happen to share keys with in their key rings. If the key-sharing
graph is connected, a path can be found from a source sensor node to other
active-state sensor nodes. The source node can then generate a path key and
sends it securely via a path to the target sensor node.

For example, as illustrated in Fig. 3.4, suppose that three sensor nodes,
S1, S3 and Sy, are in active-state at the same time. However, S3 and S; don’t
share any common secret key even though S3 wants to communicate with S,
in a secure manner. In this case, S; can act as a source node as described
above. First, S3 sends the request to S7 using the shared key, ki5. Then, S;
generates a path key for S3 and S; and send it securely by encrypting this
key using k; and ky5. Finally, S5 and S; can communicate with each other

via this path-key.

3.5 Setting up KPs

Since key assignments are determined by the active-probability, in some cases
sensor nodes may be in active-state even though they are not supposed to

be. Therefore, sensors in one ASG should share some keys with sensors not
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Figure 3.5: Shared keys between neighboring KPs

only in same ASG but also in other ASGs. For this, some portion of each KP
should be overlapped with other KPs. Since the active-probability of each
ASG follows the Gaussian distribution, sensor nodes have moderately high
probabilities to be in active-state at the previous and next time-interval as
described in the previous section. Therefore, to set up the KPs, some keys
are from the previous and next KPs.

We will show how to assign keys to each KP S; such that KPs of neighbor-
ing time-intervals have a certain number of common keys. We assume that a,
overlapping factor, determines the certain number of common keys between
neighboring time-interval AGSs. In our scheme, one KP shares exactly a|S¢|
with the previous and next time-interval KPs(0 < a < 1). To achieve this
property, we divide the keys in each KP into three partitions like illustrated
in Fig. 3.5. Keys in each partition are those keys that are shared between
corresponding neighboring time-interval KPs. For instance, in Fig. 3.5, the
left partition of Gy consists of a|Sg| keys shared between G; and Gs.

Given the GIP S and overlapping factor a, we now describe how to select
keys for each KP. Since we use similar methodology used in [19], here we
briefly describe the way to set up KPs. First, keys for S; are selected from
S; then remove selected |Sg| keys from S. Then, for each S;, select a|Sg|
keys from KP S; 1; then select k = (1 — a)|Sg| keys from S, and remove the
selected k keys from S. After G selects a|Sg| keys from G5, no other group

can select any one of these keys. These procedures repeat until all KPs are
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set up.
Now we calculate the number of keys in each KP. Since keys selected from
the other groups are all distinct, the sum of all the number of keys should be

equal to |S|. Therefore, we have the following equation:

S|
Sgl=————
S/ L—alL +a

where L is the number of ASGs.
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Chapter 4

Analysis and Evaluation

In this chapter, we analyze our proposed scheme in detail. For analysis, we
adopt the similar methodologies used in [19]. However, since we facilitate
a new pre-deployment knowledge different from [19], some parts are slightly

different.

4.1 Evaluation Metrics

We evaluate our proposed scheme against following criteria that represent

desirable characteristics in a key pre-distribution scheme for WSNs:

e Low Memory Occupation: To address the limited memory constraint,
small number of keys should be promised while supporting equivalent

or higher level of security.

e Connectivity: With smaller number of keys, the probability that two
sensors share at least one common key at given time-interval should be

same or higher.

e Stronger Resilience Against Node Capture: Sensor nodes are easily cap-
tured by the adversaries. Once captured, they are analyzed and may
reveal secret information to the attackers. The proposed scheme should

be resilient against node capture.
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4.2 Analysis of Connectivity

We calculate pg, the probability that two active-state sensor nodes share at
least one common key after deployment at given time-interval. Let A and
B be the probabilistic event that two sensors are in active-state at given
time-interval and the event that two sensors share at least one common key,

respectively. Hence,
PriBn A
Pr[A]

First, we will find out the probability that two sensor nodes are in active-

ps = Pr|B|A] = (4.1)

state at given time-interval. For this, we need to consider two cases as follows:

e (Case 1: Two sensor nodes were in the same ASG during key pre-

distribution phase.

e (Case 2: Two sensor nodes were in different ASGs during key pre-

distribution phase, and two ASGs are time-neighbors each other.

For each case, we can calculate the probability that two sensors are in
active-state at given time-interval using Eq. 3.1. Suppose that time-interval
T; is given as t; <t < t;;1. Then, the active-probability of GG; at T; can be

found as follows:

MT;) = Fl(tiya) — F(t)

_ <ti+1 - t?vmx) _ (tz’ - t§\4AX>
p p

e (tz‘ - lMAx) _0 (tm tl}wa)
p p

where i(=1,2,3, ---) is the index of the time-interval.
Then, we can define the probability that two sensors are in active-state

for each case as follows:

h(T;)?, ifi=j (Case 1)
H(i,j) =< h(T;) x h(T;x,), ifi—j=41 (Case 2) (4.2)
0, otherwise
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Now, we need to calculate the probability that two sensors share at least
one common key. This probability can be expressed as 1 - Pr[two sensors do
not share any key]. Since the size of KP is |S¢|, the number of keys shared
between two KPs is A|Sg|, where A is 1, a, or 0. According to the value of
A, we should consider three cases for finding the required probability; two
sensors come from the same ASG (A=1), the neighboring ASGs (A=a), and
the different ASGs which are not close each other (A=0).

We adopt the same overlapping key pool method used in [19], so here
we just briefly introduce the procedures and equations for calculating the
required probability. The first node selects i keys from A|Sg| shared keys, it
then selects the remaining R — 7 keys from the non-shared keys. The second
node selects R keys from the remaining (|S¢| —i) keys from its KP. Therefore,
p(A), the probability that two sensors share at least one key when their KPs

have A|Sg| keys in common, can be calculated as follows:

p(\)

= 1 — Pr(two sensors do not share any key)
min(R,\|Sa|)

; (MfG) ((1 R)\)ZSG> <|5GR Z)

(%)

|Se:|—R
Here, if A = 1, the above equation can be reduced as p(A\) =1 — (> )

If A =0, the required probability is simply zero, p(A) = 0.

Finally, we can calculate p; using Egs. 4.2 and 4.3. We define W as the set
of all ASGs in our scheme. Suppose that two sensors, s; and s;, are selected
from G, and G of ¥. Since the event that two sensors share at least one
common key is independent of the event that two sensors are in active-state
at given time-interval, we can calculate the probability that s; and s; are in

active-state at given time-interval, and two sensors share at least one common
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key using Eqs. 4.2 and 4.3 as follows:

p(A(i,5)) - H (i, j) (4.4)

where A(i, j) is defined as follows:

1, ifi=jy
Mij) =4 a,  ifli-j=1
0, otherwise

Then, p, is the average of the value in Eq. 4.4 for all ASGs, and can be

calculated as follows:

D, = Zie@ Zje\l: H(iaj) 'P()\(i;j))
S Yiew Y jew H(i )

Fig. 4.1 illustrates the connectivity versus the number of keys each sensor

carries under |S| = 100,000, L = 100, and a = 0.25. We compare our proposed
scheme with Eschenauer et al.’s scheme and Du et al.’s scheme. The proposed
scheme offers better performance compared to other schemes. To achieve the

same probability, our proposed scheme requires much smaller number of keys.
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4.3 Analysis of Resilience against Node Cap-

ture

A resilience toward node capture is calculated by estimating the fraction
of total network communications that are compromised by a capture of x-
nodes not including the communications in which the compromised nodes are
directly involved. To evaluate our key pre-distribution scheme against node
capture, we apply the same method used in [19]. Note that the number of
required keys that each sensor should carry is an important factor to evaluate
the scheme. In our scheme, we can reduce the number of keys that each sensor
should store in its memory drastically compared to the previous schemes. In
[19], the estimation of the expected fraction of total keys being compromised

is calculated by .
xT
1—(1— E)
where x is the number of compromised nodes.
Fig. 4.2 illustrates the theoretical results. We compare our scheme with
the existing random key pre-distribution schemes such as Eschenauer et al.’s
scheme and Du et al.’s scheme. We can see from Fig. 4.2 that our proposed

scheme lowers the fraction of compromised communication after z-nodes are
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Table 4.1: Memory Usage for each sensor

Our Scheme | Eschenauer et al. | Du et al.

ps = 0.33 5% 40% 9.2%

ps = 0.50 6% 51% 13%

compromised. The most important reason for this improvement is that, to
achieve the equivalent connectivity while using the same key pool size [S],
our proposed scheme only requires much smaller R keys. For instance, to
achieve py, = 0.33 under |S| = 100,000, Eschenauer et al.’scheme and Du et
al.’s scheme require R = 200 and 46, respectively. However, our scheme only
needs R = 25. In the case p, = 0.50, the same improvement can be found.
By adopting new deployment knowledge, we enable to reduce the number of

redundant keys carried by each sensor node.

4.4 Analysis of Memory Usage

As described in the previous section, our proposed scheme requires much
smaller number of keys compared to the previous scheme for guaranteeing
the equivalent connectivity. If we assume 64-bit keys and less than 4KB
data memory of each sensor [1], for p;=0.33, the memory occupation of our
proposed scheme can be calculated as 5%. This percentage is much smaller
than 9.2% (Du et al.’s scheme) and 40% (Eschenauer et al.’s scheme). In the
similar way, for p,=0.50, we also can verify that much less memory space is

required in our proposed scheme. This analysis can be summarized in Table
4.1.
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4.5 Applications of Proposed Scheme

In our proposed scheme, the parameters which can determine the performance
of the scheme could be carefully chosen depending on the types of applications
and the required lifetime of WSNs. That is, if WSN should operate for longer
time, larger number of groups is required since period of activating one ASG
is long so that ASG can remain in sleep-state(preserving the battery power)
in the rest of time. In the case of large scale WSNs, large size of GIP and
large number of ASGs are required. In some scenarios, each ASG just needs
to share small number of keys with other time-neighbor ASGs.

Therefore, to examine the performance of our proposed scheme depend-
ing on the various application scenarios, we vary the values of the parameters
related to the connectivity. Depending on the size of GIP |S|, the number
of ASGs L, and the overlapping factor a, the connectivity becomes diverse.
However, with small number of keys high connectivity can be promised. It
means that our proposed scheme also works well in various application sce-
narios. Fig. 4.3 shows the performance of our proposed scheme under the

different parameters.
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Chapter 5

Conclusion

In this thesis, we have studied the key management schemes for WSNs. We
have reviewed several previous schemes related to the key pre-distribution
schemes and pairwise key establishment schemes. Also we have discussed
about the drawbacks of previous schemes.

We proposed a novel random key pre-distribution scheme that exploits
new pre-deployment knowledge, state of sensors. By facilitating this knowl-
edge, we can make keys be shared with sensors which are activated at the
same time together can share more keys. Therefore, we can remove the re-
dundant key assignments while achieving the equivalent connectivity with
smaller number of keys compared to the previous schemes. Through this ac-
complishment, we can expect the save of large memory space for each sensor
node and also improvement of resilience against node captures.

Furthermore, we analyze our proposed scheme with respect to the con-
nectivity, resilience against node capture, and memory usage to convince the
better performance and efficiency. By analyzing our scheme under the dif-
ferent application scenarios, we can show that our proposed scheme can be
utilized in the various applications.

As future work, we will consider other deployment strategies and associ-
ated distributions for sensor’s state to validate the flexibility of our proposed
scheme. Also, we will discuss about the specific applications of our proposed

scheme in detail.
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