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Abstract. Group signature and blind signature are very important primitives in cryptography. A group signature scheme allows a group member
to sign messages anonymously on behalf of the group and a blind signature scheme can ensure anonymity of the sender of a message. Recently,
S. Xia and J. You [14] proposed a group signature scheme with strong
separability in which the revocation manager can work without the involvement of the membership manager and J.J-R. Chen and A.P. Chen
[5] proposed a blind signature scheme based on dual complexities (which
combines factorization and discrete logarithm problem). In this paper,
we give a universal forgery attack on Xia-You’s group signature scheme
which any one (not necessarily a group member) can produce a valid
group signature on an arbitrary message, and it is untraceable by the
group revocation manager. For Chen-Chen’s blind signature scheme, we
show that it could not meet the untraceability property of a blind signature, i.e., it could not ensure anonymity of the user.
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Introduction

Digital signatures, one of the most important applications of public key cryptosystem, can be used to authenticate the identity of the sender of a message or
the signer of a document, and possibly to ensure that the original content of the
message or document that has been sent is unchanged. Digital signing is at the
heart of Internet based transactions and e-commerce. Sometimes additional conditions are imposed upon digital signature. Blind signature and group signature
are very important signatures with additional functionality.
Group signature is a relatively new concept introduced by Chaum and van
Heijst [4] in 1991. In a group signature, the participants are group members, a
group manager (It can be split into a membership manager and a revocation
manager). Members of a given group are allowed to sign on behalf of the entire group. In addition, the signature is publicly verifiable: it can be validated
by anyone in possession of a group public key. However, group signatures are
anonymous in that no one, with the exception of a designated group revocation
manager, can determine the identity of the signer. The membership manager is
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responsible for the system setup and for adding group members while the revocation manager has the ability to revoke the anonymity of signatures. At the
same time, no one including the group manager can misattribute a valid group
signature. Because the scheme allows us to anonymously verify user’s ownership
of some privilege, it is applied to various security protocols such as anonymous
electronic cash, electronic auction, etc. [8][9][11][15]. In the other hand, various
group signature schemes are also proposed [1][2][7][14].
The concept of blind signatures was introduced by Chaum [3], which provides
anonymity of users in applications such as electronic voting, electronic payment
systems, etc. In contrast to regular signature schemes, a blind signature scheme
is an interactive two-party protocol between a user and a signer. It allows the
user to obtain a signature of a message in a way that the signer learns neither
the message nor the resulting signature. Blind signatures play a vital role in
ensuring anonymity while still being able to provide the authentication of digital
signatures.
A blind signature should have two requirements: Blindness (i.e., the signer
does not know the content of the message) and U ntraceability (i.e., the signer
can not link the message-signature pair after the blind signature has been revealed to the public).
Recently, S. Xia and J. You [14] presented a group signature scheme with
strong separability in which the revocation manager can work without the involvement of the membership manager, and claimed that their scheme was secure.
In InfoSecu’02, J.J-R. Chen and A.P. Chen [5] proposed a blind signature
scheme based on dual complexities (which combines factorization and discrete
logarithm problem).
In this paper, we present an attack on Xia and You’s group signature scheme
and Chen and Chen’s blind signature scheme together. With our attack, any
one (not necessarily a group member) can produce a valid group signature on an
arbitrary message on Xia-You’s group signature scheme, which cannot be traced
by the group revocation manager. For Chen and Chen’s blind signature scheme,
we show that it could not meet the untraceability property of a blind signature.
The organization of this paper is as follows: In Section 2 we describe XiaYou’s group signature scheme, and in Section 3, we propose a universal forgery
attack on this scheme. After describing the blind signature scheme proposed by
Chen and Chen in Section 4, we show that Chen-Chen’s blind signature could
not meet the untraceability property in Section 5. We make a concluding remark
in the final section.
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Xia-You’s Group Signature Scheme

Recently, S. Xia and J. You [14] proposed a group signature scheme with strong
separability based on the idea of identity-based cryptographic system first introduced by Shamir [12], and claimed that their scheme satisfied all the security
properties of group signature.

3

We first give a short description of the group signature scheme proposed by
S. Xia and J. You and refer to the original paper [14] for more details. XiaYou’s group signature scheme is identity-based, and consists of four entities: a
trusted authority for generating secrets keys of all signers, a group manager for
managing the memberships and identifying the signers, several signers (group
members) for issuing group signatures and several verifiers for checking them.
[Setup of T rusted Authority]
The trusted authority generates two prime numbers p1 and p2 of about 100
decimal digits such that p1 − 1 and p2 − 1 contains several prime factors of 13-15
decimal digits, but no larger one, and (p1 − 1)/2 and (p2 − 1)/2 are relatively
prime. Let m = p1 p2 . p1 and p2 can be chosen to satisfy p1 ≡ ±1 (mod 8) and
p2 ≡ ±3 (mod 8) so that the Jacobi symbol (2/m) is equal to −1. In this case, it
is easy for the trusted authority to find the discrete logarithms modulo p 1 and
p2 , respectively. g is chosen such that g < min(p1 , p2 ). The trusted authority
publishes (m, g) and keeps (p1 , p2 ) to be secret.
[Generating U sers0 P rivate Keys]
For a user Ui with identity information Di , the trusted authority computes
IDi = Di (if (Di /m) = 1), or IDi = 2Di (mod m) (if (Di /m) = −1). In this
case, the Jacobi symbol (IDi /m) will be sure to equal to 1. The trusted authority
computes the private key xi for Ui such that IDi = g xi (mod m).
[Setup of Group M anager]
The group manager setup RSA cryptosystem, n = p3 p4 , m < n, the public
exponent is e and the private exponent is d. The group manager chooses two
∗
∗
integers x ∈ Zm , h ∈ Zm
, and computes y = hx (mod m) satisfying y ∈ Zm
. Let
∗
H() be a hash function that maps {0, 1} to Zm . The public key of the group
manager is (n, e, h, y, H()) and his secret key is (x, d, p3 , p4 ).
[Generating M embership Keys]
When a user Ui wants to join the group, the group manager computes zi =
IDid (mod n) and sends it to Ui in a secure way. Ui checks the validity of zi by
verifying IDi = zie (mod n).
[Signing P hase]
To sign a message M, Ui chooses random integers α, β, θ, ω ∈ Zm and δ ∈ Zn ,
and computes
A = (y α · zi ) (mod n), B = y ω · IDi , C = hω (mod m),
D = H(y k g k h k B k B̂ k C k v k t1 k t2 k t3 k M ),
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where B̂ = B (mod m), v = (Ae /B) (mod n), t1 = y δ (mod n), t2 = (y β ·
g θ ) (mod m), t3 = hβ (mod m).
E = δ − D · (α · e − ω), F = β − D · ω, G = θ − D · xi .
The group signature on M is (A, B, C, D, E, F, G).
[V erif ication P hase]
After the verifier receives the message-signature pair {M, (A, B, C, D, E, F, G)},
he computes
B̂ 0 = B (mod m), v 0 = (Ae /B) (mod n),
D

t01 = (v 0D · y E ) (mod n), t02 = (B̂ 0 · y F · g G ) (mod m), t03 = (C D · hF ) (mod m),
D0 = H(y k g k h k B k B̂ 0 k C k v 0 k t01 k t02 k t03 k M ),
The verifier accepts the signature if and only if D 0 = D.
The signature verification is correct, and this scheme has strong separability.
The reader can refer to [14] for details.
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A Universal Forgery Attack on Xia-You’s Group
Signature Scheme

In this section, we propose a universal forgery attack on Xia-You’s group signature scheme.
The public key of the trusted authority is (m, g) and the public key of the
group manager is (n, e, h, y, H()). For any one, say Alice, (not necessarily a group
member), she can do as follows to produce a valid group signature on an arbitrary
message M without the membership key:
[F orging a Signature]
Alice chooses random integers α, β, θ, ω ∈ Zm and δ ∈ Zn , and computes
A = y α (mod n), B = y ω , C = hω (mod m),
B̂ = B (mod m), v = (Ae /B) (mod n),
t1 = y δ (mod n), t2 = (y β · g θ ) (mod m), t3 = hβ (mod m),
D = H(y k g k h k B k B̂ k C k v k t1 k t2 k t3 k M ),
E = δ − D · (α · e − ω), F = β − D · ω, G = θ.
The group signature on M is (A, B, C, D, E, F, G). We see that Alice can produce
(A, B, C, D, E, F, G) without any private information.
[V erif ication P hase]
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After receiving the message-signature pair {M, (A, B, C, D, E, F, G)}, the verifier
computes
B̂ 0 = B (mod m), v 0 = (Ae /B) (mod m),
D

t01 = (v 0D · y E ) (mod n), t02 = (B̂ 0 · y F · g G ) (mod m), t03 = (C D · hF ) (mod m),
D0 = H(y k g k h k B k B̂ 0 k C k v 0 k t01 k t02 k t03 k M ),
The verifier accepts the signature if and only if D 0 = D.
The correctness of verification of the forgery signature can be easily seen as
follows:
t01 = (v 0D · y E ) (mod n)
= (Ae /B)D · y δ−D·(α·e−ω) (mod n)
= y (α·e−ω)·D · y δ−D·(α·e−ω) (mod n)
= y δ (mod n)
= t1
D

t02 = (B̂ 0 · y F · g G ) (mod m)
= (B D · y β−D·ω · g θ ) (mod m)
= (y ω·D · y β−D·ω · g θ ) (mod m)
= (y β · g θ ) (mod m)
= t2
t03 = (C D · hF ) (mod m)
= (hω·D · hβ−D·ω ) (mod m)
= hβ (mod m)
= t3
From above, an adversary can forge a valid group signature on an arbitrary
message. So the security of Xia-You’s group signature scheme relies on neither
RSA nor the discrete logarithm problem as they claimed.

4

Chen-Chen’s Blind Signature Scheme

In InfoSecu’02, J.J-R. Chen and A.P. Chen [5] proposed a blind signature scheme
based on dual complexities (i.e., combines the factorization [10] and the discrete
logarithm problem [6]). The details of this scheme are described as follows:
Signer Alice chooses a strong prime number p which satisfies: p = 4p1 q1 + 1,
and both p1 , q1 are also strong prime number. Let n = p1 q1 . Then chooses a
number g with the order of g modulo p is n. Selects a number x ∈ Zn∗ , and
computes y = g x (mod p). Alice publishes {p, n, g, y} as her public keys, and
stores {x, p1 , q1 } as her private keys.
Assuming that user Bob requests Alice generating a blind signature for message m, they perform the following steps:
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1. Alice chooses a random number k ∈ Zn∗ and computes r = g k (mod p), then
sends r to Bob.
2. Bob chooses two numbers a2 , a3 ∈ Zn∗ and computes:
2

R = r a2 g a3 (mod p), a1 = (Ra3 )−2 (mod n),
b1 = a1 m2 (mod n), b2 = R2 a1 a2 (mod n).
Then send b1 , b2 to Alice.
3. Alice computes:
1

b3 = b1 x + b2 k(mod n), b4 = (b3 + 1) 2 (mod n).
If b3 + 1 is not a square modulo n, then requests Bob go through step 2 again
until b3 + 1 is a square modulo n. Alice sends b4 to Bob.
4. Bob computes:
s = Ra3 b4 (mod n).
s, R are defined as the blind signature for message m.
The verification of the blind signature (m, s, R) is as follows:
2

2

2

g s = y m RR (mod p).
If this holds, then accept this blind signature, else refuse it.
About the correctness of verification and the blindness of above blind signature scheme, we refer to [5] for details.
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Cryptanalysis of Chen-Chen’s Blind Signature Scheme

In this section, we show Chen-Chen’s blind signature scheme could not meet
the untraceability property of a blind signature. The signer Alice will keep a set
of records for all the blinded messages and use them to link a valid signature
(m, s, R) to its previous signing process instance. In other word, after the blind
signature has been revealed to the public by Bob, the signer Alice can link the
message-signature pair. The details of this cryptanalysis are described as follows:
– For every message-signature pair (m, s, R), it corresponds to the signing
session (r, b1 , b2 , b4 ). After every signing process, Alice can compute w =
−1

b4 b1 2 (mod n), and store {w, ID, T ime, (r, b1 , b2 , b4 )} in his/her database.
Here ID is the identity of sender of message m, and T ime is the date of
signing.
– Alice wants to trace (or link) a message-signature pair (m, s, R), then computes v = sm−1 (mod n), and searches v in her database. If she finds w = v,
then the signing session {w, ID, T ime, (r, b1 , b2 , b4 )} corresponds (m, s, R).
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If a message-signature pair (m, s, R) corresponds to the signing session (r, b 1 , b2 , b4 ),
then we have
−1
sm−1 (mod n) = w = b4 b1 2 (mod n).
Since
a1 = (Ra3 )−2 (mod n),
b1 = a1 m2 (mod n) = (Ra3 )−2 m2 (mod n),
1

b12 = (Ra3 )−1 m(mod n),
and
s = Ra3 b4 (mod n),
so we have

−1

sm−1 (mod n) = w = b4 b1 2 (mod n).
Blind signatures play a central role to guarantee anonymity in electronic
cash by ensuring the untraceabilty and unlinkability of electronic cash. From
this attack, we found that Chen-Chen’s blind signature scheme could not ensure
the untraceability of users.
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Conclusion

Group signature schemes allow a group member to anonymously sign on group’s
behalf, it can ensure the anonymity of the signer, and blind signature can ensure
the anonymity of the sender of a message. This paper analyzed the security of
the group signature scheme recently proposed by S. Xia and J. You and the
blind signature scheme proposed by J.J-R. Chen and A.P. Chen. We have shown
that Xia-You’s group signature scheme is universally forgeable, that is, any one
(not necessarily a group member) can produce a valid group signature on an
arbitrary message, which cannot be traced by the group revocation manager.
For Chen-Chen’s blind signature scheme, we have shown that it could not meet
the untraceability property of a blind signature. We suggest open problems to
revise their signature schemes against our attacks.
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