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ABSTRACT

Recently, there has been a growing market for shared mobility businesses that share ‘transport’ such as cars and bikes,
and many operators offer a variety of services. However, if the fare can not be charged normally because of security
vulnerability, the operator can not continue the business. So there should be no security loopholes. However, there is a lack
of awareness and research on shared mobility security. In this paper, we analyzed security vulnerabilities exposed in
application log of shared bike service in Korea. We could easily obtain the password of the bike lock and the encryption
key of the AES-128 algorithm through the log, and confirmed the data generation process for unlocking using software
reverse engineering. It is shown that the service can be used without charge with a success rate of 100%. This implies that
the importance of security in shared mobility business and new security measures are needed.
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Fig. 1. Dockless bike rental procedure
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Fig. 2. Send and receive data via Bluetooth
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07-20 11:47:51.612 10323 11210 11210 I MainActivity:
USER_INFO==={"errorCode":0,"msg":" A =", "data": {"user_
id":"44m", "user_sn": "86243-", 010 MENS0"
,"nickname": "010MINS0" , "avatar"”:"", "deposit":"0","d
ep051t state" "1","available_ deposn" "969","freeze de
posn ,"freeze recharge":"@","credit_point":"219",
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Fig. 3. User verification log
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07-20 11:47:51.631 10323 11210 11210 I MainActivity:
GET_BICYCLE_LOCATION_BY_BOUND==={"errorCode":0,"msg":"
success”,"data": [{"bicycle_id":"833","bicycle_sn":"000
157, "type":"1","is_hide":"0","fee":"200", "last_used_t
ime":"1531965282","region_id":"5"["region_name']: "% 4!
ol 2", "region_city_code":"82","region_city_ranking":"1
","lock_sn":"308AE96B0" [ Tat"} "37.5229501" [TTng']: "127.
1140962","time_unit":"10=","area_code": “0826]" "is 1
mit _free":false},{"bicycle id":"744","bicycle sn":"000
26" "type":"1","is_hide":"0","fee":"200", "last_used_t
ine":"1532054860","region_id":"5" ['region_name’: "% 4
oI2", "region_city_code": "82“ ,"region_city_ ranklng“ "1
","lock_sn":"308AE853C", :"37.5224875" " ng'| "127
1148505","t1me unit": "]0”" "area_code": “0829]","15 1i
mit _free":false}]}

Fig. 4. Bike location Information log
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MainActivity:

OPEN_LOCK==={"errorCode":0, "msg": "success","data":
{"lock type’: 5,['mac_address |- "3C:A3:08:AE:85:3C","
Encrypt_key™:'bffd9c609b851268" ['password']: "19dfe2
","is scenlc" "0","bicycle_type":"1","order_id":22
695,"15_11m1t free":"0","add_time":1532054893, "bic
ycle_sn":{"000126"], " Lock_sn": "308AE853C", "order_sn"
:"170585398893900433", "keep_time":900, "is_month_ca
rd":"e","uuid":""}}

Fig. 5. Unlocking bike log
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clafeliz Al B A 12688 »}EM
tl. lock_sn< % 48H|ES] EFFA~ EES F
‘mac address-’] value 5 A& 12¥EE Zﬂﬂﬁi
36H] E7} value® AA =] i),

AME2E Q1% A3 2(Fig. 3) 2 AAA $)A
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Table 1. Conversion table of ‘encrypt_key’

type value

ASCII bffd9¢609b851268

62 66 66 64 39 63 36 30 39 62
38 35 31 32 36 38

98 102 102 100 57 99 54 48 57
98 56 53 49 50 54 56

Hexdecimal

Decimal
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07-20 11:47:51.656 10323 11210 11210 I
MainActivity: [keyJ[98, 162, 102, 100, 57, 99, 54
48, 57, 98, 56, 53, 49, 50, 54, S6l-=—|mima-[49,
57, 100, 1072, 101, 501

Fig. 6. Decimal value of ‘encrypt_key’

Decimal valuet Fig. 69 ‘key' ¢} ¥x3k},
o]x& ‘encrypt_key 7} ASCII ¥ Decimal®

P Z 2o WHEHo R EF T gle AS
& 4= olr}. 39, ‘encrypt_keyd &5 47| 9
3 ol Fig. 79 & Falsf 2 dar} glr)

A A W T AEAY AFAAE AvE
o7 oy Hel AA deleE Eul=dl Fig. 79
2O avtEEZe] AAARNEH A WA dHelHE
A8k wjo] 2 70]c}. ‘Send Bluetooth Data+
A7 2HE $A1F do|Eo]n ‘decryptString
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Fig. 79 ‘Send Bluetooth Data'?®] value$}
‘decryptString®] value Alele] IAE 3alshy]
8l AES €wg]=9] cipher toolS o]&3th(8].

Table 2+ ‘Input text 3#%Fo| ‘Send
Bluetooth Data'®] value® %3}, Table 1
o4} 2Hlgt ‘encrypt_key®] Hexdecimal value
£ AES-128 ¥3E|%Y H33} 7|2 AHgsle] &
331gk Asfolrl. B33} A4l Decrypted Text
= Fig. 79 ‘decryptString #t3 <=3},

u2bd 230 %% ‘encrypt_key e A9

ri

07-20 11:46:56.570 10323 11210 11292 I
BluetoothLeService: [Send Bluetooth Data |:
3f12ec2a4dd7af39a11f536e1d1d2399

07-20 11:46:56.575 10323 11210 11210 I BLE_INFO:
[decryptString-060204A308AE85303030303030303030
07-20 11:46:56.591 10323 11210 11210 I BLE_INFO:
Get Bluetooth Token : a3 08 ae 85

Fig. 7. Example of received data from bike

Table 2. Result of decrypting ‘Send Bluetooth
Data’ by using ‘encrypt key as an encryption
key in AES-128

3f12ec2ad4dd7af39a11f536eld1ld
Input Text
2399
Ke 626666643963363039623835313
v 23638
Decrypted 060204A308AE85303030303030
Text 303030
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Ws e AMHos $48 4 gitk2)
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unlock datael HsAen x3EE njEHIE
ol i, unlock data A4 F AAAL A
A2 A7) A otssted uf 2roli= AES-128 &
aE]Ee] ¢hwst 715 dopd 4 olsdeh o 4%
4= unlock dataz} oJ9A wHEIA=A] o
3 FAACR dolry| = gt}

Table 3. Conversion table of ‘password’

type value

ASCII 19dfe2

Hexdecimal | 31 39 64 66 65 32

Decimal 49 57 100 102 101 50

IV. OHZ2lAH01M Zst 2y

unlock data7} o1%A A==A] setslr]
3 AARY] ol Ee]Alol o] AAH g=ERo]= Amp
EEA ADBE A}-g-5}o] apk(android

=
F53 5 zEd] 43e =

package kit)E El;

T AMgsle] RS A eH9). Bl AA
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4.1 ERFA EEZ MM FE

unlock data AA I ARy Ao EFE

2) HHE(mima) e FHol® ¢hE WU E ek ovich
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07-20 11:46:56.591 10323 11210 11210 I BLE_INFO:
[Get Bluetooth Token : a3 08 ae 85]

Fig. 8. Getting Bluetooth token log

RFC 28284l AHo)¥ Hol B9 on|& tas}
ARE AFst AR Ao 7Fsst o) 7hsdt
Ee]AQl tufe]ag wh(10]). A A}l
AoJgt BFF~ BEE'9 on|= unlock data A4
= fI’ AR oml 2 Rl

Fig. 89 212 1% ¢ 9le AMI2 2HA
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Table 4. Bluetooth address and token

Bluetooth address Bluetooth token

3C:A3:08:AE:85:3C a3 08 ae 85
Fig. 9v E5%2 B3 AA FZzolt A4

2HE tﬂ [EE Hastela, Hasid doly
7h ket 0602 % Akl s dlolEe] 4niA
o] e THA nlo| B v zel dedsio]
ERRs EF O AREHlvhs o elr}3)

LogUtil.info("BLE_INFO", "decryptString=" + mainactivity.az);[[
if (mainActivity.az.startsWith("e602")) {
if (a != null 8& a.length = 16 & a[e] == (byte) 6 && a[1] = (byte) 2) {
z[0] = al3];
z[1] = a[4];
z[2] = al5];
z[3] = al6l;

Fig. 9. Code to create Bluetooth token

& th&AddA A™E unlock
data A< %’4?‘& 8% Az AL}

4.2 unlock data MM 3=

Fig. 10 A33A71 dA1d o wAsl= 221
ot} ‘unlock'olzh= $olo} 27} FHEE= AA
o2 FZ189 ‘unlock’ Fo W82 cfEEA o]
AelA AR A2 J%}%}X]i HUl+= AA unlock
datagtz Azs] & °]T’Jr

Fig. 113} Table 5% #x38b4d unlock data’}
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Hpo] B 3.3.24el4  E]Igk  ‘password®]
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Fig. 123 2t}

3] Z=E E3 AXE dolelE o} AES-128
dwEFo R gh3slsly] o] - dlolgle]t}.

k4] A3 AES cipher toold AHgsle] ¢
dlo]E]E Input text® YH3skar 3.3.1804 =l
3} ‘encrypt_key = <3 712 ARgEA] AES-128
G R ¢huslstd Table 69 Ade I&

07-20 11:47:57.675 10323 11210 11210 I BLE_INFO:
BLE_UNLOCK  handlerBleSend==2 5, 1, 6,
49, 57, 100, 102, 101, 50, -93, 8, -82, -173, 0, 0,
0]

Fig. 10. Unlock log

MainActivity.Q = new byte[]
{(byte) 5, (byte) 1, (byte) 6,

MainActivity.A[@], MainActivity.A[1], MainActivity.A[2], MainActivity.A[3],
MainActivity.A[4], MainActivity.A[5],

MainActivity.z[@], MainActivity.z[1], MainActivity.z[2], MainActivity.z[3],
(byte) 0, (byte) 0, (byte) 0};

Logutil.infol
("BLE_INFO", "BLE_UNLOCK handlerBleSend==2 unlock" + Arrays.toString(MainActivity.Q));

Fig. 11. Code to create unlock data

Table 5. The structure of unlock data

3 2=qel 93%e2 Gut 2sclos A WY

3} Ao} 9]

byte value description
1~3 5 1,6 fixed value
4~9 49, 57, 100, 102, password
101, 50 (mima)
10~13 | -93, 8, -82, -123 Bluetooth token
14~16 | 0,0, 0 fixed value
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‘050106’ + Password(mima) + ‘Bluetooth token’ + ‘000000’

* Password(mima) : 31 39 64 66 65 32 (Hex)
* Bluetooth token : A3 08 AE 85 (Hex)

‘050106~ + 313964 666532° + ‘A308 AE85 + ‘000000’

= 050106313964666532A308AE85000000 (Hex)

Fig. 12. Example of constructing unlock data

4 gl
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data(Table 62] Decrypted Text)E ddct &
FE25 58 4 unlock datas AAHAZ A3}
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S AollA+= unlock dataZ AAAZ e
TAA Q] el whste] AEEE gt

Table 6. Result of encrypting unlock data

050106313964666532A308AE8500
Input Text
0000
62666664396336303962383531323
Key
638
Encrypted | 47204F0B93D748FC57424B18AD
Text 9F62D2

V. unlock data &l B

Ae] e EiAl el A2 A A

‘A
A geellE e aha, A4

719 AaAae Au qEs I Feteld Bl
€ BFTE 20S sl A

= AAsta, dZ2=d
[}

AR dolBE writed 4 glow A ERE b

2l CAARe] o=l

unlock data® ®Hls}7|
E 93-S 3 S gle o=

olAz FdsA Feltolad
2]Alo]44¢l nRF Connect for Mobile S § ~E
ool Axsle] A& AaPsATH11).

L mrs Aol Aol FAsE A
u]%a zﬂﬂa}j Mol #A2® Au¥]2(unknown

service)7} Q& AL Falgd 5 glt}. o]l EFF

[CONNECTED .
NOT BONDED GEENT e :

Generic Access
J: 0x1800

Generic Attribute
D: 0x1801

Device Information
D: 0x180A

Unknown Service
UID: dOb11e78-bbbl-L591-a5f8-487910ael3bb

Unknown Service
D: 9faliB0e0-LSbT-L4542-9390-d3u3dc5d0Lae
PRIMARY SERVICE

Fig. 13. Connecting to bike and Checking custom
service
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5.2 unlock data M7|

T 7S] AzE Au|z F 9fad80e0'9] AHA
ABE B propertiesel write ¥3ko] gl A
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CONNECTED

LIENT
NOT BONDED £

Device Information
0x180A

Unknown Service
d0b11e78-bbbl-4591-a5f8-487910aek3bb

Unknown Service
GfakB0e0-L9bT-L5L2-9390~d343dc Sd0Uae

Unknown Characteristic + W
afObadb 1-5639-U3cd-917a- o
alTbeSU%e3cc
. : NOTIFY, WRITE,
Descrptor&
Client Characteristic Configuration 1
D: 0x2902
Jlue: Notifications and indications disabled

Fig. 14. Checking write permission

| Write value | NEW

0x142b18adfb2d2 [BYTE..

APN VAILLIF

A4

o

Fig. 15. Writing unlock data
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