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ABSTRACT

Lattice-based cryptography is one of attractive candidates for Post Quantum Cryptography(PQC), which remains
secure from quantum adversaries. Lattice-based cryptography is currently applied to many cryptographic schemes
like functional encryption, homomorphic encryption, homomorphic signature, and obfuscation. Likewise,
lattice-based key exchange protocols replace DH-like key exchange protocols in a quantum world. In this paper,
we study 7 known lattice-based (authenticated) key exchange protocols and compare those protocols over hard

problem, sampling algorithm, security analysis, and efficiency followed by further work.
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Table 1. Comparison of parameters for lattice-based key exchange protocol
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n 1024 1024 1024 752 1024 / 2048 570 / 710 256
q 22 -1 22 —1 12289 2! 245 ~ 250 212 ~ oM 7681
A 128 86 229 144 75-230 128, 256 161

N @ Dimension of Matrix or Vector, ¢ : Modulus Value, A Security Parameter
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Table 2. Comparison of lattice-based key exchange protocol

DXL12 BCNSI15 NewHopel6 Frodol6 Z7ZD+15 spKEX17 Kyberl7
Protocol KE KE KE KE AKE KE AKE
Hard Problem LWE/ Ring-LWE Ring-LWE LWE Ring-LWE sp-LWE Module-LWE
Ring-LWE & & & P
Execution Time - 2.8 0.3 2.6 37.8-119.5 3.6 0.3
(ms)
Payload
- 4 2 12-2 15. 4.4-4,
KB) 8 3 5 53 6
Distribution for DlSCI‘(?te DlSth.:te Binomial Contlnlllous Dlscréte Binomial
Error Sampling | _OouSSian Gaussian | & ribution | ocussian | Gaussian NA distribution
ping distribution distribution distribution | distribution
Classical
Security Level 128 86 229 144 75-230 128 -
(bit)
Quantum
Security Level - 78 206 130 - 256 161
(bit)
Way of Security ) ) ) ) ROM ) QaROM
Proof
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