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A Heuristic Approach to Enhance the performance of Intrusion
Detection System using Machine Learning Algorithms
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DBY SNORTE ©]£3% Rule-based 7]HF <] 2.1 Data Collection & Pre-processing
gA Aoy AGUENS FEiete] HAE 2o AFdA TATES 98 AHEE data
wAete] AR/ WA AHE dTEE sete KDD'999 refined version?! NSL-KDD
Anomaly-based 7|9t FHAEA LA S F3  DatasetoZA A HEYT FA3 ol A
2] wAlo] FE o] Fal Tt oy LHEAA F2E" £ g 419 UEYA featureS
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gl et rules YUo] settingdloF 3= )3 labelS 7R3 Yt
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i i bytess Transport LayerolA <= =
olel, EAA=h] EH@_ delE g IAS YE A basic featureE¥ login Al =314,
duFS T3 xR Eetal, fEAldRE .

Filter'd 2l 3 CFSWA el 4185 5 CFS data

o] 7}4 =& accuracyE LEFUNSITH

I3y accuracy 9 recalld} T2 U2 ASARAANE 27 UdE AFRE Ho dAJol HE

root access 3 5 Application Layer¥A el



FE% 4 2+ contents feature 55 AL
o dauglFe Aes A7 A& AA
oF 125,000 row”} %

9] data set= 7} feature H=
il

22, csv filez $}3l 31 cross—validatione
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2.2 Data Dimension Deduction
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feature(noise)2 A A8t over-fittingS 3] 3t
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Analysis)¥# 23 7t feature7td] AL £
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Data deduction &g ¥ AS5E v 137
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Z} data deduction W2®¥ feature set2 [3E 1],
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[& 1] Filter ¥4 feature set
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2ol

No Feature Sample data
1 Duration 0
2 Protocol tcp
3 Services ftp
4 Src_bytes 420
5 Dst_bytes 0
6 Num_failed_login 0
7 Root_shell 3
8 Num_root 1
9 Num_file_creation 1
10 Num_shells 1
[¥ 2] CFS ¥4 feature set
No Feature Correlation
1 Duration 0.691082
2 Dst_bytes 0.490070
3 Num_failed_logins 0.438821
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3.1 Machine Learning Algorithm scenario
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No Algorithm

1 Support Vector Machine
2 Decision Tree

3 Bayesian classifier

4 Neural Network




[# 4] /1A s &g F: AU 2(EF) [£ 9] Sks5 dlolE Atelz2d M (91:%)

NO Algorlthm Combined Algorithm Accuracy Precision Recall Sfolre
1 SVM, BC SVM+BC 60% 99.4856 99.3433 | 99.9823 | 0.9941
2 BC,SVM BC+SVM 70% 99.5728 99.3472 | 99.9840 | 0.9946
3 DT,BC DT+BC 80% 99.6828 99.3512 | 99.9851 | 0.9952
4 DT SVM DT+ SVM 90% | 99.8155 | 99.3554 | 99.9864 | 0.9958

7zt FEadye vue (29 2], [2¥ 3]
[9 4]eF 2T

'
100.1000

ARG U oo B~
| i
x"'—-----

99.3000

D FECISION

=——accuracy

[ 5] 45 AR

99 7000
Factor Formula 99,6000 i : : -
Accuracy | (TP+TN)/(TP + FP+ FN + TN) L DT(10F) DT(CES] SVM+BC DT+BC J
isi TP/ (TP+FP s
Precision /( ) [¥ 2] Precision & Accuracy
Recall TN/(TP+FN)
F1 Score precision-recall Precision®  Accuracy® 5  Filter  ®2 9]
precision +recall

Decision Tree Rdo] £ A5S Yeglon

5 oy - - CFS W213ke] #AA7E A 2 $(99.9919/99.9864)
7+ Ageled RAYE [E 6], [E 7], [ 8], geizkel @A 32X ¥ /
13 3S u feature M57F AL CFSHHA 0]
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[® 6] Dataset® A& (Filterd4]) (F9:%) . .

Algorithm Accuracy Precision Recall F1 Score 99:2040)

SVM | 99.1425 | 99.1268 | 99.9840 | 0.9956
TC | 99.9920 | 99.9841 | 99.9920 | 0.9999 oo
BC | 991346 | 99.1188 | 99.9840 | 0.9956 oo ] e o "Recal
NN | 991346 | 991110 | 99.9760 | 09955

99.9920

99.0900 —

999840 =k = & —

99.9320

[£ 7] Dataset® A5 (CFSH2]) (49:%) DT(‘!DFS)I BM(CFS) I SVM+BCI DT+BC I

" J
Algorithm Accuracy Precision Recall F1 Score

[Z¥ 3] Recall
SVM | 99.0738 | 99.0476 | 99.9733 | 0.9952
DT 99.9865 | 99.9061 | 99.9188 | 0.9995 Recall =] 3zl ol = Filterd 4 9
BC 99.0738 | 99.0607 | 99.9866 | 0.9953 Decision Treek =lo] 714 ©

[}
NN 99.0738 99.0345 | 99.9600 | 0.9951 HEHI-Yel A% Y o]=a ug)s 5o 7%
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[E 8] gmaEd 45(EH) (@5 P00 T RS AT A e
Algorithm Accuracy Precision Recall F1 Score
SV?B 997868 | 99.7751 | 99.9866 | 0.9989
BC;ASV 99.0738 | 99.0476 | 99.9733 | 0.9952

DT+BC | 99.7735 99.7619 | 99.9866 | 0.9988

DTB*ASV 99.0738 |  99.0345 | 99.9600 | 0.9951
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