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ABSTRACT

SCADA is a type of industrial control systems which monitor and control the industrial device. To adjust the
smart-grid, a new method is needed which improves security to SCADA system. But a difficulty for small laboratory
happens to research SCADA system in a large scale, because of building own testbed. In this paper, a testbed in a lab
environment is suggested to attack and defence DNP3 protocol which has the largest market share in industrial control
systems. We found that this testbed has low price, simulate like the real SCADA system over TCP/IP protocol and has
ability to attack, defence and enhance the security.
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% Capturing from eth0 [Wireshark 1.8.3 (SVN Rev Unknown from unknown)]

379 125240372000 192.168.0.2
381 126.240990000 192.168.0.3 192.168.0.2

383 126.302753000 192.168.0.2 192.168.0.3

& Transport Layer: 6xda (FIK, FIN, Sequence 26]
=l Application Layer: (FIR, FIN, Sequence 9, Select)
# Control: 6xc9 (FIR, FIN, Sequence 8)

Function Code: Select (0x63)
=) SELECT Request Data Objects
=l Object(s): 64-Bit Floating Point Output Block (0bj:41, Var:04) (6x2904), 1 point
# Qualifier Field, Prefix: 1-Octet Indexing, Code: 8-bit Single Field Quantity
) Number of Ttems: 1
=l Point Number 5, Value: 3500 [Status: Req. Accepted/Init/Queued (6x00)]
Index (8 bit): 5
Output (double): 3500
0000 0000 = Control Status: Req. Accepted/Init/Queued (0)

[38 ca a7 ee 94 a9 38 ea a7 13 58 21 08 60 45 00f
o6 47 48 Se 40 00 80 06 30 fd co a8 60 62 co ag|
00 83 c1 a6 4e 20 bd 6b 31 a7 el 2c 6e od 56 18]
o1 00 43 b9 00 00 65 64 16 73 00 04 01 00 83 c
Frame (85 byte) (DNP =)

(© ® Frame (frame), 85 bytes

Profile: Defaut

Packets: 603 Displayed: 603 Marke--
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% Capturing from eth0 [Wireshark 1.8.3 (SVN Rev Unknown from unknown)]

Protocol Length | info

o B3 TTON 1024 LU I, (en=3,

499 136.567664000 192.168.0.2

%/ [Number of Items: 10]

Point Number © (Quality:

# Point Number 1 (Quality:

# Point Number 2 (Quality:

# Point Number 3 (Quality:

# Point Number 4 (Quality:

| Point Number 5 (Quality: ¢ I

# Point Number 6 (Quality: Online), Value: 102010069
# Point Number 7 (Quality: Online), Value: 991931
# Point Number 8 (Quality: Offline, Restart), Value: ®
# Point Number 9 (Quality: Offline, Restart), Value: 0
__[+ obiect(s): 32-Bit Binary Counter (0bi;20. Var:0l) (6x1401). 10 points

0010 62 02 02 le 01 60 0O B9 o1 bf 1b
0020 00 60 01 10 27 00 00 61 58 1b 60 00 1 70 17 08 ..
0030 00 01 ac 0d 60 00 01 99 8C 14 06 01 bb 22 0 80 ..
10040 02000000 000200 00 0000 14 01 0000 08 02

Frame (290 Bytes)| NP 3.0 Application Layer message (199 bytes)
(O® Textitem (text), S bytes Packets: 567 Displayed: 567 Marke:

Profile: Default
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