IEICE TRANS. COMMUN., VOL.E94-B, NO.8 AUGUST 2011

2235

[LETTER _ Special Section on Deployment and Operation of New Internet Technology: Challenges and Approaches

|

Design and Implementation of One-Way Key Agreement Model for
Enhancing VoIP Internet Phone Security

Kyusuk HAN'®, Nonmember, Taeshik SHON'™, and Kwangjo KIM', Members

SUMMARY  The VolIP-based Internet Phonesystem is now seen as one
of the killer applications in the high speed and broadband internet environ-
ment. Given the wide-spread use of the Internet Phone, it is necessary to
provide security services for guaranteeing users’ privacy. However, provid-
ing security service in Internet Phone has the possibility of incurring addi-
tional overheads such as call setup delay time. In this paper, we present a
one-way key agreement model based on VoIP in order to reduce call setup
time as well as protecting user privacy. The proposed approach decreases
the delay time of the call setup in comparison with the previous models be-
cause our model enables the key generation in caller side without waiting
the response from the receiver.

key words: VolP, ID-based cryptosystem, one-way key agreement, authen-
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1. Introduction

These days Internet Phone is being widely used in daily
life with high speed internet service and it is replacing
legacy-type telephones with VoIP-based Internet Phone ser-
vice. With the advent of new Internet technologies, Internet
Phone service has become more prevalent in recent years.
In order to support security feature in Internet Phone ser-
vice, MIKEY [1] has become one of the recommended so-
lutions for the standard VoIP implementation to provide the
shared link key generation. In the standard, the key is called
as Traffic Encryption Key (TEK), and is generated from
shared TEK Generating Key (TGK). For generating TGK,
several algorithms such as Diffie-Hellman key agreement or
pre-sharing TGK are also recommended. Skype uses the
proprietary key agreement model that each user generates
256-bit session key by exchanging their Identify Certificate
and contributing 128 random bits in their security applica-
tion [2]. Several studies such as [3], [4] have proposed light-
weight solutions, but they still have the overhead of public
key management.

Ring et al. [5] proposed an efficient model by apply-
ing identity based cryptography (IDBC) that uses the user’s
identity as the private key. Applying IDBC, their model does
not require the public key management, and enables simpli-
fied process for the session key generation. However, the
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heavy cryptographic pairing computation delays call setup
when generating TGK.

1.1 Our Contribution

Our contributions in this paper are as follows:

e We employed Okamoto et al’s algorithm [6] that is
the one-way key agreement model for reducing the call
setup dely,

¢ also, combined with Hess’s signature algorithm [7] for
reducing overall SIP message sizes and the delay from
initiating Secure Real-time Transport Protocol (SRTP).

e and, implemented the VoIP security service based on
an open source Internet Phone called ‘KPhone’.

Applying our protocol, the session key of caller side can
be solely generated in the caller side. Thus, SRTP can be
immediately initiated as soon as the response from the re-
ceiver arrived. Our novel design reduces delaying for the
key generation and provides the explicit mutual authentica-
tion. In addition, the proposed approach reduces computa-
tional and communication overheads from public key man-
agement, signing number of messages by server and the SIP
message sizes.

2. Reducing Call Setup Delay

In this section, we compare two approaches for key agree-
ment of TGK between two entities and propose efficient
VoIP key agreement design.

Let two entities Alice and Bob exchange a key for es-
tablishing secure call session. Using two-pass methods such
as Ring et al.’s model [5] in Fig. 1(a), Alice and Bob mutu-
ally exchange key generating information T4 and . Only
after T4 and T are exchanged, Alice generates K4p and Bob
computes Kps, where Kup = Kpa. By contrast, using one-
way method, Alice can generates K4p when requesting key
agreement as shown in Fig. 1(b). Only Alice’s key gener-
ating information T is used for generating Kap and Kpa.

Alice Provies. Bob Alice Proxles Bob
TOFROM. ..}

INVIT] 1 TO, FROM. ...}

Gererates [NV ITE, Sign(L.
Kar

Generates 0K,

TO,FROM...)  Generaies
Kas Xa.

OF, Sign(TO.FROM.. ) Generales
Kau
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Fig.1 Key agreement model for SIP: (a) Ring et al.’s model [5] (b) Our
propose model.
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¥ Delay from Key Generation
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Fig.2 Comparison of (a) One-way key agreement model (Proposed) and
(b) Two-pass key agreement model (Ring et al.).

In this model, the communication is required only once for
key agreement. In order to reduce the delay from comput-
ing the session key used for SRTP encryption, we use the
one-way key agreement model. In the figure, symbols “TO’
and ‘FROM’ are indications of the receive and the caller,
respectively.

The comparison of our one-way key agreement and
two-pass key agreement [5] employing in VoIP is shown
in Fig.2. Using one-way key agreement, Alice can pre-
compute the session key when she sends the INVITE mes-
sage to Bob. When Alice and Bob agree with the session
key and send SRTP transaction, they can reduce the delay,
which is shown in two-pass model. In two-pass model, Al-
ice can compute the session key after Bob responds with
OK message. Thus, our model enables the immediate SRTP
initiation after OK message is received while two-pass key
agreement models have the delay from key generation. Al-
though the parameter for key generation is only chosen by
caller, such disadvantage is not critical since the security
strength is unharmed in practical applications.

2.1 Proposed Design

For the one-way key agreement protocol, we apply the
scheme 1 in [6] that is based on ID-based cryptosystem. We
assume a caller Alice, a receiver Bob, and a server in a cer-
tain VoIP service. To generate SIP message, Alice generates
r, t, v, and u, where r = e(P1, P), t = H*(r) - HUD pjice)s
v =h(m,1),and u = v-dajice + k- P1. Here b : {0, 1} X Gy —
Z/1zy*, H : {0,1)* — Gj, and others follow [6]. k is
randomly selected by Alice. To generate ¢, r should be
transformed from elliptic curve to finite fields. H” is a
map-to-point hash function, where H* : G2 — {0,1}. To
compute with H(IDajic.), the transformation is necessary.
e : G1 X G; = G,. G is a cyclic additive group, generated
by P with order g. G is a cyclic multiplicative group with
the same prime order g. dajice denotes Alice’s private key,
duice = SH(IDajice). m is the SIP message that are fixed
SIP headers including the sender’s address, the receiver’s
address, message generated time and other necessary infor-
mation. Session Description Protocol (SDP) information are
not signed. Alice also generates the session key as follows.

kap = e(datices HIDpop))H* (1) @ e(daiice; HIDpop)) (1)

Then, Alice sends u, v to Bob, where (u,v) € (G, (Z]1Z)x).
After receiving (1, v), Bob generates the following.
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t = H*(NHUD glice)
= H'(e(u, P) - e(H(IDgjice), —P)") - (IDatice) @)

After that, Bob verifies u and v with computing Equation (2)
using m and t. After that Bob generates the session key as.
follows.

kpa = e(t,dpop) ® e(H(IDajice)> dpob) 3)

The results of Egs.(1) and (3) are same. Correctness
of kag = kga follows [6]. @ is the additive operation
in G,. When a hash function H’ G, — {0,1} is
used, @ can be XOR operation in kga = H'(e(t,dpos)) ©
H’(e(H(IDajice), dgop)). Kap is used as TGK, and TEK is
generated using [8]. Thus, ¢ is used for both SIP message
signature and the key generation to reduce the additional
communication only for the key generation.

3. Implementation and Analysis
3.1 Implementation

We implemented the one-way key agreement model
based on the open source VoIP client, ‘KPhone’
(http://sourceforge.net/projects/kphone) for user terminal,
‘SIP Express Router’ of iptel.org (http://www.iptel.org/ser)
for the SIP gateway that includes SIP registrar, SIP proxy,
SIP redirection and SIP location server. We implemented
our signing and key agreement protocol in ‘S-INVITE’ of
call setup phase as in Fig. 3. Compare to previous designs,
the caller does not have to wait the response ‘200 OK” for
the key generation due to the one-way key agreement in our
protocol.

The caller only sign the first indicator and fixed SIP
header parts, since other parts such as SDP can be contin-
ually changed during the communication. The signature is
attached after SDP parts as in Fig. 4.

After receiving ‘S-INVITE’, the receiver generates the
public key from the caller’s ID ‘109@220.69.191.100” as in
Fig.5. Since ID of an entity is used to generate the pub-
lic key in ID-based cryptosystem, there is no need to verify
the public key of each entity. The receiver also finds u, v,
and recovers 7. The receiver also collects the fixed parame-
ters from the initial SIP message and recovered ¢ and gener-
ates the hashed output of two parts. And then the receiver
compares the hashed output with the received v for integrity
check as in Fig. 6. Finally, the receiver generates the TGK
first and the traffic encryption key (TEK) with the method
of [8] from the value ¢ as in Fig. 7. Since caller already gen-
erated 163 bits TGK and 163 bits TEK, the receiver can di-
rectly use TEK for the secure communication.

The result of key generation in both sides should be
same as shown in Fig.8. The caller’s TGK, ‘TGK_A’ and
the receiver’s TGK, ‘TGK_B’ are same in the figure.

3.2 Security Analysis

We analyze our design that holds security requirements de-
fined in [6] as follows.
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Fig.3  The overall calling process. We implemented our protocol as
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Fig.8 The result shows that the both sides have the same result.

3.2.1 Known-Key Security

The caller Alice randomly choose P; and k in each session
in order to generate r, where r = e(P1, P)t. The leakage
of P; or k doesn’t affect the previous session. Although an
adversary A obtains P; and k, A cannot know the TGK used
in the previous session.

3.2.2 Unknown Key-Share

In order to generate the session key, Bob firstly generates
t. tis used to verify the signature of Alice. Also, Alice
self-generates the session key without any information from
Bob. Therefore, any other entities except Alice and Bob can-
not exchange the key. To succeed the attack, the adversary
should be able to generate the signature of Alice or know
the private key of Bob.

3.2.3 Key Control

Since Alice selects the key generating parameter, and the
process is done in one-way, Bob cannot control the session
key, also it is difficult for Alice to pre-compute the random
integer r and the generator P; to control 7.

3.2.4 Attacks to Sender

When Alice’s private key is leaked, the adversary can im-
personate Alice, since r is known to Alice, while it is not
possible to impersonate other entity. Sender’s forward secu-
rity is guaranteed, since k and P; are randomly selected in
each session by Alice.
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3.2.5 Random Number Compromise

The random integer r is easily known from (u, v). However it
is difficult know Alice and Bob’s private keys or session key
from public parameters P, sP, and r. To attack the session
key, the knowledge of Alice or Bob’s private key is neces-
sary. The success of attack with P, sP and r is the same as
the success of attack on the signature.

3.3 Performance Analysis

Our design requires one exponentiation operation in G, two
hash operations, two multiplications in G for the signa-
ture generation, and one exponentiation operation in G, two
pairing operations, and one multiplication operation for the
verification. When several messages are sent by the same
identity, the sender can reduce one pairing operation by pre-
computing e(H(ID), —sP). For the key agreement, one pair-
ing operation of the sender, one multiplication over elliptic
curve, one exponentiation operation, and two pairing opera-
tions of the receiver are required. Computing the hash oper-
ation takes less than 600 microseconds, and the generation
of signature and key agreement takes approximately 26 mil-
liseconds on the Intel Core2 Duo 2.0 GHz. Recent studies
on optimal pairing implementations [9], [10] show that the
pairing computation takes approximately 3 seconds in smart
card, and 14.5 milliseconds in Core2 Duo 1.66 GHz. The
open source cryptographic pairing library [11] showed sim-
ilar results. Recent benchmark [12] shows that the perfor-
mance of current smart phones have about a half of Core2
Duo processor. While Ring et al.’s protocol requires about
10-26 milliseconds for key generation after receiving ‘OK’
message in caller side, our proposed protocol immediately
initiate SRTP encryption without such delay. In this sense,
our proposed design enables practical adaptation of IDBC in
smart phones than previous models where ITU-T G.114 rec-
ommendation specifies that for good voice quality, no more
than 150 milliseconds of one-way, end-to-end delay should
occur [13].

4. Conclusion

In this paper, we proposed an efficient authentication and
key agreement model for VoIP security service in order to
show the possibility of implementing an open source-based
secure and efficient VoIP client. The proposed model en-
ables the practical application of IDBC in VoIP by deploying
one-way key agreement model because the cryptographic
pairing computation in ID based cryptography (IDBC) is
still heavy. By Pre-computing the secret key in the caller
side, our proposed model significantly reduces the call setup
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delay. Moreover, our analysis of performance and security
showed that the proposed approach decreases not only the
cost for the public key management but also additional pro-
cess for the key generation with using the parameter for the
signature verification and reducing the delay for the initiat-
ing SRTP media path.
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