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Abstract—Recently, there has been great interest in physical computational hardness of problems, secret generation us-
layer security techniques that exploit the randomness of weless jng channel randomness does not assume a computationally-
channels for securely extracting cryptographic keys. Seval =, |nded adversary and can achieve information-theotetica
interesting approaches have been developed and demonsteat o1 Usi ltinath ch | th f
for their feasibility. The state-of-the-art, however, stil has much secrecy [2]. Using multipath ¢ annesas, e spurceo Camm_o
room for improving their practicality. This is because i) the randomness, these work focus on estimating or measuring
key bit generation rate supported by most existing approacks a popular statistic of wireless channek., received signal
is very low which significantly limits their practical usage strength (RSS), for extracting shared secret bits betwede n
given the intermittent connectivity in mobile environments; ii) pairs [3], [4], [2], [5]. It has been demonstrated that thBSS-

existing approaches suffer from the scalability and flexibity . . -
issues,i.e, they cannot be directly extended to support efficient PaS€d methods are feasible in existing platforms. Howéver,

group key generation and do not suit for static environments Key bit generation rate supported by these approachesys ver
With these observations in mind, we present a new secret key low that it significantly limits their practical applicatiogiven
generation approach that utilizes the uniformly distributed phase  the intermittent connectivity in mobile environments. Almer
information of channel responses to extract shared cryptog@phic  qrawhack of these RSS-based approaches is that they cannot
keys under narrowband multipath fading models. The proposd . o .
approach enjoys a high key bit generation rate due to its be_dlrectly _extended to support efficient group key genema_tl
efficient introduction of multiple randomized phase information ~ This is mainly due to the fact that the RSS values obtained
within a single coherence time interval as the keying souree between a pair of nodes cannot be efficiently and securely
The proposed approach also provides scalability and flexiity — “passed” to other nodes, or in other words, it is hard to
because it relies only on the transmission of periodical egnsions safely “accumulate” RSS information across multiple nodes

of unmodulated sinusoidal beacons, which allows effectivaccu- .
mulation of channel phases across multiple nodes. The proped for group key generation. We also note that the RSS-based

scheme is thoroughly evaluated through both analytical and K€Yy generation schemes rely on channel variations or node
simulation studies. Compared to existing work that focus on mobility to extract high entropy bits. That means they are no

pairwise key generation, our approach is highly scalable ath suitable for establishing secure keys in static envirortsien
can improve the a}nalytical key bit generation rate by a coupé To address these problems, we propose a new set of key
of orders of magnitude. . . o
generation protocols that inherently support both efficien
pairwise and group key generations. Our proposed scheme
utilizes the phase reciprocity of wireless communication:
the underlying channel response between two transceisers i
Securing communications requires the generation of crypianique and location-specific, and the transmitted signals f
graphic keys, which is highly challenging in wireless netkgy) each other will experience almost the same fading in the
given that: 1) an online key management center is not aveilalphase [6]. The proposed pairwise key generation scheme uses
due to the dynamic mobile environment; and 2) the netwotkne division duplexing for the transmission of the beacons
is vulnerable to eavesdropping due to the broadcast nafurebetween nodes (The benefit of using a single frequency
wireless medium. Obviously, not only the usual network confer all beacons is that channel reciprocity is maintained in
munications but also the secret key generation commuaitatmultipath propagation scenarios). Each node can estirhate t
itself, which should be conducted when two nodes first meeitannel phase information which are further converted into
and begin to set up a secure communication link, is subjectiit vectors according to a pre-defined quantization method.
eavesdropping. Existing security research along thicticee The resulting pairwise keys are theoretically be the same as
usually avoids the problem by assuming that there may exisey are generated from the same phase information. The
a short safe network bootstrapping phase which is believedsecurity strength of the scheme is guaranteed based on the
be attack-free. This, however, does not sufficiently addiles fact that it is infeasible for an adversary which is locateéd a
problem and not apply to the case of dynamic encounteriagdifferent place with the transceivers to obtain the idexhti
of multiple nodes. phase information for key generation [3], [6], [4], [2], [5]
Recently, there has been great interest in physical layierwireless networks, securing group communication is also
(PHY) security techniques that exploit the inherent randoraery important. The naive solution for group key generation
ness in wireless channels for extracting cryptographicskeys to apply pairwise key generation protocol multiple times
Compared with classical key generation algorithms such lastween a head node and the other group nodes, based on
Diffie-Hellman key agreement protocol [1], which rely uporwhich a group key selected by the head node can be derived
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to the other group nodes using pairwise encryption. Howeveimilarity of the channel response at different times. Base

the number of interactions between the nodes increaseline@ommunication theory [6], an entity which is at least2 (A

with the group size. To satisfy the critical need for effitciens the wavelength) away from the network nodes experiences
protocols, we further propose a time-slotted round-tripesae fading channels to the nodes are statistically independent
for group key generation where one node chosen as an imitiaiee channels between the communicating nodes. All network
starts the key generation process and transmits the beacoodes are assumed to be half-duplex in the sense that they
from both the clockwise and anticlockwise direction. Bessu cannot transmit and receive signals at the same frequency
the sum of phase estimates obtained from the clockwise asithultaneously. Each node possesses a single isotropgicraant
counterclockwise transmissions are nearly identical aheaand employs a maximum likelihood (ML) estimator for fre-
node, a common key can be effectively generated. To enhangeency and phase estimation [9]. We also assume that the
the robustness of the proposed scheme, we use cryptograpieitvork nodes possess a common time reference, which can
information reconciliation and privacy amplification teo[7], be easily obtained by using GPS.

[8] to reconcile bit discrepancies and improve the randasane

of the generated keys. B. Threat Model
Our Contribution The main contributions of this paper are: Following the same assumptions in most PHY-based key

« We propose a new secret key generation approach taheration schemes in wireless networks [3], [4], we assume
utilizes the uniformly distributed phase |nformat|o_n of passive adversary in this paper, who can eavesdrop all the
channel responses to extract shared cryptographic k¥snmunications between legitimate nodes. Specificallg, th
under narrowband multipath fading models. Compargghole key generation protocol is known to the adversary,
to existing approaches which only support pairwise kéynq during key generation process, the adversary can also
generation, our scheme is highly scalable and can suppgEtform phase estimation based on the received signals. The
efficient group key generation. The generated bit streafyyersary aims to derive the secret key generated between
is very close to a truly random sequence,, our ran- he |egitimate nodes, and it is not interested in disruptire
domness tests show that the average entropy of the Qi establishment protocol by jamming the communication
sequence is close to 1. _ ) channels. In addition, during the key reconciliation psse

« We show that our proposed scheme is more flexible ageh aqversary who observes the error-correcting infoonati
can be applied in both static and mobile environmenigy iy 1o preak the secret key. We assume the participating
Our scheme introduces phase randomness 1o bit geng{gges are all trusted, and node compromise and man-in-the-

tion and removes the reliance on node mobility to obtaijggle attacks are not considered here as in the existing
high entropy bits in contrast to RSS-based approaChe%pproaches 131, [2], [4].

« We evaluate the proposed schemes through both analyt-
ical and simulation studies. The results show that i) o Preliminaries
scheme can improve the analytical key bit generation raté ) .
by a couple of orders of magnitude and ii) the parametersNarrowband Fading Models-ollowing [6], we denote the
of the scheme can be selected such that a desired leveligfsmitted signal from node to j as s(t) = R{u(t)
key generation accuracy and reliability is achieved witf/ QﬂfCt_WO)}a whereu(t) is the complex envelope ofz) with
high efficiency. bandwidthB, f. is its carrier frequency aqdo is the phase

Organization The rest of the paper is organized as follows_‘?ffset' Under most delay spread characterizations< 1/B

Section Il introduces the system model, attack model afgPlies that the delay associated with ti¢h multipath
some necessary background. Section Il provides the deitaif®MPONeNt < vi; Vk, sou(t — i) ~ u(t). %O(E)he _r;c;e:ved
description of our proposed schemes including pairwise ké}gnal at nodej is r(f) = R{[ 3, an(t)e 7o M]er2r/et}, -
generation, group key generation, secret key recondifiand herea,(t) is a function of path loss and shadowing while

privacy amplification. Section IV presents the performané%f(t) depends on delay, Doppler, and carrier offset. Typically,
analysis. Finally, Section V concludes the paper. itis gssumed that these two random processgs) andoy, (t)
are independent.
Il. PROBLEM EORMULATION If s(t) is assumed to pe an unmodulated carciér) =
R{e/?mft} = cos2mf.t, it is narrowband for any; ;. The
A. System Model received signal becomes
We consider an infrastructureless wireless network, where N )
nodes dyngmlcally fprm communication groups. The cr_]annel (t) = S{ed2fet Z n (t)e 90 (0}
from nodei to nodej is modeled as a narrowband multipath
fading model with channel impulsi; ;(¢) and stays roughly
constant for several timeslots. We assume channel redfyproc
in the forward and reverse directions during the time periodhere the in-phase and quadrature components are given by
of coherence timeuch thath, ;(t) = h; ;(t) and the under- ;(t) = SN, () cos ¢ (t) and rg(t) = SN (1)
lying noise in each channel is additive white Gaussian noisi ¢,,(t), respectively. If the number of resolvable multipath
(AWGN). In wireless communicationgoherence timés a componentsN (t) is large we can invoke the Central Limit
statistical measure of the time duration over which the oean Theorem and the fact that, (¢) and¢,,(t) are stationary and

impulse response is essentially invariant, and quantifies tergodic to approximate;(t) andro(t) as jointly Gaussian

n=0

= r7(t) cos2mfet + rq(t)sin2n fet,



S
1. Generater;(t) with w, and¢; € U[0, 27]

Parameters The desired key siz§ K|) and the number of quantization levélg. Let t; andt, denote the start time
of two beacon transmissions, respectively. [J&l/log,(¢) denote the number of rounds to be repeated.

zl(t):ej(wc(t*Hthl)

S

z2(25):(31'(1110(tftz)ern)

2.Receivey12(t) = algej(w“t+¢1+9”) + 7712(t)
Estimatew,. aswiy and ¢, + 612 asaoio

Generaters (t) with w. and g, € U[0, 27|

3. Receiveygl(t) = a21€j(wct+¢2+921) + 7721(t)
Estimatew, asws; and ¢y + 621 as oy
Quantize(¢pa; + ¢1) mod 27

(Repeat steps 1-B<|/log,(q) times)

Quantize(¢1 + ¢2) nod 27

Fig. 1: Our protocol for pairwise key generation

random processes. The complex lowpass equivalent sigfal are the steady-state gain and the phase response of channel
for r(t) is given byr;(t) + jro(t) which has phas# = 5y o(t), respectively. At the end of primary beacon, a final
arctan(rq(t)/rr(t)), where is uniformly distributed,i.e,, transient response of the multipath channel is also reddiye

6 € U[0, 2. S, over the intervat € [112+T1, 12+ 112+ T1). S; uses only

the steady-state portion of the noisy observation to comput
ML estimates of the received frequency and phase, which are
denoted byt o andgzglg, respectively. Notéﬁlg is the estimate

[1l. TIME-SLOTTED ROUNDTRIP SECRETKEY
GENERATION PROTOCOL
In this section, we first present the protocol for pairwis8f the phaseb + 61z. _

key generationife., M = 2). Then a time-slotted round- UPon the conclusion of the primary beacom(t), S
trip protocol for group key generatiod{ > 2) is proposed. begins the transmission of a sinusoidal secondar_y beacon at
We also discuss enhancing techniques for key reconcifiatite = 712 + ¥12 + T1. The secondary beacon transmitted by S
and privacy amplification. The basic idea behind our ket t2 can be written as
generation scheme is to exploit the inherent channel random
ness associated with distinct pairwise linkg,., the carriers
transmitted back and forth between two nodes will expeBengheret e [t5,t, + T2), and ¢ is the initial phase chosen

z2(t) = 6.7'(wc(15—752)4-(252)7

the same phase variation over tt@herence timgeriod [10].

A. Pairwise Key Generation

uniformly at random fronj0, 2=] by S;. S; observes the initial
transient response of the multipath chanhgl (¢) to beacon
x2(t) over the intervak € [r12 + v12 + 11 + 721, T12 + V12 +

The protocol for pairwise key generation is shown in Fig. 1 + 721 + v21), _Wherey21 = 115 due to channel reciprocity.
There are two timeslots for each key generation round. TH& Order to achieve a steady-state response;at/s > s

pairwise key generation protocol begins in;T@ith transmis-
sion of a unit-amplitude sinusoidal primary beacon of dorat
T, from S, to S;:

r1(t) = ej(lﬂc(t*’fl)Jﬂlh)7

is required. The steady-state portion of the beacon redeive
S; can be written as

y21(t) _ aglej(w“t+¢2+921) + M1 (t),

wheret € [T12+vi2+T1 4121+ Vo1, Tio+ 112+ T+ 7201+ 1),

wheret € [ti,t; + T1), and ¢; is the initial phase chosenandr.; (t) denotes the additive white Gaussian noise (AWGN)

uniformly at random from[0,27] by S;. To simplify the
exposition, we assumg = 0 in the following discussion,
i.e, the protocol starts at time zero pointy 8bserves the
initial transient response of the multipath chanhek(t) to
the beacon: () over the intervak € [r13, 712 + v12), Where
712 denotes the delay of the shortest path anddenotes the
finite delay spread of the channie] 5(¢). In order to achieve
a steady-state response at, 8 is required thatl} > vys.
The steady-state portion of the beacon received,ate®h be
written as

Y12(t) = anped OO 4y (1),

where ¢ € [r12+112, T12+T1), @andn;2(t) denotes the additive
white Gaussian noise (AWGN) in the— 2 channel.«a;, and

in the 2 — 1 channel.ay; andfy; are the steady-state gain
and the phase response of charfing] (¢), respectively. At the
end of this beacon, a final transient response of the muitipat
channel is received by Sover the intervalt € [ty + 21 +
To,to + 701 + To + v91). Similar to S in TS;, S; uses only
the steady-state portion of the noisy observation to comput
ML estimates of the received frequency and phase, which are
denoted by, andgs,, respectively. Notes; is the estimate
of the phaseps + 05;.

Now S, and S can compute the final phase components
used for key generation in the first round

$a1 + ¢1 mod 27
¢512 + ¢2 mod 27.

812‘1)}
S, : ®}



We uniformly map®! and ®} into the quantization inter- | Parameters Desired key siz¢| k), the number of

vallindex using the following formula: quantization levelgq), and the number of nod€d1).
Qx) = k ifze [M, QLk) For roundk =1,...,|K|/logy(q)
q q 1. In TS, S; generates () with ¢1 € U[0, 27].

for k =1,2,...,q. Thus, in the first round, th_e quantization S, z1(t) S,. S, computes&lg and iy
of each phase value generateg,(q) secret bits, which are | 5 | TS (i =2,3,. — 1), S; generates:;(t)
shared between;Sand S. . ml(t)

For roundk = 2,3,...,|K|/log,(q), S1 and S repeat the with ¢(i71)i-ASL Si+1- Si+1 computes
operations as in TSand TS to generat@®% and®%, which are Di(i+1) andw;(jt1)- .
converted into bit vectors througflevel quantization. After | 3. In TSy, Sy, generates: (t) with ¢(ar—1)ar-
|K|/log,(q) rounds, a key of sizgK | is generated and shared sy Mg g computesd s and .
between $and S. 4.1n TSM+1, Si generates’ (t) with ¢} € [0, 2x].

! (t)
. S, 4% Sy Su compute&blM andy ys.

B. Group Key Generation ) ) ] 5.InTS (i=M+2,...,2M), S;p+2-; generates

When nodes form dynamic groups, it requires a commor Tharioi(t) With estimates obtained in TS;.
group key to be shared among the communicating nodes o (1) 2y () (1) ol ()

for securing group communication. In this subsection, we Su Sm-1 o S S
present an efficient time-slotted roundtrip protocol foouw 6.5,S,..., Sy compute(gr + ¢ + 012 + O3 + ...

key generationie., M > 2) with minimum interactions +0(ar—1)m + 1) Mod 27 and quantize it
among the nodes. With/ nodes being formed a dynamic using Q(z) = logy(k) if z € [w, %).
group, the protocol has a total @i\/|K|/log,(q) timeslots End

for establishing a group key of siz& |. The protocol for group (Repeat steps 1-G1|/log,(q) times)

key generation is shown in Fig. 2. To simplify the exposition
we assume the nodes in the group are numbered from 1 to
M. The activities in each timeslot of round 1 are as follows

for ease of exposition, we ignore the explicit valuetpfor . - .
E — 19 2Mp). g P P estimates)(anr+2—i)(2n+1-4) ANdWan1+2-i)2m+1-4)- Here,

. bmr2—i@m+1—4) 1S the estimate 0bnr 13— @rm+2-i) +
H _ j(we(t—t1)+p1)
(1) InTS;, S; transmitse; (t) = e/ (we(t=t)+41) to S,, where Oianta—iy(@2hr41—i)-

¢1 is chosen uniformly at random ovéd, 27]. S, uses the  Now we show how a common group key can be established
steady portion of its local noisy observation to compute Mhmong $.S,...,Su (For ease of exposition, we ignore the
estimatesp1, andiio. Here, ¢ is the estimate ofi + 612.  estimation errors here and discuss its effect in Section 1)
(2) In TS, for i = 2,3,..., M, S; transmits beacon;(t) = After round 1, node S(i € {2,3,...,M}) obtains estimate
ed(we(t—t:)+di-1)i) to 51+1, where z;(t) is a periodic ex- (¢1+012+...40;_1);) In TS, from the clockwise transmis-
tension of the beacon received in TS. Upon receiving Sion direction and another estimatg ¢-01,a +. . .+ 0(i11):)

the signal, $;1 uses the steady portion of its local noisyn TS:m+1—: from counterclockwise direction.; Salculates
observation to compute ML estlmat@g (i+1) and w;(;4q). the sum of the two phase estimates as

Here, qbz(lﬂ) is the estimate ofzb (i—1)i + 0i(i+1)- Note that D = (¢1+012+003...+ 05 1))+ () + 010 +
in TSy, Sus transmlts:cM( )to S, and S generateSle Orpr—1+ ...+ 03q1y), for 1 <i< M

which is the estimate _ + O
Ob(a-nm +Oan Py = (140124 FO0m—1ym) + (&) +01,0m),

3)In TSy, 1, Si transmits beacow’, (t) = ef(we(t=tar+1)+¢1) _ _ .
EO)SM wj\ﬁ;rrlegb’l is chosen uniforn}ll(y)at random ovéfr, 2r]. each of which consists ¢hree parts: random initial phasg;,
! /
Sy uses the steady portion of its local noisy observat|Jﬁnd°m initial phase, and the phase responség (6;:) of
to compute ML estimates,,; and ;. Here, ¢1p is the wireless channelg; ;(t) (h;;(t)) along the circles. Different
estimate ofg, + 61,. from the other nodes,;San directly use the phase estimates of
the beacons received in the clockwise transmission to mbtai

Fig. 2: Our protocol for group key generation

(4) In TSyr42, Sy transmits a sinusoidal beacar, (t) = )

ej(wc(t_tM+2)+¢1M) to S]\J—l- x/I\I (t) is aperiodic extension o = (bl + (bl + (912 + 923 +...+ 9(M71)M + eMl)

of the beacon received in §5.1. Upon receiving the signal, s, (; = 1,2,..., M) can convert®; into log,(g) bits
Sm—1 uses the steady portion of its local noisy observatiGRrough ¢-level quantization. In subsequent rourid =
to compute ML eStlmate%M m-1) and wyr-1y. Here, 2.3 |K|/log,(q), Si1,S:,...,Sy repeat the operations
¢M(M 1) is the estimate 0b1ar + Orr(n—1)- from (1) to (5) and perform quantization. AftéK |/ log,(q)

(5) IN TS fori = M +3,...,2M — 1, Sypr40; transmits rounds, each node can generate a group key of|&ize

x/2M+2—i(t) — ed(we(t— t)+¢(2M+3 HeEM+2-) o Sonr1—i-
hrr.s,(t) is aperiodic extensionof the beacon received C- Discussion
in TS;_;. Upon receiving the signal, % 11—; uses the  Obviously, the naive method for constructing group key is

steady portion of its local noisy observation to compute Mto run the pairwise key generation protocol multiple times



between a master node and the other slave nodes. H¢W- Generally, asecure sketctproduces public information
ever, such “centralized” protocol suffers from low effioiggn s about its inputK that does not reveak’, and yet allows
when the size of the group grows. Assumg = % exact recovery of given K’ that is close tai. Assume two
In the centralized group key generation protocol (CGKGP)odesA and B hold K andK” (dis(K, K') < t), respectively.
it requires to run pairwise key generation protocol (PKGHere,dis(z,y) denotes the number of positions in whigh
between the master node and each slave node for generatindg y differ. Following Code-offset construction in [7], we
pairwise keys. The number of timeslots of the CGKGP igse a[n, k, 2t + 1], error-correcting cod€’' to correct errors
2N.(M — 1) + M + M, where2N,.(M — 1) timeslots are in K’ even thoughkK” may not be inC. When performing key
used for pairwise key establishment/ timeslots for key reconciliation, noded randomly selects a random codeword
reconciliation and)/ timeslots for group key distribution to ¢ from C' and computesecure sketcl8S(K) = s = K @ c.
each slave node. In contrast, the proposed GKGP requifdens is sent to node€3. Upon receivings, nodeB subtracts
(2M — 1)N, + 1 timeslots, where(2M — 1)N, timeslots the shifts from K’ and getRec(K’,s) = ¢’ = K'@s. Then
are used for group key generation and 1 timeslot for keydeB decodes’ to getc, and computed by shifting back
reconciliation. Thus, whed/ > Y=tl the proposed GKGP to getK = c¢® s. As an example, considék | = 128bit and
outperforms the CGKGP. As an example,Nf. = 16, the dis(K, K’) = 10. In this case, noded and B can employ a
proposed GKGP is more efficient whéd > 8.5. When M  [127,64,21],-BCH codes to correct the bit errors. Node
increases, the advantages become more compelling. uses the first 127 bit of{ to construct thesecure sketch

In our proposed GKGP, each node computes the estimagtl sendss and the hash valué(K) to node B. Node B
phase of the sinusoidal beacon observed in the previg@rects errors in the first 127 bit df’ and usesh(K) as
timeslot and generates @eriodic extensionof the received a reference to determine th&. Note that since the error-
beacon for transmitting in the next timeslot. Since all rodeorrecting informations is public to both the communicating
share a common time reference, their absolute estimatég ofiodes and the adversary, it can be used by the adversary to
phase of received beacons do not have any phase offseteelagiuess portions of the generated key [4]. To cope with this
to their own local time reference. Thus, the periodic extams problem, the technique of privacy amplification can be used
of the beacons could accumulate all the channel phésgs as a common practice. In particular, we use interactivesbbu
along the transmission circuit. Due to channel reciprocitfuzzy extractors, which is very efficient and has been shown
the sum of phase estimates obtained from the clockwise aadrequire only a few seconds on consumer-grade computers
counterclockwise transmission are nearly identical atheaf8].
node. Note that although we use the absolute starting and
ending times of timeslots in our protocol description, thel. Security Analysis

are not critical to the performanpe of the protocol. This is The security of the proposed protocols is guaranteed based
because each node generafeedodical extensionof beacons o, the spatial decorrelation assumption that it is almogsbis
received in the previous tlmeslot,_ small_ deV|_at|ons Or gaRfle for an adversary who is located atliéferentplace with
between timeslots only delay the window in which the peodine transceivers to obtain the identical channel respoose f
extension is transmitted and do not change the phase of Q@@, generation. This is a common assumption made in most
beacons. _ o key generation protocols exploiting channel randomnesisifo

Since the coherence time of a channel is inversely prggiraction and has been validated through real experiments
p_ortlonal to the Dopplgr frequ_ency shn‘t,.extractmg biterh including [3], [4], [2]. Consider the group key generation,
different “coherence time periods” can increase the aweragn)y when the adversary located at almost the exact same
entropy of the bit sequence [4], [2]. This is demonstrated {fsitions as all group nodes can he obtain the same channel
[4], where a certain level of node mobility helps generatg k§esponses from distinct pairwise links. Based on wireless
bits with high entropy. However, in our proposed protoCOpommunication theory [6], an entity which is at least?
we c_zlo not have this constraint: for a given coherence tlm_gway from the network nodes experiences fading channels to
multiple rounds can be run to generate more random Dbii& nodes are statistically independent of the channelesteet
with r/ngh average entropy as the random initial phages the communicating nodes. As an example, consider a wireless
and ¢} chosen in each round can cause good randomnesg;tem with 900MHz carrier frequency, average node distanc
the process of bit generatione., the proposed scheme is N0l oom, and moving speed 10m/sec. If the adversary is more
constrained by the coherence time, and it can work well evgfhn 16cm away from the communicating nodes, it experiences
in the static case. independent channel variations such that no useful infooma

is revealed to it.

D. Secret Key Reconciliation and Privacy Amplification
. . : - IV. PERFORMANCE ANALYSIS AND COMPARISON
According to the reciprocity principle, the generated key

bits should theoretically be the same. However, there mAy Probability of Successful Key Generation

exist a small number of discrepancies due to half-duplexIn the pairwise key generation protocol, each node gergrate

beacon transmission and estimation errors caused by noseandom initial phase and computes a phase estimate from

interference and hardware variations. the sinusoidal beacon observation in each round. We define
To reconcile the discrepancies between bit streams, ywBase estimation errogg; and ¢21, wheregia = ¢12 — ¢12

propose to use a cryptographic primitive callseture sketch and ¢o1 = o1 — ¢o1.
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Fig. 4: Estimation error distribution

To facilitate analysis, we assume the duration of the trans;

mitted beacons is equal.€., the observation tim&; = T, of reg|ons A and B. Due to the symmetry ¢fs), the area

for gll beacons ) and the phas_e es_t|ma_\tes at a_lll sources g’rrreglon A equals to that of region C Th{ sy < o} —
unbiased. Note that all observations in different timestwtat =
Jy =d [0,27]), where fy(u) = Accordlng to the

different nodes are affected by m_dependent noise re_milmt deﬁnmon of CDF the PDF of,, is equwalent to;-, which
When the number of samples in the observation increases

mplies thesy, is uniformly distributed ovef0, 27r] [ ]
the estimation errors converge to zero-mean Gaussian mando
variables with varlancersi which can be lower-bouned by theThe following proposition quantifies the probabili 4.
Cramer-Rao bounds (CRB) [9]. When estimating the unknown
phase of a sampled SlanSOId of amplitudi@ white noise ywth phase has amplitudein white noise with PSD%, Pora at
Power Spectral Density (PSD‘}, the CRBs for the variance and S can be a .

. N . pproximated as

of the phase estimate is given as (refer to [9] for details (?f‘

wherex € [0,2x]. P{sy < x} is equivalent to sum of area

Proposition 1: Assume a sampled sinusoid with unknown

single-tone parameter estimation): Inltl) q
- PA¢)5dg,
) 2fNo(2N —1) 4N, 2mi 2m
% 2 TANNtL) - &T, @) ’
’ 2m(i41) _(a=g)?
where , is the sampling ratel is the number of samples inWherePi(¢) = fzm ! \/g% o da.
the observation, and, is the the observation timé€., beacon Proof: In our protocol,; and ¢, are chosen uniformly
duration) in second. The approximations can be obtained & random over|0, 27| and channel phasé»(f2;) is also
assuming thatV is large and the fact thav/f, = T,. uniformly distributed ovef0, 27] [6]. Based on Lemma 1, the

Let Pyr4 denote the probability that both nodes generateue phase) = ¢12(¢21) + ¢2(¢1) M0 27 = ¢1 +012(021) +
the same quantization index in one round, the probability ¢» nmod 27 is uniformly distributed ovef0, 27].
of achieving quantization index agreement (QIA). In round  Without loss of generality, assume thatfalls into the-
®% and ®4 are quantized intq levels resultinglog,(g) bits. th sector[Q;” 2”(;“)) (i € {0,1,---,q — 1}). As phase
Thus, with a desired key of siZé(|, the probability that both estimation errors are independent and Gaussian distdbute
nodes generate the same key is giverphy, = P'KV“’g?(Q) according to the CRB in Eq.(1), the probability that =

In Section III-A, we use®’ and &4 to denote the phase® + d12(d21) € [in ,M) is (see Fig. 4)
components for bit generation in roumx:i To facilitate anal- N ,
ysis, let¢ = @10 + ¢2 = ¢o1 + ¢1 denote the “true” value < 1 —
without estimation errors. To characterize the distritnutof Fi(9) = it me ¢ dz,
¢, we have the following Lemma: T ¢
wherei’ € {0,1,--- ,q— 1}. Thus,Pgr4 can be computed as

Lemma 1:Let m,n € [0,2n] be two independent random
variables that uniformly distributed ove0, 27|, thensy, = o
m +n nod 27 is also uniformly distributed ovelf), 2. of ¢. The value OfPQfA(¢) goes up when the “true’

Proof: According to probability theory, the probability"’Ipprox'm"’ltes the center of a sector and dpwn whers
fose to the boundaries of a sector. In fact, givea [0, 27],

Pora(e) = sz _o P (). Note thatPg 4 (¢) is a function

density function (PDF) of sum of two independent rando ) . / .
variables is the convolution of their PDFs. As shown in Fi .QIA(@ is symmetric to the center of a sector and is changing
3, the PDF ofs has following form eriodically with perio27/¢q. Our simulation results indicate

' that the variance of phase estimate is much smaller than

£(s) = s 0<s<2m one. Thus, givenp € [%,@), Pora(¢) is mainly
(s) = %s +% 21 < s < 4m. determined byP;(¢) (i’ = ). Based on the above analysis,

we can compute the average probability of quantizationxnde
Thus, givens € [0,4x], the cumulative distribution function agreement’yr4 as
(CDF) of spy = s nod 27 can be computed as
27 (i+1) 27 (i+1)

P{sy <z} = P{smod2r <a} PQIA:/ ! PQIA((b);dd)%/ ? Pf(gf))%dgb.

2mi o 27mi

/ foys+ | T ey, q q .
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Fig. 5: Pora vs. ¢ Fig. 7: (@) Pora vs. SNR. (b)Pgra vs. SNR under different
q, M.
0 09 . . . i .
Mg ¥ We first show how the probability of quantization index
£ =N agreement is affected by the locations of the true phase
2 =900 Mtz 2 =900 MHz i s _
o o " s Fig. 5 plots Pgra(¢) vs. ¢ from 0 to & whenT, 10;{5
v T - s v 1= ars and ¢ = 16. As we have discussed befor&y;a(¢) is
N izt - N iei6 symmetric to the center of a sector and is changing peri-
) S . odically with period27/q. Thus, only ¢ that ranges from
E ?oowe © 0 0 "ok T ° Y 0to T = 1 = 0.1963 is plotted for illustration. We also
(a) Theoretical results (b) Simulation results evaluate the effect of SNR anq th_e number of nodes on the
. i, value of Pora(¢). The results in Fig. 5 (a) shows that at a
| low SNR of 101og;,(a?/20?%) = 15dB (02 is the variance of
EE o Gaussian white noiseFgr4(¢) approaches to 1 quickly when
g " [ 731 0Mz u® o ¢ increases t0.05 and Py 4(¢) is low wheng¢ gets close to
T = 1x10 = 1x107s . . .
> A 3 s the boundary of the sector. This is because in the boundary
< s I = 128bis < K =1281its region, the probability thap falls into the neighboring sector
becomes larger. As shown in Fig. 5 (b), when the number
| . of nodesM increases, it requires a larger for Pgra(¢)
s w s ° owow  Ee © 5 ¢ toreach 1. As expected, when SNR increases to 25dB, the
(c) Theoretical results (d) Simulation results performance becomes much better especially in the case of

M = 6. These results suggest that when the number of
Fig. 6: Pora andp. vs. SNR nodes in a group increases, SNR should also be increased
correspondingly to compensate for the larger variance of
estimation errors. In addition to the Monte Carlo simulasip
Now we considerP,;, for group key generationi., Fig.5 also plotsthe CRB bound fé%,,4(¢). The close match
M > 2). As described in Section IlI-B, estimationsof the simulation and analytical results shows that the CRB
in different timeslots or at different nodes are indeperfan be used to efficiently predict the performance of pagwis
dent. Thus, the variance of the accumulated estimation &Y generation(A/ = 2). Note that when) is large, the

rors acrossM nodes isoj, = Moj. We can write CRB becomes less accurately to approximate MLE. This is
UL o because the accumulated phase estimation error goes up when
Pora as Pora ~ [om®  PM(4)35do, where Pi(¢) = )/ increases, which leads to larger variance of phase estimate
LIC . _e=of (Similar results can be found in Fig. 6).
q

2 n

2mi gy © *7u dx. The above analysis completes the \\ie next consider the effect of SNR, the number of group
characterization of’;;4 and provides analytical performancenodes) and the number of quantization levejson Py 4
predictions based on CRB. (after averaging ovep) and the probability of bit errop..

Simulations Next we present the simulation results of ouGiven parameter§, = 10us andg = 16, Fig. 6 (a) and (b)

key generation protocols under multipath channels. Werassuplot the theoretical and simulation results Bfr4 vs. SNR
that the primary beacon frequency ds, = 27 - 900 - 106 under differentM, respectively. Similar to Fig. 5, the results
radian/sec and the oscillator phase noise variance pasamshow that the higher the SNR, the better matches between the
is assumed to be 20 radHz (the other parameters will besimulation results and CRB results. This is due to the faat th
illustrated in specific simulation settings below). Twofelient the CRB results become increasingly inaccurate for low SNRs
methods are used here to estimate the variance of the phHd4¢. The deviations between simulation and the CRB results
estimation error: (i) full ML estimation and (ii) approxinga also increases as the number of nodes increases, this is due
analytical predictions using CRB far?. We use Gray codes to the accumulation estimation errors across multiple sode
(one bit of error is introduced between adjacent sectors) Fig. 6 (c) and (d) plot the bit error rate (BER) of generating
encode the quantization indices to reduce the bit disck@psn a key of size| K| = 128bit. We define BER as the ratio of bit



0 : : : o : TABLE I: NIST statistical test. To pass this test, the p-walu

=100 =300z =10
Tom LT e must be greater than 0.01.
016 f =900 MHz "

¢ ©T =1x10"s|
1233307 s |K|=128 bits ’

veioms v=120%s ||7L,7107S TEST p — value
DFT 0.9086

104
Lempel Ziv Compression 1.0
. Monobit Frequency 0.8597
00 Runs 0.8682
// Approximate Entropy 0.9286
6 4

f =900 MHz * SNR=15dB
0.08) f =3x 900 MHz | | SNR=20dB) 4
= 1055 | (& SNR=2508

o

0

R, (bits/sec)

2 3 § 5 w R R Cumulative Sums (Forward) 0.9493
Number of Nodes Supported Number of Nodes Supported Cumulative Sums (Reverse) 0.8188
€) (b) Block Frequency 0.8666
Serial 0.8825, 1.0000

Fig. 8: (a) P. vs. Rg. (b) Ri vs. number of nodes supported.

i ) v. Thus, the Doppler frequency shift f§ = ¥ = 30Hz, which
discrepancies tpi|. The results show that a very low BER can g its a coherence tinfe = 2423 — 14ms. To guarantee link
= 0228 — )

be achieved even in low SNR regimesq, below 20dB). This e cinrocity during key generatiof,, is required to include at
is due to the use of Gray codes where a quantization ind@X%«t one round time:

disagreement between two adjacent sectors only introduces
one bit error. For such a low BERy, k, 2t + 1]3-BCH codes 2M(T,+7+v) < T,
with aplprohpnati_e;r.or correctllng Iggpz;bltllnels car;] b; .UEEd wherer = % = 3.33 x 10~ "s andv is the delay spread with
reconcile these bit IScrepancies. F1g. ( _)potst e typical valuel.2 x 10~%s. Then, we can bound the number
results forPg; 4 as a function oS N R for different values of of nodes supported a¥ < 68

As expected, a higher SNR is needed to achieve a desire<£ PP =0 - ;
a- ' ased on the above discussion, we can determine the

|PQIA forl Iarge]?. lln ;ac';, trerebl_f a tradet_off smtce the use Ofgcret pit generation rate as follows: given SNR, acceptabl
ower vailes 0lg ‘eads fo Tow bit generation rate. BER based on the error correcting capability, we can first

In the above settings, the quantization is based on ph ermine the maximum group size the system can support.

estimates generated from a single beacon, a potential iﬂien the approximate secret-bit rate can be computed as
provement onPg;4 is to perform quantization based on, ' K| log>()  Here we assumeék|/ log, ()
estimates generated from multiple beacons which have fﬁ@ Moty KT ’ 8214

same initial random phase. We quantize the average of Haulti
estimates into bit vectors. Lét denote the number of times
a beacon with the same initial phase is transmitted. Fig.

(a) plots thePgra vs. SNR undetlL = 5. The results show given SNR=20dB, T, — 10ys and[127,85,6,-BCH code,

that with multiple-beacon based estimatioRg;4 can be the maximum number of nodes supportedVis — 6. Thus,

f“”hef reduced and the CRB approximation is quite accurgiss analytical secret-bit rate can be*bit/s approximately.
especially forM = 2. However, a larget. also undermines

the bit generation rate.

rounds can be run either in the same coherence time pe-
ilod or across multiple coherence time periods. Fig. 8 (b)
pJ]ots the secret-bit generation rate vs. the number of nodes
supported under different observation times. As an example

C. Randomness of Secret Bits

B. Scalability and Secret Bit Generation Rate A cryptographic key should be substantially random, oth-
. e[wise the adversary can crack the key with low time-

In our key generation protocol, the number of nodes tha . : )
complexity. We employ a widely used randomness test suit

can be supported (scalability) and the secret bit gemE"rat'lQIST to verify the randomness of the secret-bit generateah fr
rate are correlated to each other. Due to the accumulation” . . .
our simulation [12]. In the test, we randomly select 10 bit

of estimation errors in group key generatioh/’ > 2), the ggauences generated from our simulation in both static and

size of the node group is constrained by the required BER: . .
Fig. 8 (a) plots BERp, vs. the number of nodes supporteénOb"e cases, and compute their p-values for 8 tests. All the

under different SNRs. The results show that given a fixed SN&-values are marginally greater than 0.01, which indictites

. i ) sequence is random. The results in Table 1 shows that the
pe iNncreases almost linearly as the number of nodes increase.

Assume[127, 85, 13]2-BCH code is utilized in the system with ?ver?gel entr(épy of our generated bit sequences is very close
error tolerance% ~ 4.72%. According to Fig. 8 (a), given 0 a fiuly random sequence.

SNR=20dB the group size cannot exce&dotherwise the ) )

system cannot correct the bit errors. Although more powerfd- Comparisons with Related Work

BCH codes with high error tolerance can be used to increaserhis section presents a comparison between our key gen-
the scalability, it leads to more privacy leakage in the kegration schemes and the existing RSS-based key generation

reconciliation step [7]. methods. Due to space limitation, we only focus on the closel
We next consider the effect of mobility on the scalabilrelated work. Most of the previous work on RSS-based key
ity. In a mobile scenario, assumé| = 128bit, ¢ = 16, generation are based on the quantization of RSS measurement

fe = 900MHz, v = 10m/s and the maximum distance betweefor bit extraction [3], [4], [2]. In [3], the authors propade
nodes isd = 100m. We choosel, = 100us to ensure high a key generation scheme which quantizes the matching deep
estimation accuracy and it is much larger than the delayesprdades of RSS measurements based on a pre-defined threshold



v, i.e., generatd if RSS; > v or generatd if RSS; < v.In in Section IV-A, the sum of initial phases and channel phases
[2], the authors proposed a scheme that uses level-crgssialpng the transmission circuit is uniformly distributedeov
and quantization to extract bits from RSS measurements[0r2~x]. Thus, when quantized into bit vectors, the randomness
estimated channel impulse response (CIR). The two nodesaflthe generated key is guaranteed.

ternately send known probe signals to each other and estimat

the channel response at successive time instants. Setget bi V. CONCLUDING REMARKS

are generated frorexcursionsof channel estimates above In this paper, we proposed a new secret key generation
(output 1) or below—~ (output 0) that are of a duration equalpproach that utilizes the uniformly distributed phaseiinf
to m samples. The authors in [4] evaluate the effectivenessghtion of channel responses to extract shared cryptographi
RSS-based key extraction in real environments and show tRa{s under narrowband multipath fading models. The pro-
due to lack of channel variations static environments ate nghsed approach enjoys a high key bit generation rate and
suitable for establishing secure keys. achieved scalability and flexibility, and was thoroughlylex
Excellent efficiency Compared to the RSS-based methodsated through both analytical and simulation studies. Costpa
our scheme has a much higher secret bit generation radteexisting work that focus on pairwise key generation, our
There are two major reasons: First, these RSS-based methmgsroach is highly scalable and can improve the analytical
either use only the deep fades [3] or RSS measuremé&ny bit generation rate by a couple of orders of magnitude.
above or below the threshold [4], [2], the other samples ahethe above discussion, we assume that nodes in the network
all discarded. In particular, if all bits are generated frorshare a common time reference. However, when there exists
excursionsthis will cause a large loss of bits as only one secrab common time reference among the nodes, they have to
bit can be generated fromm successive RSS measurement&eep time using their own independent local oscillator. In
Different from them, our scheme quantizes phase estimaiés case, each node estimates the phase of received beacons
into multiple bits by using a multi-bit quantization schemerelative to its own time reference, and absolute estimates
Second, to maintain a high level of average entropy of key, thave an unknown “phase offset” that depend on the phase
bit extraction rate of the RSS-based methods can not exceédhe local time reference at each node itself. In our future
Doppler frequency shiff; too much [2]. However, for a given work, we propose to extend our key generation protocol to
coherence timeur scheme can run multiple rounds to generata asynchronous setting without relying on a common time
more bits due to the introduction of phase randomness. reference.

Scalability: Compared to the RSS-based methods that only
applicable for pairwise key generation [3], [4], [2], ouhstne ACKNOWLEDGMENT
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