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a b s t r a c t
Though cryptography is being used more and more widely in reality, it seems that there
exists no scheme or a concatenation of some existing schemes that could deal soundly with
such practical situations as providing a clue, where the provider of the clue may want to
reserve his beneﬁcial rights while keeping his identity secret. To address this problem,
inspired by the two notions of the ring signature and the authenticated encryption signature, we propose a new type of authenticated encryption scheme, which we call the ring
authenticated encryption scheme, which can enable any member of a group of persons
to provide a clue to some designated recipient wisely.
Ó 2008 Elsevier Inc. All rights reserved.

1. Introduction
Cryptography has been receiving extensive attention from both academia and industry during the past several decades,
and a variety of digital signature schemes [9,18] have been proposed for use in different applications or situations in reality.
However, there are still some practical applications that lack consideration, such as the issue of providing a clue; speciﬁcally,
for example, a trusted police decides to arrest a criminal, but unfortunately it does not know any clue about the criminal’s
hiding place, except that it learns that a certain group of persons may know some. Thus, the police may encourage the members of this group to provide some clues, and promise to prize the person the police think who provides the most important
clue. Finally, a member in this group, As say, wants to provide a clue, but he is not sure whether the clue to be provided could
be the most important. Now he faces a problem: how to provide the clue wisely if he wants to use a digital scheme, where
‘‘wisely” means at least the following four requirements:
(1) Conﬁdentiality of the clue – none except the designated police can get the clue. This requirement keeps another group
member or an adversary from obtaining the clue and then sending it to the police after he intercepts the digital signature when transmitted in an insecure communication channel.
(2) Irretrievability of the provider’s identity – none can retrieve the identity of the provider from the digital signature. This
requirement guarantees that the provider can be protected if the clue is not the most important one; otherwise, he
may suffer from being threatened. (A similar stronger requirement is unlinkability, which represents that none except
the signer of the signature could determine whether two or more signatures are generated by the same signer).
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(3) Veriﬁability of the provider’s identity – if the clue is announced to be the most important by the police, the provider
can prove without any disputation to the police or any third party that he is the real provider of the clue, which guarantees that he can get the prize.
(4) Unforgeability of the digital signature – the police or any third party cannot forge the digital signature.
If necessary, one more requirement:
(5) Undeniability – once a group member provides a valid digital signature on some clue, the police can prove to any third
party that the signature is created by this group, and the group cannot repudiate this.
How could As achieve the above requirements? Obviously, more or less requirements above will not be met if As would
adopt some currently existing digital signature, such as an encryption scheme, like that in [9], a conventional authenticated
encryption scheme, like those in [10,11,21], a ring signature scheme, like those in [1,3,14,19], a group signature scheme, like
that in [5] or other kind of digital schemes. To our knowledge, there exists no scheme or concatenation of some existing
schemes that could solve the above issue soundly.
In this paper, inspired by the notions of the ring signature and the authenticated encryption scheme, we propose a new
type of the authenticated encryption scheme, which we call the ring authenticated encryption scheme, which enables a
member of a group of persons to provide a clue to a designated recipient wisely. By using our proposed ring authenticated
encryption schemes, now As can provide the clue wisely. Only the designated police can obtain the clue by decrypting the
valid ring authenticated encryption signature. If the clue is not the most important, As just keeps silent, and none can identify
that he is the provider of the clue; if the clue is the most important, As can prove to the police (or any third party if necessary)
that it is he who provides the clue, by showing some parameters that none else could generate. Any other group member
who gets these secret parameters and claims that ‘‘I am the provider of the clue” will be easily spotted by the recipient
(or the third party).
The remainder of the paper is organised as follows. In the next section, we brieﬂy describe certain previous ring signature
schemes and the authenticated encryption schemes. In Section 3, we give some necessary deﬁnitions. In Section 4, we propose two concrete ring authenticated encryption schemes, which can be used in two different situations, and discuss their
security in Section 5. Section 6 concludes this paper.

2. Related works
In this section, we describe certain previously published ring signature schemes, and brieﬂy review the notion of the
authenticated encryption scheme.
2.1. Ring signatures
The concept of the ring signature is ﬁrst introduced by Rivest et al. [19] in 2001, which is something like the group signature [5] but has the following special properties: (i) The ring signature has no group manager, and allows any group member to sign a message on behalf of the group without the cooperation of other group members; (ii) given a valid ring
signature the recipient or a third party cannot tell which member of the group generates the signature; (iii) a group member
can choose any sub-group belonging to the group, and if he is a member of the sub-group, he can sign a message on behalf of
the sub-group without the content or assistance of the other members of the sub-group.
A few extensions of the ring signature have been proposed [1,3,13,14,16,23]. In 2002 Naor [16] proposed the concept of the
deniable ring authentication scheme, building on the deniable authentication scheme and the ring signature. In January 2003,
Lv et al. [13] proposed a discrete-logarithm based ring signature, building on the message-recovery signature scheme of Nyberg and Rueppel [17]. In September 2003, Lv and Wang [14] formalized the concept of the veriﬁable ring signature scheme,
which has the additional property: if the signer of a signature is willing to disclose to the recipient or any third party that he
generates the signature, then the recipient of the signature or the third party can correctly determine whether it is the case.
2.1.1. The ring signature scheme of Rivest et al.
Let ðEk ; Dk Þ denote a pair of symmetric-key encryption and decryption algorithms using a key k, which we assume take as
input an l-bit data block. Let HðÞ denote a hash function whose hash values have the same length as the key of ðEk ; Dk Þ. Suppose that there are n persons in the group of possible signers, namely A0 ; A1 ; . . . ; An1 ; and let f0 ; f1 ; . . . ; fn1 : f0; 1gl ! f0; 1gl
be trap-door one-way functions, where the inverse fi1 of fi can be computed only by the person Ai who knows the trap-door
information of fi ; ð0 6 i 6 n  1Þ.
To generates a signature for a message M on behalf of the group, the signer As who can compute fs1 does the following.
Step
Step
Step
Step

1.
2.
3.
4.

Select randomly a value c0 from f0; 1gl , and compute r n1 ¼ Dk ðc0 Þ, where k ¼ HðMÞ.
For i ¼ 0; 1; . . . ; s  1, select randomly a value si from f0; 1gl , and compute ciþ1 ¼ Ek ðci  fi ðsi ÞÞ.
For i ¼ n  1; n  2; . . . ; s þ 1, select randomly a value si from f0; 1gl , and compute ri1 ¼ Dk ðr i  fi ðsi ÞÞ.
Compute ss ¼ fs1 ðcs  r s Þ using the trap-door information of fs . The signature on the message M is
ðc0 ; s0 ; s1 ; . . . ; sn1 Þ.
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A veriﬁer ﬁrst computes k ¼ HðMÞ and ciþ1 ¼ Ek ðci  fi ðsi ÞÞ, for i ¼ 0; 1; . . . ; n  1. The signature is valid if and only if cn ¼ c0
holds.
Rivest et al. [19] deﬁne a family of keyed combining functions C k;t ðy1 ; y2 ; . . . ; yr Þ, which are still very useful in our following schemes. Every keyed combining function C k;t ðy1 ; y2 ; . . . ; yr Þ takes as input the key k, an initialization b-bit value t, and
arbitrary values y1 ; y2 ; . . . ; yr . Given any ﬁxed values for k and t, each such combining function uses Ek as a sub-procedure,
and outputs a b-bit value z, which has the following three properties:
(1) For each s; 1 6 s 6 r, and for any ﬁxed values of all the other inputs yi ; i–s, the function C k;t ðy1 ; y2 ; . . . ; yr Þ is a one-toone mapping from ys to the output z.
(2) For each s; 1 6 s 6 r, given a value z and the values for all inputs yi except ys , it is possible to efﬁciently ﬁnd a value ys
for such that C k;t ðy1 ; y2 ; . . . ; yr Þ ¼ z.
(3) Given k; t and z, it is infeasible for an adversary to solve the equation C k;t ðg 1 ðx1 Þ; g 2 ðx2 Þ; . . . ; g r ðxr ÞÞ ¼ z for x1 ; x2 ; . . . ; xr if
the adversary cannot invert any of the trap-door functions g 1 ðÞ; g 2 ðÞ; . . . ; g r ðÞ.

2.1.2. The discrete-logarithm based ring signature of Lv et al.
The discrete-logarithm based ring signature [13] consists of three phases: initialization, signature generation and signature veriﬁcation.
Initialization: Each ring member, such as the ith member Ai , does follows,
Step 1. Choose two large primes pi and qi such that qi jpi  1. Usually, pi is longer than 512 bits, and qi is longer than 160
bits. Let g i be a generator of GFðpi Þ with order qi .
xA
Step 2. Choose xAi 2 Z qi as his private key, and compute the corresponding public key yAi ¼ g i i mod pi .
1
a mod qi
b
 g i mod pi ; and its inverse function hi ðyÞ is deﬁned as
Step 3. Deﬁne a trap-door function hi ða; bÞ ¼ a  yAi
1
hi ðyÞ ¼ ða; bÞ, where a and b are computed as follows.

a ¼ y  g K
mod pi ;
i
a ¼ a mod qi ;
b ¼ ðK  a Þ  x1
Ai mod qi ;

ð1Þ
ð2Þ
ð3Þ

where K is a random integer in Z qi .
Ai makes pi ; qi ; g i and yAi public, and keeps xAi secret.
Signature Generation: Suppose that the sth member As wants to sign a message M on behalf of r persons A1 ; A2 ; . . . ; Ar ,
where 1 6 s 6 r. As does the following.
Step 1. Compute the key k as k ¼ HðMÞ.
Step 2. Pick uniformly and independently a pair of random values ðai ; bi Þ for every other ring member Ai ; ð1 6 i 6 r; i–sÞ,
and compute yi ¼ hi ðai ; bi Þ mod pi .
Step 3. Pick randomly a b-bit initialization value t, and solve out ys from equation C k;t ðy1 ; y2 ; . . . ; yr Þ ¼ t, where C k;t is the
combining function deﬁned in the ring signature scheme of Rivest et al.
1
Step 4. Compute ðas ; bs Þ ¼ hs ðys Þ by using the trap-door information of hs : First, choose a random integer K 2 Z qi , compute
as by Eq. (1), and keep K secret; second, compute as by Eq. (2); ﬁnally, computes bs by Eq. (3).
Step 5. The ring signature r on the message M is ðA1 ; A2 ; . . . ; Ar ; t; ða1 ; b1 Þ; ða2 ; b2 Þ; . . . ; ðar ; br ÞÞ.
Finally, As sends the message M and its signature r to a recipient, Bob say.
Signature Veriﬁcation: After receiving the ring signature r, the recipient Bob does the following.
Step 1. Compute the key k as k ¼ HðMÞ.
Step 2. Compute yi ¼ hi ðai ; bi Þ mod pi , for i ¼ 1; 2; . . . ; r.
?
Step 3. Check C k;t ðy1 ; y2 ; . . . ; yr Þ ¼ t. If it holds, then Bob accepts the signature as valid; otherwise, rejects it.

2.1.3. The veriﬁable ring signature of Lv and Wang
Building on Lv et al.’s discrete-logarithm based ring signature, Lv and Wang [14] formalized the concept of the veriﬁable
ring signature scheme, which can enable the signer to prove to the recipient or a third party that the signature is really generated by him if he is willing to do so. The veriﬁable ring signature of Lv and Wang consists of four phases: initialization,
signature generation, signature veriﬁcation, and signer veriﬁcation.
Initialization: The initialization phase is the same as that in the discrete-logarithm based ring signature of Lv et al. except
the following two points:
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(1) Each member Ai chooses another large prime oi such that oi jqi  1.
1
1
(2) The inverse hi ðyÞ of the trap-door function hi ða; bÞ is deﬁned as hi ðyÞ ¼ ða; bÞ, where a and b are computed as
follows.
Kg K

a ¼ y  g i i mod pi ;
a ¼ a mod qi ;
b ¼ xAi  a  K  g Ki mod qi ;

ð4Þ
ð5Þ
ð6Þ

where K is a random integer that meets K < oi .
The phases of signature generation and signature veriﬁcation are the same as those in the discrete-logarithm based ring
signature of Lv et al., except that ðas ; bs Þ should be computed according to Eqs. (4)–(6).
Signer Veriﬁcation: If the actual signer As is willing to prove to the recipient or a third party that the signature is generated
by him, then the recipient can correctly determine whether it is the case by the following steps.
Step 1. As computes S ¼ g Ks mod ps and then sends S to the veriﬁer.
Step 2. The veriﬁer checks whether ys ¼ as  SS mod ps . Only if it holds could the veriﬁer accept that the signature is really
generated by As .

2.2. Authenticated encryption schemes
The concept of the authenticated encryption scheme is ﬁrst introduced by Horster et al. [10] in 1994, which aims to
achieve the purpose that the signature can only be veriﬁed by some designated recipients while the message is kept secret
from the public. The authenticated encryption scheme requires a smaller communication bandwidth to achieve privacy,
integrity and authentication of a message, when compared with the straightforward way that performs two separate processes on the message; ﬁrstly message encryption, and then message integrity and authentication.
However, in the authenticated encryption scheme of Horster et al., if the signer repudiates her signature later, there is no
way for the recipient to prove the signer’s dishonesty to any third party without disclosing his private key. To overcome this
weakness, in 1999 Araki et al. [2] proposed an extended version of the authenticated encryption scheme, known as the convertible limited veriﬁer scheme, which allows the recipient to convert an authenticated encryption signature to an ordinary
signature so that a third party can verify its validity. But the recipient needs the cooperation of the signer when converting
the signature, which is obviously a drawback under the situations that the signer refuses to cooperate. Therefore, a few new
convertible authenticated encryption schemes [4,6,11,15,21,22] have been proposed where the recipient does not need the
signer’s cooperation when converting an authenticated encryption signature to an ordinary signature.
3. Deﬁnitions
We ﬁrst give a deﬁnition of the ring authenticated encryption scheme, as follows.
Deﬁnition 1 (Syntax). A ring authenticated encryption scheme SRAE consists of ﬁve polynomial-time algorithms:
ðKGRAE ; SGRAE ; MRVRAE ; SCRAE ; SVRAE Þ :
ðsk; pkÞ
KGRAE ð1l Þ: A probabilistic algorithm that takes a security parameter l and outputs private key sk and public key
pk. By using this algorithm, each member Ai generates his private key ski and the corresponding public key pki .
1
r SGRAE
sks ðM; pkb ; g s ; GÞ: A probabilistic algorithm that takes the message M to be signed, the recipient Bob’s public key
and any subset G of the other ring members’ trap-door functions
pkb , the signer As ’s trap-door information of g 1
s
fg 1 ; g 2 ; . . . ; g s1 ; g sþ1 ; . . . ; g n g, and outputs a ring authenticated encryption signature r. (Note: g i is public, where its inverse
can be computed only by the ith ring member Ai who knows the trap-door information of g i . These trap-door funcg 1
i
tions should satisfy some conditions, such as, when Ai computes g 1
i , there should exist some secret parameter that can be
used by Ai to prove to a recipient that the signature can only be created by him, without any information about Ai ’s secret
disclosed.)
ðM; 1=0Þ
MRVRAE
skb ðrÞ: An algorithm that takes the signature r and the recipient Bob’s private key skb , and outputs the
message M and the (in)validity of the signature (where 1 means valid, and 0 means invalid). We require that
RAE
RAE
1
.
ðM; 1Þ
MRVRAE
skb ðSGski ðM; pkb ; g i ; GÞ for any message M, any subset G, any ðski ; pki Þ generated using KG
1=0
SCRAE ðM; D; rÞ: An algorithm that takes the signature r, the message M and a parameter D that can only be recovered by the recipient Bob during executing the algorithm MRVRAE
skb ðrÞ, outputs whether the signature is really created by
some ring member (where 1 means yes, and 0 means no). We require that 1
SCRAE ðM; D; rÞ if Bob honestly executes
ð
r
Þ.
the protocol MRVRAE
skb
1=0
SVRAE ðHÞ: An algorithm that takes a parameter H created when As generates the signature r, outputs whether As
is the actual signer for the signature (where 1 means yes, and 0 means no). We require that H will not release any
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information about the signer As ’s secret and that 1
SVRAE ðHÞ if r is really generated by As . In addition, SRAE should
satisfy the condition that only the actual signer of the signature r could provide such a parameter H that makes
1
SVRAE ðHÞ.
Like a ring signature scheme, we require that a ring authenticated encryption scheme should also satisfy the property of
signer ambiguity.
Deﬁnition 2 (Signer Ambiguity). Let G be a sub-group of a group of n persons fg 1 ; g 2 ; . . . ; g n g, and suppose that g s 2 G and
1
each key is generated by KGRAE ð1l Þ. SGRAE
sks ðM; pkb ; g s ; G n fg s gÞ is perfectly signer-ambiguous if, for any message M, any G,
RAE
1
any r generated by SGsks ðM; pkb ; g s ; G n fg s gÞ, given ðG; M; rÞ, an adversary A outputs s such that sk ¼ sks with probability
1=jGj.
The property of signer ambiguity says that it is infeasible for anyone except the signer of a signature to identity which
member of the sub-group generates the signature.

4. Concrete ring authenticated encryption schemes
Under some practical situations, the recipient of a signature may hope that the third party who is verifying the signature
explicitly knows that he is the designated recipient of the signature. However, under other situations the recipient may not
hope so, but he may still hope that if he wants he can prove to the third party that he is the recipient. Therefore, when the
recipient thinks that exposing that he is the designated recipient will beneﬁt himself, he may go to prove that; otherwise, he
may just keep silent.
In this section, we propose two ring authenticated encryption schemes that correspond to the above two different cases.
Each of the proposed ring authenticated encryption schemes involves the following ﬁve phases: initialization, signature generation, message recovery and veriﬁcation, signature conversion, and signer veriﬁcation.
Before proceeding, we assume that there exist a family of keyed combining functions C k;t ðy1 ; y2 ; . . . ; yr Þ as described in
Section 2.1, and a public one-way hash function HðÞ, which maps an input of arbitrary length to a bit string of constant
length that can be used as key k for C k;t ðy1 ; y2 ; . . . ; yr Þ.
4.1. Case 1: Explicit recipient
Initialization: Each member in a group,1 such as the ith member Ai , chooses the following parameters: a large prime pi such
that it is hard to compute discrete logarithms in GFðpi Þ, another large prime qi such that qi jpi  1, a generator g i in GFðpi Þ with
order qi . Then, Ai chooses a random integer xAi from Z qi as his private key, and computes the corresponding public key
xA
a mod qi
 g bi mod pi , and its inverse fi1 ðyÞ is deﬁned as
yAi ¼ g i i mod pi . He deﬁnes a trap-door function fi ða; bÞ ¼ a  yAi
1
fi ðyÞ ¼ ða; bÞ, where a and b are computed as follows.
Kðg K mod pi Þ mod qi

a ¼ y  gi i
a ¼ a mod qi ;

mod pi ;

b ¼ K  ðg Ki mod pi Þ  xAi  a mod qi ;

ð7Þ
ð8Þ
ð9Þ

where K is a randomly chosen integer from Z qi .
Finally, Ai publishes ðyAi ; pi ; qi ; g i Þ, and keeps xAi secret.
The recipient Bob chooses a large prime p such that it is hard to compute discrete logarithms in GFðpÞ, another large prime
q such that qjp  1, a generator g in GFðpÞ with order q, and a random integer xb from Z q as his private key, computes his
public key yb ¼ g xb mod p, and publishes ðyb ; p; q; gÞ.
Signature Generation: Suppose that the sth member As wants to sign a message Mð2 Z p Þ to the recipient Bob on behalf of r
ring members A1 ; A2 ; . . . ; Ar . Then, As does the following.
Step 1. Choose a random integer x from Z q , compute

R ¼ g x mod p;
S ¼ yxb mod p mod q;
V ¼ M  g S mod p;
and compute the key k as k ¼ HðM; S; V; yb Þ.
Step 2. Pick uniformly and independently a pair of random values ðai ; bi Þ for every other ring member Ai ; ð1 6 i 6 r; i–sÞ,
and compute yi ¼ fi ðai ; bi Þmodpi .

1

The group will be called as the ring group in the following, and each member in the group will be called as a ring member.
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Step 3. Pick randomly an initialization value t, and solve out ys from the equation C k;t ðy1 ; y2 ; . . . ; yr Þ ¼ t.
Step 4. Compute ðas ; bs Þ ¼ fs1 ðys Þ by using the trap-door information of fs :
– First, choose a random integer K from Z qs , compute as by Eq. (7), and keep K secret;
– Second, compute as by Eq. (8);
– Finally, compute bs by Eq. (9).
Step 5. The signature

r on the message M is

ðA1 ; A2 ; . . . ; Ar ; t; V; R; ða1 ; b1 Þ; ða2 ; b2 Þ; . . . ; ðar ; br ÞÞ:
Finally, the signer As sends

r to the recipient Bob.

Message Recovery and Veriﬁcation: The recipient Bob does the following to recover and verify the message M from the signature r.
Step 1. Compute S ¼ Rxb mod p mod q, recover the message M ¼ V  g S mod p, and hash M; S; V and yb to recover the key k
as k ¼ HðM; S; V; yb Þ.
Step 2. Compute yi ¼ fi ðai ; bi Þ mod pi , for i ¼ 1; 2; . . . ; r.
?
Step 3. Check C k;t ðy1 ; y2 ; . . . ; yr Þ ¼ t. If it holds, then Bob accepts the signature as valid; otherwise, rejects it.
Signature Conversion: If the ring group repudiates its signature r later, Bob can convert the signature to an ordinary signature such that any third party, Alice say, can verify whether the signature is generated by some ring member. Thus, Bob can
prove the dishonesty of the ring group to any third party that. To achieve this, Bob does the following.
Step 1. Bob sends the message M, the parameter S and the signature component ðA1 ; A2 ; . . . ; Ar ; t; V; ða1 ; b1 Þ; ða2 ; b2 Þ; . . . ;
ðar ; br ÞÞ to Alice.
Step 2. Alice computes

k ¼ HðM; S; V; yb Þ;
yi ¼ fi ðai ; bi Þ mod pi ;

for i ¼ 1; 2; . . . ; r:
?

Step 3. Alice checks C k;t ðy1 ; y2 ; . . . ; yr Þ ¼ t. If it holds, then Alice believes that the signature is generated by some ring member; reject otherwise.
Signer Veriﬁcation: If the actual signer As is willing to disclose to the recipient Bob (or any third party) that the signature is
generated by him, then he does the following.
Step 1. As computes X ¼ g K mod ps , and sends ðX; yAs Þ to Bob (ðX; yAs Þ and r to the third party, respectively).
Step 2. Bob (the third party, respectively), who already knows ðas ; bs Þ, computes as ¼ as mod qs , and checks
?
a
X X ¼ g bs s  yAss mod ps . Only the equation holds will Bob (the third party, respectively) accept that As is the real signer
of the signature.

4.2. Case 2: Implicit recipient
During the three phases of signature generation, message recovery and veriﬁcation, and signature conversion in the above
scheme, if we replace the equation k ¼ HðM; S; V; yb Þ with the new equation k ¼ HðM; S; VÞ and leave the remaining unchanged, then we can see that any veriﬁer verifying the signature will not know who is the recipient of the signature.
But the recipient Bob can prove to any third party, Tom say, that he is the recipient of the signature r, as follows.
Recipient proof
Step 1. Bob sends the message M, the parameter S and the signature
Step 2. Tom computes

r to Tom.

k ¼ HðM; S; VÞ;
yi ¼ fi ðai ; bi Þ mod pi ;

for i ¼ 1; 2; . . . ; r:
?

Step 3. Tom checks C k;t ðy1 ; y2 ; . . . ; yr Þ ¼ t. He continues if the equation holds; otherwise, terminate the protocol.
S
Step 4. In the following, Bob can prove to Tom that he knows logR mod p ð¼ xb Þ by using a partial knowledge proof protocol
as described in [7].
Note that if the recipient is unwilling to cooperate, then any third party cannot determine who is the real recipient, even
though he gets the message M, the parameter S and the signature r.
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5. Security discussion
The security of proposed ring authenticated encryption schemes mainly relies on the following three assumptions.
Assumption 1 (from [8]). Suppose HðÞ is a one-way hash function. It is computationally infeasible to derive x from a given
hashed value HðxÞ, or to ﬁnd two different values x; x such that HðxÞ ¼ Hðx Þ.
Assumption 2 (from [19]). Suppose g 1 ðÞ; g 2 ðÞ; . . . ; g r ðÞ are a number of trap-door functions. Given two values t and k, it is
computationally infeasible to derive x1 ; x2 ; . . . ; xr without knowing the trap-door information of any of g 1 ðxÞ; g 2 ðxÞ; . . . ; g r ðxÞ,
such that C k;t ðg 1 ðx1 Þ; g 2 ðx2 Þ; . . . ; g r ðxr ÞÞ ¼ t.
Assumption 3 (from [20]). For a given value y 2 Z p , it is computationally infeasible to derive x such that y ¼ g x mod p.
Correctness: (trivial)
Conﬁdentiality: Obviously, only by using the private key xb of the recipient could the message M and the parameter S be
correctly recovered during the message recovery and veriﬁcation phase. Furthermore, since an adversary cannot correctly
b and the corresponding signature r, thus, after
compute the parameter S, nor could he represent it with his guessed message M
b is the actual message by checking
the adversary gets the signature r, he cannot determine whether his guessed message M
b
S, and
whether it satisﬁes those veriﬁcation steps. Anyway, he can express the message M as M ¼ V  g S mod p with a guessed b
S; V; yb Þ satisﬁes the veriﬁcation equations.
then determine whether it is the actual message by examining whether k ¼ HðM; b
But the probability that the guessed b
S happens to the actual S is 1. Since q is a large prime, the probability is negligible.
q

Unforgeability: Anyone except the ring members cannot generate a valid signature during the signature generation phase,
since it needs some ring member’s private key to complete the signature. Assume an intruder intends to reveal the private
key xAs from Eq. (9). Given a signature component ðas ; bs Þ, there is one more unknown parameter K  ðg K mod pi Þ mod qi in
the above equation. Due to the intractability of the discrete-logarithm problem, the intruder cannot compute K from
Xð¼ g K mod pi Þ that is used for the signer veriﬁcation phase, so he cannot get the private key xAs of the signer from the equation. And every time the signer generates a signature, the parameter K should be different, so the number of secret parameters is always greater than the number of available equations. Therefore, the intruder cannot work out the private key
successfully. Though a veriﬁer could get g K modps and ðas ; bs Þ in the phase of signer veriﬁcation, he cannot get the private
key xAs from Eq. (9), for he cannot compute K from g K modps .
Any modiﬁcation to the parameter V or R will make the inequality k–HðM; S; V; yb Þ (or HðM; S; VÞ) hold, therefore, the signature will not pass the following veriﬁcation. Anyway, an adversary can randomly choose an integer j; ð1 6 j 6 rÞ, and a value t, then he can choose all the ðai ; bi Þ except ðaj ; bj Þ. By the deﬁnition of trap-door functions, he can compute all the yi ,
except yj ; He can solve out yj from C k;t ðy1 ; y2 ; . . . ; yr Þ ¼ t. However, because he does not know the private keys xAj , so he will
face the discrete logarithm problem when he solves ðaj ; bj Þ from the trap-door function fj ðyj Þ. Even though, he can guess some
pair ðaj ; bj Þ, but the probability that the guessed pair satisﬁes the equation is pqqi ¼ p1 . Since pi is a large prime, the probability
i i
i
is also negligible.
It should be stressed that the signer, As , should choose different K every time he signs. Otherwise, if a veriﬁer receives two
identical g K mod pi form two signatures generated by As , he can get the following two equations:

(

K  ðg K mod pi Þ mod qi ¼ xAs a1 þ b1 mod qi
K  ðg K mod pi Þ mod qi ¼ xAs a2 þ b2 mod qi :

Finally, the veriﬁer can solve out As ’s private key xAs as xAs ¼ ðb1  b2 Þða2  a1 Þ1 mod qi .
Veriﬁability: If an adversary wants to impersonate the actual signer
As during the signer veriﬁcation phase, he must face
a
b
discrete-logarithm problem – solving out X that satisﬁes X X ¼ g i i  yAii mod pi for some i.
Undeniability: Since only a ring member can generate a valid signature, so the recipient can determine whether a signature is valid. If the ring group repudiates its signature later, then by revealing the converted signature, the recipient can
prove the dishonesty of the ring group to any third party. Therefore the ring group cannot repudiate its signature creation
against anyone.
6. Conclusion
Building on the notions of the ring signature and the authenticated encryption signature, we propose the ring authenticated encryption scheme, which can enable any member of a group of possible signers to provide a clue wisely to some designated recipient. The ring authenticated encryption scheme has many important applications in reality.
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