


STEP 1: ReqR

STEP 2:  {EPC, RT1, RT2}

STEP 3:  {EPC, RT1, RT2}

STEP 4: {EPC, CCPwdM1, CCPwdL1, RM1, RM2, RM3, RM4}

Step 3.2:  Generate & Store

{RM1, RM2, RM3, RM4}

Step 3.3:  Execute
PAD1 = PadGen(RT1,RM1)
PAD2 = PadGen(RT2,RM2)

Step 3.4:  Compute
CCPwdM1 = APwdM    PAD1

CCPwdL1 = APwdL    PAD2

STEP 5:  {CCPwdM1, CCPwdL1, RM1, RM2, RM3, RM4}

Step 5.2:  Execute

PAD3 = PadGen(RT1,RM1)
PAD4 = PadGen(RT2,RM2)

Step 5.3:  Verify IF

APwdM = = CCPwdM1   PAD3

APwdL = = CCPwdL1      PAD4

Y: Reader Authentic

N: Stop Comm. With Reader

STEP 7:  {EPC, CCPwdM2, CCPwdL2, RT3, RT4}

Step 6.1:  Generate
{RT3, RT4}

Step 6.2:  Execute

PAD5 = PadGen(RT3,RM3)
PAD6 = PadGen(RT4,RM4)

Step 6.3:  Compute

CCPwdM2 = APwdM    PAD5

CCPwdL2 = APwdL    PAD6

STEP 8: {EPC, CCPwdM2, CCPwdL2, RT3, RT4}

STEP 9:  {EPC, AUTHENTIC: Y/N}

⊕
⊕

Step 3.1:  Store
{RT1, RT2}

⊕
⊕

Step 5.1:  Temporarily Store 
{RM1, RM2, RM3, RM4}

⊕
⊕

Step 8.2:  Execute
PAD7 = PadGen(RT3,RM3)

PAD8 = PadGen(RT4,RM4)

Step 8.3:  Verify IF
APwdM = = CCPwdM1   PAD7

APwdL = = CCPwdL1      PAD8

Y: Tag Authentic
N: Tag is Fake

⊕
⊕

Step 8.1: Store 

{RT3, RT4}

Tag Already Has:

EPC; Apwd(32)=ApwdM (16) || APwdL (16) ;
KPwd(32)=KPwdM (16) || KPwdL (16) ;
16it-Random No. Genarator: RTx ;

PadGen(.) function

Step 1.1:  Generate & 
Temporarily Store
{RT1, RT2}

Secure ChannelInsecure Channel

Reader Authentiction Process

Tag Authentiction Process

Manufacturer Already Has:
EPC; Apwd(32)=ApwdM (16) || APwdL (16) ;

KPwd(32)=KPwdM (16) || KPwdL (16) ;

16it-Random No. Genarator: RMx ;
PadGen(.) function

RFID Tag RFID 
Reader Manufacturer
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 





 ⊕

      →       
     →    
  

      →       
     →    
  
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 

 

∼ ∼  ∼  ∼

 ∼  ∼

 ∼
 ∼

 ∼  ∼

 ∼
 ∼

 ⊕
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    and
 



 




