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o 0@ Insecure Channel &Z Secure Channel
RFID

REID Tag Reader Mar\ufacturer
Tag Already Has:

EPC; Apwd(s2)=ApWdw (16) || APWdL (16) ;
KPwdaz)=KPwdy (1) || KPwd. 16) ;
16it-Random No. Genarator: Rry ;
PadGen(.) function

Manufacturer Already Has:
EPC; Apwd(32)=Apwdu (1) | | APWdL (16)
KPWd52)=KPWdh (15) || KPWA i) ;
16it-Random No. Genarator: Ry, ;
PadGen(.) function

STEP 1: Reqr

Step 3.1: Store
{Rry, Rz}

Step 1.1: Generate &
Temporarily Store Step 3.2: Generate & Store
{Rn, R} {Rw1, Rz, Rus, Rua}

Step 3.3: Execute|
PAD; = PadGen(Rri,Ru1)

STEP 2: {EPC, Rpy, Rr2} PAD; = PadGen(Rr,Ru>)

. rily Stor STEP 3 {FPC, R Ry Step 3.4: Compute
{Ron, Rums Rorsy Rua} T CCPwdy = APwdy [] PAD;

CCPwdy; = APwd, [ PAD,

Step 5.2: Execute
PAD; = PadGen(Rr,Ru:)
PAD, = PadGen(Rrz,Ruz) STEP 4:|{EPC, CCPwdu1, CCPwdy1, Ruy, Ruz, Rus, Rua}

Step 5.3: Verify IF
APwdyy = = CCPwdu; [IPAD;
APwd, = = CCPwd.; [JPAD,
Y: Reader Authentic
N: Stop Comm. With Reader

STEP 5: {CCPvdu;, CCPWdyy, Rus, Riz, Rus, Rua}

Reader Authentiction Process

Step 6.1: Generate

Step 6.2: Execute

PAD; = PadGen(Rr3,Rus) ‘Step 8.1: Store
PADs = PadGen(Rrs,Rus) {Rrs, Rra}

Step 6.3: Compute
CCPwdwz = APwdu[] PADs
CCPwd,, = APwd, [ PADg

Step 8.2: Executel
PAD; = PadGen(Rr3,Rus)
PAD; = PadGen(Rra,Rus)

; Step 8.3: Verify IF

STEP 7: {EPC, CCPwdz, CCPWdz, Rrs, Res} | ppw, — S el
STEP 8: {EPC, CCPWdwz, CCRWd,2, Rrs, Rya} | APWdL = = CCPwd,; [JPADs
Y: Tag Authentic

N: Tag is Fake

STEP 9: {EPC, AUTHENTIC: Y/N}
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- CPU : Intel Pentium Dual Core 3.0GHz
- RAM : 1GByte
- OS : Windows XP. Service Pack 2
- Language : JDK 1.5
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/¢ apwaE UH2Z U0t Scramhle HEE HA S WHSCTH
public static String scramble|String hex) {

StringBuffer b = new StringBuffer(]:
for({int i = 0;i < hex.length();i++] {
int index = ((Character.digit(hex.charkt (i), 16) + 10} % 16);

sh.append | Integer. toRexString(index) )

¥
return sb.toStringi).tcolppercase ();
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/! Problems | @ Javadac % Declaration | Console 2

<terminated> Protacal [Java Application] C:#Frogram F\\es‘WJavaWJre\ 6.0-03binHjavaw, exe (2006, 02. 14 23 [0:31:18)
Step 1: Reader -> Tag : Req R

Step 2: Tag -> Reader : [Computer, 0000, 0000

Step 3: Reader -> Manufacturer : [Computer, 0000, 0000]

$tep 4: Nanufmcturer —> Reader : [Computer, [1Z5D, 563D, 7E62, S067, 4860, 3F17)

\Step 5i Reader -» Tag : (idsD, 563D, 7E6z, 5067, 4860, SF17]

Reader has been Authenticated
(2 4) 712 wale] A3 2259

Zeiut (23 5)elA Aok BAlel o8 29 Az
ol 71& APwdztel 2EHA eg = 4 e

[2. Prablems | @ Javadoc [, Declaration | EJ Consnle 53

| <terminated> Protocal [Java Application] C:#Program Files®Javatjre1,5,0_03WbinWjavaw, exe (2008, 02, 14 2= 10:11:01)
Step 1: Reader -> Tag : Req R

Step 2: Tag -» Beader : [Computer, 0000, 0000]

Step 3: Reader -> Manufacturer : [Computer, 0000, 00001

Step 4: Manufacturer -> Reader : [Computer, [EN13, kSFL, 6FC7, 324, 241B, 6592]

\Step 5: Reader -> Tag : [EDN3, A9FL, 6FC7, 3Ezk, 2A1B, 6592]

Reader has been Authenticated
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