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ABSTRACT

In recent internet conference systems, group key agreement (GKA) protocol is one of the important protocols for secure
and reliable communication. Group Participants share one secret key using a GKA protocol to communicate with encrypted
messages. However, previous protocols have much time to share a group key because communication time depends on the
number of participants. To deal with this problem, GKA with constant communicating rounds have been proposed. With
constant-round GKA protocol, participants can share a group key in constant time which does not depend on the number of

participants. In this report, we review and analyze recently proposed GKA protocols which has constant communicating

rounds.
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9% THUES FHE WY 718 ABeIA FA WAAE gEs mE %58 ¥ 4 ok GRASH 3 4E

7t aE Flel uidk AFE AFSe ZZEZS AFH IF 71 F9] (Authenticated Group Key
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- 7] ™A (Key Privacy) : 18 TAAT0] AM 18 718 A 4 9lon
71& Axte = gk
Bl B714 (Indistinguishability) © 324%= AQ 2§ 719 #4992 UYgd EA4GE 29 5 Qi

- A4 (Freshness) : A IF 71 AT 449 Aoloof star, AAHE 2 & floh

At/ ek A4 (Forward/Backward Secrecy, F/B Secrecy) : AlA I8 71E°] HFEHoZ =&HT
gle ZAAE 3o/ AY AA 18 7)o ekdAd e A 4 o)

- & Aek obd Al (Perfect Forward Secrecy, PFS) @ AR&2ke] vlY 771 =&&Hdete A= oA Al
A g 719 kel AFgE v 5 gloh

- 7] 244 (Key Integrity) : 889 18 7% 02" FAYc Y Auaur AEH FZ] 3]
A W7E 5 gloh

- 7] #9l (Key Confirmation) : Z& 1§
A& FHatolofp gk

- AH8-2}F Q1% (Entity Authentication) @ BE & TAYY 21¢L AFFo o} s}
ol% (Contributory) : Zt 18 FALESL 7] & Ao ti o2 1AL J|ox s F= 5
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de te 7] A2 54 w8 2433 ok

22 5 AlAElS| BR

33 FASHE GKA ZRZEZEL A g ¢35 A29e 7weR g ok o] FeAts
A9l 7)bk o+3 Al2®] (ID-based Cryptosystem)¥ BIEHZ 7wk 935 A|2¥] (Password-based
Cryptosystem)ell el 7teFs] Azl siot

1) A 719 &5 Al2¥] (ID-based Cryptosystem)

A 7 s Al=FoM e 7S A 3AERE OE we A A7 4E A=HG g
2l oW & AHEA Al A (IDy HY F4& S IAHINE AT ol wE I
g AF5Ss & Favh U] Wi 8N Z&FHoth @A ASE B2 TFEZF S| Bonehdt
Franklin®] =& Aete A9 7wk 4% A2=de) 718 P4 wao ¥ oj7lelA 7] 44 A
(Key Generation Center, KGC)&= A|2=F WS WA AT

param =< Gy, Gy, q, €, P,,, H> (1)

pub?
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WA G S0 2%, G 2, o AU Pang ol 1S AT oIk KGCS| ¥ 7}
s @ A% AHgAS MY 7 e ke ok

< Q8 > =< H(ID),sH(ID) > (2)

2) Mg S 71wk o5 A 2~® (Password-based Cryptosystem)
U s 7 43 A|2"dae 1§ A9 Ee] ¥ dEZHE 7[IX= HEWE prE 7HALL
olZ ol &M 2E 7] ¥ AL AH L JEEZYZ JIXNE AA IF 12 AlsHA "ok A7 pw

t 2 a8 TH99L A3 29AY B

. 2H 2}2= GKA ZEEZO| ZTAl BEAM

o] FolMe Hol Add U4 F¥E GKA REZES] Ao Hopdd daix 2Astes Ik

3.1. Burmester2} Desmedt

199439 Burmester$} Desmedt-2 3]~ %HDiffie-Hellman)9] 7] w3 Z2EZd) 74t ste] I8 749
Eol due]l AM 1F 718 FRHE 4 A SHs GKA ZREZS ALY Y (o]d “BDM ek $hh)
Star, Tree, Broadcast, Cyclic & 4 72 WEZ o] wE Ztze] Z2EFo] YA|Eo] YA Star VE
AIE o] 85 ZREZY Afole Ig 715 & MulellA st WhrolFe O 7] 2l F4] FHeH1
Tree EHIE o] 43t Z2EZ] A B4l =9 F7F dA3HA %7] wj#ol, Broadcast®} Cyclic UIE
J2E AR ZREFU] GKA ZREZE IFdth [X 112 oA ¢, 744 n®9 7490 aF &
Folshe broadcast VIESIZ 7]6ke] GKA Z2EZZE 7} 49L& A2l WAAE W (broadcast) 24,
g He vAA] AFEoR bgE BE FALSAA HAAE FAGESE & 4 vk 22EFS] o] g &
7t pAQL shte] w7 K=K, =o' 2 kA7) B Cyclic VIEAE Mo R & ZeE

2 9 [# 119 Z2EZEH 2 APLYE 7MY BDU 2 EET 34, 24 FAHY U7} 2,5 e A

i

|

A U, oA s3AHeZ AF3H 8, d150] Al FS TZEZS FANYE IF g1y
o A A= ik
Burmester®}  Desmedts 3718 AHEE =Hse % F4A9 did]  Computational
=

Diffie-Hellman (CDH) #AE 7|Wtog 3lo] o] FHsIHTh AT 5% FZAA] tig Az

T =

il

2y
M

aide dFste A @dom, AT duEFol AAIE UAT o AL 2,9 HEA dlsiMT AFT
B AL A AAE AEsiAE &) Wil o AREAe] A9 914 FZ4 (Impersonation Attack)< =+
S Qo a9 E B8l o] Z2EZL W Ad (Broadcast Channel)S ©]-8-3l - G§&40|Bg

°] %) % GKA Z2EZdA $-&drh
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[Z 11 BDY =2EZS

FRound 1. U; selects random 1,€ 7,

and broadcasts z; =] mod p.
Round 2. U, broadcasts

X = (Zz+1/zq—1)rv(m0dp)
Key Computation. U, computes the key

i

K =z"X"""X' " X,_, (mod p)

i i

3.2. Katz2} Yung

20039l Katz¢t Yunge BDM Z2EZS WAA7 GKA Z2EZS AT (o]3 “KY03” olgtx
gh}h) KY03ol A= BDI4] eHdAl Sro] Ao g eol uisirnt 2857] wiol, 49 7490l tlsir
2L A FHol osithe 23, BDUAAME FALEC] BF A AHEdTin BA o] IR A4
Ze it 528 dths A8 AEENT ZEEZY WS BDYU ZREZY gy} 2] i B =7
A= BABEA gttt o]e YA, %
< Agde e} ol tigh bge FH g KY03e] AA=o] itk apAw o] ZREFS 435 AF (Mutual
Authentication)& Al FsHA ¢7] W&ol A FALSZREY] 41U 9 FFol| FHFslr)h =3 BDYM ZE2E
23} nF7AE 7] <9 (Key Comfirmation) ZHgo] glo] o]& <l
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3.3. Choi, HwangZ} Lee

Choi, Hwang@ Lee 9A] BDY ZE2EZFo| 7|§t st F ¥ A =8 /A= A 75 2F 7
Z 2 o Z2EES ANSAT Y (o8 “CHLOS T 3}) o] TREZL 22704 WA A 7w
SAIZES 718 ARS AMSSEE AL I 719k Wi JIE £ (29 2ok ZREZ] e [} 2
of vehd gick

7] @ $4< 5o 2 7L shte] vl 7] K=K =e(pp) TNt 2 k7)) g,

e
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A7) ME 7]&e Ud-dvt EAE AHE F==z FF A7l Decisional Hash Bilinear Diffie-Hellman
(DHBDH) &A1& 7|Nte.2 dto] ZIEZ WS FH3ATh A o] ZREZY F WA oA

FAHE e Y, T,.P)=c( Y (B+hQ), Py,)oM 2 749 U Al B9 o1% 749 U,

=112 re—112
Uiy, Upo® <P T> 280 tefjxdt BE2o g QFsly] fiel] 1 oo the 7499 Jds S8 &
k= A ] Qi

Zhang@ Chen 7 W9 o3 AHAVE QI5E a5 7ALYA 09 o9 Q1% AE(Authentication

Transcrip) & A% dlo] vol vld A4 9% 24 @ & ATE AL FPadc
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[ 21 CH4 =2EZ
flound 1. U; selects @ EZU, then broadcasts

<P =qP T,=aP,,+hS >
where h; = H(P,).
Round 2. After receiving < P, T; >, U, verifies

(Y 7.P)=e( Y] (P+1Q). P,,)
ke 1,12 ke 11,2
If fails, then the protocol halts.
Otherwise, U; broadcasts
Dy=ela, (P, —P_,). Pyy).
Key Computation. U, computes the session key

K =claP_ R+1)”Di”710i,n:11 oDy

[ 3] CHLO8 =Z2EZ

Setup. ID=ID,||...| ID,

Round 1. U; selects a; EZ* then broadcasts
<P =qP T,=q p’ub+hS >
where h, = H(P,||IID).

Round 2. After receiving <P, T >, U, verifies

i

e(k by 27;,,P>=e( > (BARQ). P

kE=1.1.2
If fails, then the protocol halts.
Otherwise, U; computes
Dy=elq,(P.y,=F_ ), Pyy),
makes signature pair < W, V; > on a message
DJISIDIIID where SID=P,||...|| P, ,
and broadeasts /D || <D, (W, V;) >

Key Computation. If all < W, V, > is verified,
U, computes the session key
K =e(q,P,_,P.)"D'" D" L. D,

i+1 i it1 i—2"

a8 o] ®AE s sl A WA AlZF WF(Time Parameter)E EFAA ARE
(Replay Attack)g = stgdth kA9, 200739 Shim A BHe| oA AMSA U, Uy, U, 7} 129
o}
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20089 Choi, Hwang¥ Leew Shim¢] A|ete] 3] WAL FZF (Insider Attack)ol F st Ae F

wehaA, 128 $4< o wHE CHLO4 2SS A&t (o]s) “CHL0S o|gla §t}) o] Z2&
ZolAe A A7 dARAS 8 AEEL, b TEdEd o8 JdFET. EF, CHL4AIA S o] A
A5 AE #2A1717] A8 BE FAL M-S & W] AeR AFshe Batch Verification €Lz
Fol AHEE AT

of.
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[E 4] BCM =2EZ
Round 1. U, selects a;, 7;, b, ., mEZ;y
sends f,(z)=r, +b, 1z +...+b,, """ (modp)
and signature to U} 1<i=j<n).
Round 2. U, checks the signature and sends
=f,@)+ Y f, (@) modp to U;.

j=i

Round 3. U, interpolates f(z) and retrieve r,

then broadcasts sk(;) =a;, * ¢" modp

with a signature.
Key Computation. U, computes the session key
sk= H(sk).

[¥ 3]0 WAE CHLO8 ZREZA, PIDE 7 AlAduitt 7490] vl 7] wj&o] Walal SIDE random
B 7R ) W& Ak g gs A HEE MR e AN 22 gE M 8L gy
sich webA dARE ARSHAY 488 £ A, iiEA 34 94 e F Sloh o] ZREZL 7] ARt
7ol Batch Verification®] 3 ¥ © F7t5o] 917] wWiite] 2 #A4Y & CHLM4 Z2EZHT F ¥ 5ol 61
] Pairing AlXbE 274319, 7] Bl #A o] §l7] Wil o]o} T HFye] BT 5 ok

3.4. Bressonz} Catalano

Bresson® Catalano= Al M9 2l$C2 71XE GKA ZZEZS Adstqet 7 (o8 “BCod"gla &} o
TRZEZNE 7t Aoz RE A 18 718 23317 98] B (Interpolation) S AH-EFQ T

[ 419 ZR2EZAN 4 FALL 2nle] Die dAA] AE3 7] S90S A% 9 Broadeast A5-&
gt} Bresson# Catalano= ©] ZZEF| t)3)] Decisional Diffie-Hellman(DDH) #A41E 7|§t2.2 3to] QhxA
< SHEAAT AT AFHE BE WAAE A9 Ad FR T EH0) U PRE A 7] fE
ol o4 gl o A AT FAL e F jlon, ARE JA] o)E FAZ AVIEA 02T TF T4

ol §174 A A golrk dastn PAskglth

3.5. Kim, Kim, Ha2} Yoo

Kim, Kim, [Ta%} Yoo= & W9 W$o2 JHE usli 7]5 79 sk Alel 7]k GKA Z2EZS ARt
ek (el “KKHYO4 #har @) o] Z2ESe AU o AF du2Ee Tt glon, 4 74
2 G 3 A9 e ) A 4 (29 2.
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[E 5] KKHY4 =2 EZ
Round 1. U, selects a,a; EZ* then broadcasts

<alP P =aP, T—aaP +H(P a P )S

idpur i i pub i pud

Key Computation. U, verifies

e(T, P)=e(H(Pya,P,,)Q;, P,,) * e(a,P, .. P;)
for 1 <i#j<mn.
If fails, then the protocol halts.
Otherwise, U, computes the session key

K =,(e(Q 0B, - eas, P) ... e(Q,.a,F,,))

[E 59 KKHYM Z2ESe 749 9 @ W A4 2502 222 322 52 A0 Joie
e EgFolAw, AA TAY 47 nwolel SR W 24 FHLL dn—3We| Pairing AL sok 7]
wpo] A ANAE WAL Aol Tl shae] SN B Wt P b4 Hokde 2 5 Utk @
A 5% FARE PR A R o] AEHE WAX <aB,, (B T)> DO AH 1§ N AR

Atk [ 519 7] g9 AgM A 715 A7) AT 42 o3 2

e
&

I(z:H( (QUG‘I pub) (G‘S P) ( ”,(IP ))

i~ n* pub

:}IZ( (QNG‘I [mb) ( Q pub) (Qn7 % pub))
:H( (Ql’alppub) (Qz’ a; pub) (Q ay, pub))

919 A3 o] AH IF 7t AW AR FHAY T A9} 0,5, R08 AND 5 OB, £F
AR EF 15 718 94 2 Uk EF B5EE WA BY2RIG AH 4948 T35 @)
g, o AGAT ol HY AAYE <aB,, (P, T)>F /AT e A5 o8 ARF sl U U@

b’

A9 9% FA4L 3 4 Yot 2EZ KKHYM Z2EZL JA4 34 == £F5 FAAZREY 7] AL
3

3.6. Dutta?} Barua

Dutta®} Barua: KY03 ZR2EZS 579 1802 3447 GKA Z2EZS Aslad ¥ (o)5 “DB05
gla 3th) o] ZEREZS U =U°ld U, =093 Ring WMEYIE AE3H, 7499 719/2E

Hu

(JoinLeave) A BHO2 1§ 718 AFS e Z2ESE FA AA=0] Ak

[£ 61 %2 AFA B /18 GKA ZZEFS itk olsh @] U4 NS A58 9% 2
dZol TPY TRESE A o) QAT 55 A B RHe F90) 5] 9A @) G A
8 KY03 Z2EZ) NS o] ofy TAgo2 el A% 94 #240 Aok, 7] 2 (Key Comfirmation)
g0 glo} o] A% Aok =& WAY F slek 719/PH (Join/Leave) ZEF 9] 4 5] Qo]
e Fopie AR,

or

ofN
K
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[E 6] DB05 Z2ES

Found 1. Each user U, selects random r, €7,

i

and sends z; =a) modp to U,_; and U, ;.
Round 2 U, computes

A,ZL _ g:v,,‘«:;, and [(l‘R _ g:l;,ﬂsr,‘
then broadcasts X; = K/ K.

Key Computation. U, computes the key
K =T,K".

[} 7] SCLO5 Z2EZ

Round 1. U, selects random a,EZ,,* , then sends

T;;=0;Q;. toeach U; (1 <i=j< n) .
Key Computation. U; computes the session key

K =T+ 4T +0a,0,
+ Tt S).

n.i 7 M

3.7. Shi, Chenz} Li

Shi, Chen, Lit & 9] B&ES JHAE 29 7l 2§ 7] 9% 9 §o] Z2E2S Akaidd " (o8
"SCLO5"2L §ith) o] ZREZAE 22786 Aye A4 gk dsA=ge] 7| AT 9y 2 74
A U9 ML 7 Beg <@ =(HD,)s, +s,)P , S =HHID)s, +s,) 'P> & AM&3T}, Z2ES
o AL [F 719 BAFH] Aok

o] ZREZE 7 FAYUEC] n— 1 FAH & Wl Pairing%hE Al § wl¢ &&F otk AR

ZF 790 e 7L sl vIAAE A or AFsfor stnr WF AdS AHEE
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3.8. Abdalla, Bresson, Chevassut2} Pointcheval

Abdalla, Bresson, Chevassut$} Pointcheval® BDM4 Z2EZS vEHE 7|¥E 45 A|AE]S o] &35le] 34
& GKA Z2EZS Atadnt ' (o]al “ABCP06"0l2} #htk) 2278014 AW uiel o] HwwE suk =
ZEZA 7} AL B dEZIY HIHE puE 7HA L, ol o]&3A w JdEZIE AT MM

% 715 A E.
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[ 8] ABCPO6 Z2EZ
Round 1. U, selects N, and broadcasts (U, NV,)
Round 2, Session Identifier S= U|IN,l...1U IV,
U, computes k; = H(S, i, pw)
then broadcasts z; = &, (z;,) = &, (4")
where z; is a random value.
Round 3 z_, =D, (z_,) and 2,., =D, (3.,)

0 g

U computes Z =27y, Z.y =5
and broadcasts X, =7 ,/Z.

flound 4. U; computes

=7 X" X

dnd broadcasts

Auth, = Auth(S, (2, X)), K, ).

Key Computation. U, computes the session key

sk, = G(S, (z;, X,, Auth)); . K;).

z+n 2

[ 8]0 BAE ZEZEZNA 72+ FALELS 399 H=E Bl 2§ 715 A4sta 199 He=8 §
3 A" 712 ME FQ3TE Abdalla er al2> Random Oracle Model (ROM)Z Ideal Cipher
Model ICM)E H&ste 5 AR} 5F 44 27 A ¢¥4E Stk A Hdds 7]
Bk s A"l M s uREE pwt 2 A tiE AFol H7l wiEe] oY AT JES B 7
Aol gk AR AT dnEFL AFHA FeTh WA pus 7L e o AL 7] FY B
AN Y 2 AREHE k=H(S,i,pw) 9GA A & £ Joenz e FAY s AR Q1FE

3.9. Zhou, Susilo2} Mu

Zhou, Susilo$t Mue 22 & W19 gheE=st 7 W] =g 7HAe F 79 GKA Z2EES A3l
o 1 (o]} "ZSMO6-1". "ZSM06-2"2kaL @)

ZSM06-1 ZR2EZ9| AL (& 919} 2tk o] ZREFLE FAHAEC] ARt A 7] kE TS FHLEY
BANE Agalel as) @ 7 wY Be FAAS0] A B S oge Bes sol zeE 3
o, @ WY P52 Bl IF 718 AT 5 gdol BANNE i DAl wHd 2 7o) dE
82 918 2(n—1)M9 Pairing® 3ok 89 & Wol AEEE AR A7)7} A7) wjie] AR wad B
o golth, =@ AA 1F 712 ANSE BRI 4] (Hash) §58 A3k 94 Fomg shxzos b
ARAE AEshe Aol Ale] Yile HE 715 7498 4 AUA dh= Key Control w417} LA g} o]
EEZAME A 7] #Q FAFL2 ATA et

o
)
2

[l
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[& 9] ZSMo6-1 Z2EE
Round 1. U, selects 6, — G, v,k <—{0,1}",
and computes
Pl=r,0H)e(s, Q) «6) (1<izj<n)
then broadcasts
D=<4. P PP BB kD)
Key Computation. U, computes
k= Hy(H,(e(Q;, S) « 6;) B P) &V,
then computes session key
K=K =k'®..®k,

[E 10] ZSM06-2 Z2EZ

Round 1. Initiator U, selects random
§—G, r<{01}", k<7,
and computes
P, :T®E(E(SI,Q) < 0) (2<i<n)
then broadcasts
D =<6,P,,..., P

X, = H() < kP Y, = KBy L
Round 2 U;(2 <i<n) finds F, from D,
using the label L
computes 7"/:[1’4(6(51., Ql) . 5)$R =r

selects random &, <2,

then broadcasts
D, =<X.,Y,>=<H(r) « kP. kP,,>.
Key Computation. U,(1 <i<mn) computes

L= H) X

It G(R,';l Y,)=c(P,,, Ez is verified,

then computes session key
K=K, = Hy(2)®...0H(z,).

[ 101 F #HY FLEE 7IAE ZSM06-2 ZZEZo|th ZSM06-2 ZZEZLS 188 A=
Initiator( U,)7} 9A] & 7] r& 2 749 372 4353} st Ushd g2 FAYEe] Bags | 7

sl QN 7] b E R o] AF P 2WSHe

o%

Holth, o] ZREZLe ZSM06-1:0H & ¥ o) Be gi=
E 7HAAT A WA SREdAE O] HAAE dFsta F owA SReEdA b FAdE] HAAE

AgslEz ZF F4LL 3 W] wAR AEvhe dag vl ada ogrjeAe HAR Y AF AITHE Fo
7] 9@l Batch Verificationg AF&3}GTE &A%+ ABCP06 TR EZ3} o] 118 7]9 HAAe A 2% 7] r
o] Qb o&Esta WAIA S QAF TS ro] A AR flEiARE 7] Wi, o] s ¢ e A

T899 B oE 7A9S A% & 5 siok o 7489 = k)9 ol U 9% T4 o 2o
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[E 1] YWJos =2EZF

Round 1. U, selects random a; EZ*

i

then broadcasts <P, =P, V, =a,P,,+hS5, >

where h, = H(U,e(P,P,,,)).
Round 2. After receiving < P, V; > pairs,

U, verifies
(D V P)=e(3 (P +h,Q). Fy)-
j= i j= i

If fails, then the protocol halts.
Otherwise, U, computes
T=Hy(ID | Pl...IIID, || P,)
and broadcasts
<X Y, >=<aq(P =P +1), o,T>
Round 3. After receiving <X, Y, > pairs,

U, verifies e(} )V, P)=e(} P

j=i =i
If fails, then the protocol halts.
Otherwise, U; computes
n—1
Z ze("“ipi—l + Z (”_1_-7)(A;+,7_ };1’]')7 Ppub)
i=1

and broadcasts

¢ =Hulolp AP Ix . Ax 1Y .Y, 1Z).
Key  Computation.  After checking the validity
of every  Cl<i=j<n),

U, computes the session key

K, =HUIPI..NP X .. ILx,

AP APAT M Tep)

Round 2. Ui+ k) finds appropriate P, from D, using the label L
computes 7 = H,(e(S, @) « §) D P, =r
selects random k;, k, < Zp
then broadcasts D, =< X, Y, > = < Hy(r) * kP, kP, >

and D, =< X,, Y, >=<H(r) « kP, kP,,>

A A BeEdA UolA Fke AAAE 2 A 8L Gli=k)e AN HE 718 9A] 7] -
< @2 5, 09 WAA DE A As EIT 9714 Do A Gl i@ A) FRE EFea
A 7] Wzl rrE ARgste] At & 4 Qo HAAE e 8 FALELS o] #& AL dF AE
at7] wEel o AA EANE ¢+ fla, webd 25 J)7F AdE

A9 9F A9 A% FH0] b

3.10. Yao, Wangz} Jiang
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2008] Yao, Wang, Jiange 3W9] BRe=8 /XM Q1% dulES E¥she 419 7W GKA Z2EZS
Agtargleh U (o]al “YWJ08 ol2ka sttt) Zzte] Bhe=e Abgate] 2191 Q1% 2§ 7] §el, aga 7] E9
°2 Yrojd) o] ZREF A BDYU Z2ZEZS 7|Nto g 39t

o] ZREFI MYy AF HWHE CHL4 Z2EFAM9} Zo| ParingS ©]&3 41Y 7% batch
verificationd AME-3FAL ok EE, Al WA HEEelA 7] FQ FAE s, 7 AR did A5 A
A AEAE T B A g a7 BAMEE SS9 gk AR 7] Bl FAolM A
FHE AR ' 7YY W 715 o183t ¢E3 HA gdty] Wl ofd] WE Hge] AT ¢
=

Iv. 2t Z2EZ9| Ny g5 vl
o Aol Aol AE 94 SE GKA ZEESS0] ts) 2ASIA e #A4e 2otk of FolA
£ 2104 9% GKA Z2E2Y 40l Ud aTAgel et At ZREIES RANN, B3

R 7HA] 71Ee tE ZREZY des A w4 BES dh

»

1. oIy

-

21490 8@ 73} o] GKA Z2EZe) AL 55 344, 5 344, o 749 ¥ 344
FRol whek AT ek [F 120 3ol 2AG TEES) 98 94 ATAY BE oIS e 2]

‘e ZEEZe) AFAE BEATIAL ABIE Aolm, o 19 wrholr, ave =R Y 874

ot

o

o

£

g5 U A AFITaL BAE QAN AARE FHo] 7FsEte FAGHE MHAe B Ltk s &

2 EFo| Entity Authenticationol] sl “a”2 E7]=e] UthA o]& Al A5 FuES AFAT A%
A0 A8 Jbed Agolth “a” o I £4L e =AM S8 HIAAY B =EdA AVS B4
F3) E71=0] 9tk ABCP06 ZRZEZFo|U} CHLO8 EE YWJ08 § o U2 ZREZ A9 27AS
HlalA go] WA itk Key Confirmation®] 72 W7l & 2h2=5 © Aok 7] Wi 2&4S 5
A8k RS 9 BE GKA ZREZAME 7] &9 345 ATetA ¥ Aok 2 ojde] =g
EZES Entity Authentications WEA|7|A] = Aol vla] 2o A¢tE = TEEFTEL 0|5 A9 &

A712 Atk o] AL HT =FEEdA Entity Authentication® FL& LTAN}O 2 HE3l GKA ZZ2EFI
A 7BARoE QE YuE]ES A AGKA TZEZZ At 917] wjEolc)

42. 845

il
of
)

[¥ 132 ZREFEY A% vus U Z2EF AF Lae)sel el HEe] 71esA] e A

ot 952 AR St GKA Z2ESY 459 W (V)2 A
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[ 12] oMY Bl

szEm BD9 | KYO | CHLO | BCO | KKHYO | DBO | SCLO | ABCPO | ZSM06- | ZSM06- | CHLO | YW]O
4 3 4 4 4 5 5 6 1 2 8 8
Key Privacy 0 0 o o X 0 X 0 0 o 0 0
Indistinguishability 0 0 0 0 X 0 X 0 0 o o o
Freshness o 0 o o o 0 o 0 0 o 0 0
T/B Secrecy o 0 o o o 0 o 0 0 o 0 0
PFS [ 0 [ 0 X 0 X 0 X X 0 0
Key Integrity X X X X X o) 0 o) o) 0 o) o)
Key Confirmation X X X o X X X o X X IS
Correctness 0 0 0 0 0 0 0 0 0 0 0 0
Enti'ty . X X a [ a X o X 0 a 0 0
Authentication
Contributory X X [ 0 0 X 0 0 X 0 0 0
[ 13l 45 H|n
Freshness Round Ucasts Bcasts Msize Exponent G, -Mul G,-Mul Pairing
BD%4 (U) 2 0 2n n n(n+1) n(n+1) 0 0
KYO03 (U) 2 0 2n 0 n(n+1) n(n+1) 0 0
CHLO 2 0 2n 3n nin—1) 8n n(n—1) 4n
BC4 3 n(n—1) n n(3n+1) om? n(dn—2) 0 0
KKHY04 1 0 n 3n 0 n(n+4) 0 n(dn—3)
DB05 2 2n n 2n 3n n(2n—1) 0 0
SCLO5 1 (n—1)? 0 n(n—1) 0 n? 0 n
ABCP06 4 0 4n 3n n(n+2) n? 0 0
ZSM06-1 1 0 n n(n+2) 0 0 2n(n—1) | 2n(n—1)
ZSM06-2 2 0 n 3n+1 0 n(n+3) 2(n—1) 3n
CHL08 2 0 2n 6n n(n—1) 11n n(n—1) 6n
YWJ08 3 0 3n 5n 0 2n(n+3) 0 n(n+5)

A vl 71Ee vy 2oy, nd WA 2F 7YY £E vehd

Round : A 2= &

Pairing : AA FAY9] Pairing ARt 314

Ucasts : A F49<] doje WAA] AE 35

Beasts @ FA 7449 W HAA A 35

Msize : AFEE AA vlAA 4= (3 W o] T4 o] wAAE E3kete A B wAA A%
3ot wAIA 9] 7 2R ¢ BeE Ak )

Exponent : HA AL 4= Axt 34

G-Mul : FA FAELY] G 2F WelA 34 Sl

Gy-Mul :

)
i—“’
-\
oX
r:‘(g
o
K9
[u}
izl
=
=2
2
ped]
o,
o,
B
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dlae AT WA ZSM06-2 Z2EFo] 7P a8-Fo|x vt PFSY Key ConfirmationS 9H5A]7)A] Falar Al
A A FE0] 7hssty] Wil A HolMe B o)9) Zo] A HAS Hlag 2E FaA

A At GKA ZR2EZEC] 3AGH A5l o] TradeoffE 7HAE A& & F AUtk

¥ ERAE Aao] AE GKA ZRESES 2B, 94 AAE 712 bet A5 il o
M 2 RS Btk QA7 AE ZEESe ol WAE Ak Adsta e YA

oX,
olr
o
=
>
ol
ol
rr

il

1
=
to
fd

o,
X
o,
S
ofr
o,
48
2
e

ZREZE0| ¥ 7IX9 Ay 27AES BRI
E3AY g Z2EZe] HluA geo] HEoAe § A B5% FE /AL ) Wi, 53 38 =
2add H&5y) YeMe Zrad B4 5E4S B4 5 AP GKA Z2EZS Adder & ot
3L AA7IA Aty ZREZEC] T84T A 9

N =T ofAZIA] AN A7} ok 2EY) Wi o FAA Hoh obdsial a&o® OF FAYE
718 FAIAEE ke GKA ZEEZ S Ao dig AL A7t Basich
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