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Abstract. Fuzzy identity-based encryption (FIBE) has found many ap-
plications, such as biometric-based encryption, since its notion was firstly
proposed by Sahai and Waters [15]. In this paper, we show how to min-
imize the damage of secret key exposure in FIBE. We introduce a new
notion which we call fuzzy identity-based key-insulated encryption (FIB-
KIE). In FIB-KIE, the secret key associated with an identity is shared
between the user and a tamper-proof device. The master key is stored
on a tamper-proof device and a temporary secret key used to perform
cryptographic operations is stored in an insecure device and updated reg-
ularly with the help of a tamper-proof device that stores a master key.
We first present the definition and security model of FIB-KIE. Then, we
suggest an FIB-KIE scheme, which is provably secure under the proposed
security model.
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1 Introduction

In order to simplify key management procedure of the certificate-based public key
infrastructure, Shamir [17] introduced the concept of identity-based cryptosys-
tem in 1984. Identity-based cryptosystem is a public key cryptosystem where the
public key can be an arbitrary string such as an email address, etc. A private
key generator uses a master secret key to issue private keys to users that request
them. For an identity-based encryption (IBE), it allows a sender to encrypt a
message to an identity without access to a public key certificate.

As a related notion to IBE, fuzzy identity-based encryption (FIBE) [15] was
proposed by Sahai and Waters at Eurocrypt 2005. In FIBE, the identity is viewed
as a set of descriptive attributes. The user with secret key for identity w is able
to decrypt a ciphertext encrypted with identity w’ if and only if w and w’ are
within a certain distance of each other as judged by some metric. FIBE has many
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important applications. For example, FIBE can be applied to enable encryption
using biometric inputs as identities: the error-tolerance property of an FIBE
scheme is used for biometric identities that have some noise. Furthermore, FIBE
can be used to an attribute based encryption. In this application a party will
wish to encrypt a document to all users that have a certain set of attributes.

However, because of the risk of key exposure in the device where secret key
is stored for cryptographic operations, there are a lot of risks such as key leakage
while using the secret keys. So, how to protect the security of secret key and how
to minimize the damage of key exposures have been paid great attention. In order
to minimize the damage of key exposure, many security notions were proposed,
such as threshold cryptosystem [8] and forward secure cryptosystem [2,6]. The
notion of key-insulated public key cryptosystem was first introduced by Dodis et
al. [9,10] to minimize the damage of key exposure. It uses a combination of key
splitting and key evolution to protect against key exposure. In a certificate-based
key-insulated public key cryptosystem, a user begins by registering a single public
key pk which remains for the lifetime of the scheme. The secret key associated
with a public key is here shared between the user and a tamper-proof device.
The master key is stored on a tamper-proof device and a temporary secret key
used to perform cryptographic operations is stored in an insecure device and
updated regularly with the help of a tamper-proof device which stores a master
key. For example, the lifetime of the protocol is divided into distinct periods
1,2,---, N. At the beginning of each period, the user interacts with the tamper-
proof device to derive a temporary secret key which will be used to perform
cryptographic operation during that period. On the other hand, the public key
does not change at each period. Later, Li et al. [13] proposed the notion of
identity-based key-insulated cryptosystem to mitigate the damage caused by
the private key exposures in identity-based cryptosystem. In identity-based key-
insulated cryptosystem, the user’s master key is stored on a tamper-proof device
and a temporary secret key used to perform cryptographic operations is stored
in an insecure device and updated regularly with the help of a tamper-proof
device. And, the user’s identity is kept unchanged at all time periods.

1.1 Owur Contributions

We describe how to minimize the damage of secret key exposure in FIBE. We
introduce the notion of FIB-KIE. In FIB-KIE scheme, the secret key associated
with an identity is shared between the user and a tamper-proof device. The
master key is stored on a tamper-proof device and a temporary secret key used
to perform cryptographic operations is stored in an insecure device and updated
regularly with the help of a tamper-proof device that stores a master key.

We first propose the notion and security model of FIB-KIE. Then, we present
our construction of FIB-KIE. In fact, from a given FIB-KIE scheme, a new FIBE
could be derived. To the best of our knowledge, this is the first contribution to
address the key exposure problem in FIBE.



1.2 Related Work

After the notion of FIBE was proposed, many improvements [1,5,7,12] were pro-
posed. In [1], they showed how to shorten the public parameters, however, it
could only be proved to be secure in the random oracle model.

Later, there are many extensions for FIBE. Chase [7] proposed a multi-
authority attribute-based encryption scheme. In this protocol, each authority
controls some of the attributes. If one user wants to decrypt any ciphertext,
he/she has to get enough attributes from every attribute authority. So, it is not
so flexible in practice. The author suggested a solution to this problem. In the
new protocol, the user could decrypt the ciphertext if it has sufficient attributes
from some of the authorities. Goyal et al. [12] proposed another kind attribute-
based encryption. In this system, each private key is associated with an access
structure that specifies which type of ciphertexts the key can decrypt, and each
ciphertext is labeled by the encryptor with a set of descriptive attribute. Such
a scheme is called “key-policy attribute-based encryption”. In this kind of en-
cryption scheme, the access structure is specified in the private key, while the
ciphertexts are simply labeled with a set of descriptive attributes.

Later, in [5], instead of determining the decrypting policy in private key, it al-
lows the encryption device to specify an associated access structure. In this work,
they provided a ciphertext-policy attribute-based encryption. When a party en-
crypts a message, they specify an associated access structure over attributes.
A user will only be able to decrypt a ciphertext if that user’s attributes pass
through the ciphertext’s access structure.

Threshold cryptography [8] is used to reduce the damage of secret key expo-
sure. In these models, each entity, belonging to a predetermined subset of the
entities sharing the corresponding secret key, computes a partial value with the
help of its share. The secret key is shared in a distributed manner and the at-
tacker should compromise more than a predetermined number of shareholders.
However, distributed computation is required to generate a valid signature or to
decrypt a ciphertext, which is undesirable in many circumstances. Bellare and
Palacio [3] combined the advantages of key-insulated cryptosystem and thresh-
old cryptography. They proposed another key-insulated encryption scheme, with
an additional property of optimal threshold.

Forward-secure public key cryptosystem [2,6] is also considered to be a method
to limit the damages arising when secret keys are exposed. A forward-secure pub-
lic key cryptosystem prevents an adversary with a secret key for one time period
from breaking the scheme for the previous time periods and standard crypto-
graphic computation is performed by only a single device. The first identity-
based forward secure encryption is proposed in [18], which is based on the hi-
erarchical identity-based encryption scheme [4] and forward-secure public-key
encryption scheme [6].

2 Preliminaries

We first introduce some preliminaries on bilinear maps.



Let Gy and Gy be cyclic groups of prime order p with the multiplicative
group action. And, g is a generator of G;. Let é : G; x Gy — G2 be a map with
the following properties:

1. Bilinearity: é(g¢, g5) = é(g1, g2)? for all g1, 92 € G1, and a,b €g Zy;

2. Non-degeneracy: There exists g1,g2 € Gy such that é(g1,¢92) # 1, in other
words, the map does not send all pairs in Gy x G; to the identity in Go;

3. Computability: There is an efficient algorithm to compute é(g1, g2) for all
91,92 € Gy.

As shown in [4], such non-degenerate bilinear maps over cyclic groups can be
obtained from the Weil or the Tate pairing over algebraic curves.

Definition 1. (DBDH problem) The Decision Bilinear Diffie-Hellman (DBDH)
problem is that, given g, g%, ¢°, ¢¢ € Gy for unknown random a,b,c € Ly,
T € Gy, to decide if T = e(g, g)**°.

We say that the (¢,e¢) DBDH assumption holds in G if no ¢-time algorithm
has the probability at least %—l—e in solving the DBDH problem for non-negligible
€.

3 Definitions and Security Model

3.1 Definition

Definition 2. [FIB-KIE] An FIB-KIE consists of 7-tuple of poly-time algorithms
(Setup, Extract, Gen, Upd*, Upd, Enc, Dec) defined as follows:

— Setup(N,d): The set up algorithm, that takes as input a security parameter
1*, returns public parameter params and a master key sk.

— Extract: The private key extraction algorithm, that takes as input identity w
and master key sk, returns the secret key s, for w.

— Gen: The user key generation algorithm, that takes as input the private key
Sw and the total number of time periods N, outputs user’s master private
key s¥ and user’s initial secret key sC .

— Upd*: The device key-update algorithm, that takes as input indices j, k for
time periods (1 < j,k < N) and the master private key s¥, returns a partial
secret key sk,

— Upd: The user key-update algorithm, that takes as input indices j, k, a secret
key s, and a partial secret key siF, returns the secret key sk for time
period k.

— Enc: The encryption algorithm, which takes as input public parameter params,
a time period k, identity w', and a message M, returns a ciphertext (k,o’, C).

— Dec: The decryption algorithm, which takes as input a ciphertext (w,k,C')
and a secret key sk, it checks if |wNw'| > d. If yes, it returns a message M

w?

or the special symbol L.



We define the following oracles:

— EO: The Extraction Oracle, on input w, a master key sk, outputs the corre-
sponding secret key s, by running algorithm Extract.

— KEO: The Key Exposure Oracle, on input signer w and k, returns and stores
the value s*.

— DO: The Decryption Oracle, on input (w, k, C'), returns Dec,x (k, C).

We say that an FIB-KIE &£ is semantically secure against an selective iden-
tity and adaptive chosen ciphertext attack (IND-sFID-CCA) if no polynomially
bounded adversary A has a non-negligible advantage against the challenger C in
the following IND-sID-CCA game.

— Initial: First, the adversary A outputs its challenge identity w*.
— C runs Setup of the scheme. The resulting system parameters params are
given to F. A issues the following queries as he wants:

Phase 1: A queries EO(w), KEO(w, j) and DO(w,j,C) in an arbitrary
way.
Challenge: Once the adversary decides that Phase 1 is over, it outputs
two equal length plaintexts Mg, M7, period k& and on which it wishes
to be challenged with respect to the identity w*. The challenger picks a
random bit b € {0, 1} and sets C* = Enc(w*, k, M}). It sends (w*, k, C*)
as the challenge to the adversary.
Phase 2: A queries more EO(w), KEO(w, j) and DO(w, j, C) in arbitrary
interleave.
Guess: Finally, A outputs a guess v’ € {0,1}.

The adversary wins the game if ¥ = b and, for any | W' Nw* |> d, W', (&', k),
and («’, k, C*) have never been queried to EO, KEO and DO, respectively.

We refer to such an adversary A as an IND-sFID-CCA adversary. We define
adversary A’s advantage in attacking the scheme £ as the following function of
the security parameter A: Advglj_sf’d_cw()\) =|Prb=0]-1|.

In this paper, the proof of security for our FIB-KIE makes use of a weaker
notion of security called selective identity semantic security (IND-sFID-CPA).
Semantic security is similar to chosen ciphertext security except that the ad-
versary is more limited: it cannot issue decryption queries while attacking the
challenge identity.

Definition 3. We say that an FIB-KIE £ is IND-sFID-CPA if for any poly-
nomial time IND-sFID-CPA adversary A, the function Advgj_sfld_cca()\) is
negligible.

Definition 4. An FIB-KIE has secure key updates if the view of any adversary F
making a key-update exposure at (7, k) can be perfectly simulated by an adversary
F' making key exposure requests at periods j and k.

Definition 5. An FIB-KIE is called (t, N)-key-insulated if the scheme remains
secure for the remaining N — t time periods against any adversary F who com-
promises only the insecure device for t time periods.



Similar to [9], we also define a strong security notion that is called strong
identity-based key insulated encryption. It ensures the security for the temporary
secret keys in case that the tamper-proof device is broken.

Definition 6. An FIB-KIE scheme is called a strong identity-based key-insulated
scheme if an adversary who compromises only the physically-secure device cannot
break the scheme at any time periods.

3.2 Our Scheme

We also define the Lagrange coeflicient A; g for i € Z,, and a set, S, of elements

in Zp:
Ais = H f:J
JES,j#i J

In this scheme, we assume that there are n attributes. Identities will be
element subsets of some universe, U, of size |U|. Associate each element with a
unique integer in Z,. The attributes set is denoted by w. Our construction is as
follows:

1. Setup(NV,n,d): First, define the universe, U of elements. For simplicity, let
n=|U| and we can take the first n elements of Z,,, to be the universe. Namely,
the integers 1,2,---, n (mod p). To generate parameters for the system of
time periods N, select a random generator g € Gy, a random z € Z7, and set
g1 = g*. Next, pick random elements gz, hy, -, hyp,T1, -+, Tn € Gy, com-
pute Z = e(g1, g2). The public parameters are params = (g, g1, g2, b1, -, hn,
T1, -+, Tn, Z), master key is x.

2. Extract: On input a private key x, to generate the private key (D;);e,, for
an identity w, the following steps are taken:

e A d—1 degree polynomial ¢ is randomly chosen such that ¢(0) = .

e For each i € w, choose r; €g Z,. Then, compute d;o = gg(l) -(g1h;)™ and
di1=g"".

e Finally, output the private key D; = (d;o, d;1) for each i € w.

3. Gen: On input (D;)icw = (dio,di1), for each i € w, compute the following

values:

e Choose a random element 7; € Gr;

L] Compute d;() = di()/’fh' and d;l = di1~ Let a;o0 = Mi, Q01 = (]5, a;02 = ¢,

ajo3 = ¢;

[ ] Finally, output D; = ( ;0, ;1) and D? = (ai(]mai()l, a;02, ai()g).
In fact, D} = (gg(i)(glhi)” /i, g"), which is stored in tamper-proof device.
D? = (n;, ¢, ¢, $), which is the initial temporary secret key stored in insecure
device for user to do cryptographic operations.

4. Upd*: On input indices j,k € [0, N] and (D)});e, = (dy,d};), proceed as
follows:



o Choose t; €g Z;
e Compute bji 0 = dlo - T4, and byjp 2 = g'';
o Let b1 = dly;
e Finally, return the partial secret key (D{Hk)i@, = (bijik,0,bij15 biji.2)-
5. Upd: On input indices j, k € [0, N], secret key (Df)ieu, = (aijo, Gij1, Gij2, Aij3)
and a partial secret key (D{Hk)iew = (bijk,0, bijk,1, bijk,2), do the following
steps:
o First, let ajro = aijo (in fact a;po = n; for all k), aika = bijr1, airs =
bijk,2-
o Compute a;x1 = bijk,0 - @ijo;
e Erase (D!, DI7")icu.

e Finally, output the secret key (D¥)ic., = (airo, @ir1, Gir2, @ik3)-

In fact, (DF)ic,, = (ni,gg(“ (g1hi)" T}, g™, g%). Tt is temporary secret key
for user to do cryptographic operations at time period k.

6. Enc: On input an index k of a time period, a message M € G5, and an
identity w’, the ciphertext is computed as follows:

e Pick a s €r Zy;
o Compute A=Z°M, B = ¢°, (Cy)icwr = (91h:)°, D =T}
e Output the ciphertext C=(A, B, (C;)icw, D).
7. Dec: Take as input private key (DF)ic,, = (aiko, @ir1, @ir2, aix3) for identity
w and ciphertext C = (A, B, (C;)icw, D) for an identity w’, at time period
k. Choose a d-element subset S of w Nw' if wNW'| > d.

Finally, output the plaintext M =A/ Hies(%)&,s(o).

3.3 Correctness and Performance

The correctness of decryption is justified by the following equations:
e(aix1,B) N 5(0

A/ Hies(e(aik27cil;;(<a_')1ik3,D)) "j( )

_ e(g3™” ((g1hi)" T %) \ A, 5 (0

— MZS/HiES(e((;lhi)s,97'47")6(T%:9t’i)) ,S( )

= MZ* [ T]es(e(ga, g)*at)205(0)

=M

In this scheme, algorithm Enc requires 3+ | w’ | exponentiations computa-
tions in group Gi. It does not need to compute the pairing because that e(g1, g2)
is public parameter. In decryption algorithm, 3d paring and 3d exponentiations
computations in group G are required.

3.4 Security Analysis

Theorem 1. The FIB-KIE has secure key updates and supports random key up-
dates.



Proof. Let F be an adversary who makes a key-update exposure at (j, k). This
adversary can be perfectly simulated by an adversary 7’ who makes key exposure
requests at periods j and k. Since F’ can get (D! );cw = (aijo, aij1, aij2, aijz) and
(DF)iew = (ainos @ikt Qi aiks), it could compute D7 = (byjk 0, bijk.1, bijk.2),
where bijk,O = aikl/aijo, biij = k2, and bijk,Z = Q;k3- The pI‘OOf that the
scheme supports random key updates is trivial because the values j, k could be
selected randomly in the above proof. a

Theorem 2. Suppose the (t',€')-DBDH assumption holds in Gy and the adver-
sary makes at most q. and q. times queries to private key extraction and key
exposure, respectively, then this FIB-KIE scheme is (t, qk, qe, €)-IND-sFID-CPA,
where t' < t+4(qx+4Ge)tewp and tegp is the mazimum time for an exponentiation

. /o~ 1
in Gy, € =~ 5 €

Proof. See Appendix A. ad

Theorem 3. The FIB-KIE is a strong fuzzy identity-based (N — 1, N )-key-
insulated encryption scheme.

Proof. Assume an adversary F succeeds to attack the FIB-KIE with access to
the tamper-proof device, we will construct an algorithm C described below solves
DBDH problem in G; for a randomly given instance {g, X = ¢*,Y = ¢¥,Z =
g%, T} and asked to tell if T = e(g, g)*¥>.

C sets g1 = X as the public key and sends it to F. In order to simulate
private key extraction and key exposure queries for identity w, C randomly selects
elements djy,d}; € Gy and sends (D});ew = (d}g,d};) to F. From the viewpoint
of F, it is indistinguishable from the real transcripts. C will answer private key
extraction and key exposure queries as the proof for Theorem 2. If F could
break the scheme, from the simulation we can infer that C can solve the DBDH
problem as the proof in Theorem 2. Meanwhile, in the proof of Theorem 2, the
adversary can query key exposure oracle up to N — 1 (i.e., ¢ = N — 1) time
periods for an identity w. So, it is obvious that the FIB-KIE scheme satisfies
(N — 1, N)-key-insulated. O

In order to achieve IND-sFID-CCA security in the standard model, we can
use the technique of simulation-sound NIZK proofs [14]. However, it is not effi-
cient because of NIZK proofs.

In order to get more efficient construction, by using the technique suggested
n [11], the scheme can be converted into a IND-sFID-CCA FIB-KIE scheme,
only in the random oracle model.

3.5 FIB-KIE with Flexible d

Similar to [15], we have two methods to have flexible value d. First, we can
create multiple systems with different values of d and one can encrypt message
by choosing the appropriate one.



The second method is that the attribute authority will reserve some root
attributes that it will issue to everyone. So, the party encrypting the message
can decrease d by increasing the number of these ‘default’ attributes it includes
in the encryption identity.

4 Conclusion

To minimize the damage of secret key exposure in FIBE, we introduced a new
notion of FIB-KIE. In FIB-KIE, the secret key associated with an identity is
shared between the user and a tamper-proof device. The master key is stored on
a tamper-proof device and a temporary secret key used to perform cryptographic
operations is stored in an insecure device. For each time period, the temporary
secret key is updated regularly with the help of a tamper-proof device that
stores a master key. We presented the definition and security model of FIB-KIE.
Then, a provably secure FIB-KIE scheme was proposed. The scheme is secure in
the remaining time periods against an adversary who compromises the insecure
device and obtains secret keys for the periods of its choice. Furthermore, the
scheme remains secure for all time periods against an adversary who compromises
only the tamper-proof device.
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Appendix A: Proof of Theorem 2

Proof.

Suppose that an adversary A has an advantage € in attacking the scheme, we
build an algorithm C that uses A to solve the DBDH problem. Algorithm C is
given a random (g, X = ¢*,Y = ¢¥,Z = ¢*,T) and asked to tell if T=e(g, g)*¥*
or not.

First, A outputs the challenge identity w*.

Simulation of Setup C sets gy = X and g5 = Y. For all i € w*, it chooses
random f; € Z, and sets h; = gflgﬁi. For all ¢ € w*, it chooses random f; € Z,
and sets h; = gﬁi. It also chooses a random value n € [1, N]. For 1 <7 < N, and
i #mn, let T; = g7*, where 7; € Z,,. For i = n, choose 7; € Z,, and let h; = g".
It gives A the public parameters params=(g, g1, g2, h1, -+, hn, T1, -+, Tn).
Notice that from the view of A, all parameters are chosen at random as in the
construction.

Assume A makes at most g private key extraction queries and ¢, key expo-

sure queries. Denote the winning probability and running time of C by ¢ and ¢,
respectively. Algorithm C interacts with A as follows:
Simulation of EO Oracle A makes requests for private keys where the identity
set overlap between the identities for each requested key and w* is less than d.
Suppose A requests a private key w where | w Nw* |< d. We first define three
sets I', I, S in the following manner: I'=wNw*, and IV such that I' C I'" C w’
and | I" |=d — 1. Let S = I'" U {0}. Next, we define the private key components
Dii

For i € I": Choose s;,7; € Z, and let ¢(i) = s;. Then output D; =
(95 (g1hi)™, g"™).

We have chosen a random d — 1 degree polynomial g(x) by choosing its value
for the d—1 points randomly in addition to having ¢(0) = z. C is able to calculate
the simulated private key for i ¢ I as D; = (gzzjeplAj’s(z)q(J)ggiAo‘s(z) (gihi)"™,

gQAO’S(i)gT;) to A. It is easy to verify this is a valid: i.e., it is required to show that
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D; = (gg(l)(gmi)”, gri):(gijer/Aj,s(z)q(J)ggiAo,s(Z)(glhi),«;’ QQAO’S(Z)QT;). Using
interpolation, for i ¢ I, q(i)=X,ecr A, s(i)q(j) + Ao,s(i)g(0) and ¢(x) was
implicitly defined by the random assignment of the other d — 1 variables and
the variable g;. Let r; = —A¢ s(i)y + r} (In fact, C doesn’t know the value of

7 s X /Aj, 7 j Ao, s (i ! r. Aﬁ i) p!
T'i), then 9121( )(g1h¢) P = g) jer s( )‘I(J)QQB 0,s( )(glhi) " and g™ = g5 0,5 ( )g i

Therefore, the simulator is able to construct a private key for the identity w.
Furthermore, the distribution of the private key for w is identical to that of the
original scheme.
Simulation of KEO Oracle Assume A issues key exposure queries (w, k). When
| wNw* |< d, C could compute (D;);c., as in the private key simulation and then
returns the secret key for any time period normally.

When | wNw* |> d and k # n, C choose r,t; € Z, and outputs the simu-

lated private key as (gijF’Aj’S(i)q(j)(gl hi)“gI’“ti,g;AO’S(i)/Tk). The private key
Ao,s(4)

—y+ tl.

Otherwise, when | w Nw* |> d and k - 7, C fails and exits.

Simulation of Challenge Ciphertext After these interactions, F outputs two
messages Mo, My and w* at time period 7. If ' # n, C fails and aborts. Oth-
erwise, when 7' = 7, C picks a random bit b € {0,1} and responds with the
ciphertext as C' = (T'My, Z, (Z”)icw-, Z™). The ciphertext is simulated cor-
rectly if T = e(g, g)*¥* because let s = z, the ciphertext could be written as
C = (TMy, Z,(Z%Yicwr, Z)=(TMy, g*, (9:h0)")icur» T5).

A issues more private key queries w and key exposure queries (w, k), restric-
tion is that w # w* and k # 7. C responds as before.

This completes the description of algorithm C. Finally, A outputs guess b’
with advantage €. If C does not abort, then, C outputs b’ as the result to the
DBDH problem. For A has an advantage € in attacking the scheme, from the
simulation we can infer that C can solve the DBDH problem with advantage
€ =~ %e, which is the success probability of the event that n’ = n. O

is correct because that just let ¢t; = —



