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Remarks on Receipt-free Auction/Voting
Schemes Using Commitment

i 1 g | ) " s
Chunhui Wu' Xiaofeng Chen Fangguo Zhang' Hyunrok Lee” Kwangjo Kim*
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Abstract: In this paper, we point out some weaknesses of the receipt-free auction and voting schemes
using trapdoor commitment [1, 2]. We can prove even if only one auctioneer (or tally authority) is
dishonest, the receipt-freeness of these schemes can not be achieved.

Key words: Electronic auction; Electronic voting; Receipt-freeness; Trapdoor commitment

1 Introduction

Abe and Suzuki [1] proposed the first receipt-free sealed-bid auction scheme with the
idea of making trapdoor commitment on the bidding price. Okamoto [2] proposed two
improved receipt-free voting schemes using blind signatures and trapdoor commitment. These
schemes seem to be receipt-free since the bidders (or voters) can open the commitment in any
way with the trapdoor information. However, we argue that the use of trapdoor commitments
in these two schemes is insufficient to achieve receipt-freeness. The main idea is that the
coercer can compute the trapdoor information of the winning bidder (or voter), i.e., the
secret key as a receipt, which is equivalent to solve the Discrete Logarithm Problem (DLP)

in the group with large prime order.

2 Cryptanalysis of Abe-Suzuki’s Auction Scheme

In the Abe-Suzuki’s auction scheme [1], the sequence of commitments (G, 15055574 Cagg)
of each bidder B, is published for public verification. So, the coercer also knows the victim’s
commitments. In the opening phase, note that each auctioneer A, publishes shares rI':j
(j=12,---,b) of i-th secret seeds 7 ; of all bidders B,. All auctioneers then recover

secret seeds 1 ; and check the following equalities C, ;, = gM‘h:"‘ (j=12,--,b) forall

* Supported by National Natural Science Foundation of China (No.60503006 ) and NSFC-KOSEF Joint Research Project (No, 60611140543),
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bidders B,. Therefore. all auctioneers (including the dishonest auctioneer who colludes with
the coercer) know the winner’s secret seeds and the corresponding commitment. Without loss of
generality, we denote the winner is B, and the winning price p_, = p. The dishonest
auctioneer then sends the winner’s secret seeds Fow and the corresponding commitment Ceoo

to the coercer. If C,. belongs to a victim, the coercer then orders the victim to open the
commitment C,. Since the victim knows the trapdoor information X . he can open the

commitment freely. i.e., he can show the pair (Mn,r*) such that M +x r =M, +x,r

wopw’®
However ;, the coercer can compute the trapdoor information (i.e. 5 secret key)
xw=(M0—Ml)-(rp_w—-r')“' as a receipt.

3 Cryptanalysis of Okamoto’s Voting Scheme

In Okamoto’s improved voting scheme [2], V, must know the trapdoor information g,

to provide a zero-knowledge proof in the voting booth, which means that he can open the
commitment in any desired ways. However, we argue that the scheme is still not receipt-free if
T colludes with the coercer. Since the voter must know the trapdoor information @, itis

meaningless for the coercer to control «,. We assume that the voter can choose his/her secret
key @, freely. At the end of the claiming stage, the coercer requires the victim V, to reveal
his/her commitment (m, Il G,,s;) and the corresponding vote information (v:,r:) . Only if the
commitment (m, |G,,s;) is on the bulletin board and m,.:g"'.G,."" mod p . the coercer
accepts them. The coercer then colludes with 7" and knows the vote information (v,r)
related with m, . If (v;,r}‘):(vj,f}), the coercer believes the voter V, obeys the rules.
Otherwise , he punishes the voter V. and shows the trapdoor information

I

a, =, -v, )-(r; —r)™" as areceipt.

4 Conclusion

In this paper, we point out some weaknesses of the receipt-free auction and voting schemes
using trapdoor commitment [1, 2]. Therefore, it must be careful to design receipt-free auction

and voting schemes using the key-exposure trapdoor commitment schemes.
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