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Abstract

In 2006, Jeon et al. [2] proposed a mutual authentication using smart cards and
claimed that their scheme is secure against various attacks including impersonation
attack. However, we point out that Jeon et al.’s scheme is vulnerable to impersonation
attack in which an attacker, without knowing any secret information of either users or

the server, can identify

himself as a legitimate user or an authentic server,

respectively. Finding out the weakness of Jeon et al.’s scheme, we also suggest our
provably secure improvement scheme which is verified to be more efficient from the
point of computational complexity than the original scheme.

I. Introduction

In many applications, e.g. financial transactions
or e-commerce applications, unilateral
authentication only does not provide guaranteed
security. Although a remote user is authenticated
with the remote systems, the remote user is not
assured if the remote systems are genuine ones
or not and in the worst case, the user’s
information can be stolen by a fake system.
Therefore, it is necessary to provide a mutual
authentication scheme where each party has to
authenticate each other. In 2006, Jeon et al [2],
by improving Das et al.’s scheme [1], proposed a
mutual authentication scheme using pairings that
provided security as well as efficiency.

However, in this paper, we point out that Jeon
et al.’s scheme, denoted as JKKLY06 scheme for
short, is not secure as stated by the authors [8]
and show appropriate impersonation attacks on
their scheme. An adversary can mount these
attacks and pretend either the remote user or the
remote system successfully. We also construct a
secure improvement mutual authentication scheme
which is more efficient than the original scheme.

Organization. We brief concepts of bilinear
pairings and related security problems in the
next section. We review and demonstrate our
attacks on JKKLY06 scheme in Section 3.

Section 4 is followed by our revised impro-
vement. We analyze our improvement scheme in
terms of security and performance in Section 5.
Section 6 ends with concluding remarks.

II. Bilinear Pairings

Let Gi and G2 be additive and multiplicative
groups of the same prime order q. Let P be a
generator of Gi. Let e:GixGi—G2 be a pairing
which satisfies the following properties:

1. Bilinear: e(aP,bP")=e(P,P)* for all P, P'E
G and all a,bEZ,".

2. Non-degenerate: For all P’€Gy if e(P,P’)=1
then P=0.

3. Computable: There is an efficient algorithm
to compute e(P,P’) for any P,P'€Gu.

Under such group Gi, we can define the
following mathematical problems:

- Discrete Logarithm (DL) Problem: Given P,
P'€Gi, find an integer n such that P=nP’
whenever such integer exists.

- Computational Diffie-Hellman (CDH) Prob-
lem: Given a triple (P, aP, bP)EG:i for a, b&
Z, find the element abP.

- Decision Diffie-Hellman (DDH) Problem:



Given a quadruple (P, aP, bP, cP)e( for a, b,
¢ €7, decide whether c=ab (mod ¢) or not.

The CDH assumption states that there is no

polynomial time algorithm can solve CDH
problem with non-negligible probability.
III. Review of JKKLYO06 [2]

1. Summary of JKKLY06

JKKLY06  mutual authentication scheme

consists of three phases: setup, registration, and
authentication and. briefly described as follows:

Setup phase: The remote server (RS) selects
a private key s then computes the corresponding
public key Ps=sP. RS chooses two cryptographic
hash functions H1:{0,1}'—G1 and H2:{0,1}'—Z,
then publishes the system parameters {Gi, Go, e,
q, P, Ps, Hi, H2}.

Registration phase:

R1. A user U; submits his identity ID; and
password pw; to RS for a registration request.

R2. Upon receiving the request from the user,
the RS computes Regmi=sH1(ID)+H:(pw;).

R3. The RS personalizes a smart card with
the parameter {ID; Regii, H\, H>} and sends it
to U; over a secure channel.

Authentication phase:

Login phase: The user U; inserts the smart
card into a terminal and inputs ID; and pw:. The
smart card performs:

L1. Check if ID; is identical to the one which
is stored in the smart card.

L2. Generate a nonce ni €7, .

L3. Compute Vi=niP; =H(TIIVIIVY) where T
is the user system's timestamp, V7' and Vi are
x and y coordinates of Vi respectively.

L4. Compute DIDi:niil(RegIDi - Hilpw) - tP).

L5. Send the login request {IDi, Dmi Vi T}
to the RS over a public channel.

User authentication phase: On receiving the
login request {IDi, Dipi, Vi, T} from the user at
time T, the RS performs following operations:

Ul. Verify the valid time interval AT=T-T.

U2. Check if e(DpiVi)=e(H\(ID),Ps)e(P,P). 1f
this equation holds, the RS accepts the login
request. Otherwise, reject it.

U3. Compute Vg=sTrH:1(ID;) and send {Vp,
Tr} to the user where Tk is RS’s timestamp.

Server Authentication: On receiving the
message {Vg, Tr}, the user performs:

S1 Verify the valid time interval AT=T -Tk.

S2. Check if Tr(Regmi-Hi(pwi))=Vg. If this
holds, the user is assured of the authentic RS.

2. Our Attacks

Suppose that an attacker eavesdrops on the
genuine authentication messages and captures
{IDiy, Dmi, Vi, T} from a user and {Vg, Tr} from
RS. From RS’s message, he can computes:

Si=Tr 'Vr=Tr 'sTrHL\(ID:)=sH:(ID). (1

With the secret value Sip, an attacker can
mount impersonation attacks to pretend either a
legitimate user or an authentic server to the
specific user. The detailes are given below:

User Impersonation Attack: an attacker can
masquerade as a legitimate user by computing a
new login request at time 7" as follows:

- Choose ni’ €Z, and compute V;=n;’P.

- Compute t=HxT'IV¥IIVY") and D= ni™
(Sipi + t'P); then send {IDy,Dmi’,Vi',T’} to RS.

This login message passes the checking
process done by the RS in step U2 as usual:

(D’ Vi) =en” (Spr+t'P)”"P) =e(sHh(IDy)- ¢'P,
P) =e(sH\(ID),P)e(t'P, P)=e(H\(IDy),P9)e(P, P

Server Impersonation Attack: an attacker
pretends the legitimate server to Ui by
computing a new server authentication message:

- Pick up an appropriate timestamp value Tx.
- Compute Vr’=Tr'Sip=Tr"H\(ID;).
- Send {Vg’, Tr'} to the user U..

This server authentication message passes the
checks done by U; in step S2 as usual:

Tr'(Regipi-Hn(pw:) =Tr'(sH\ID) + Hi(pw) -
Hi(pw;) =sTr’H1(ID;) =Vg’



IV. Our Revised Scheme

Our scheme includes four phases which is
described details as below:

Initialization phase: This phase is same as
Setup phase of JKKLY06 scheme.

Registration phase: A user U; registers with
the RS by the following steps:

R’1. U; submits his identity ID; and w~
Hi(pw;) to RS, where pw; is his password.

R’2. Receiving a request from Ui, RS com-
putes: Regi=sHiID)®w; and Vi=sHo(w) “Hi(ID).

R’3. The RS personalizes a smart card with
the registration information: {ID;, Regi Vi Hi,
H>, P, Ps} and sends the card to Ui securely.

User authentication phase: The user Ui
inserts the smart card into the terminal and
inputs ID; and puw;.

U’l. The smart card checks for the legitima-
te user by: Regi®H\(pw)=H:(H\(pw)V:.

U’2. The smart card picks a random number
r€Z; and computes: C=rP, C=h(T C)(Reg:
Hi(pw))+rPs, where T is a current timestamp;
then sends a login message {ID;,C,G, T} to RS.

_U'3. Receiving the login message from U; at
T, the RS checks the valid time interval AT>
T°-T: then verifies if U: is real by equation:

e(Cy, Pl=e(HAT,CYHN(ID:)-C, Ps) (2)

U’4. The RS gets a timestamp value T and
computes U=HoAT, sCi). The RS sends a server
authentication message {7,U} to the user.

Server authentication phase: Receiving

{T,U} from RS at time 7", U; performs:
S’1. Check valid time interval AT>T-T

S'2. Verify if U=Hx(T, rPs). RS is authenti-
cated if the equation holds, otherwise, it fails.

Password change capability: Users can
change password without help from the RS:

P’1. The user U; inserts the smart card into
the terminal and chooses the password change
function. He is required to input ID; and puw:.
The smart card checks for the legitimate user by

Regi®Hi(pw)=H>(Hi(pw:))V:. Only if it holds, the
smart card allows U; to change password:

P'2. The user enters a new password puw; .

P’3. The smart card updates Feg; and V; by:
Regi'=Regi® Hi(pwi) & Hi(pw ) =sH\(ID) & Hi(pw;")
Vi'=HAHi(pw))  Ho(Hy(pw) Vi Ho Hi(pw?))  sHU(IDy)

Correctness: The correctness of Eq. (2) in the
user authentication phase is shown below:

ey, P) = e(HAC, D((Regi®H(pw))-rPs, P)
=e(HAC, DUsH\UD)SH(puw)SH(pw)-rPs, P)
=e(HAC, TIsHW\UID)+rsP, P) = e(HXC, TYHiUD)
- rP, PS) = e(HXC, TDHW(ID;)) - G, Ps)

The correctness of the server authentication
message in step S’2 is obvious:

U'=HoAT' sC)=HAT ,srP)=HoT",rsP)=HoAT", rPs).

V. Discussion

3. Security Analysis

We assume that a smart card is physically
secure so that it is impossible to extract
information from the smart card. Under this
assumption, we examine security of our scheme

against various attacks. The replay attack is
impossible since the revised scheme utilizes
timestamp technique. Suppose an adversary

recorded a login message {ID; (1,7} and a
server authentication message {7,U°}. If the
adversary wants to apply a new timestamp, he
needs to recompute values C1 and C: to pass the
verification in Eq. (2) or the verification in step
S’2. This cannot be done without knowing the
secret value Regi, pwi, and r simultaneously for
the user authentication case, and the RS's
private key s for the server authentication case.
The revised scheme also allows the users to
change their passwords without dependence on
the RS. For the user impersonation attack, one
can consider {C,C:} as a signature on the
timestamp value 7  with randomness i
embedded. We have a theorem:

Theorem 1. If an adversary can perform an
impersonation attack on the authentication
scheme, there exists an algorithm can break the
CDH problem in the group Gi.



Proof (Sketch): We use the same proving
technique in [4]. Suppose that there exists an
adversary A performs the impersonation attack
successfully on the authentication scheme for a
given ID within a time bound ¢ with the
probability ¢ A can query H; H; and login
request for at most gm;, gmz and gp times.
Assume that >10(gr-1)(guz—gr)/q. We can
construct an algorithm B which breaks the CDH
problem (P, aP, bP) in Gi.

The algorithm B sets Ps=aP. B can answer
the hash queries, registration queries and login
request queries since it controls the hash oracles.
B also makes a special hash for an identity ID:;
=ID, ie. HUID)=bP. A is not allowed to ask the
registration query for ID;=ID. After interacting
with B, at sometime A outputs a valid login
request for the user ID. By replaying A with the
same random tape but a different hash function
H>' and using the forking lemma [3], B can
obtain abP with probability 1/9 and time bounded
by 23qme2t/ ¢ as per the forking lemma [3]. L]

Our scheme is also secure against a server
impersonation attack. To forge a server authenti-
cation message {7,U°}, the adversary must
produce U=rPs=rsP. Clearly, {C,Ps,U} is a
CDH tuple. If the adversary outputs U", he must
solve the CDH problem in Gi properly. Under the
CDH assumption, the adversary is not able to
perform this attack to our scheme.

4. Performance

In Tables 1 and 2, H is a hash-to—point
operation and h is an integer hash operation. P
is pairing computation, A and M are elliptic
curve point addition and scalar multiplication
operations. E is an exponentiation of a pairing
value. X is an exclusive OR operation.

Table 1: Computation at the RS side

Algorithm Our scheme | JKKLY06 [2]
Registration | 2M+I+X+H+h M+A+2H
User Authen. | A+M+2P+H+h| A+3P+E+H
ServerAuthen. M+h 2M+H

As can be seen in Table 1, the computation at
the RS is more efficient than JKKLY06 scheme,
especially we can save a pairing and an
exponentiation computation.

Table 2: Computation at the user side

Algorithm Our scheme | JKKLY06 [2]
Registration H

User Authen. | X+A+4M+H+2h|3M+2A+I+H+h
ServerAuthen. h M+A
Table 2 shows comparison of the total
computation at the wuser side. Our scheme

requires just one more scalar multiplication but
provides a strong method for smart card to
check for a correct user before authentication.

VI. Concluding Remarks

Mutual authentication has become more
important in growing up online applications such
as financial transactions, e-commerce, and
government services. In this paper, we analyzed
a mutual authentication scheme using smart
cards JKKLY06 [2] and demonstrated the
impersonation attacks on their scheme in both
user and server sides. We also suggested a
revised construction which is superior to
JKKLY06 in both security and performance
aspects. Our revised scheme is secure against
various known attacks while providing
beneficially computational cost which is suitable
for resource constraint devices.
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