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+SendID(ID)()
+GetPrivetKey() :  mpz_t
+resetSettings ()

<<interface>>
ksippreferencesksippreferencesksippreferencesksippreferences

+Sign() : byte
+sendRequestInvite ()

<<interface>>
sipcallsipcallsipcallsipcall

key tokens_A

+sendRequest()

<<interface>>
siptransactionsiptransactionsiptransactionsiptransaction

Message,Signature

Signature : byte

H+M+Signature : sipmessage&sipheader

+Generate_y() : mpz_t

<<interface>>
sdpbuildsdpbuildsdpbuildsdpbuild

+Detach_SIPSign() : sipmessage
+incomingRequest ()

<<interface>>
siptransactionsiptransactionsiptransactionsiptransaction

Message,Signature

Message, Signature

+Verify() : bool
+isValid() : bool

<<interface>>
sipmessagesipmessagesipmessagesipmessage

Key tokens_A

+Generate_x() : mpz_t

<<interface>>
sdpbuildsdpbuildsdpbuildsdpbuild

+Attach_SIPSign()

<<interface>>
siptransactionsiptransactionsiptransactionsiptransaction

+GenerateMasterSecret() : mpz_t
+ReturnPrivateKey () : mpz_t

<<interface>>KGCKGCKGCKGC

ID_A

SecretKey_A

ID_B

SecretKey_B

Sender Reciever

Message, Signature

Message

+ComputeSessionKey() : byte

<<interface>>
SRTPWrapperSRTPWrapperSRTPWrapperSRTPWrapper

Key tokens_B

+ComputeSessionKey() : byte

<<interface>>
SRTPWrapperSRTPWrapperSRTPWrapperSRTPWrapper

+Sign() : byte
+handlingInviteResponse ()

<<interface>>
sipcallsipcallsipcallsipcall

Validity

Validity

Signature : byte

H+M+Signature :  sipmessage&sipheader

+Verify() : bool
+isValid() : bool

<<interface>>
sipmessagesipmessagesipmessagesipmessage

+Detach_SIPSign() : sipmessage
+incomingRequest ()

<<interface>>
siptransactionsiptransactionsiptransactionsiptransaction

+SendID()
+GetPrivetKey() : mpz_t
+resetSettings ()

<<interface>>
ksippreferencesksippreferencesksippreferencesksippreferences

메시지 인증 보안 통화키 공탁 키 관리
제안 설계제안 설계제안 설계제안 설계 IDBIDBIDBIDB SRTPSRTPSRTPSRTP OOOO IDBIDBIDBIDB

Gizmo Project ? SRTP X ?
iChat AV ? .Mac

users only X ?
SightSpeed ? No X ?
Skype ? Yes X ?
KPhone No SRTP X Preshared
Zfone ? SRTP,

ZRTP X D-H
CounterPath
eyeBeam ? SRTP X SDES
minisip No SRTP X MIKEY
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