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Abstract

Key escrow can be one of key limitations in ID-based cryptography since Key
Generation Center is able to control all the critical information, particularly the
private keys of all users. Several solutions in the open literature were suggested to
solve this problem but they still have drawbacks such as requiring more computation
or making ID-based cryptography more complicated. In this work, we propose a new
secure key issuing (SKI) protocol including key escrow problem for ID-based
cryptography using bilinear pairings. By defining the concrete security requirements
for SKI protocol, we show that our protocol are more secure than the previous

schemes.

I. Introduction

In the ID-based cryptography, a Key
Generation Center (KGC) takes the full
responsibility to generate the private key
for each and all entities using their identity
information. It is required that the KGC
must be highly trustful due to its
capability of decrypting any ciphertext or
signing any  message  without  the
permission of an entity. As a result, the
KGC needs to commit an agreement so
called key escrow on using the entity’s
private to prevent any abuse of the key.

There are a variety of solutions to deal
with this problem such as multiple
authorities approach [3, 5] where the
KGC’s master private key is distributed to
multiple authorities using threshold scheme;
certificated-based [6] and certificateless
PKC [1] approaches which let users choose
an  additional secret information by
themselves. Recently, Lee et al. [9]

proposed a secure key issuing protocol
(SKI), through which, the trust level of
KGC is spreading into multiple trusted
third parties called Key Privacy Authorities
(KPAs). This approach does not require
user’s multiple identifications; however, Lee
et al’s scheme is inefficient in terms of
performance as well as not secure against
various attacks such as impersonation,
incompetency of KPAs [8]. Another scheme
was proposed by Sui [10] but it requires
multiple identifications and is vulnerable
under insider attack and incompetency of
KGCs [8]. Gangisishetti et al [7] also
proposed another version of SKI protocol
working in parallel model.

In this work, we propose a new SKI
protocol by using mediated security and
analyze it comparatively with the previous
schemes.

Organization. We brief some concepts
of bilinear pairings and define requirements



for a SKI protocol in Section 2. Section 3
describes a new SKI protocol and its
analysis in terms of security and
performance is followed by Section 4.
Supporting revocation for the protocol is
discussed in Section 5 before making the
concluding remarks in Section 6.

II. Background and Requirements

1. Bilinear Pairings

We summarize in mathematical notations
some concepts of bilinear pairings which
can be constructed from Weil or Tate
pairings on supersingular elliptic curves.

Let Gi and G2 be additive and
multiplicative groups of the same prime
order ¢, respectively. Let P be a generator
of Gi. Assume that the discrete logarithm
problems in both Gi and G2 are hard. Let
e:xGr—G2 be a pairing which satisfies
the following properties:

1. Bilinear: e(aP,bP’) = e(P,P)™ for all
P, P’EGy and all a,bEZ.

2. Non-degenerate: For all P'€Gp if

e(P,P’)=1 then P=0.

3. Computable: There is an efficient
algorithm such as [3] to compute e(P,P’)
for any P, P'€G.

Group Gi1 is called Gap Diffie-Hellman

(GDH) group if in this group, the
Computational Diffie-Hellman (CDH)
problem is hard but the Decision

Diffie-Hellman (DDH) problem is easy.

2. Requirements

Although many schemes were proposed,
none of them have provided concrete
requirements for a SKI protocol in
ID-based cryptography. The SKI protocol
should satisfy the following requirements:

Security A SKI protocol is required to

be secure against impersonation attack so
that an active adversary, who is capable of

listening and modifying the protocol
messages, could not actively modify the
protocol messages without the wusers’
detection.

Protection against insider attack With
the assumption that the KGC is highly
trustful and at least one KPA is honest, no

one can gain advantage, Le., getting
authorized on illegal document, when
requesting services.

Robustness A  SKI  protocol can

complete successfully in an event that
some of KPAs are colluded.

following entities
SKI protocol for

There are the
participating in the
ID-based cryptography:

- KGC: The only highly trustful entity
is responsible for checking user identity
and issuing a blinded partial private key to
the user. We assume that, the KGC is
highly trustful entity and behaves honestly.

- n KPAs: Provide privacy service to
user’'s private key and can operate in
t-out-of-n  secret sharing scheme to
provide robustness when up to n-t KPAs
are not available.

- User: Interact with KGC and KPAs in
order to get a private key for ID-based
cryptosystems securely.

III. Proposed Scheme

1. Overview

As described above, our scheme has a
KGC generating private keys and n KPAs
providing privacy services for users.
However, unlike the previous schemes, we
utilize the concept of mediated security [2]
in the construction of our scheme. At a
glance on this concept, a KGC creates a



private key for a user and divides the key
into two parts: the first part goes to the
user and the second part goes to a
so-called security mediator (SEM), an
online entity providing security services,
i.e., decryption and digital signature
generation, for users. Whenever the user
needs security services, he has to
communicate with a SEM, otherwise he
can do nothing with his private key. The
advantage of mediated security is the
immediate revocation of public keys to be
feasible.
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Fig 1: Secure Key Issuing Protocol overview

In our proposed scheme, we let the KGC
divide a user’s private key into two parts
and let KPAs act similarly to a SEM.
After generating and dividing a private key
for a user, the KGC gives the first part to
the user blindly while keeping secretly the
second part. When the user requests
securing key service for his first part of
the private key to KPAs, the KPAs
examine the user's request and ask the
KGC for the corresponding part of the
user’'s private key. After gathering and
checking the user’s second part of the
private key, KPAs will provide securing
key service on both parts and deliver to
the user if two parts match, otherwise,
KPAs will ignore the user's request. A
valid user ultimately will get all necessary
information to form his private key after
communicating with all KPAs. He

processes these steps to get his private

key and then uses it without limitation.
This differs from a mediated security
approach  where a user needs to

communicate with a SEM whenever he
wants to create a digital signature or
decrypt a ciphertext.

2. Detailed Protocol

The SKI protocol consists of the
following phases: system setup, system
public key setup, key issuing protocol, key
securing and key retrieving phases.

m System setup phase. The KGC runs
IG with the security parameter k as input
to generate group (1 and G» of prime
order g, a generator P of (i, a bilinear
map eGixGi—Ge, and hash functions
H:{0,1) =G,

m System public key setup phase. The
S()ERZ;

computes its public key Pige=soP. n KPAs
pick their private keys and compute the

KGC picks a master key and

corresponding public key siERZ; Pi=siP,
for =1,2,..,n. Each KPA; computes
Y'i.=5iPxgc and sends it to the KGC. The
KGC computes the system public key Y=

n

Y YiEsolsitsot..+sp)P. The
=1
system parameters as <{Gi, Go, q, e, Hi, n,
Py Pkgc, Pl,PQ,..., Pn,Y> .

identified by ID, registers in
{ID, R=rP) with
where TERZ; was chosen secretly

KGC publishes

A user,
advance his credentials
KGC,
by the wuser. The credentials
available for KPAs.

are also

m Key issuing phase. A registered user,
identity ID, interacts with the KGC to
request the private key. The user computes
Qip=Hh(ID), Dip=rQp, and sends the tuple
{ID, Dimpy to the KGC. The KGC
performs:



1. Search for the tuple <ID, R)> ; check
the validity of the tuple <D, D) by
verifying the equation e(Dp,P)= e(Qip,R).

2. Pick randomly s¢,E Zq* and compute
So.KPA= So—Son mod q.

3. Compute Q'o=souDip, T=e(so.xpaQm,R),
and send these to the user. The tuple <
ID, W'o=soxpaDip) is sent to the KPAs.

Receiving data from the KGC, the user
verifies if this data is correct or not by
checking e(Q'0,P)T=e(Dip,Pigc). This
equation must hold since rPigc=SoR=sorP.

m Key securing phase. The user can
contact KPAs simultaneously in order to
request the key securing service.

1. The user sends the tuple <Q', D)
along with his identity ID to KPAs.

2. Each KPA gets a tuple <ID,
W'o=soxpaDip> and checks if
e(Dip, Prge)=e{Q 0+ W'o,P) to verify the right
user requests services.

3. KPA; provides key securing service by
computing: & = siQb Wi = siW,
P’i=5iPree. KPA; sends back <@,W,P’> to
the user.

Receiving data from KPA; the user
checks if the following equalities hold:
e(Q,P)=e(Q'o,P),and e(Qi+Wi,P)=e(Dmp,P’).

m Key retrieving phase. When the user
receives correct data from all KPAs, he
can compute the private key as follows:

Sip = rilz(Q#Wi):(Sl + S +.t su)so@m
i=1

The user can verify the secret key by
checking the equation: e(Sip, P)=e(Qip, Y)

IV. Security Analysis

As mentioned before, our protocol

requires the KGC to be highly trustful,
that means the KGC never colludes with
the KPAs to perform illegal activities.
Therefore, our proposed protocol keeps the
user’s privacy if at least one of the KPAs
remains honest. Our protocol satisfies the
following properties:

Security. In the proposed protocol, the
user communicates with the KGC in an
authenticated way. The user proves to the
KGC his possession of the secret r, which
also binds to his identity @ when
communicating with the KGC. In the key
securing phase, although KPAs know the
other part of the user's private key from
the KGC, no KPA has any advantage in
discovering the whole parts of the user’s
private issued by the KGC since the user
only sends the blinded key to KPAs. KPAs
can just check if the partial key sent by a
user is associated with the user ID and the
key’s validity.

On the other hand, KPAs can ensure
that only the user has information that
matches with the one in the KGC’s
database have key securing service. The
malicious wusers cannot impersonate the
valid users requesting key securing
services from KPAs without detection.
This is one of advantages in our scheme
compared with the previous works.

In addition, all protocol messages sent
among parties are checked for integrity
before accepted for further processing.

Protection against insider attack.
Since we assume that the KGC is fully
trusted, we consider insider attacks in our
protocol as the malicious KPAs. The
malicious KPAs can have access to the
KGC to get a partial private key of the
users. However, they cannot request secure
service from the honest KPAs because the
honest KPAs always check if there is a



correct partial private key provided from
the “user” (the malicious KPA). The
correct partial private key is kept by the
legitimate users, and only blinding version
are sent to KPAs. Therefore malicious
KPAs could not gain any advantage in this
case.

To provide robustness, our protocol can
apply threshold cryptography. When using
a t-out-of-n threshold scheme, n KPAs
cooperate to create a shared private key,
and it is required that there are at least ¢
KPAs available in order to issue Kkey
securing services. Under this setting, the

key issuing protocol allows up to n-t
KPAs can be corrupt or unavailable.
Algorithm Ours [71 [91
sewp | GBI | SSTha | 2nPrzns
Issui|KGC 3P+3S 2P+S 3P+65+3h
gn |User 2P+2S 2P+2S 2P+S
Secu|KGC |2nP+3nS+nA| 2nP+nS |3nP+4nS+nh
ring |User AnP+nA 2nP 2nP
Retrieving 2P+S+(2n-1)|2P+S+nA| (n+2)P+nS+
A+l +1 nh+nl
Model Parallel Parallel | Sequential

Table 1: Model and computational complexity.

Table 1 shows the computational
complexity of our protocol compared with
others. P stands for the computational
complexity of a pairing computation, S for
a scalar multiplication and A for a point
addition in an elliptic curve. h is hash
operation and I is modular inversion
computation.

As can be seen, our scheme requires
more computation than [7]. Nevertheless,
compared with [9] operating in sequential
model, our scheme has shown advantages
in performance. To improving performance,
we can consider that if all KPAs work
correctly, the verification of @/s can be
omitted saving 2n pairing computation. The
validity of those values can be checked

later in the key retrieving phase by
aggregated verification [4]. In the case this
verification does not hold then we need to
check back validity of @/s. This technique
can also be applied to the system public
key setup phase to save pairing
computation. Moreover, our scheme can be
extended easily to support revocation while
[7] and [9] cannot. We describe details in
the next section.

V. Revocation

Besides key escrow problem, revocation
of the public keys of users in ID-based
cryptography remains an open problem.
Boneh [3] suggested a method adding a
valid time period to the public Kkey
(identity). However, it is difficult to
determine how long the period lasts for an
efficient implementation. Employing a SEM
[2], an ID-based cryptosystem can not only
provide revocation easily but also eliminate
users from using expired private keys for
illegitimate purposes.

The simplest approach to enable our SKI
protocol to support revocation is to include
an online trusted third party acting as a
SEM. The operations of SEM are described
as follows:

m  After creating and dividing a user’'s
private key in two parts, KGC sends the
first part to the user and the second to
SEM. SEM Kkeeps this part securely and
gives to KPAs based on their requests.

® When a user requests for securing key
services from KPAs, KPAs perform the
steps as in Key securing phase but instead
of sending back to the user the secured
second parts of user’s private key (ie. W,
for =1, 2,..n), KPAs send those parts to
SEM. SEM verifies the data sent by KPAs
and computes the complete second part of
user’'s private key. This operation also



reduces work load for wusers. The first
parts of user's private key is applied
secure services by KPAs and sent to the
user as normal.

m SEM, with the complete second part of
user’s private key, provide security services
(decrypting  ciphertext or issuing a
signature) to the wusers. Before granting
services, SEM checks the identity of the
user and his revocation status. If the user’s
status is valid, he gets services from SEM,
otherwise he gets nothing.

As can be seen, SEM makes immediate
revocation of users public key easily. It
will be more efficient if we adapt threshold
cryptography to our scheme in which a
dealer of the threshold scheme for KPAS’
sharing a secret key serves as the role of
SEM. In this case, we can achieve
robustness securing key services while
providing revocation capability. However, it
is inconvenient for users to contact with
SEM all the time in order to get services.

VI. Concluding Remarks

Although ID-based cryptography
simplifies key management and key
distribution compared with the traditional
PKC, ID-based cryptosystems are far from
being practical due to key escrow problem.
In this work, we have proposed an
enhanced SKI protocol wusing multiple
authorities working in parallel model. Our
proposed protocol satisfies security
requirements and can enable ID-based
cryptography to be more practical.
Moreover, by utilizing mediated security
concept, we can extend the protocol for
revocation capability. For further work, we
would like to make our protocol more
formal and improve its performance.
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