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. RLKY04-KE
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. III RLKY04-KE NKW05
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IGAKA-KE , , V
. VI

.

(=) 


q .
p tq+1 , t ( , t=2).

NKW05 ,
.

: (leaf node)
: l r
:  (sibling node)
: 
:  , ,

: 
:  (secret key)
:  (blinded key)
Designated Negotiator(DN) :


: ,  DN

:   pairwise

co-DN : ,


: ,  co-DN

   : k
  : K
  :
   :  (  )
 :  (  )
:  (=   )

 
 : 

. d , 0
, d d-1 .


,
,
.

 ( , ≠  .) ( ,
) .  

,  G
.

DN
( d ) DN . ,

( 1) ,  ,  

DN , , 
 DN . , co-DN ,
 ,   co-DN ,
,  ,   co-DN .

DN 


. , . , , 2
co-DN 

 -

 



(co-partner) . -
. DN  co-DN  

, 


( - ) pairwise 

.  

,   ,


.

III.III.III.III.
1. RLKY04-KE [1]

,

.
Atenise A-DH[3]

. ,
.

,
. ( 1)

,
.

RLKY04
. 2

.
.

RLKY04-KE
. 2 .
pairwise

.

1.1 Phase I : Pairwise
, 



pairwise
. n
n-1 pairwise . , (
1) , DN 6
:(,), (,), (,), (,), (,
) (,). n-1

,

.
, A-DH[3] ,
.

pairwise DN
, . n=2
. 2

pairwise .

1.2 Phase II :
pairwise

,
bottom-up . , d-1

0
.

. ,    .
,

.
, 

:   . ( 1)
 

DN

. , RLKY04-KE

.
, ( )

d

Protocol RLKY04-KE Phase I :Protocol RLKY04-KE Phase I :Protocol RLKY04-KE Phase I :Protocol RLKY04-KE Phase I :
 :
 : Round 1:Round 1:Round 1:Round 1:
  →       

,  
  → 는의형제노드     

Round 2:Round 2:Round 2:Round 2:
  →       


 ,

 
,      ≤ 

  

  → 는의형제노드  :  
∴  

.



. i , d-i
 

.
.

2. NKW05 [2]

. , , ,
, , ,

.

. Ren
.

.
NKW05

. RLKY04
ID .

 

.  

.   

.    

 . ,  

 

 .   . ,
2 ;

: =  : =
. , 

16 . , 
, d-1 

.


. 

 . NKW05

. ( 2) .

( 2) RLKY04-KE
NKW05 ,

 

   

. 2

:
pairwise ,


 

 
 pairwise

. 
 

 


pairwise .
.

(d-1 )  

pairwise
, . ,

Protocol RLKY04-KE Phase II :Protocol RLKY04-KE Phase II :Protocol RLKY04-KE Phase II :Protocol RLKY04-KE Phase II :
:Round 1Round 1Round 1Round 1 : l=d-1;
: pairwise
→
 :    ,   

Round iRound iRound iRound i : l = d-i;
 
 ,
   →   :      

   ,
        

→
 :    .
 .

Round dRound dRound dRound d:
  

→ :    
   , :

 

 .



. ,

, ,  




 ,  ,  

 .
ID ,  

. ,  

.
,     

 .
 ,  



  , 
     .  



  , 
     .
 ,  



  ,  

     
. 


   ,

       

.
, ,   

   

,   

     .
NKW05 , RLKY04

[1] .
. 

.
 

. , 

,
,

. , Ren
2 , 2 

 , RLKY04-KE

.
NKW05

.
2 , 

  ,   

. ,  

, ,  

.      

, NKW05
.

IV.IV.IV.IV.
RLKY04-KE

NKW05
. (

"IGAKA-KE" .)

1. Phase I : Pairwise Key
IGAKA-KE RLKY04-KE

. ,
- 



pairwise
. ( 1) 6 co-DN :
(,), (,), (,), (,), (,
) (,). .
, (,), (,), (,) (,).

 DN co-DN . ,
DN co-DN

. , n
-

2(n-1)-n/2
.
, 2(n-1)-n/2 .

, 2(n-1)-n/2
. IGAKA-KE RLKY04-KE

:
Protocol IGAKA-KE Phase I :Protocol IGAKA-KE Phase I :Protocol IGAKA-KE Phase I :Protocol IGAKA-KE Phase I :
:
 : 
 :  -
Round 1 :Round 1 :Round 1 :Round 1 :
  → 는의형제노드       
  →       

    ,
  

, =
  →       

  ,



nonce
-

, . 
,  .

,

.

2. Phase II :
IGAKA-KE

RLKY04-KE .

(d) .
, NKW05

, ,  (=
  ) .
RLKY04-KE

IGAKA-KE

.
:



,
.

NKW05
. , ,

. NKW05

.
.

pairwise
RLKY04 .

V.V.V.V.

IGAKA-KE

A-DH[3] . [ 1]

Protocol IGAKA-KE Phase II :Protocol IGAKA-KE Phase II :Protocol IGAKA-KE Phase II :Protocol IGAKA-KE Phase II :
:Round 1Round 1Round 1Round 1 : l=d-1;
  pairwise .
→
 :  ,

       

→
 : 의멤버들의비밀정보집합 

Round iRound iRound iRound i : l = d-i;
       .
   →    :       
       .
   →   :
 의멤버들의비밀정보집합 h(  )   ,
  , , .

         ,
          .
→
 :   ,

→
 : 의멤버들의비밀정보집합  
   

Round dRound dRound dRound d:
   .
→ :   
→ : 의멤버들의비밀정보집합 h( )  ,
 , , .

     , :
  

  .

  
, =

Round 2 :Round 2 :Round 2 :Round 2 :
  →     

 
 
  

,  , =,       ≤ 
  

  → 는의형제노드   
 


 
 

  →     
 


 

,  , = 

∴  
.
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