#Z RFID(Radio Frequency Identification) 71&< ¥ E A (Ubiquitous) E7AA4e FF =
, B 55 T, B EYEA, U - 5 3, 85 AF, A2AANA, F VEYZ T F-83A
F e 71EE AAHHEA To gt #Ae] FUE gley o]d w3t Fad d7v) £ Fo|tk B

Ae RFID #@ AlA 1 59 43789 Auto-ID Label thal &M1& 1, EPCglobale] RFID
Gen2 THAd gk Avheh Bbe] tigh a1y Qlo] AAE ST FANA AT U= B AP E
HEE 3ot a3z A Auto-ID LabolA FAA 24 3= RFIDQ $1%4A)(Anti-Counterfeiting)
9} A|E9] Zlo|HAIE 93 WA (White Paper)] ¢tell g 729 I jgo uis) golRi 3= Auto-ID
LabollAl 7 29 $x=9A71&S v RFID Betr)ed tigh &5 d7usks d3e g3 4HR=E 3
=3

[e)

me Borr [% ol
e R
e =2

.M 8 AFRY d4riee] B & doH 37 Ass, &
F -5 B9, 2 E4FA, 9E - 5, &
RFID(Radio  Frequency  Identification, 3} 2z A& qzAFHR T YEYT S §-£544 »
2, 0|3} RFID)= 4% HEAd 2EARE ¢ o Aot
I FAFHEE 088 o] A& Ad AV FE, A AN olE 3 7)) WAlo| JIATFE A A
g 58 U574 -A4T F JE VISR AN B o] 2 AL - AAH BE&A9) o|HolE FHY EWF
TR olYE AARAE - Bt T TS Fold J =3, 94, "z T% 22 FRIY F7)5] A
= A&EH2 Joh RFID 7|&2 23 AANA 24 743 EAR AT 033 9L 71E Au
dojdo A dtEe Aaz Ao olyrg AEE 53 ArE e B2 7% AGA B 4 e AAE Y
o2 AT YA HEom AMSE AR ¢EA 2 B2 - AEHer 9d £48 HE F

Atk oH7AE RFID Y &2 7HHoR Qs ReH, 53 FHIABL Al 7€ 4=
RFID 7]&¢] ARgo] HHstEA] Ratn AT, = oE g9 9Vs F, 70 WY, 713 WY, &
7t7 0] 543 SR8 HolAT 3)0] A9 FAH # AR 5 AN ZolmArt AdE BE2A &
2, 3d el RFID 71£9] AH&o] A FHEorz & HAzh e §A AHVF =2FHe T A2 29
o] Uz Aoz Bt o2 B JEA FoFgo] RS 9loH o|E twd 2%, Y &
AEF w2 Bl§o2 <18 RFID Bl1e fHABE

* =4 REA ) 8kal(Information and Communications University, ICU)
SA A B K 3.7]%AF o (nternational Research Center for Information Security, IRIS)
({tank kkj}@icu.ackr)



2 FRAEEE JIAE (2006. 2)

% 71E A & B30 A £5¢AHA By
& o] 8% Ut

£ =#dAde I43d RFID G773
Auto-ID Labdll ths] AHB3 = Auto-ID Lab
o] 983 EPCglobal”?®] RFID 71& FA#Z9
Gen27t A% g 270 2 % FAA e
U= HeE ASGHES Yol E3 RFID 7|&
dag Bt Ve F H94FeE neHI FHFHL
2 dFser 3= 7|€l RFID  H&WA
(Anti-Counterfeiting)o] ™3l  Auto-ID  Label
A A4 Z<Q wWX(White Paper)¥e] 7z9 &
S Auun gog 33t Auto-ID LabdlAd 3 F
9l 2R 7)&S H|E§ REID Helr|&d tigh
T AT 98 g3 4HEREE .

£ =79 AL tLd 2k dA 03494 s
Auto-ID Lab®] AJ0¢} g5 Auto-ID Label this)
AHET M Ae= EPCgloba® Gen2 %EsEd
Het FokH S e T H)e Ao A &
s &5 BEQVle AEE AT A7 =S 5
7 3} VA M 2R WA d td 729
£S5 ol 1w I Auto-ID Labolr FA
RFID Hel7l&o] tig &5 A
AHREE 3, VAN B =F9
& 3t

i P

I, Auto-ID Lab A7H

2 A 22 MEYAY F2d YF F
A TFAE AL Y8 199¢d Hzxg2 A9E o8
ofojt] AEE A ATUTEY JdAE T4
Auto-ID LaboZ WHHAT. WS¢ MITA ]
AL 27toz FJI(ABEAY), ZF(oldg o=
), 2HEARERARD), dEGAILY), FHCE
g) 9 AAA AHEdEe] 2XE 6719
Auto-ID LabEE ©]Foj7] RFID ##H AA Hz
FFo AFV|HOEA, RFID ¥obd 7sMdd %
35 F=3 FAF AAE M S5 AES
H&ste AA Hie AT WEA|T

67 1& e YHAEER T7A4E Auto-ID Lab
oAl TR FEHOLIT SEAY, 53 IT
=gl 9 ALY, RFID $3A3 4% fdy] ==
HAE 3 g HAEWE 75, 2ol RFID wof 5
=39 ¥F3 &%, ICU¢ RFID £of 4+ 9%

2 I¥Y 5L 1Y A=, 7tEE, gk 59
AAZ A §F Auto-ID Lab ICUE AAATH
Auto-ID Lab®] ICU X2 <3| =2 ool
A F5 GEo o]o] 3HAE Auto-ID Lab X5
o] HQon, o= 17k I RFIDANE Hze} F3
o A=, ICUY H=52Q] F3=ge Aol

Auto-ID Lab ICU¥ HE¢h <SHIU, RF $44
7, 24, AAVENZ, ITAY 59 #AF} ICU
g 5ol Ao Jor 15<et WHPH RFID
#4E 9 ARy FEAT H2 € 2y FF
Aol FAH FF5 S5 Foste AVIE ntdst
A HAA ol e A uwel ICUE =
RFID #dA 294, 84 2 d771#E3 #AE 2
Auto-ID Lab ICUE Shlioll dysta, 7leqd
Fz3t HAE F23] 39 Auto-ID LabE#
FAT 59 P& T FAE Aoty dA 3
= Auto-ID Labe IFAAFTAATUETRDY
g A-USN d7d, s34k, d=d59A
29, I=FAHRRIAZY FEPCEEE I} F9
=3 AT 718H S Adstden, s
9, LGAA, SKE#HE 59 u7|4d, RFIDS AA
HEHZ #Fd F427149 SER(F), AEH=EF),
& ENG(F) 3% d8S A48t =8 F1
FA%E Auo-ID Label ICU $Ag A7
RFID/USN #& ZU 719 & dA77Idte] 89 4
723 AgH AFE 53 V1S grEn A4 3
A BEst 5o FAT 5 Ue Fo] wHEHd w}
FAFEATE NP3k & UdHY =8-S 3§ g
=3

ol wa rlr
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£ gold & 9tk FLF HA L B8 FEAAE AT
EPC ®h1e] vhelx] 49 16MES Yobd & ok
Access H 2R B0} 2EHW 1] W2y wWa A
=& T8 Kill H29=E A5t 4471 g1
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ﬂ] RFID A|2:§l9] AH|2 Zf& 2T & Sirh

Tag observes invalid
command (Tag ignores
command).

Interrogator issues
Req_RN [handle, CRC-16]
Note [1]

Tag observes
valid handle

Interrogator observes
bad CRC-16

Tag responds with [new RN16, CRC-16]
Tag stays in current state

Interrogator abserves
valid CRC-16

Interrogator issues Tag observes invalid
Access [pwda; 1s2RN16, handle, CRC-16] command (Tag ignores
command).
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[& 1] El2 Access ZFA
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(Tag-Identification) AE $& 41 £ F UA

g
Acknowledged

CMD: None within time T
Action: Retum o arbitrate
CMD: Reg_RN [valid RN16] &
{access password <> 0)

Reply: None.
CMD: Req_RN [valid RN16] & {access password = 0}
Reply: handle

Reply: Handle

CMD: ACK [valid handle]
Reply: PC, EPC, CRC-16

CMD: Req_RN, Read, Wite, Lock, BlockiWrite, BlockErase
Reply: See state-transition tables

CMD: Kil [valid hande & kill password = 0]
Reply: Ertor code

CMD: Kil, Access [invalid handle]
Reply: None

CMD: Select
‘Action: Retum o ready
Reply: Nore. Note 1

CMD: Access [valid handle & vaiid access password]
CMD: QueryRep, QueryAdust Reply: hande when done

Action: Retum to ready

‘CMD: ACK [valid handle]

Reply: PC, EPC, CRC-16

CMD: Req_RN, Read, Write, Lock, BlockiWrite, BlockErase

Reply: See state-transition tables.

CMD: Kill[valid handle & kill password = 0] or invalid handle]

Reply: Eror code

CMD: Access [valid handle & valid access password] or
finvaiid

Reply: hande when done

Action: Retum to arbitrate
Reply: None.

CMD: Al
Reply: None
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(Back scattering)3t:.  Secured AEIE  Ho]Ftt)
Secured ‘oA FZHAE Read/Write 59 o
Bg 53 B2 vz BaE g 24 gtk

IV. RFID £¢t

1. Auto-ID LabQ| @{Z=E$X[of 2ist BHA

Auto-ID Labelld= RFID, £3] EPC ©Ejz1dl
3 o8 BAES A48 A e @A B
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o W& ATE FPHH, FE o FARA
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(- )
RFID/USN Applications

Supply Chain, Traffic Information, Transportation, Food, Location Finding
\ Identification card, Agriculture, Military, etc.

[ ali } { i } [ i ][Tmceahility] [An(i-Hackin% )
( Crypto APl Physical Computer Network Risk Analysis
A Security Security Security and

Security Model

ight-weig roup/Dynamic
n:m Crypto Key Management
N Protocol System

4

Fault Tolerant

Low-Cost (< $5) Cryptographic Primitives

Sym. Crypt.
eg. TEA

Asym. Crypt. Hash PUF RNG
e.g. NTRU [e.g. MDS§ e.g. NFSR
J
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