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Req_RN [handle, CRC-16]
Note [1]

Tag observes
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Interrogator observes
bad CRC-16

Tag responds with [new RN16, CRC-16].
Tag stays in current state

Interrogator observes
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CMD: Reg_RN [valid RN16] &
{access password <> 0
Reply: handle

CMD: None within time T,
Action: Return to arbitrate
Reply: None.

CMD: Req_RN [valid RN16] & {access password = 0}
Reply: Handle

CMD: ACK [valid hmd‘e\]
Reply: PC, EPC, CRC-16

CMD: Req_RN, Read, Wiite, Lock, BlockWrite, BlackErase
Reply: See state-transition tables

CMD: Kill [valid handle & kill password = 0]
Reply: Error code

CMD: Kill, Access [invalid handle’
Reply: None

CMD: Select
Action: Return to ready

Reply: None. Note 1
CMD: Query
Action: New round

Reply: Notes 2, 3

CMD: QueryRep, QueryAdjust
Action: Return to ready
Reply: None. Note 2

CMD: Access [valid handle & valid access password]
Reply: handle when done

CMD: ACK [valid handle]

CMD.! Al other . Reply: PC, EPC, CRC-16
Action: Return fo arbitrate CMD: Req_RN, Read, Write, Lack, BlockWrite, BlockErase
Reply: None.

Reply: See state-transition tables

CMD: Kill [valid handle & kill password = 0] or [invalid handle]
Reply: Error code

CMD: il [valid handle & valid nonzero kill password] ~ CMD: Access [valid handle & valid access password] or
Reply: handle when done [invalid handle]

Reply: handle when done

CMD: Al
Reply: None

Power-up & Kkilled
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7 FEEel = EPC ®Hl2E onsit. gY(EE AFgMAE EE EPC H19
Kill/Access H2HYE=E H{3t o, 5SS 98] A3+ (WEH W30 PIN-test()
7 &=l vt 7pgEth. 18l al EPC Ej1E PIN-test &) o
dxlo] glrkar 7pd gt

4.1 SimpleTagAuth 71§

}
F3k Kill =5 ej2o A dssta, e A B2 Kill sj2 =g 24l 9

A vjaste] A o B Yrds] dPozH B AFS FA



SimpleTagAuth
T: T—T;
T —R: T
R: if T'="1T, for some 1 < 2 < N then i — =z
else output “unknown tag” and halt
R —T: PIN-test(K;)
T —R: b
R: if b = ‘1" then output “valid”
else output “invalid”

<38 3> SimpleTagAuth Z2EZ

4.2 BasicTagAuth 71§

Gen2 A3 W &3S HA 1] A9, SimpleTagAuth 7% & ©] &3 H
7bestth. =, 2H 9] PIN-test ®Hel oA elae A3 Kill d=H=dar 53
Atk o1& s ZAs7] 98] Bl GeneratePINSet &5 F3 99 3¢ Kill HA=H=
= AAstaL, o] FJiel AAl AEe Kill =Y =E Ao A XA gy
= A W9 Kill A== disiA] PIN-test B8-S Fa3sta, A3 Kill s~ =0 o
A H7F AgetA SHIS wWvt Qs dRe R AFsA vk <2y o5 §
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BasicTagAuth[q]

T: T—T;
T —R: T
R: if T'=T, forsome 1 <z < N then i+ =
else output “unknown tag” and halt
R: (7, {2, P . P9}) «— GeneratePINSet(i)[q];
M — *valid”

forn=1to q do

R —T: PIN-test( P,(™))
'T — R lb
R: if b ="1"and n # j then M — “invalid”;

if b = ‘0" and n = j then M — “invalid”

R: output M;

<18 4> BasicTagAuth Z2EZ
4.3 EnhancedTagAuth 7]
Enhanced EPC ¥zl tisfA Kill ¥ Access AYEZE o] &3] Bla-2¢ 71 A5

= Tdsk= 7Mool o] 7oA Access A=Y EE B YU E dFeke Kill

== ggrt s JdFsh=d AFSEY. <23 5> F3) EnhancedTagAuth 71



Enhanced TagAuth

T: T—T;
T — R: T
R: ifT =T, forsome 1 <2 < N theni+«— x, A — A;
else output “unknown tag” and halt
R —T: A
T: it A=A, then K — K;
else K — ¢
T— R: K
R: it K = K; then output “valid”

else output “invalid”

<38 5> EnhancedTagAuth Z2EZ

4.4 BasicTagAuth+ 7§

duE AT 5 A9l AFHANAZ EPC Bl J15S st 7ottt AlFgAs
BasicTagAuth 7ol AAG B AFS fg deje Kill == A4, 81 &5
of g Wit 22 BE AxE g o] VgelA #lue dFo 2 wiviAl 4%
TS Fgett o] VM Yt HA AR A4S v A9 &tk At
o= g1 Kill A9 =E 2AFEA 32 2] 2

EPC Hi71¢] Kill 2= E=E &5 = Jdvid, &9 1 54 345 34T 5 vk
kA o] ZlHelAE 7 e Kill Hlase] gk Af e oS YHHe=m BV
o gy o] FAE AT <1¥ 6>5 F3l BasicTagAuth+ 7|WHeo] 3 274 9w

e WA FAE 5 A

L
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BasicTagAuth™[q]

T: T—T;
T —-R =V T
V- ifT' =Ty forsome 1 <z < N then i — =
else output “unknown tag” and halt
Vi [:;'.{P«;'Zl).P«;':z) ..... P«;'ZQ)_}:] — GeneratePlNSet[:i)[q]:
V — R {:P«;(n] ?1:1"
forn=1to gdo
R—T: PIN-test(P;™)
T—R: R
R — V: (R},
V: U — »alld

forn=1to gdo
if (") = ‘1" and n # j then M — “invalid”;
if R(") = ‘0" and n = j then M — “invalid”
output M

<18 6> BasicTagAuth+ ZE2&EZ
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