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andiJapanese [T firms and research institutes
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Cryptographic Req’t

». Basic
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Privacy : All votes must be secret

Completeness : All valid votes are counted correctly
Soundness : The dishonest voter cannot disrupt the voting
Unreusability : No voter can vote twice

Eligibility s No one who isn’t allowed to vote can vote
Hairness s Nothing can affect the voting

» Advanced

v

v

Walksaway: & The voter need not to make any action after voting
Robusiness : The voting system shouldibe successtul regardless of partial

failluxe olithe System
Universal veritiability : Anyone canverily the validity of vote

Receipt-ireeness & Voter should not be able to prove his or her vote to a
buyer: (Voter'does not have any receipt for the vote)
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Security & Performance Req 't

» Server side

. Network and computer security
* Anti-hacking such as DDOS attacks ezc

. ILaxge DB/ handling
. Hanlt=tolerance and high reliability
. Reasonable processing when registering and voting

yy Clicni side
. Hastiand easy, user-friendly webrinteriace
. Nortamper-proof device proyviaded
. Various kinds of platforms, OS and browsers
. IKKeep the privacy of all voters at maximum
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System Coniigunation

SUN 6500 / 3000 SU
N 880*2

SUN 6500

COMPAQ ES40

(COMPAQ ES40)
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Implementation

w Clicnt
Javal.2, JLOCK+
MS Explorer 4.0 on Windows98' /MIE/XP/2000
Korean, Japanese, English and Chinese
»» Web. DB, Admin, and Counter Servers
» Solarisf2.5.4 (SUN OS 5.8), Oracle DB 8.0.6 , JDBC
» Tomeat3.1, Apachel.3.12, JSSWEB+
» Encrypuion and Certificate
S1Zibit ElGamal encryption andiSchnorr (blind) signature
Simplified X2S09v3 certificate issued by CA server
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IHow of 3 main stages
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IHome Page
(http //mvp.worldcup2002.on.k)

r% @ Choose MVP 4 Vﬁng system
~<* 2002 FIFA World Cup Korea — Japan =

VOTOPIA - 7
\

VOTE ® Select MWF and best Goal Keeper through the Internet
®* Preliminary »oting
- Period: Jun. 1 ~ 18, 2002

Organizations |

About World Cup

STATISTICS - Annodncement Jun. 15, 2002

RESULT Final *~'oting
- Period: Jun. 16 ~ 3G, 2002

Q&A - Announcement Jun. 30, 2002
LINK

SITEMAP I7] Client Environments
® A least M5 WiNndows 95 and MS Explorer 4.0 ar higher

**] Motivation

To celebrate the joint hosting of "2002 FIFA World Cup Koreaddapan
(Th)" and to support this international festival by the wolunteering
parties fraom two hosting countries.

To demonstrate that Koreaddapan are proud of having established
the top-lewel IT infrastructure and to promulgate new oyber service
to the world.

To serve the first secure Internet woting that features the similar
functionalities of the manual voting system to all the netizens all owver
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Registration
Irb @ Choose MVP .ﬁ?’;ﬁng system

2002 FIFA World Cup Korea — Japan =

VOTOPIA " Reglstration /"r /r Voting Procedure /
—

INTRODUCTION || Registration

VOTE [»arning] Far the registration and wvote,
——————————————————— wiou must click "Yes"™ in the popping-up windou.
About World Cup

Zh 55
STATISTICS o) || | [ Check |

(4~10 English characters or numbers)
RESULT

Password () || | {within 4~8 characters)

LINK FPassword(™)

SITEMAP Mame ||

E-mail(™)| (rlease give your correct e-mail address for further
carrespondence.)

Todas
Total ; COLntry ™) Ll

Gender(*)

AgE(T)

| Registration || Re-write | (™1 Mandatory field
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s and s
. =

A

Votmg

2002 FIFA World Cup Korea — lapan

VOTOPLA
e

INTRODUCTIDN
b VOTE <L

| Update Your Info. | Registered Voter .~ | Voting Procedure .~

Vote

[*arning] For the registration and w«wote, wou must click "Yeaes"™

in the popping-Up wino o

About World Cup

The period of preliminary soting .

STATISTICS
RESULT
D&A

LINK
SITEMAP

Country Plaver

R P | |
|

Best Goalkeeper | =

Ll

Process of woting

Ballot CTasting I

Log-out |

you must give ID and passwd.

Copyright{Z) 2002 IRIS All rights Reserved,

*This page is for “vote-now”. In case of “vote-later”,
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Statistics of main voting
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Preliminary : 903 votes Voters
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Top 10 MVP’s

Miroslav KLOSE
Young Pyo LEE
David BECKHAM
Ji Sung PARK
Chong Gug SONG
Ronaldo
Jung Hwan AHN
Myung Bo HONG
Nam Il KIM

Sun Hong HWANG

1200 1400

No. of votes
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Gianluigi BUFFON ||

Seigo NARAZAKI ||

B Votes

I I I I

500 1000 1500 2000 2500 3000 3500
Votes
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Other Details

W ALE:
» Below 10 yrs: 13 (0.4%), 11~ 20 yrs: 1,725 (47.1%), 21~30 yxs: 1,551
(42.4%), 31~40 yrs: 270 (7.4%), 41~50 yrs: 85 (2.3%), 51~60" yrs: 13
(0.4%), Above 61 yrs: 5 (0.1%)

» Continents:

»  Asias 31604 (98.4%), Europe: 23 (0.6%), North America: 20 (0.5%),
Oceaniasdi(0.2%), South America: 4. (0:2%), Aftica: 3 (0.1%),

y [List off nations more than 5 voters :

» Korea: 3.474 Japan: 90 Vietnam: 18 China: 14
Canada: 8 USA: 7 Indias 6 Australia: 6
Frances S Netherlands, Brazil, Denmagks England, Germany, Russia, Peru,
Taiwan, Indonesia, Finland, Spain, ezc.
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Highlights

»  Regisiered netizen can cast his vote any where, any time
»  Exploner 4.0 or higher on Windows 98/MIE/2000/XP
»  Min. 56 Kb/s Internet Speed
»  Mimimized personal information by D/pwd identification

Web, Site Access
»  Aboutr 00 votes and 1,000 hits in a day

S/WERorabl ity
»  Platiormindependent by Java

Doubleanti-hacking mechanism
»  Einewall (/W)
»  Intrusion Detection System (S/W)
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Concluding Remarks

. Succeessiul Internet Voting
» Acceptable Performance on Client side
» Comiortable User Interface
» System Configuration and Daily Auditing

»» Best practice of “cryptography everywhere” in 2002

» It wotks good but need some time for practical application depending on a
NUMBEROIEACIOTS.

» Further\Wonks

»  Authentication (bio-identification), MobilEnternet voting
»  rialivoting for small society (e.g., [ACRES annual voting)

»  Realvotmg replacements in isolated areas when natural disaster (e.g., heavy
taii) iappens.
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