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Abstract. The privacy of most GSM phone conversations is currently
protected by the 20+ years old A5/1 and A5/2 stream ciphers, which
were repeatedly shown to be cryptographically weak. They will soon be
replaced in third generation networks by a new A5/3 block cipher called
KASUMI, which is a modified version of the MISTY cryptosystem. In
this paper we describe a new type of attack called a sandwich attack, and
use it to construct a simple distinguisher for 7 of the 8 rounds of KASUMI
with an amazingly high probability of 2−14. By using this distinguisher
and analyzing the single remaining round, we can derive the complete
128 bit key of the full KASUMI by using only 4 related keys, 226 data, 230

bytes of memory, and 232 time. These complexities are so small that we
have actually simulated the attack in less than two hours on a single PC,
and experimentally verified its correctness and complexity. Interestingly,
neither our technique nor any other published attack can break MISTY
in less than the 2128 complexity of exhaustive search, which indicates
that the changes made by the GSM Association in moving from MISTY
to KASUMI resulted in a much weaker cryptosystem.

1 Introduction

The privacy and security of GSM cellular telephony is protected by the A5 family
of cryptosystems. The first two members of this family, A5/1 (developed primar-
ily for European markets) and A5/2 (developed primarily for export markets)
were designed in the late 1980’s in an opaque process and were kept secret until
they were reverse engineered in 1999 from actual handsets [13]. Once published,
it became clear that A5/2 provided almost no security, and A5/1 could be at-
tacked with practical complexity by a variety of techniques (e.g., [2, 11, 15]). The
most recent attack was announced in December 2009, when a team of cryptog-
raphers led by Karsten Nohl [1] published a 2 terabyte rainbow table for A5/1,
which makes it easy to derive the session key of any particular conversation with
minimal hardware support.

In response to these developments, the GSM Association had stated in [23]
that they might speed up their transition to a new algorithm called A5/3, and
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• History  of  Cryptosystem  of  GSM  phone
-­‐ A5/1  &  A5/2  stream  cipher
-­‐ A5/3  block  cipher  (KASUMI)

-­‐ Modified  version  of  MISTY  

• APack  on  the  A5/3
-­‐ sandwich  a+ack

-­‐ construct  a  simple  disQnguisher  for  7  of  the  8  rounds  of  KASUMI  with  
2-­‐14  prob.

-­‐ analyzing  the  single  remaining  round:  can  derive  the  complete  128  bit  
key  of  the  full  KASUMI  by  
-­‐ using  4  related  keys
-­‐ 226  data
-­‐ 230  bytes  of  memory
-­‐ 232  Qme

-­‐ MISTY:  cannot  break  in  less  than  2128  complexity  of  exhausQve  search
-­‐ KASUMI  is  a  much  weaker  cryptosystem

small  complexity:  2h  on  a  single  PC



A5  -­‐  Encryp2on  Algorithm

• A5  is  a  stream  cipher
-­‐ Used  to  encrypt  voice  communicaQon
-­‐ Provides  privacy  to  calls  against  eavesdroppers

• Variants
-­‐ A5/1:  original  A5  algorithm

-­‐ employed  in  Europe  and  US
-­‐ A5/2

-­‐ employed  outside  of  Europe  and  US
-­‐ APack  in  December  2009

-­‐ 2  terabyte  rainbow  table  for  A5/1  [by  Karsten  Nohl]
-­‐ easy  to  derive  the  session  key  of  any  parQcular  conversaQon  with  
minimal  hardware  support

-­‐ A5/3  
-­‐ not  stream  cipher,  but  Block  cipher
-­‐ GSM  AssociaQon  Security  Group  and  3GPP  design
-­‐ based  on  MISTY  block  cipher  in  3G  mobile  system



MISTY

• Block  cipher,  published  in  1997  by  Matsui
• Features

-­‐ 64  bit  blocks
-­‐ 128  bit  keys
-­‐ complex  recursive  Feistel  structure  with  8  rounds

• APack
-­‐ No  aPack  known  its  full  version
-­‐ The  best  published  aPack

-­‐ can  be  applied  to  a  6-­‐round  reduced  variant  of  the  8-­‐round  MISTY
-­‐ Time  complexity  of  more  than  2123



KASUMI

• Block  cipher,  based  on  MISTY
• Features

-­‐ 64  bit  blocks
-­‐ 128  bit  keys
-­‐ complex  recursive  Feistel  
structure  with  8  rounds

• Purpose
-­‐ More  faster
-­‐ More  hardware-­‐friendly

• Goal
-­‐ Simplify  the  key  schedule



Key  schedule  of  KASUMI

•Much  simpler  than  the  original  key  schedule  of  MISTY

• 128-­‐bit  key          is  divided  into  eight  16-­‐bit  sub  keys

•Modified  key  is  divided  into  16-­‐bit  sub  keys

• Key-­‐schedule  funcQon  (2D  table  lookup)
-­‐ 16-­‐bit  XOR
-­‐ eight  1-­‐bit  cyclic  leg  shig
-­‐ eight  5-­‐bit  cyclic  leg  shig
-­‐ eight  8-­‐bit  cyclic  leg  shig
-­‐ eight  13-­‐bit  cyclic  leg  shig



Overview  of  Sandwich  AEacks

• An  improved  of  the  Boomerang  APack
• DisQnguisher  structure

-­‐ “Bread”  +  “Meat”  +  “Bread”
-­‐ Top  &  Bot  parts  have  high  probability  differenQal  
characterisQcs
-­‐ It  can  be  combined  into  consistent  quartet  structures  by  the  standard  
boomerang  aPack

-­‐ AddiQonal  step,  versus  boomerang  aPack,  is  middle  slice
-­‐ It  significantly  reduce  the  probability  of  the  resulQng  boomerang  
structure



Related-­‐Key  Sandwich  AEacks

• CombinaQon  of  the  sandwich  aPack  +  
                                                                        related-­‐key  differenQal  aPack

• Cipher  as  a  cascade  of  3  sub-­‐ciphers
-­‐ related-­‐key  differenQal                          for            under  key  difference        
                  with  probability  
-­‐ related-­‐key  differenQal                          for            under  key  difference
                  with  probability

-­‐ The  pair                          is  a  right  pair  wrt  the  1st  differenQal
-­‐                         and                            are  right  pairs  wrt  the  2nd  differenQal



Related-­‐Key  Boomerang  &  Sandwich  AEacks



Related-­‐key  Sandwich  AEack  on  the  Full  KASUMI

• Apply  the  disQnguisher  to  round  1-­‐7
• Retrieve  subkey  material  in  round  8



AEack  Algorithm

• Data  CollecQon  Phase
• IdenQfying  the  Right  Quartets
• Analyzing  Right  Quartets
• Finding  the  Right  Key



1.  Data  Collec2on



2:  Iden2fying  the  Right  Quartets

-­‐ very  high  probability  only  the  right  quartets  remain  ager  
this  filtering



3:  Analyzing  Right  Quartets



4:Finding  the  Right  Key



Result  of  AEack

• Data  complexity
-­‐ 225  chosen  ciphertexts
-­‐   225  adapAvely  chosen  plaintexts  encrypted/decrypted  under  
one  of  four  keys

• Time  complexity  
-­‐ To  find  the  last  32  bits  of  the  key
-­‐ Approximately  equal  to  232  encrypAons

• Success  probability  
-­‐ 76%  (this  is  the  probability  of  having  at  least  three  right  pairs  
in  the  data  pool)

• Memory  complexity
-­‐ To  store  226  plaintext/ciphertext  pairs  (each  pair:  16  bytes)
-­‐ Total  amount  of  memory:  230  bytes  (1  GByte)

• It  was  child  play  :)


