고급 정보보호(Advanced Information Security)
Spring 2010
Professor :
Prof. Kwangjo Kim


Room R501, KAIST Munji Campus


(042) 350-3550, 010-9414-1386, kkj@cs.kaist.ac.kr
Class Hours and Classroom: 14:30 – 16:00 (Tue, Thu.) and E3-2443
Class Code: CS548
Class Web Page: http://caislab.kaist.ac.kr/Lecture/data/2010/spring/cs548/
TA:  Mr. Junhyun Yim (MS Student@CAISLAB), junhyunv@kaist.ac.kr , 011-569-5460
Textbook :

-Handouts

-Douglas R. Stinson, Cryptography-Theory and Practice, 3rd Ed. CRC Press, 2006, ISBN 1-58488-508-4

Recommended Reading Material : 

-A. Menezes et al, Handbook of Applied Cryptography, CRC Press, 1997, ISBN 0-8493-8523-7

Grading Policy: 

Midterm (15%), Final (15%), Quiz (5%), HW (10%), Presentation (25%), Term Project(25%), Attendance (5%)
Objective:
Since the information security technology is changing fast and evolving each year like an endless battle between honest and dishonest parties, we need to catch up new technologies as early as possible. This course deals with the advanced level on information security and cryptology for the practical and up-to-date applications. The students are encouraged to challenge to understand the latest advances on information security and to practice to write the high-quality security paper based on his/her preference.

Course Schedule
	Week
	Topic
	Remark

	1
	Introduction/Overview
	 

	2
	Classical Cipher/ Block Cipher
	 

	3
	Paper presentation #1
	Term Project Proposal

	4
	Stream Cipher
	

	5
	Paper presentation #2
	

	6
	Hash Function/ MAC
	

	7
	TP Mid-Presentation 
	

	8
	Midterm Exam
	

	9
	Public Key Cryptosystem
	

	10
	Paper presentation #3
	

	11
	Digital Signature
	

	12
	Paper presentation #4
	

	13
	Identification/ ZKIP
	

	14
	Ubiquitous Security
	

	15
	TP Final presentation 
	Term Paper

	16
	Final Exam
	


* Schedule can be subject to change slightly.
