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Grading Policy: 

Midterm (35%), Final (35%), Quiz (10%), HW (10%), Attendance (10%)
Objective:
This course introduces the fundamental understanding on information security to build for any secure system including classical, symmetric and asymmetric cryptosystem with mathematical background. We also deal with the cryptographic protocols and their applications. Experts in this area will give a special talk on hot issues in information security. After finishing this class, the students will be expected to understand the broad spectrum on information security and cryptography to execute advanced research.

Course Schedule
	Week
	Topic
	Remark

	1
	Overview & Introduction
	 

	2
	Basic Term & Classical Ciphers I
	 

	3
	Classical Ciphers II, Block Cipher I
	 

	4
	DES, AES
	

	5
	Mode of Operation, 
Cryptanalysis of Block Cipher
	

	6
	PKC, Number Theory
	

	7
	Hard Problem and RSA
	 Programming HW #1

	8
	Mid-term Exam
	

	9
	Digital Signature I, II
	

	10
	Hash I, Special Talk#1
	

	11
	Hash II, Special Talk #2
	

	12
	Cryptographic Protocols, Special Talk #3
	

	13
	Secret Sharing, Special Talk#4
	

	14
	Identification , Special Talk#5  
	

	15
	Privacy Protection,  Special Talk#6
	Programming HW #2

	16
	Final Exam
	


*Special Talks will be conducted on Malware and AV, Mobile Phone Security, VoIP Security, Security Policy, Smart Card Security, Secure E-passport, and Internet Banking Security.
** Schedule can be subject to change slightly.
