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국내국내 지식정보보안산업지식정보보안산업 현황현황
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출처: 2009 국내지식정보보안산업시장및동향조사, KISA, 2009.12 

지식정보보안산업의정의 “정보보안산업과물리보안산업을결합한산업군으로암호, 인증. 감시등의보안기술이적용된제품군을

생산하거나 관련보안기술을활용하여재난,재해,범죄등을방지하는서비스를 제공하는산업”(지식경제부, 2008.12.15)
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Enterprise Security ManagementEnterprise Security Management
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Major Internet Security Major Internet Security 
TechnologiesTechnologies
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Cryptographic PrimitivesCryptographic Primitives
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What is VPN ?What is VPN ?
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VPN extends classic WANVPN extends classic WAN
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VPN Business ApplicationsVPN Business Applications

8



5

VPN Key ComponentsVPN Key Components
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Secure TunnelingSecure Tunneling::
Virtual PresenceVirtual Presence

10



6

User Authentication ModelUser Authentication Model

11

High AvailabilityHigh Availability
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Internet VPN standardsInternet VPN standards
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Firewall
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 Evolution of information systems
 Now everyone want to be on the Internet

BackgroundBackground

 Now everyone want to be on the Internet 
and to interconnect networks 

 Persistent security concerns remain

 Typically use a Firewall to provide perimeter 
defence as part of comprehensive securitydefence as part of comprehensive security 
strategy
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 Choke point of control and monitoring 
 Interconnects networks with differing trust

What’s Firewall ?What’s Firewall ?

 Interconnects networks with differing trust
 Imposes restrictions on network services

• only authorized traffic is allowed 
 Auditing and controlling access

• can implement alarms for abnormal behavior
 Provide NAT & usage monitoring Provide NAT & usage monitoring
 Implement VPNs using IPSec

• must be immune to penetration
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 Can’t protect from attacks bypassing it

Firewall LimitationsFirewall Limitations

• e.g. sneaker net, utility modems, trusted 
organisations, trusted services (e.g. SSL/SSH)

 Can’t protect against internal threats
• e.g. disgruntled or colluding employees

 Can’t protect against transfer of all virus Can t protect against transfer of all virus 
infected programs or files
• because of huge range of O/S & file types
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 Simplest, fastest firewall component 

Firewalls Firewalls –– Packet Filters(1/2)Packet Filters(1/2)

 Foundation of any firewall system 

 Examine each IP packet (no context) and 
permit or deny according to rules 

 Restrict access to services (ports)

 Possible default policies
• that not expressly permitted is prohibited 

• that not expressly prohibited is permitted
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Firewalls Firewalls –– Packet Filters(2/2)Packet Filters(2/2)
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 IP address spoofing
• fake so rce address to be tr sted

Attacks on Packet FiltersAttacks on Packet Filters

• fake source address to be trusted
• add filters on router to block

 Source routing attacks
• attacker sets a route other than default
• block source routed packets

 Tiny fragment attacks
• split header info over several tiny packets
• either discard or reassemble before check
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 Have application specific gateway / proxy 
H f ll t t l

Firewalls Firewalls -- Application Level Application Level 
Gateway (or Proxy) (1/2)Gateway (or Proxy) (1/2)

 Has full access to protocol 
• user requests service from proxy 
• proxy validates request as legal 
• then actions request and returns result to user
• can log / audit traffic at application level 

 Need separate proxies for each service 
• some services naturally support proxying
• others are more problematic 
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Firewalls Firewalls -- Application Level Application Level 
Gateway (or Proxy) (2/2)Gateway (or Proxy) (2/2)
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 Relays two TCP connections

Firewalls Firewalls -- Circuit Level Circuit Level 
Gateway(1/2)Gateway(1/2)

 Imposes security by limiting which such 
connections are allowed

Once created usually relays traffic without 
examining contents

 Typically used when trust internal users by Typically used when trust internal users by 
allowing general outbound connections

 SOCKS is commonly used
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Firewalls Firewalls -- Circuit Level Circuit Level 
Gateway(2/2)Gateway(2/2)
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 Highly secure host system 
 Runs circuit / application level gateways

Bastion HostBastion Host

 Runs circuit / application level gateways 
• or provides externally accessible services

 Potentially exposed to "hostile" elements 
 Hence is secured to withstand this

• hardened O/S, essential services, extra auth
• proxies small, secure, independent, non-privilegedproxies small, secure, independent, non privileged 

 May support 2 or more net connections
 May be trusted to enforce policy of trusted 

separation between these net connections
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Firewall Configurations(1/3)Firewall Configurations(1/3)
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Firewall Configurations(2/3)Firewall Configurations(2/3)
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Firewall Configurations(3/3)Firewall Configurations(3/3)
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IDS
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 Significant issue for networked systems is hostile or 
unwanted access

IntrudersIntruders

unwanted access

 Either via network or local

 Can identify classes of intruders:
• masquerader

• misfeasor

• clandestine user

 Varying levels of competence Varying levels of competence

 May use compromised system to launch other attacks

 Awareness of intruders has led to the development of 
CERTs
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 Aim to gain access and/or increase 
privileges on a system

Intrusion TechniquesIntrusion Techniques

privileges on a system
 Basic attack methodology 

• target acquisition and information gathering 
• initial access 
• privilege escalation 
• covering tracks 

 Key goal often is to acquire passwords
• so then exercise access rights of owner
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 Inevitably will have security failures

Intrusion DetectionIntrusion Detection

 So need also to detect intrusions  can
• block if detected quickly

• act as deterrent

• collect info to improve security

 Assume intruder will behave differently to Assume intruder will behave differently to 
a legitimate user
• but will have imperfect distinction between
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 Statistical anomaly detection

Approaches to Intrusion DetectionApproaches to Intrusion Detection

• threshold

• profile based

 Rule-based detection
• anomaly

• penetration identification• penetration identification
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 Threshold detection

Statistical Anomaly DetectionStatistical Anomaly Detection

• count occurrences of specific event over time

• if exceed reasonable value assume intrusion

• alone is a crude & ineffective detector

 Profile-based
• characterize past behavior of users• characterize past behavior of users

• detect significant deviations from this

• profile usually multi-parameter
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Observe events on system & apply rules 
to decide if activity is suspicious or not

RuleRule--Based Intrusion DetectionBased Intrusion Detection

to decide if activity is suspicious or not
 Rule-based anomaly detection

• analyze historical audit records to identify 
usage patterns & auto-generate rules for them

• then observe current behavior & match 
against rules to see if conformsagainst rules to see if conforms

• like statistical anomaly detection does not 
require prior knowledge of security flaws
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 Traditional focus is on single systems

Distributed Intrusion DetectionDistributed Intrusion Detection

• but typically have networked systems

More effective defense has these working 
together to detect intrusions

 Issues
• dealing with varying audit record formats• dealing with varying audit record formats

• integrity & confidentiality of networked data

• centralized or decentralized architecture
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Distributed Intrusion Detection Distributed Intrusion Detection 
-- ArchitectureArchitecture
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IPS
(Intrusion Prevention System)

 Monitor network traffic 
and/or system activities for malicious activities
sending an alarm, 
dropping the malicious packets, 
resetting the connection 
 d/ bl ki th t ffi f th ff di
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and/or blocking the traffic from the offending 
IP address
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UTMUTM
Unified Threat Management

=  Firewall  + AV + DRM + spam filter 
etc.
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IPSec
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IPSec Design ObjectivesIPSec Design Objectives
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IPSec Standard DocumentIPSec Standard Document
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IPSec System OverviewIPSec System Overview
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Operations of IPSecOperations of IPSec
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SA & SPISA & SPI
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IPSec Mode of OperationIPSec Mode of Operation
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Tunnel Mode Tunnel Mode vsvs Transport ModeTransport Mode

47

AH AH –– Authentication HeaderAuthentication Header
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ESPESP-- Encapsulating Security PayloadEncapsulating Security Payload
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ISKAMP & IKEISKAMP & IKE
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IKE Phase 1 Authentication with IKE Phase 1 Authentication with 
SignaturesSignatures
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IKE Phase 2 Quick ModeIKE Phase 2 Quick Mode
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Security Policy Database(SPD)Security Policy Database(SPD)
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Security Association Security Association 
Database(SAD)Database(SAD)
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IPSec ImplementationIPSec Implementation
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IPSec Implementation Model: An ExampleIPSec Implementation Model: An Example
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TLSTLS 
(Transport Layer Security) Protocol
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TLS protocolTLS protocol
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SSL/ TLS layeringSSL/ TLS layering
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SSL/ TLS operations overviewSSL/ TLS operations overview
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TLS Session StateTLS Session State
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TLS security parametersTLS security parameters
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TLS full handshakeTLS full handshake
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TLS abbreviated handshakeTLS abbreviated handshake
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Client Hello/ Server HelloClient Hello/ Server Hello
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TLS cipher suites TLS cipher suites 
–– RSA key exchangeRSA key exchange
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TLS cipher TLS cipher suitessuites
–– DH key exchangeDH key exchange
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CertificateCertificate
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TLS/SSL key exchange algorithmsTLS/SSL key exchange algorithms
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TLS record protocolTLS record protocol
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TLS key derivationTLS key derivation
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IPSec vs. TLS/SSLIPSec vs. TLS/SSL
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Sniffing SSLSniffing SSL
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