ICE1212 – Introduction to Information Security
Summer 2009


Instructor:	Prof. Kwangjo Kim
		Room R501, Munji Campus
		(042) 350-6118, 010-9414-1386, kkj@cs.kaist.ac.kr
Class Hours and Classroom:
		9:00 – 10:15 & 10:30 – 11:45 (Tue/Thu), Room L302
Assistant:  Zeen Kim, zeenkim@gmail.com , (042)350-6235
Assistant’s Office Hours:  13:00-15:00 (Thu.) or by appointment (Place: Room R503)

Text: Handouts
References:
Wade Trappe, Lawrence C. Washington, “Introduction to Cryptography with Coding Theory”, 2nd Ed, 2005, Prentice Hall ISBN 0-13-186239-1
- Errata { http://www.math.umd.edu/~lcw/book.html (2nd Ed.)}
Richard A. Mollin, “An Introduction to Cryptography”, Chapman & Hall/CRC, 2001, ISBN 1-58488-127-5

Grading Policy: 		Midterm (35%), Final (35%), Quiz (10%), HW (10%), Attendance (10%)

Objective:
This course introduces the fundamental understanding on cryptography to apply for any secure system including classical, symmetric and asymmetric cryptosystem with mathematical background. We also deal with the cryptographic protocols and their applications. Experts in this area will give a special talk on hot issues in information security. After finishing this class, the students can gain the general knowledge and background on information security and cryptography to execute advanced research.

Course Schedule
Summer 2009

	Week
	Topic
	Remark

	1
	Overview, Number Theory
	6/16, TA

	2
	Algebra and Classical Ciphers
	6/18, Prof. & TA

	3
	Encryptions
	6/23, Prof.

	4
	Digital Signatures
	6/25, Prof.

	5
	Hash Functions
	6/30, Prof. & TA

	6
	Other Cryptographic Primitives
	7/2, Prof.

	7
	Midterm
	7/7 or 7/9

	8
	Special Talk : RFID/WSN Security
	7/14, Hyunrok Lee

	9
	Special Talk : Ubiquitous Security
	7/16, Jangseong Kim

	10
	Special Talk : Hacking and Malware
	7/21, Hanyoung Noh and Sungbae Ji

	11
	Special Talk : ID based cryptography
	7/23, Zeen Kim

	12
	Special Talk : E-passport and E-cash
	7/28, Jeongkyu Yang

	13
	Special Talk : Mobile Phone Security
	7/30, Jaemin Park

	14
	Final Exam
	8/4 or 8/6



* Above schedule is subject to change.
