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1. Introduction

Sensor network technology promises a vast increase in automatic data collection capabilities
through efficient deployment of tiny sensing devices. Arrays of sensors could be deployed alongside
roads to monitor traffic patterns or inside buildings to sense contextual information for adaptive
computing services. In particular, there is great interest in indoor location tracking systems, which
determine the position of users for indoor location-based services.

While indoor location sensor networks offer great benefits to users, they also exhibit significant
potential for abuse like privacy concerns. A common approach addresses privacy concerns at the
database or location server layer; after data has been collected. For instance, privacy policies govern
who can use an individual’s data for which purposes [1, 2, 3]. Furthermore, data perturbation [4] or
anonymity mechanism [5, 6] provide access to data without disclosing privacy sensitive information.

2. Objectives

These approaches solve the privacy concerns partly, but data is difficult to protect once it is stored on
a system and these approaches don’t address the risks that an adversary circumvents the location
server and directly collects data from the location tracking system.

Because user cannot trust databases and locations servers, and user only need to trust the sensor
networks itself, we think that these privacy concerns problems should be addressed at the sensor
networks level.

3. Expected Result

We discuss privacy risks and attacks for the indoor location sensor networks and propose our idea that
cloaks location information to preserve anonymity.

4. Project Schedule

3~6 weeks Review location sensor networks

7 week Mid-term

8~9 weeks Describe possible privacy concerns in location sensor networks

10~11 weeks | Survey existing approaches to address privacy concerns

12~13 week | Propose our solution and evaluation

14 week Make the term project report and Prepare presentation
15 week Final-term
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