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1. Introduction

As wireless network environment becomes an important technology for data communications, security and privacy of these communications become fundamental to the continued success of a heterogeneous global network. In this term project, I would like to focus on authentication and key management protocols, with respect to computational and power efficiency, for secure data communications over wireless networks, especially focusing on the following two components:
1. Mutual authentication protocol over unreliable wireless network between parties with unequal computing power.

2. Optimal group-key distribution protocols over an insecure broadcast channel allowing key revocation of compromised and/or defected group members.
2. Objective

· I will have comprehensive understanding on wireless network.

· I will figure out what kinds of security problems are there, with respect to authentication and key management such as key distribution, key revocation, and so forth.

· Lastly, I would like to design and to suggest authentication protocol for wireless network communication.

3. Time Schedule

	Week
	Tasks

	2 ~ 3
	Collecting related materials

	4 ~ 5
	Analysis of current security issues for Wireless N/W

	6
	TP contest

	8 ~ 9
	Study on challenge problems

	10 ~ 13
	Design enhanced protocol

	14
	TP contest
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