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1. Introduction

Over the past 20 years, public key cryptography has provided many signature schemes and public key cryptosystems. However, if a signing key or decryption key is compromised, it is regarded a total break of the system, To avoid this undesirable situation, one common practice is assigning each key a certain usage period and updating the key when entering a new period. Therefore, the security and efficiency of key updating or key-evolving becomes an important topic for key management.

Exposure of secret keys can be a devastating attack on a cryptosystem since such an attack typically implies that all security guarantees are lost. Indeed, standard notions of security offer no protection whatsoever once the secret key of the system has been compromised. With the threat of key exposure becoming more acute as cryptographic computations are performed more frequently on small, unprotected, and easily-stolen devices (e.g. mobile phones), new techniques are needed to deal with this concern.

So I will survey already proposed schemes, through this survey, study, and then modify or construct them.

2. Ojective
This paper is aimed to survey on existing papers related to the Secure Key-Evolving Protocols. In addition, I want to go a little further by modifying and constructing them.
3. Approach

( Survey existing papers

( Study on the Secure Key-Evolving Protocols

( Discussion on it

( Final paper
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