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1. Title : Current issues of e-cash and Fair tracing.

2. Abstract

   Most business transactions involve the payment and settlement process. Electronic payment systems have become necessary to enable the Internet commerce. The requirement of payment transactions include confidentiality, security, integrity, non-repudiation and authentication.

   Even though many payment systems was proposed, there is not a  popular one.  Most of internet shopping mall used the traditional payment system : credit card, direct money transfer between accounts.

   So, In this term project, I will survey the current issues of e-payment systems, analyze some pros and cons of suggested e-cash models, and suggest an enhanced scheme for fair tracing(exchange).

   Someday, I want to make the killer application for e-cash.

3. About fair tracing

   Anonymous payment systems based on blind signatures have been proposed as a solution for pivacy protecting payments voer the internet. However the unconditional anonymity may be misused for untraceable blackmailing of customers or some other crime.  

   So, revokable anonymous systems have been invented which has functions of coin and owner tracing.  But in this systems, privacy problem can be occured.  Illegal tracing can be done by merchants or bank. 

   Recently, some people proposed fair tracing (according to the defintion of optimistic fair exchange). In this scheme, tracing is always detectable afterwards by the traced person and it tracing turns out to be illegal this can be proven.

4. Research direction

   - Survey of the current issues of e-cash.

   - Propose enhanced scheme of fair tracing.
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