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1. Introduction
Password Authentication Protocol is the most basic form of authentication, in which a user's name and password are transmitted over a network and compared to a table of name-password pairs. Typically, the passwords stored in the table are encrypted. The Basic Authentication feature built into the HTTP protocol uses PAP. 
Password authentication protocols come in many flavors, but they all solve the same problem: One party must somehow P, usually set in advance. Such protocols range from the trivial to the incredibly complex, and many of them offer some form of protection from various attacks mounted by malicious or excessively curious third parties. 

All methods of human authentication fall into three broad categories:

· Something the user is (voiceprint identification, retinal scanners)

· Something the user has (ID cards, smartcards)

· Something the user knows (passwords, PINs)

 Most Internet protocols currently in use employ plaintext passwords for authentication, and it has been recommended that they be replaced with more secure alternatives if it can be done transparently. We can think that the network between the client and server is vulnerable to both eavesdropping and deliberate tampering by the enemy. In addition, no trusted third party such as a key server or arbitrator can be used; only the original two parties can engage in the authentication protocol. So, first, I will survey already existing authentication protocols, through this survey, define the security requirements and suggest a new secure password authentication protocol.
2. Object

· Construction of a secure password authentication protocol 
3. Approach
· Study on the password authentication protocol

· Survey existing papers on the password authentication protocol
· Draft proposal & Discussion on it
· Final proposal presentation
4. Project Plan
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