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1. Introduction

Smart cards are used as tamper-proof device. Many people think that the information stored in smart card is safe. If some calculations using keys are done inside smart cards, the keys were thought to be secure.

But some papers about power analysis of smart cards were published. According to those papers, smart cards are not so secure. Keys inside smart cards may be found using those techniques. These techniques include timing attacks, SPA (Simple Power Analysis), DPA (Differential Power Analysis), etc.

In this project, I would like to study basic concept of those techniques, investigate latest techniques, review proposed countermeasures, mount those techniques on the commercial smart cards, and suggest an idea to improve smart cards.

2. Objective

To apply knowledge of cryptography to real problem

To investigate and understand the basic concept of power analysis of smart cards

To investigate and understand the latest techniques of power analysis of smart cards

To review proposed countermeasures

To apply the techniques to the commercial smart cards

To suggest an idea to improve the smart cards

3. Schedule

	2th week
	Proposal submission

	2~3th week
	Study on the basic concept

	4~5th week
	Study on the latest techniques and their countermeasures

	6th week
	Prepare and do Contest #1 and Report #2

	7~10th week
	Apply the techniques to the commercial smart cards

Analyze the result

	11~12th week
	Prepare an idea for improvement

	13~14th week
	Prepare the final report and presentation

	14th week
	Contest #2, Final report
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