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Motivation

Developed by the Internet Engineering Task Force (IETF), IPv6 solves the network address limitations of the current IPv4 protocol by replacing IPv4's 32-bit addresses with 128-bit addresses. Because of its longer addresses, IPv6 can support a virtually limitless number of individually identified systems on the 'Net - which is critical for wireless applications - while IPv4 can support only a few billion systems.

The discovery of security flaws in the proposed Mobile IPv6 protocol means the IETF will have to develop a new method for authenticating roaming devices that use IPv6 addresses.

Brief Overview
Mobile IPv6 adopts a new strategy for securing wireless devices that roam around the Internet. A roaming user needs to keep getting new local IP addresses and tell his home address that he's moved. With IPv4, a roaming device is authenticated through its home address, and all communications to that device pass through the home address before being sent to the temporary location. 

Mobile IPv6 creates a new class of messages called binding updates that confirm the identity of a device as it moves to a new location. Binding updates are a shortcut designed to speed wireless communications that use IPv6. Once the binding update is authenticated, communications go straight to the new location without passing through the home address. 

Originally, the Mobile IP working group planned to use the existing protocol IP Security (IPSec) to secure binding update messages. But the IETF's security experts recently announced that IPSec will not work for these messages for two reasons:

· IPSec depends on a public-key infrastructure that has not yet been deployed.

· The key management component of IPSec requires heavy processing by end devices.

Because of these findings, the Mobile IP working group is trying to find an alternate approach for securing binding updates.
Goal of this project

1. Study Mobile IP

2. Study security issues with respect to

a. Mobile IPv4

b. Mobile IPv6

3. Study current drafts relating to Mobile IP Security

4. Propose new ideas to improve the Mobile IP Security

5. Implement the proposed idea/protocol
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