FEAL(Fast data Encipherment &g.)\
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FEAL(Il)

f (R;,K)-function Fi function
K (16t | a(32bit)
1S Snn Y ST S 1 1y
L =
X Sy [P by
_ S, <D+ R /L‘ b, %Zbit)
32bit) " 3 (32bit I TS b,
Sy S e
i [ : by &,
— S, > " - |

f(a,b)

S,(X;.X,)=Rot,((X;+X,+d) mod256) where, d=0 or 1, X, and X, : 8bit,
Rot,(Y) : 2-bit left rotation of 8-bit Y
K1y © Left half of fi(a,b), Kyy),, @ right half of fi(a,b)
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FEAL(II)

FEAL-n Data Complexity Storage Processing
Attack Method Known Chosen Complexity Complexity
FEAL-4 (LC) 5 - 30Kbytes 6min.
FEAL-6 (LC) 100 - 100Kbytes  40min.
FEAL-8 (LC) 2% 10min.
FEAL-8 (DC) 27 pairs 280Kbytes 2min.
FEAL-16 (DC) 22 pairs 230 op.
FEAL-24 (DC) 2% pairs 24 0p.
FEAL-32 (DC) 266 pairs 267 op.

©ICU Kwangjo Kim

Lai' s Classification of “E/D-Similar” Iterated
Ciphers

() Involution Ciphers Only

Xo— In() IN) —> o ¢ ¢ —» In() —roY
— 1 —
A Z® pAQ)
Z o—» Key Schedule Algorithm

To decrypt : Reverse the Key Schedule
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(1) Involution Ciphers and Involutary Permutations

Xo— INO) 1~ p 1= INQ o P, >ee— P, 1 In) ey
1 ' 1 1
]‘ ZO T 7@ 7()
Z0— Key Schedule Algorithm

To decrypt : Reverse the Key Schedule
Ex) DES, FEAL, LOKI etc
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* Group Ciphers Only

X —_— o 0o 0o — (X —re
zZo z@ zZ0

Z &—>» Key Schedule Algorithm

<

To decrypt : Reverse the Key Schedule and replace each

subkey by its group inverse,
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(1) Group Ciphers and Involution Ciphers

X 0—>®—> In() —>®—> IN) (> o @ In() Y

—1 —1 —1
[ Z A(l) ZB(l) [ ZA(Z) [ ZB(Z) ZA(r) ZB(r) ZA(r+l)
Z —> Key Schedule Algorithm

To decrypt : Reverse the Key Schedule and replace each A-key
by its group inverse. Ex) PES
(*) Never should be used ...equivalent to one encipherment with

Z0 QZOR ..QZ"N

©ICU Kwangjo Kim 7

(IV) Group Ciphers, Involution Ciphers and Involutary Permutations
such that P,(a®b) = P,@)X P,(b)

<O Because
X_' boxe H P.O® P,(2))=P,(x® P,(P(2)
=P,X)@® z.
’ [P

z

X o= 10 of P @ '|_r:(|) »-.—.®_. ) +->@— v

h
Z,0 { Z,+1)

Z0 | Z;® [ZA@) Z:@ [ZA(V)

Z &> Key Schedule Algorithm

There is no P, in the last round.

To decrypt : Reverse the Key Schedule and replace Z,® and Z,1

by its group inverse and replace all other A-subkeys by the group inverses
of their involutary permuted values [ P,(Z'1) = (P,(2))1]. Ex) IDEA
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IDEA(Int | Data Enc. Al.)

X, X,

>I |
72— L«— z; z?—»&

"

! 7 more rounds

: !
|

>

(1)
Z,| Pt (64 bit) P=(X;,X;,X3,X,)

Ct (64 bit) C=(Y,.Y,,Y.Y,)

roundl @ : Xor

. Alllines : 16 bit
round 2-8

@ Output

<« 7 Transformation
4y
Y,
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Z,0 (16bit) : r -round key block

@® : Mul. mod (216+1)
B : Add. mod (2:5)
I : MA structure

IDEA(I)

Divide 128-bit key into 52 16-bit word

(1) Divide 128-hit into 8 blocks and use 6 blocks for round key

(2) 25-bit left rotate of 128-bit
(3) Repeat steps (1) and (2) till 8-round 8

Round Key block for Encryption / Decryption

Round Encryption Key Block

Decryption Key Block

z,0 7,07, (1z,07,07,0
7,0 2,007,707 27
7,0 7,07,(37,07. 37,
Z,® 7,07 (47,07 57 @
2,6 2,07 ,57,67,(52,0
2,6 Z,0Z,6)7,6Z 6,6
2,0 2,072,707 1z D
7,0 7,07 (87,07.057,©
Output 2,027,077,

oO~NO O~ WNE

2,012, 7,097,017 ®7,©
Z,01-7,0 707,017,070
Z,01.2,0_7, (17,017 67 (6)
Z,01.7,6 767,017,675
2,61.2,6 757,017, 07
Z,@1-7, 747,917,073
Z,01.7,0 7,397,017 27 (2
Z,01.7,0 7,277,017, 07 1)
Z,01.2,0 7 (7,01

Z,0rt - multiplicative inverse of Z; mod (26+1),-Z,0 : additive inverse of Z,0 mod 21¢

©ICU Kwangjo Kim
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/ LOKI \

O Brown, Pieprzyk, Seberry(Australia)
0 Modify f-function and Key Schedule
of DES
— S -box : 12 bit -> 8 bit
— Rotation : 12-bit or 13-bit bit rotation
— Others are same as DES
a LOKI89, LOKI91

Qame of strong and capricious god appeared in Greek myth J
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4 RC-5(1) N

0 Ron Rivest: Ron's Code
a Ease for H/W & S/W Implementation

0 RC5-w/r/b
— w : word length (16, 32)
— r: number of round (0-255)
— b : key byte (0-255)
— Ex) RC5-32/12/16 : 100Kb, 586PC
0 To prevent weak key, user magic constant

(e, p) in key scheduling J
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/// RC-5(1I) \\

Encryption
S[O] :| S[A] A=A+S[0]
i B =B+ S[1]

$‘ fori=1tordo
A= (A A B)<<B) + S[2*i]
< ¢ B= (B A A)<<A) + S[2*i +1]
- S[i] : Round Key
S[2*i] > - 1 round
[N @
,@ : XOR
'E : Rotation
| S[2 *i
[l [27i+1] HE' : addition mod 2
[~ ] (e ]
©ICU Kwangjo Kim 13

//ﬁ GOST \\\

0 Russia: GOvernment STandard
28147-89

ainternal specification(unpublished)
Q64-bit block cipher, 32 round

0 256-bit main key & 512-bit subkey
0 No Key Scheduling

Qﬂodify f-function of DES : 4x4 k-bOXJ
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/ MISTY \

QO Matsui, Ichigawa,Sorimachi,Tokita,
Yamagishi in Mitsubishi co.

0 Pt/Ct:64-bit, Key:128-bit, 8 Round

aProvable security against DC and LC

OBy using recursive structure 30Mb/s
(HP9735, PA7150-125MH2z)

\DTO be KASUMI for 3GPP group J

©ICU Kwangjo Kim 15

/ Skipjack \

0 Classified 64-bit block for replacing -
> Internal structure published ‘ 98

0 80-bit key, 32 round

0 Used for Clipper Project with Key
Escrow

O ECB, CBC, 64 bitOFB,{1/8/16/ 32} bit

Nl /

©ICU Kwangjo Kim 16




-

Blowfish \

aBruce Schneier, et al

0 XOR, Addition for 32 bit CPU

0O 64bit block, 448 bit key, 8 x 32 S-box
016 round

O Takes long time for key scheduling

N

/

©ICU Kwangjo Kim 17

Blowfish(ll) \

[ LB [ R@E2 |

K2 —4

F(X)=(((S, + S, mod 2%) A S,) +S,) mod 2%

S,,5,,S,.S, : 4 8x 32 S-boxes

K16

J
K18—4 s> K17

[ L16(32)] R16(32) | J
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//r SEED(I)

a Reference

\ Standard.html

0 (Korean Data Encryption Standard)
—128-bit symmetric block cipher
—developed by KISA, ETRI, ADD + a

— KRyptoGate (Korean cRYPTOgraphers'
GATEway) http://www.cryptogate.com

— http://dosan.skku.ac kr/~sjkim/Kr-

<

/

©ICU Kwangjo Kim
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SEED(II)

. L (o
Q Introduction a F.—EJJ
; : Po—il ]
— Symmetric Block Cipher ———
— Block size, key size : 128-bit 8 I—RE ©
— Feistel structure ’L____El_:__J
— 16 rounds L | R |
o Design criteria p—{f—— =
— Provide security proof % e
— Secure against DC, LC, Higt i
order DC, Related key attacl
— Faster than 3-DES in softwa  [i:| [P |
i i ' J—_—L"-_-.‘
— Use nonlinear function for & i R—
K round-key generation ITL'TI ] m__y
Hh rawsd kay

©ICU Kwangjo Kim
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SEED(II)

Gk e | R
L S S S2 S
+ mmmm
; N —=
KR FSEX
A A A A

|
a ,.__'E

a

F-function G-function
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SEED(IV)

C'= GIGIGT (CEK e ) B {DEK ) (OO e ) TG { O @k ) & DiEK ) 1]
ERGLGH( CoTk o ) (T DT i ) EHC TKa )

D= GLELGH {C koo B ( Dbk ) HE Cebbin ) ) EHGH { Cofke VB DR ]

F-function

Y3=Sg|:X3:'. Y::.:S‘{{:"L.g}. 1{;]:5\2(}{[]' r{]=5\]{.!1'|]).

Gfunction 1=t Yodmy & (¥ &my) & (Yodom) & (Videmy)
23=|:Yﬂ&1#2} @' 1: }'l &mﬂ @' {1'2&1}3"} @-3' {Y3&??I}}
Z=(YV &m) @ (V] &my) @ (Y &my) @ (V;&my)
Eu=|:}r{|&ﬁiu:' i 1: FL&M]J & {Yg&mg} & {1’3&1‘”3}

Cag=Oxfe, #y=0xfd, mg=10xef. my=0x3H
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SEED

I TR E Vsl o han] e
o (w7l e|anfy [aafim[= OET FEE B e
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Round-key generation
Input 128-bit key (A,B,C,D)
Round Constants
v Bl = dmSeldvibd | KOG = Osdviondde
for{ i=1i i<=16: i++] | KC. - Oxdcbeldi2 | KC. = Owbel3733c
Koo = GLASC-KC, ) K, = OxTaddetes Kitn = Dxddefisirs
Koo +— GIE=DHKT, ) KC, = Ouflbbede: KCy = Dxbbedect]
if[ iw2==1 ) AN B— (ALIBY™ ROy = Omed7obl0 | KCo = O0770hdbed
elge CHD+~— (CHD)™™: Ky = OnefefiTas BCn = OxefAvidion
} FCe = OncSddeder Ky = Ddeferfd
Ky = Onlbbodoct Ky = Oxhedecflh
Output round keysK;;
©ICU Kwangjo Kim 24
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SEED(VII)

Round-kev aeneration

| K

[« o] [
| £

e

]

] E— xu

| | K10 = S{f+C.KCa] |
Ko : E1,1 = GiB -O+4KCa]

\ | & | n | | C
.
*
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-

a Multi2

Others

<

0 SAFER(Secure And Fast Encryption
Routine)-64,128

OLion& Bear

O TEA (Tiny Encryption Algorithm)
0 CAST(Carlisle Adams & Stafford

Tavares)

o

/

©ICU Kwangjo Kim
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/Summary of block ciphers\

Algorithm Year Country Pt/Ct Key Round
DES 1977 USA 64 56 16

FEAL 1987 Japan 64 64 4,8,16,32
GOST 1989 Russia 64 256 32
IDEA 1990 Swiss 64 128 8
LOKI 1991 Australia 64 64 16
SKIPJACK 1990 USA 64 80 32
MISTY 1996 Japan 64 128 >8

\SEED 1998 Korea 128 128 16 J
@ICU Kwangjo Kim 27

/ AES requirements \

aBlock cipher
—128-bit blocks
—128/192/256-bit keys
oWorldwide-royalty free

OMore secure than Triple DES

\DMore efficient than Triple DES J

©ICU Kwangjo Kim 28
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AES Calendar

Jan. 2, 1997 : Announcement of intent to develop AES and
request for comments

Sep. 12, 1997 : Formal call for candidate algorithms
Aug. 20-22, 1998 : First AES Candidate Conference and

beginning of Round 1 evaluation (15 algorithms), Rome, Italy

Mar. 22-23, 1999 : Second AES Candidate Conference, NY,

USA

Sep. 2000 : Final AES selection (Rijndael !)

Jan. 1997 Aug. 1998 Mar. 1999
Call for AES1 AES2
algorithms 15 algorithms

>

Apr. 2000
AES3

5 algorithms selected Announce winner

in Sep, 2000

©ICU Kwangjo Kim
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AES1 algorithms

= 15 algorithms are proposed at AES1 conference

Clipher

CAST-256
Crypton
Deal
DFC

L

Frog®
HPC™
LOKIaT"
Magenta
Mars
ROCE
Rijnd=ael”
Safer-*
Serpent*
Twofish*

* Phued in the p

Submitted hy

Entrust

Future Systems
Quterbridge

ENS-CMNRS

NTT

TecApro

Schroeppel

Brown, Pieprzyk, Seberry
Deutsche Telekormn

JRERS |

RSA

Daemen, HRijmen

Cylink

Anderson, Biham, Knudsen
Counterpans

Country

Canada
Koreal
Canada’
France
Japan
Costa Rica
USA
Australia
Germany
Usal
USAT
Belgium'
Usal

UK, Tsrael, Norway
USAl

©ICU Kwangjo Kim
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AES Round 2 Algorithms

0 After AES2 conference, NIST selected the
following 5 algorithms as the round 2
candidate algorithm.

Algorithm Name Submitter Name(s)
| MARS |]BM {rapresanted by Nevenko Zinic)
| RC6™ |RSA Lahoratories (represenied by Burt Kalisia)
| Rijndael |Juan Daemen, Vincent Rijmen
| Serpent |Russ Anderson, Eli Biham, Lars Enudsen
Twofish Bruce Schneier, John Kelsey, Doug Whiting,

David Wagner, Chris Hall, Niels Ferguson

©ICU Kwangjo Kim
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Rijndael(l)

a Proposed by Joan Daemen, Vincent Rijmen(Belgium)
0 Design choices
— Squaretype
— Three distinct invertible uniform transformations(Layers)
« Linear mixing layer : guarantee high diffusion
« Non-linear layer : parallel application of S-boxes
+ Key addition layer : XOR the round key to the intermediate state
— Initial key addition, final key addition
0 Representation of state and key
— Rectangular array of bytes with 4 rows (square type)
— Nb : number of column of the state
— Nk : number of column of the cipher key

©ICU Kwangjo Kim
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Rijndael(ll)

o | o0 | Foz | Foa | Fas | Fus Koo | ¥ou | Ko | Kos
o[ By [T | T [ Fra | Fas Ky [ Ko | ®ia|Kog
G| ¥z | Bzz | Fra | 924 [ Fas koo | Kz | Ko | Kes
Bap | Fay | Faz| Faa | Faa | Fas Ksp | Kaa | Ksa | Ksa
State (Nb=6) Key (Nk=4)

Hr Mk =4 Mb =86 Mk =B

Mk=4 10 12 14

wk =6 12 12 14

r— 14 14 14

Number of rounds (Nr)
©ICU Kwangjo Kim 33

//jQUndaeKHD

Rijndael (State,CipherK ey)
{

KeyExpansion(CipherK ey,ExpandedK ey) ;

AddRoundK ey(State, ExpandedK ey);

For(i=1;i<Nr; i++) Round(State,ExpandedKey + Nb*i) ;
Final Round(State,ExpandedK ey + Nb*Nr);

}
Round(State,RoundK ey) Final Round(State,RoundK ey)
{ {
ByteSub(State); ByteSub(State) ;
ShiftRow(State); ShiftRow(State) ;

MixColumn(State);
AddRoundK ey(State,RoundK ey);

}

AddRoundK ey(State,RoundK ey);
}

©ICU Kwangjo Kim 34
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Comparison of AES2 algorithms(l) \

0 Encryption speed analysis by NIST

L]
:':—;:..-.- —
po il
-
.
ADO0
"
[
H 5
EL] ‘.\___ =
000
]
Fyndand [ WARS Sarpari Tafuk
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Comparison of AES2 algorithms(ll) \

o Java Implementation by A. Sterbenz(Graz Univ.)

Lairyprien THER Uriple eS| DEHES | MAaRS | BC6 | Bejndeel | Serpent || Twadish

Speed 196 bimp | (188 ity

[Ehir's]
118 bl ey | (OSIE T L2520 |17 1R | ezi2 | esn | 140 12nd
192 bt ke 12 ra n'a 197040 6092 | e 11474 [y
156 it key s i [T 19717 | 3600 | E405T 11471 19075
Diecwy an THES Triple DES | IHEA | MARS | RO6 | Hijndes] | Serpent | Twofish

Spenil |56 Buf | f18A il

[Rhics)
138 hit key [ 10310 (4173 L301E [ 1943 | 24338 | IREGR [FET] 1 E241
192 hit key | s v n'a T | B | inddd P54 (=21
256 bt ey | " nia Iard |24z | raans 11533 | B
Encripriss S Triple DES | IHEA | MARS | RO6 | REjndeed | Serpem | Toafish
Ky Sotup 156 i} {16 ity

i brwnl
138 it ey | 1RIZE N GOET] | 28680 | 45603 |TaIdd 34720 1 34
192 it key [nn e n's s |4ee0s | aRTI ViEIh 14144
254 bil key | na e n's wakd | P | 20 BEAL BEM
Dby pisan HES Uriple THES | DEHEA | MARS | BO6 | HEjndes] | Senpent | Bwofish
Koy Betup 156 b} {188 by

(LT
128 bl ey | 1m0 Tt G R (LS
192 il ey |0 rh W M7 |d0nls | dH324E 3 [Riekoy
2154 bil kev o w L 2T DHLIE | Jimnd 11973 RE3|

©ICU Kwangjo Kim
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Comparison of AES2 algorithms(lll)

o Smart Card Implementation by F. Sano (Toshiba)

G .H.-HI.] F{U:‘.]. _ Tine -.’E'I.u-r'l-:fl .
[bytes | bytes | Encrypt| Schedule | Encrvpt + Scheduale
MARS AT2] 0 |5468| |45.588]4] 21,742(2 G740 3 ®
R LA0) A § 1006002084, T8 |4 TR =51 |4 174,587 |
Hijndac] GE1 1| 9s0{1125.40%4 )1 10,318]1 d5.812 1 ouly encryption
Serpent 164] 4 |5,937(4)T1,924)5(147 972|5 219,896 )
Twaobish anf 2 §2.808)30851, 8772 28,.512(5 [ s ] 2
DES 17 772 25,308
Triphe IMES) 17 =44 72,341
MISTY 14 I 25,486
*: omit to check “weak” in the key schedule
©ICU Kwangjo Kim 37

Comparison of AES2 algorithms(IV) \

U CMOS ASIC Implementation by Ichikawa (Mitsubishi)

Table4.] Hard uati I
s [t :
Algorthm name == | R
DES T s 1161.31
Triple-DES | o] | wan] - | we|  407.4
MARS amiss | zeeow | 2w | 17000 GE740 Q22555
RC6 1841 wisse | st | 211225 62757 203.96
Rijndael swsas | wme]| wesn]  szm] esed] 1950083
Serpent 208533 s | s0sTm 11407 1574 031.58
Twofish ML 165 s | 3187 1638 3248 394.08
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