“Computer Security and Electronic Payment Systems”
2000 1st semester Mid-term Take-Home Examination 

(1) Test Period : April 16 (Mon.) 10:00 ~  April 19(Thu.) 18:00

(2) Way of submission : 

· Taejon Student : submit a hardcopy to mailing box of Professor Kwangjo Kim

· Seoul Students : send by e-mail to kkj@icu.ac.kr (Prof.)

(3) [Important Notes] 

(a) If you submit later than the deadline, your work will not be counted. Keep strict deadline.

(b) Try to solve all problems by yourself.  If any two or more of answer are same or look similar, the corresponding answers will be ignored. 

(c) Answer in Korean or English is OK 

(d) NEVER FORGET TO WRITE YOUR NAME & ID IN ANWSER SHEET.

(e) Prob. 1-5 : 16-unit, Prob. 6 : 20-unit. (Total : 100-unit)

1. Describe how to combine secret key and public key cryptosystems for practical application such as secure  e-mail  which is called as hybrid scheme.

2. We need to compute modular exponentiation for encryption or decryption of RSA cryptosystem or Diffie-Hellman key sharing scheme.  Using fast exponentiation algorithm, compute 5257 mod 35 together with all step-by-step procedure.

3. There are two trust models - distributed model like PGP and concentrated model like PKI. Compare their merits and demerits and suggest new trust model suitable for secure lottery system.

4. When 2 primes p=19, q=23 are given, design RSA cryptosystem first and extend to make blind signature by giving a numerical example. Show all necessary steps. 

5. One of breaking methods of RSA cryptosystem is to factor known composite modulus. To resist against factorization attack, we need to generate strong primes. Describe its algorithm in detail.

6. [Reading Material] Read  “Security of Electronic Money” and “ Payments System in Korea” by BIS as posted and summarize them together with your opinion.







