Preliminary Syllabus

(Spring 2001)
	1. Course Title
	Computer Security and Electronic Payment System

	2. Course Number
	ICE525

	3. Professor
	Kwangjo Kim

	4. *Lec:Exp:Cre
	3 :  0  :  3

	5. Lecture Times
	Wed. 15:00 ~ 18:00

	6. Others
	Tel.  042 - 866 - 6118,  E-Mail :  kkj@icu.ac.kr


Lec : Lecture(강의시수),  Exp : Experiment(실험시수)  Cre : Credit(학점)

7. Course Objectives
	   This course offers how to design electronic payment system and its building blocks.

After introducing the concepts of money and the basic knowledge of information security techniques such as block cipher, public key cryptosystems, digital signature scheme and hash function, we deal with SET, SSL, micropayment system, smart card, electronic cash, and electronic banking. The students will be capable of understanding secure payment system and its significance and vulnerablilites and  evaluating various primitives for secure electronic commerce.


8. Textbook
1. Required Textbook : Mostafa H. Sheriff, Protocols for Secure Electronic Commerce, CRC Press, 2000, ISBN 0-8493-9597-6 

2. Recommended Reading Material 

- W. Ford and M.S.Baum, Secure Electronic Commerce, Prentice Hall, 1997, ISBN0-13-476342-4

- Menezes et al, Handbook of Applied Cryptography, CRC Press, 1997, ISBN 0-8493-8523-7

- Handouts, etc

9. Evaluation 
	Classification
	Midterm Exam
	Quiz
	Final

Exam
	Home

work
	Term

Project
	Term

Paper
	Attendance
	Total

	Percentage
	15%
	5%
	25%
	15%
	15%
	20%
	5%
	100%


10. Course Schedule

	Week
	Contents
	Remark

	1st week
	Introduction(Types  of money and payment systems)
	

	2nd week
	Epayment Security(I) (Cryptography)
	TP Report #1

	3rd week
	Epayment Security(II)(Digital Signature)
	Homework#1

	4th week
	Credit Cards(I) (SSL/TLS)
	

	5th week
	Credit Cards(II) (SET)
	Homework#2

	6th week
	TP Contest #1
	TP Report #2

	7th week
	Mid-term Exam
	

	8th week
	Micropayment(I)
	

	9th week
	Micropayment(II)
	Homework#3

	10th week
	Electronic Cash(I)
	

	11th week
	Electronic Cash(II)
	Homework#4

	12th week
	Smart Card(I)
	

	13th week
	Smart Card(II)
	TP Report #3

	14th week
	TP Contest #2
	TP Paper

	15th week
	 Final Exam
	


( Above ‘Course Schedule’ is supposed to be changed depending on circumstances.
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