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Introduction

Along with Internet evolution, the requirements of information security in network environment are reality. Because Internet relies on TCP/IP (Transmission Control Protocol/Internet Protocol) suite, Internet involves lack of security of this suite, like there are many intermediate network devices are used on Internet, so the information has to pass through these devices before reach to destination. The threats of sniffing, spoofing or modification of the information are higher in this environment, especially sensitive data. Public Key Cryptography contains many standards and techniques to provide mechanism of protecting data against the mentioned threats. ITU-T’s X.509 certificate recommendation which provides authentication techniques, key management mechanism that used by CA’s is released for this purpose.
Goals
In this project, first I try understand authentication service using recommendation X.509 and operations of CA’s. Second, it is necessary to assess this authentication framework and how efficiency of CA operation in network environment.
Approach
It is need to know what certificate is, how operation of CA is, and the components are used in CA operations. All of these require reading and understanding recommendation, reading materials.
Schedule
· Term project report #1 (Week 1st to 4th):
· Reading recommendation X.509, understanding its authentication framework.

· Term project report #2 (Week 4th to 7th):

· Public Key Infrastructure

· Term project report #3 (Week 7th  to 12th):

· How to sign certificate

· CA operation

· Process to create certificates in network environment (understand SSL)

· Final report
- Compare with other authentication framework
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