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Introduction

The past of Internet is server oriented, but recent attention has been focused towards some kind of distributed computing, peer-to-peer(simply P2P) applications like SETI@home have empowered millions of users to contribute their computing resources to work on a common computational analysis. Instant messaging services have enabled users to communicate and collaborate with their peers in real time. And file sharing embodied by applications like Napser, Gnutella have offered a compelling and intuitive way for Internet users to find and share resources directly with each other, often without requiring a central authority or server.

As trust is a core part of human relationship, it is also important on the Internet. For providing trust on the Internet, people made some trust model such as the Pretty Good Privacy(PGP), which is a free public-key cryptographic system created by Phil Zimmermann in 1991, X.509 standard PKI. The trust in PGP is achieved using the web of trust model. The underlying idea of this model is that you accept the public key of a PGP user if one or more other trustworthy PGP users have signed it. Each PGP user maintains a list of public keys, called a keyring. Keyrings can be exchanged between users. The X.509 standard PKI trust model is based on lawful Certificate Authorities that generate and manage certificates. These CAs are arranged in a hierarchy, called Certification Chain, support cross certification.

Although many kinds of trust model appeared during the past of Internet such as PGP trust model already mentioned, which is not enough for applying to new paradigm, peer-to-peer system. Thus I will propose such a new distributed trust model on peer-to-peer system.

Objective

Propose distributed trust model appropriate for peer-to-peer system

Approach

Survey existing papers on trust model in PGP and X.509 standard PKI

Study on distributed trust model

Progress reporting

Modeling and verification trust model appropriate for peer-to-peer system

Final presentation about proposed model
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