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Introduction, Motivation

Wireless Application Protocol (WAPTM) is a result of continuous work to define an industry wide specification for developing applications that operate over wireless communication networks. The wireless market is growing very quickly and reaching new customers and providing new services. To enable operators and manufacturers to meet the challenges in advanced services, differentiation, and fast/flexible service creation, WAP defines a set of protocols in transport, session and application layers. 

A need to provide end-to-end secure applications for e-commerce, corporate access, etc has emerged in WAP. It is generally recognised that the end-to-end problem can be solved either at the transport layer or at the application layer.
Goals and Approaches
Final goal is the study on security issues in wireless & wired environment where there are some intermediaries between WAP Gateway (or simply say, wireless phone) and Web Server.

· Understand WAE (Wireless Application Environment)

· Study on Wireless Security Specification

· End-to-end Transport Layer Security Specification
· WAP Public Key Infrastructure Specification, etc.

· Study on Security Issues in Wireless & Wired Environment

· Simple: Phone <-> WAP Gateway <-> Web Server

· Complex: Phone <-> WAP Gateway <-> Proxy <-> Web Server 

Schedule
· This proposal (~ Week 4th)
· Study on WAE (~ Week 6th): 
· Study on Wireless Security Specification (Week 7th ~ 8th): Progress Rep.
· Progress report will include
· Inroduction to WAE and Wireless Security in WAP.

· Key issues in Wireless Security Specification.
· Study on simple case above (Week 9th ~ 10th):
· Study on complex case above (Week 11th  ~ 13th): Final Rep.
· Final report will include
· Key issues in simple/complex case

· Some workaround for complex case if there is no good solution
Reference:

[1] Internet Resources: http://www.wapforum.org 
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