Term Project Proposal, ICE615 Network Security

Traitor Tracing

School of Engineering, Cryptology Lab / 2001507 / Kim, Jin

1. Introduction

Nowadays various digital information on network such as multimedia, software and pay-per-view television, is exchanged by using broadcast encryption schemes. In broadcast encryption schemes the most important thing is the fact that only legitimate users should be able to get the digital information.
In broadcast encryption schemes, one of the important components is traitor tracing. The traitor tracing is proposed was suggested by Chor and his co-workers in [4]. Traitor means accepted users who make illegal decoders of broadcasted digital information by prearrangement. And then traitor tracing is finding the traitors and revoking their authorities.
From the first view of broadcast encryption schemes, there are many papers and technical reports on broadcast encryption schemes and traitor tracing schemes. The study of broadcast encryption was initiated in [1, 2, 3], and the first traitor tracing scheme was introduced in [4].
Through previous works, encoding block is not constant and depends on users and traitors. Moreover, authority revocation relies on the possible participants.
Traitor tracing scheme using public key cryptosystem [5] enhances the result of previous works.

In such schemes, a group key is used to encrypt a common session key, on the other hand there are many decryption key to the session key.

2. Objective

Broadcast scheme is still unfamiliar with many people. Therefore, the first work required is to survey various broadcasting schemes and traitor tracing schemes. Through the survey we can recognize the advantages and disadvantages of the previous works. 

In this term project, using the detail survey, I will get some knowledge about broadcast encryption schemes and traitor tracing schemes. This can enable me to find another tracing scheme on special cases. One of the special cases is to dynamic multicast group (DMG). Currently there are no broadcast schemes for the DMG. 
In sum, I will construct a new broadcast scheme for the DMG.
3. Related Works

Broadcast Encryption.

The area of Broadcast Encryption was first formally studied (and coined) by Fiat and Naor in [2] and has received much attention since then. To the best of our knowledge the scenario of stateless receivers has not been considered explicitly in the past in a scientific paper, but in principle any scheme that works for the connected mode may be converted to a scheme for stateless receivers. (Such conversion may require including with any transmission the entire ‘history’ of revocation events.) When discussing previously proposed schemes we will consider their performance when adapted to the stateless receiver scenario.

Tracing Mechanisms.

The notion of a tracing system was first introduced by Chor, Fiat and Naor in [4], and was later refined to the Threshold Traitor model. Its goal is to distribute decryption keys to the users so as to allow the detection of at least on key that is used in a pirate box or clone using keys of at most t users. Black-box tracing assumes that only the outcome of the decoding box can be examined. Chor and Naor provide combinatorial and probabilistic constructions that guarantee tracing with high probability. To trace t traitors, they require each user to store O(t log N) keys and to perform a single decryption operation. The message length is 4t. The public key tracing scheme of Boneh and Franklin [5] provides a number-theoretic deterministic method for tracing. In all of above methods , t is a-priori bound.
4. Approach
Broadcast encryption schemes define how keys are generated and how encryption and decryption are performed. Traitor tracing schemes involve also tracing algorithms.
First of all, I will survey on the encryption and tracing scheme by studyng existed papers. And next, research for find another tracing schemes. And I hope that I can implement the scheme.
5. Schedule

· Study on broadcast encryption and traitor tracing scheme : ~ 6th week

· Reading papers and research : ~ 10th week
· Research another suggestion about traitor tracing scheme : ~ End

· Progress Report : 7th week

· Final paper and presentation : 15th week

Above ‘Term Project Schedule’ is supposed to be changed depending on circumstances.
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