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1. Introduction

As the Internet goes widespread, information-sharing technology becomes various. Until now, documents are shared by means of the Web and FTP in wide area networks, and Windows file sharing in local area network. Not only does document sharing through the centralized server such as HTTP and FTP servers bring out scalability problem but also users have to explicitly know ‘where the document is located’ in either WAN or LAN, so called transparency problem. Even though some search engines on the Web provide searching facilities, they could not provide expected results, but just list similar results. Possibly, documents can be shared by building huge central databases and document-sharing services. However, as the data becomes larger in volume, the servers cannot hold the large amount of data. To overcome these problems, peer-to-peer sharing (P2P) approaches have been introduced. P2P systems are usually based on server included, for instance Napster [1], or pure peer-to-peer architecture such as Gnutella [2]. The pure P2P system has a weak point at its searching facility because of lack of knowledge about where the other peers are. This makes lots of delay in searching documents. Thus, P2P system inevitably requires a server to make fast searching response. Another problem in P2P paradigm is that there’s no standard mechanism for document sharing. Each peer-to-peer model shares documents in each peer machine atop the proprietary protocol. This limits availability of information resident in each peer computer.

We proposed a web-enabled P2P document sharing system, called Ddocss (Distributed Documents Sharing System) [9], which is mainly focused on availability. The Ddocss exploits not only the proprietary protocol for publishing document information into the central database, but also the HTTP protocol for file transfer between peers, that is, clients in terms of client-server model. It consists of one server, client applications, and web browsers. When any users hope to search the expected document information and retrieve documents, they can do through the web browser even though a client application also supports document searching and downloading via HTTP protocol between peers. The proposed system also allowed publishers to restrict access levels of documents and other users. If the publisher decides each document level and user level, other users cannot retrieve the higher level of document then own user level. However, the Ddocss does not consider the security issues such as accountability and secure communication. During this tern, we intend to add the security features of P2P systems to our previous work, and then complete a secure P2P document sharing system in web environments.

2. Related Work
Distributed file sharing systems with peer-to-peer communication have constantly increased. Napster [1] is very popular because it allows end users with MP3 files to find each other. However, Napster does not provide web-based facilities but requires the proprietary program in a personal computer. In terms of bandwidth, Napster uses large and unbounded amounts of bandwidth. Users cannot restrict anonymous users’ access.

Gnutella [2] is the distributed replacement for Napster. The strength of Gnutella is its extremely flexible network design. It is almost pure peer-to-peer architecture. When a search is performed, servers respond with an external IP address or URL where the user can download the document. It is not concerned about anonymity or rights protection of documents but supports sharing documents among registered users. The drawback of Gnutella is the response time, in terms of interactive performance, because it traces IP addresses to get results.
Publius [3] is tamper-evident web publishing system. Unlike other systems, it is based on Web contents and mainly focuses on protecting author's rights of documents rather than sharing free documents. If an author publishes documents, it is encrypted with URL and sent to server to protect the rights of the author. This system does not only provides accountability, which implies that there is no way to prevent publishers from entirely filling the system with garbage data, but also requires client program or proxy if a user hope to get documents. It decreases availability of the system.
FreeNet [4, 5] is an adaptive peer-to-peer network application. This system permits the publication, replication, and retrieval of data while protecting the anonymity of both authors and readers. Web architecture compatibility is good by means of using URI and any type data can be exchangeable.

Mojo Nation [6] is a peer-driven content distribution technology. Core technologies are three parts: swarm distribution, decentralized services, and market-based distributed load balancing. And Mojo Nation combines the flexibility of the marketplace with a secure “swarm distribution” mechanism and provides high-speed downloads that run from multiple peers in parallel. Like FreeNet, Mojo Nation’s web architecture compatibility is supported by URI and any type data can be exchangeable.

Free Haven [7] is a system for distributed, anonymous, persistent data storage and also peer-to-peer model. The design is based on a community of servers where each server hosts data from the other servers in exchange for the opportunity to store data of its own in the server community, called as “servnet”.
3. Problem Definition

We considered several requirements in our previous work [9]; simplicity, dynamic group enabled sharing, availability, and security. First, the Ddocss supports the graphic user interface with several mouse clicks and a little typing of document information in terms of simplicity. Secondly, dynamic group enabled sharing means that the system should provide functions to configure sharing policies within the specific group. Thirdly, the system provides a method to search and download from web browsers because most of networking device is connected to the web. Lastly in terms of security, the Ddocss provides very primitive functionality. We simply controlled the user access level with the membership considerations. The authentication and encryption issues are not considered in the previous work. During this term, we will figure out the overall security issues related to P2P system and apply them to the Ddocss system.
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