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Trust analysis : PGP - Pretty Good Privacy, web of trust versus trust hierarchy and application of PGP

Introduction

 Philip Zimmermann made PGP, and let it be a freeware. He thought the security should not be monopoliezed and be opened to anyone else-of course, even to private. Now, it's still improving and opened to everyone, ported to Mac OS, Windows NT, Palm, Linux, etc.  

 Trust analysis is, in this topic, to compare web and hierarchy, decide and choose 'which is more faithful.' web of trust is finding the trusty in contacting others as equal state, so if there are A, B, C, then A can contact B or C freely(but cannot sure the trusty yet), and it also adjust to B and C. By contrast, trust hierarchy is such kinds of tree, and If A and B is from C, when A want to contact B then A must pass through C. Not yet clearly proved which one is better, since it's just proposal, but during this course, I'll do.

Motivation

 I have no experience of studying Cryptography, but I'm very interested in it. Why I chose PGP is it's opened, easy to get informations. Actually when I tried to find the information of PGP I could access the website http://www.pgpi.com , and got the program free of charge. And, I could find many article of PGP in our textbooks, reference guides, and a few websites. Commonly, PGP is famous as warrior fighting against the monopoly of US. 

Objective

 My objective in researching PGP and trust analysis is understanding PGP in depth, and, with implementation of PGP in any situation(mail or e-trading, but not yet confirmed).

Goal

 When I searched the information of PGP, I found that to understand it, I must know about public-key cryptography, hashes, and so on, so, after finishing my work successfully, I can know much things of cryptography, I think. 

My approach

 At first, I'll read the part of PGP in the textbook, Network security and reference book, Cryptography and Network security. And it will be helpful to read Handbook of Applied Cryptography. And, I found the websites of PGP, so I'll read articles in there, and try to use the PGP program. After that I want to implement it for myself. 

Overall Schedule

For Term Project report 1, I'll submit what I studied of PGP. And after that, I'll begin to adjust as real. I'll show it briefly in report 2, and almost finish it in report 3, and complete it as finial report(or present it.) But, it's just schedule and I cannot be sure that it'll be done as schedule, so as the changing the situation, I'll change my schedule. But I'm sure I can almost finish it in report 3. 
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